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HCL’s Mobile IoT Device Platform is a di�erentiated service that 
we o�er to various Fintech customers through our accelerator 
Mobile Connected Device Platform. This enables acceleration of
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Mobile as a gateway 
which Connects, Monitors 
and Controls any smart 
device in the IOT 
ecosystem ecosystem

Mobile as a Channel 
for IOT Payments 
enabling payments 
through Connected 
Car, Wearables etc.,

Mobile as an Data aggregator in the 
ecosystem of Patient Vital Monitoring and 
Diagnostic Systems like BP, Temperature, 
ECG, CGM, BGM, Weight, Pulse 
measurement, Industry devices, Smart 
Devices etc.,.

Mobile as a channel of 
consumption for a round 

trip communication of all the 
devices and storage media 

like cloud. Also act as a Data 
visualisation medium.

Network connector for secure 
communication with backend 
systems & cloud supporting SSL, 
Digital Certificates 

Authentication and Authorisation for 
protected data access. Around 10 di�erent 
authentication mechanisms supported

Data visualisation through 
customised reporting engine.

User interactive features 
such as Notifications, 
Settings, Reminders, 
Calendar etc.,

Mobile friendly request / 
response handling 
through JSON ( REST)

Audit Trails for 
traceability and 
compliance

Data communication 
connector supporting 

BLE, NFC, WIFI and 
USB channels

Authentication and Authorisation for protected data 
access. Around 10 di�erent authentication 
mechanisms supported

Data visualisation through 
customised reporting 
engine.

User interactive features 
such as Notifications, 
Settings, Reminders, 
Calendar etc.,

Mobile friendly request 
/ response handling 
through JSON ( REST)

Audit Trails for 
traceability and 
compliance

Network connector for secure 
communication with backend 
systems & cloud supporting SSL, 
Digital Certificates

Data communication 
connector supporting 

BLE, NFC, WIFI and 
USB channels

Pre configured 
Healthcare profiles – 

CGM, BGM, Pulse, ECG, 
Health Thermometer, 

Weight Scale etc.,

Security with data 
encryption methodologies 
like RSA, AES256, AES128

Secured Data storage – 
Encrypted local Database

Payment gateway engine 
connectors 

Payment Engine 
integrating with major 
Payment providers like 

Mastercard and Visa

Payment gateways 
such as Apple and 

Android pays 
integrated

Security with data 
encryption 

methodologies like 
RSA, AES256, AES128

Secured Data storage – 
Encrypted local 

Database

Location and 
Maps Engine

The above 
functions are 

enabled through 
solution tenets 

such as

The above 
functions are 

enabled through 
solution tenets / 
connectors such 

as

Supports Tablets & 
Smartphones form factors

Connectors are updatable 
and upgradable

Supports Android Auto 
and Android Gear 

integration

Configurable 
wizard

Platform specific 
connectors

Pre-integrated with 
Payment Providers

Development Ready 
Pluggable Connectors
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& Homes
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Data Aggregation + 
Monitoring & 
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Protocols
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IoT Device Mobile Platform overview

Solution Tenets

• Development ready Pluggable, configurable & 
customizable connectors

• Complete SDLC documentation
• Data communication connector supporting BLE, 

NFC, WIFI and USB channels 
• Network connector for secure communication 

with backend systems & cloud supporting SSL, 
Digital Certificates

• Data visualisation through customizable reporting 
engine

• Platform specific connectors – iOS & Androids
• User interactive features such as Notifications, 

Settings, Reminders, Calendar etc.,
• Connectors are updatable & upgradable
• Adherence to standards and Guidelines - 21 CFR 

Part 820, IEC 62304, ISO 14971 standards

Pain Points

Business 
Benefits

Time-consuming 
development time 

Loss of revenue due to 
delayed time-to-market

Time-to-market [E�ort 
reduction by 32 ~37%]

Standardized platform 
based development 
approach

Base mobile OS level risk 
mitigations are already 
built-in as part of the 
platform

Development-ready 
pluggable, configurable 

and customizable 
connectors

Cost savings by 
30~35%

Connectors are 
upgradable and 

updatable for easy 
maintenance

Scalability & 
Extensibility of 
the platform for 
the future needs

No standardized 
approach

Increased 
cost

HCL  IoT DEVICE PLATFORM

WANT TO KNOW HOW HCL IOT DEVICES PLATFORM CAN HELP YOUR BUSINESS? 


