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Please see the Appendix for detailed methodology, market definition, and scoring 

criteria. 

IN THIS EXCERPT 

The content for this excerpt was taken directly from IDC MarketScape: Worldwide 

Managed Security Service Edge Services 2025 Vendor Assessment (Doc #US52992425). 

IDC OPINION 

Managed security service edge (SSE) has matured into a cornerstone of enterprise 

security architecture as organizations adapt to cloud adoption and hybrid work models. 

The shift from appliance-based web gateways and VPNs toward unified, cloud-delivered 

services reflects the demand for consistent policy enforcement, consolidated visibility, 

and improved user experience across distributed environments. By converging various 

network security functions, SSE provides a scalable foundation for zero trust strategies 

while reducing operational complexity. 

The market's evolution is now shaped less by whether SSE is adopted and more by how 

it is delivered and managed. Providers differentiate through breadth of technology 

partnerships, depth of managed services, and their ability to embed automation into 

policy management, reporting, and incident response. Integration with adjacent 

domains such as identity management and managed detection and response (MDR) is 

increasingly viewed as a requirement, as enterprises want to align access control and 

threat response with a common zero trust framework. The most advanced offerings 

extend value through customer portals with real-time visibility and compliance 

reporting, as well as globally distributed enforcement nodes that ensure low-latency, 

policy-consistent access worldwide. 

IDC views the key differentiators among managed SSE providers as: 

▪ Diversity and maturity of vendor technology partnerships, including leading SSE 

platforms 

▪ Integration of identity and access management (IAM) to operationalize zero trust 

▪ Seamless linkage with managed extended detection and response (MXDR) and 

security operations center (SOC) services to improve detection fidelity and 

accelerate response 

▪ Customer-facing portals with transparent controls, reporting, and compliance 

evidence 

▪ Global enforcement presence to guarantee user experience and consistent policy 

application 
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▪ Embedded data protection aligned to regulatory frameworks across industries 

IDC MARKETSCAPE VENDOR INCLUSION CRITERIA 

To be included in the 2025 worldwide managed security service edge service provider 

vendor assessment, providers had to meet the following criteria: 

▪ Portfolio of managed SSE services: The security service provider must have an 

established portfolio of managed SSE services. Managed SSE services provide 

organizations with cloud-delivered security solutions focused on protecting users 

and data, regardless of location, as a single converged solution. This includes, but 

not limited to, firewall as a service (FWaaS), secure web gateway (SWG), cloud 

access security broker (CASB), and zero trust network access (ZTNA). The 

managed SSE service provider offers deployment, integration, management, and 

operations for these solutions.  

▪ Time threshold: The provider must have offered these managed SSE services 

for at least one year prior to this assessment. 

▪ Multiregion footprint: The service provider must have an active customer base 

spanning at least two of the four major global regions — North America, EMEA, 

APAC, and LATAM. 

▪ Revenue threshold: The provider must have generated at least $10 million in 

global revenue in calendar year 2024 specifically attributable to its managed SSE 

services portfolio. 

ADVICE FOR TECHNOLOGY BUYERS 

Organizations evaluating managed SSE should adopt a dual lens: near-term needs for 

secure connectivity and access and long-term goals for architectural transformation. 

IDC recommends buyers focus on the following considerations: 

▪ Clarify use cases early: Identify whether the priority is secure remote access, 

SaaS visibility, or full policy consolidation. Many organizations deploy SSE in 

phases, often beginning with ZTNA or SWG. 

▪ Assess reporting depth: Go beyond surface metrics. Demand dashboards that 

show policy change outcomes, chronic offenders, user/app impact, and 

predictive trendlines. Continuous improvement depends on proactive, business-

oriented reporting rather than reactive ticket histories. 

▪ Define the operating model: Decide upfront whether you want fully managed 

or comanaged service. For comanaged delivery, require a documented runbook 
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with RACI, change windows, rollback plans, and emergency contacts to avoid 

gaps in accountability. 

▪ Pilot with business-critical flows: Don't rely on synthetic testing. Validate SSE 

performance and policy impact on your top 3 applications with live users, 

ensuring break-glass access and SD-WAN failover are tested under production 

conditions. 

▪ Scrutinize service-level agreements (SLAs): Look for providers that go beyond 

uptime guarantees. Differentiated SLAs should include commitments around 

time to detection, time to remediation, change accuracy, SOC feed availability, 

and security update cadence. 

▪ Evaluate integration depth: Ensure the provider can unify SWG, CASB, and 

ZTNA policy and extend into identity, MDR, and compliance reporting for 

stronger zero trust execution. 

▪ Keep industry and regulatory alignment: Prioritize providers with vertical 

expertise and proof of compliance support in your industry (e.g., HIPAA, PCI DSS, 

and GDPR). 

▪ Insist on migration playbooks: Insist on detailed plans for transitioning from 

VPNs and on-premises gateways, including coexistence strategies and user 

adoption support. 

▪ Look for long-term road map: Select providers whose vision extends SSE into 

broader secure access service edge (SASE) or zero trust architectures, with 

integration to SD-WAN, IAM, and advanced SOC capabilities. 

VENDOR SUMMARY PROFILE 

This section briefly explains IDC's key observations resulting in HCLTech's position in 

the IDC MarketScape. The description here provides a summary of the vendor's 

strengths and challenges. 

HCLTech 

HCLTech is positioned in the Leaders category in the 2025 IDC MarketScape for 

worldwide managed SSE services vendor assessment. 

HCLTech, headquartered in Noida, India, offers managed security service edge services 

as part of its broader secure digital workplace and network transformation portfolio. 

The company delivers SSE as a vendor-agnostic service, integrating solutions from 

multiple technology partners, including Palo Alto Networks, Fortinet, Cisco, Netskope, 

and Zscaler, to address customer requirements across industries and geographies. Its 

proprietary SPADE framework is used to assess a customer's environment, determine 

solution fitment, and design the deployment architecture. This consultative assessment 
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approach allows HCLTech to align SSE deployments with each customer's existing 

infrastructure, operational maturity, and security objectives. 

The managed SSE service is operated within HCLTech's Cyber Security Fusion Center 

(CSFC) platform, which provides 24 x 7 monitoring, orchestration, and incident 

management. All SSE customers benefit from HCLTech's proprietary advanced threat 

intelligence, which combines curated feeds, analytics, and correlation across threat 

surfaces. The standard SSE package includes zero trust network access, secure web 

gateway, and firewall as a service. Additional capabilities, such as cloud access security 

broker, data loss prevention (DLP), and digital experience monitoring (DEM), are 

available as add-ons to extend the security stack based on customer requirements. 

HCLTech offers flexible contracting models, including standard terms, the shortest 

contract commitment of six months, and on-demand contracts for proof-of-concept 

(POC) engagements. Service tiers provide different levels of operational support and 

integration, allowing customers to scale management depth and feature sets over time. 

Service delivery is supported through a customer portal that integrates with 

ServiceNow and vendor management planes, with an automation layer in between. 

This automation platform, iNetBot, enables policy push into SSE components and 

accelerates configuration changes. The portal also provides advanced dashboarding by 

aggregating and integrating data from multiple vendor solutions for consolidated 

visibility. A new role-based access control (RBAC)–enabled AI dashboarding portal is 

planned for release, designed to enhance security event visualization, analytics, and 

user-specific access control. 

HCLTech's future development focus includes expanding its lab infrastructure to test 

and validate SSE architectures, integrating generative AI (GenAI) use cases for threat 

detection, incident analysis, and automated policy recommendations, and further 

enhancing the automation capabilities within its operational framework. 

Strengths 

HCLTech offers comprehensive SLA frameworks, covering not only availability and 

incident response but also a broad set of operational and performance parameters. 

This allows customers to set clear service expectations across multiple aspects of 

delivery. The SLA structure is supported by the SPADE assessment framework, CSFC-

based management, proprietary advanced threat intelligence, and the iNetBot 

automation layer, which together provide consistent policy enforcement, faster 

configuration changes, and reduced operational effort. Flexible contracting options, 

including short-term commitments and on-demand POC agreements, give customers 

the ability to evaluate and scale services with minimal risk. 
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Challenges 

HCLTech's automation capabilities are strong in areas such as GenAI-enabled customer 

experience, SSE migration, and incident management, where they apply advanced 

orchestration to accelerate processes and improve outcomes. However, customer 

feedback indicates that automation for routine level 1 and level 2 service requests is 

less mature, requiring more manual handling than other parts of the service. HCLTech 

is addressing this gap by expanding its automation framework within the iNetBot 

platform to include more self-service and preconfigured workflows for common 

operational tasks. 

Consider HCLTech When 

Organizations operating in complex, compliance-driven, and highly distributed 

environments that require a large systems integrator and managed service provider 

capable of delivering and managing SSE at scale should consider HCLTech's offering. 

APPENDIX 

Reading an IDC MarketScape Graph 

For the purposes of this analysis, IDC divided potential key measures for success into 

two primary categories: capabilities and strategies.  

Positioning on the y-axis reflects the vendor's current capabilities and menu of services 

and how well aligned the vendor is to customer needs. The capabilities category 

focuses on the capabilities of the company and product today, here and now. Under 

this category, IDC analysts will look at how well a vendor is building/delivering 

capabilities that enable it to execute its chosen strategy in the market. 

Positioning on the x-axis, or strategies axis, indicates how well the vendor's future 

strategy aligns with what customers will require in three to five years. The strategies 

category focuses on high-level decisions and underlying assumptions about offerings, 

customer segments, and business and go-to-market plans for the next three to five 

years. 

The size of the individual vendor markers in the IDC MarketScape represents the 

market share of each individual vendor within the specific market segment being 

assessed.  

IDC MarketScape Methodology 

IDC MarketScape criteria selection, weightings, and vendor scores represent well-

researched IDC judgment about the market and specific vendors. IDC analysts tailor the 



©2025 IDC #US52992425e 7 

range of standard characteristics by which vendors are measured through structured 

discussions, surveys, and interviews with market leaders, participants, and end users. 

Market weightings are based on user interviews, buyer surveys, and the input of IDC 

experts in each market. IDC analysts base individual vendor scores, and ultimately 

vendor positions on the IDC MarketScape, on detailed surveys and interviews with the 

vendors, publicly available information, and end-user experiences in an effort to 

provide an accurate and consistent assessment of each vendor's characteristics, 

behavior, and capability. 

Market Definition 

Managed security service edge (SSE) services provide organizations with a unified, 

cloud-delivered security architecture designed to protect users, applications, and data 

regardless of location. Delivered as a single converged solution, Managed SSE 

integrates core security capabilities, including secure web gateway (SWG), cloud access 

security broker (CASB), zero trust network access (ZTNA), and firewall as a service 

(FWaaS). Beyond technology delivery, managed SSE services encompass provider-led 

deployment, integration, ongoing policy management, and operation.  

LEARN MORE 

Related Research 

▪ Worldwide Managed Security Services Market Shares, 2024: Opportunity for All, in All 

Managed Security Areas (IDC #US53101625, September 2025) 

▪ Secure Access Service Edge (SASE): Network and Security Convergence for the Hyper-

Distributed Enterprise (IDC #US53328325, May 2025) 

▪ IDC's Worldwide Security Services Taxonomy, 2025 (IDC #US53294625, April 2025) 

▪ Bridging the Gap: The Missing Piece in Managed SSE Providers' Market Messaging (IDC 

#US53267425, March 2025) 

Synopsis 

This IDC study presents a vendor assessment of worldwide managed security service 

edge (SSE) service providers through the IDC MarketScape model. Using the IDC 

MarketScape methodology, 15 providers with active managed SSE offerings were 

evaluated. The process included direct briefings with 14 providers and feedback from 

two or more customer references for each, while one provider's evaluation was based 

on IDC's independent knowledge of its services and capabilities. Providers were 

assessed on both their current capabilities and future strategies for delivering managed 

SSE services across regions worldwide. 
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"The managed security service edge (SSE) services market is evolving quickly as 

enterprises converge web, cloud, and private app security into unified, cloud-delivered 

frameworks. Providers bring diverse approaches, giving organizations more tailored 

options to accelerate zero trust adoption and simplify operations." — Yogesh Shivhare, 

research manager, Security and Trust, IDC 
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