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| Addressing Today’s DLP Challenges

Enterprise-level Data Loss Prevention solutions are essential tools
for any corporate cybersecurity program. Such solutions combine
unmatched customization with industry-leading detection
methodologies and the power and flexibility to be where you need
it- from anywhere data is endpoints, to your network, and the
cloud. The richness and flexibility can bring unmatched visibility
and control, but also brings with it many challenges. Even the
most experienced DLP practices can encounter challenges from
enterprise workloads, product and environmental changes, and

Designed specifically for
customers with complex
and evolved DLP deploy-
ments, this offering will put
you in the best possible

position to maintain your
investment and your
organization’s data protec-
tion, no matter what
challenges change bring.

organizational policy growth and evolution.

At HCL Fortius, we’ve seen thousands of organizational structures spanning the entire gamut of complexity, scope,
and scale - from bespoke DLP designs for isolated environments to global enterprise Data Protection efforts. This
unique scope of experience has helped us to develop pertinent and valuable best practices that aid organizations
in maintaining and sustaining their DLP deployments no matter the challenge.

| Offering Details

To help organizations maintain DLP, and its many complex technical and organizational components, we are
proud to offer a Data Loss Prevention Sustainability Assessment consulting engagement. As a part of this
offering, subject matter expert DLP architects will conduct a number of data-gathering and informational
sessions designed to cover the following three topics:
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1) Policy Maintenance: Policy experts will examine all organizational policies to assess not only
their performance and efficacy but their sustainability as well. Our experts will provide detailed
recommendations for policy changes needed to adapt to best practices for long-term policy
success and provide step-by-step processes for annual policy reviews, pre-and-post-upgrade
policy needs, and successful integrations.

2) Disaster Recovery: Our architects will examine your disaster recovery processes and
policies and compare and contrast those with the most robust DR systems seen globally. We
will provide detailed documentation for server recovery, with baseline configuration
documents that are fully up-to-date and deliver architectural recommendations in line with DR
integration best practices.

3) Upgrade Processes: Few challenges require a more organizationally specific approach than
DLP upgrades. From pre-upgrade checks and processes, to post-upgrade indexing and
feature testing, the effort to build sound and customized upgrade documentation can be
daunting. Our architects will provide step-by-step upgrade documentation, customized for
your organization, and in-line with the very latest best practices and considerations. Every
permission, process, and step, is spelled out and informed by our decades of experience with
the world’s largest and most complex deployments.

| Methodology

Simply put, HCL’s proven methodology works. Annually, we implement hundreds of security solutions
for global customers in industries similar to yours and with similar business outcomes.

* Realign integrations to meet changing business requirements
* Assess alignment to best practices and DLP Maturity Model

* Develop action plans to achieve the desired level of maturity

Optimize

¢ Monitor environment and alignment of the deployed solution to the
business requirements

¢ Deploy designed components of a DLP program: Technology,
Process and People

¢ Integrate and advance the solution to an operational state

» Design technical architecture for desired components
* Plan installation and operational turnover

* Integrate solution with existing business processes

» Define scope based on goals and business drivers
* Document requirements based on scope

» Define preliminary architecture requirements




Why HCL Fortius?

Our consultants deliver real world value to help guide organizations in improving
their security posture through:

« Real-life experience operating solutions in the world’s largest and most
complex networks

» Direct access to internal product teams enabling faster diagnosis and
resolution of issues

« Utilization of subject matter experts, proven methodologies, and industry
best practices

« Optimization of policies and procedures and engagement of measurable
controls to realize greater program maturity
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For more information or to get started, please contact us:

Fortius@hcl.com | hcltech.com

HCL Technologies (HCL) empowers global enterprises with technology for the next decade today. HCL’s

Mode 1-2-3 strategy, through its deep-domain industry expertise, customer-centricity and entrepreneurial
HCL culture of ideapreneurship™ enables businesses to transform into next-gen enterprises.

HCL offers its services and products through three lines of business - IT and Business Services (ITBS),
Engineering and R&D Services (ERS), and Products & Platforms (P&P). ITBS enables global enterprises to
transform their businesses through offerings in areas of Applications, Infrastructure, Digital Process
Operations, and next generation digital transformation solutions. ERS offers engineering services and
solutions in all aspects of product development and platform engineering while under P&P. HCL provides
modernized software products to global clients for their technology and industry specific requirements.
Through its cutting-edge co-innovation labs, global delivery capabilities, and broad global network, HCL
delivers holistic services in various industry verticals, categorized under Financial Services, Manufacturing,
Technology & Services, Telecom & Media, Retail & CPG, Life Sciences, and Healthcare and Public Services.

As a leading global technology company, HCL takes pride in its diversity, social responsibility, sustainability,
. r-l ‘ and education initiatives. As of 12 months ending on March 31, 2022, HCL has a consolidated revenue of US
$ 11.48 billion and its 208,000 ideapreneurs operate out of 52 countries. For more information, visit
www.hcltech.com www.hcltech.com



