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Integrated
Chain of Custody

Al-enabled cold supply chain
empowering condition base visibility




> Introduction

The pandemic has dominated the world-headlines
globally for disrupting normal way of life in the last
two years. Globally the need for integrated cold supply
chain has emerged as the key focus area, whether it is
vaccine, food or chemicals.What lies ahead is a
challenging scenario to transport the temperature-
controlled shipments from manufacturing to
distributing it for last mile administration. Topping the
logistical puzzle are the stringent temperature-
controlled storage requirements for maintaining the
efficacy of the product during its storage life. The
current global cold-chain infrastructure is inadequate
to adhere to the distribution and storage norms and
needs a safe, reliable, and predictable real-time
tracking & condition monitoring of the product
life-cycle to outlast its intended storage-life.

The Integrated Chain of Custody Solution byHCL
Technologies is an integrated offering that helps
enterprises ease the challenges arising out of complex
global distribution programs. This solution comprises
IoT sensors to track the location and monitor the
condition/integrity of product packages or containers
and an interactive management portal to maintain
real-time visibility of the shipment. Further, by
leveraging enterprise systems integrations and
optional blockchain synchronization, HCL
Technologies’ solution ensures truly intelligent cold
chain distribution management. It automates
workflows that maximize efficiencies for every
stakeholder in the value chain.
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2> Business Drivers

Inadequate shipment
traceability for foolproof
consignment handling
during its journey

Preventing counterfeiting or
illegal diversion or theft of
shipments from
manufacturing to point of
sale

Legacy temperature
monitoring at points of
administration (road
transport, warehouse,
ground handler etc.) risking
shipment integrity leading
to revaccination orders

Prevalent risk factors impacting

the cold chain

Lack of holistic

Highly manual,
paper-dependent
processes making

compliance and

audit trails
cumbersome

real-time information
resulting in drastically
reduced visibility and
control over supply
chain operations and
planning

Unauthorized access
indicating malicious
intent and causing
temperature
excursions

%

Sub-standard
handling
processes leading
to expensive
damages

Unplanned
in-transit stops
and route
deviations causing
delays in delivery

Risk of product
quality loss during
transit and
intermediate
storage
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Facility

» Temperature mapping
functionality

e Packaging type

¢ Handling volumes

& « Contingency
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Security

» Track and trace
* Damage

¢ * Stock control
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Supplier management
* ldentification of new
critical suppliers

¢ Interaction with
packaging providers

& ° Dedicated SOP

i Warehouse operations

* Check-in

e Delivery

e Storage

» Contamination

* Area management
(Temp. controlled and
general)

Safety

i « Personal protective

i equipment

* Facility safety check

* Contingency (Scenarios
i per flow, per quality and
& per event)
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Risk management

* Management review

¢ |dentification of new
risks

e Definition of new critical
& control points

¢ Risk mitigation

Ramp operations

* Weight and balance
¢ Contamination

¢ Transportation (time and
protection)

¢ Temperature management
((0745))

¢ Harmonization with WH ops

e Contingency

Training

* Low temperature
management

¢ Dry ice handling

* New container management

¢ Capability management

(Product flow, contamination,
é rotation, cut-off-time,
contingency)

o

Final outcome

i e Quality
¢
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lockchain-integrated custody
management

Paper-less, shared, decentralized
ledger for increased transparency
and accountability among
stakeholders. Helps pinpoint and
minimize compromises to the
efficacy and authenticity of the
shipments. Smart contracts can also
be leveraged to automate payment
release to well- performing supply
chain partners and initiate audit
trails for those needing process
improvements.

Autonomous supply chain
management

Integrated Chain of Custody [ICOC]
enterprise systems integration with
supply chain management systems
such as TMSes and WMSes
auto-initiate corrective courses of
action. This include re-routing of
vaccine shipments and
replenishment of expired or
compromised inventory right at the
start of the distribution in
manufacturer’s premises until the
time of consumption at the point of
vaccine administration.

Real-time location tracking &
integrity management

Round-the-clock monitoring of
shipment in transit and during
storage - using configurable
location and environment -
monitoring sensors. This can be
integrated with maps that
recommend optimal routes
avoiding geo specific hot-spots to
ensure safe and timely delivery.

Data-driven preemptive

@ decisioning

A 24x7 monitoring team predicts
and proactively manages issues
before they spiral out of control by
coordinating with relevant
stakeholders throughout the
shipment’s lifecycle.
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2 Integrated Chain of Custody (ICOC)

The future of cold chain implementation - converging integrated technologies

Manufacturers & ......... o In flight Unloadin
Shippers ~ Origin conditions ; 9
......... 5 e Destination Carrier : :
cer WY tc@ Solution
1 d = Providers & — | . N R
oadin : i _
g i . _______________ R v Distributors &
. = Consignees
Origin Forwarders  mum= > Airport Ground Airport Ground sy
& Trucking o] f
c : Handlers Handlers >
ompanies Road PR =
s , road irside i Sorecicy
: Transport Destination
Tr r 4
i i ansport forwarders & ;
Handling Handling CE%S;IQ%S Road

Transport

TMS/WMS/air-cargo
integration for real-
time event
traceability

Seamless integration with
transport management

system ERP enables event
and shipment traceability

Pallet and product
traceability from one
system

- J

Continuous sensor
data for event alerts

Synchronous data feed
from over a dozen device
variables like
environment, motion,
condition, etc.

Facilitates root cause
assessments and
improvements

J

Exception
notifications

Real-time monitoring
and reporting along with
exception-based
workflow notifications

Respond only when
needed proactively
correct problems
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> Expected
business
outcomes
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Up to 90% reduction
in shipment damages
ensuring safer
delivery of essentials

9

Improvements of up to
50% in SLA compliance
due to immediate,
proactive alarms &
resulting rapid response

Trace shipment availability and
quality

Utilize real-time insights of a shipment’s
location through its journey, enabling
optimal route with minimal disruptions.
This ensures uncompromised delivery of
the shipment in the right time and at the
right location while realizing cost
reduction

Safety and training

Utilizing real-time insights on works
environment from air quality, impact,
and motion detection to ensure workers
safety in a critical cold shipment. AR/VR
to ensure fast and correct training to
certification process and more safe
hands on ground to achieve near
minimum operational disruption

Integrated operations

Seamless synergies between warehouse
and ground operations; allowing
land/airside collaboration with
warehouse ensuring complete visibility
and availability of space and staff to
handle large temperature controlled
ULDs

Reimagine cold chain

Utilize accurate tracking and logging to
improve supply chain efficiency, reduce
manual intervention, automate and
digitize the audit trail to boost
productivity thereby improving demand
planning and optimization

Enhance end-user satisfaction
and experience

Minimize integrity compromise of
shipments to ensure timely availability
and administration schedule compliance.
Prevent stockout situations, and deliver
proactive support and peace of mind

Ensure increased accountability

Blockchain-enabled chain of custody
management ensures transparency by
and among stakeholders and reduces
the hassles of paper documentation
while upholding adherence to

social-distancing norms. Supply chain
partners can request manufacturers for
audit trails and environment condition
logs to carry out best practices in the
transition of vaccines temperature
controlled shipments
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HCL Technologies (HCL) empowers global enterprises with technology for the next decade today. HCL's
Mode 1-2-3 strategy, through its deep-domain industry expertise, customer-centricity and entrepreneurial
HCL culture of ideapreneurship™ enables businesses to transform into next-gen enterprises.

HCL offers its services and products through three lines of business - IT and Business Services (ITBS),
Engineering and R&D Services (ERS), and Products & Platforms (P&P). ITBS enables global enterprises to
transform their businesses through offerings in areas of Applications, Infrastructure, Digital Process
Operations, and next generation digital transformation solutions. ERS offers engineering services and
solutions in all aspects of product development and platform engineering while under P&P. HCL provides
modernized software products to global clients for their technology and industry specific requirements.
Through its cutting-edge co-innovation labs, global delivery capabilities, and broad global network, HCL
delivers holistic services in various industry verticals, categorized under Financial Services, Manufacturing,
Technology & Services, Telecom & Media, Retail & CPG, Life Sciences, and Healthcare and Public Services.

As a leading global technology company, HCL takes pride in its diversity, social responsibility, sustainability,
. r-' ‘ and education initiatives. As of 12 months ending on July 30, 2022, HCL has a consolidated revenue of US
$11.79 billion and its 211,900+ ideapreneurs operate out of 52 countries. For more information, visit
www.hcltech.com www.hcltech.com



