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Summary

It's estimated that 94% of

data breaches start with a
targeted email to specific
users. The Proofpoint email
protection platform safequards
the most important asset to
your business- the people,

by locking down the biggest
threat and delivery vector

for data loss, compromises,
breaches, and malware: email.
You can manage the Proofpoint
Protection platform through the
Proofpoint Essentials control
panel, an all-in-one console
allowing administrators to work
on administrative, deployment,
compliance, and day-to-day
activities in a single location.
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HCLTech'’s Fortius cybersecurity
consulting can assist clients

in their email security

journey. Whether it is a new
implementation, solving
specific security challenges,

or performing a health check
and get-well plan for existing
services, the Fortius team has
the experience necessary to
make clients successful. Fortius
has wide-ranging experience
with many of the enterprise
endpoint and network security
solutions on the market today.
As we have in-depth experience
with all the big vendors,
HCLTech understands how to
successfully displace existing
solutions and replace them
Proofpoint. This also limits
downtime and ensures that
client security posture is not
degraded during the process.
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Who should leverage this
service?

1. Clients interested in
securing the most common
threat vector for their
business

2. Customers looking for
migration services from
other email security
solutions

3. Clients who are concerned
about their current security
posture and would like
to review the existing
protection technologies

4. Clients who would like
to bring product experts
into their operational
teams through a resident
consultant

5. Clients who need help
operationalizing their
security goal

Why HCLTech'’s Fortius
cybersecurity consulting?

We are the email security
experts!

Fortius has experience
with multiple regulatory
requirements our customers

face; PCI/DSS, HIPAA, and
GDPR

Fortius understands the
needs of different industries
and can help design security
to meet your operational
needs to meet your
operational needs



Why Proofpoint email
security services?

HCLTech is the industry leader in mail security with ~75% of the Fortune
500 relying on Proofpoint for their mail security needs. Proofpoint’s
Email Protection platform is compatible with all major cloud or on-
premise mail platforms, including GSuite, Oce 365, and Microsoft

Exchange.

Core protection

- Anti-spam
+ Anti-virus
- Custom content filtering

Impostor email protection

Outbound protection

- Outbound filtering
Data loss prevention

Email encryption

Email continuity

Emergency inbox

Email spooling
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Targeted attack protection

URL defense
- Attachment reputation defense
- Attachment sandboxing

- Social media account
protection

Email archiving

Exchange and Oce 365 Support
- Search and discovery

Data import/export
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Why HCLTech'’s
Fortius cybersecurity
consulting

Our consultants deliver the value and power of Fortius by creating
a bridge between your status and Proofpoint teams through:

Real-life experience of
operating solutions in the
world'’s largest and most
complex networks

Direct access to internal
product teams, enabling faster
diagnosis, and resolution of
issues

Utilizing subject matter experts,
proven methodologies, and
leading industry best practices

- Optimizing policies and
procedures, and engaging
measurable controls to realize
greater program maturity

Informal training to improve
your team'’s eectiveness

Driving increased value from
existing security products



Available offerings
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New Installation

Technical and program-focused
architecture, design, and
implementation

)
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Residency

A dedicated resource allocated in
6 or 12-month increments to add
value to an email security program
through the optimization of email
operation and infrastructure
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Upgrade/Expand

Assessment of current state
concerning to desired state
and strategic planning and

implementation to meet enterprise

risk reduction goals

Proven framework
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Optimized

o
Strategic Support

Focused support, maintenance,
or improvement of a customer’s
existing email security
environment and program

&

Optimization

Evaluation of an organization’s
people process and IT
deployment of email security
in relation to best practices

as well as other email security
clients
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Transform

Operate
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HCLTech is a global technology company, home to 211,000+ people across

52 countries, delivering industry-leading capabilities centered around Digital,
Engineering and Cloud powered by a broad portfolio of technology services and
software. The company generated consolidated revenues of $11.79 billion over
the 12 months ended June 30, 2022. To learn how we can supercharge progress
for you, visit hcltech.com.
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