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Overview

HCLTech's Agentic Al-powered NetOps
solution, developed in collaboration with Cisco,
meets the increasing demand for Al-enhanced
network operations. This innovative solution
harnesses enterprise LLMs alongside Cisco's
powerful platforms to automate critical tasks,
strengthen security measures and optimize
network performance. It encompasses a

wide range of practical use cases, such as
vulnerability management, capacity planning
and intelligent root cause analysis. Doing

so enables organizations to achieve higher
operational efficiency and ensure greater
network reliability, ultimately supporting their
digital transformation efforts. Agent-to-Agent
communication is leveraged using the HCLTech
Al Force platform to detect and resolve
networking incidents related to Layer 2 and 3.

Market trends

80% productivity gains
across classes of knowledge workers and creative tasks with
GenAl implementation

70% of enterprises
will identify the sustainable and ethical use of Al among their
top concerns

38% banking and finance sector
leads in GenAl adoption, followed by high-tech at 26%

200+ GenAl use cases supported by
HCLTech, with faster time-to-market through cloud native
GenAl labs, IPs and frameworks

$40.1 Bn worldwide
GenAl Core IT infrastructure/platform spending projected by 2027

$3-4 Tn forecasted economic benefits
GenAl will have on the global economy



Use cases

HCLTech GenAl and Agentic Al solutions
for network operations offer significant
potential for enhancing operations by
automating tasks, predicting network
issues, optimizing performance and
assisting with security measures.




Below are the operational use cases pre-trained and tested for enterprise network environments.
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Network vulnerability management:

HCLTech Al Force Agent will analyze all critical
vulnerability recommendations and take action
based on criticality using Cisco management
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Network capacity planning:

Enterprise LLM forecasts future capacity needs,
ensuring efficient resource allocation and cost
savings

platforms, enterprise LLM
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Network documentation
automation:

Enterprise LLM generates
up-to-date network
documentation, reducing manual
documentation tasks and
facilitating knowledge transfer

@

Automated network
configuration:

GenAl generates and applies
network configurations based on
real-time data and business
requirements, reducing human
error and deployment times

Intelligent root cause analysis:

HCLTech Al Force NetOps
Agent analyzes logs and
performance data to pinpoint
network issues, reducing
mean time to resolution and
improving network stability

HCLTech solution

The solution will utilize Cisco’s advanced
network management platforms, such as
Nexus dashboard, Cisco Catalyst Center,
Cisco networking cloud and pre-trained
enterprise large language models (LLMs),
along with custom prompt engineering
to improve network stability and reduce
time to identify and resolve problems.

The solution assists enterprises in
streamlining operations and boosting
network reliability. It significantly improves
operations by using Agentic Al to automate
tasks, predict and fix network issues,
optimize performance and enhance
security. Tested in enterprise settings,

it covers key areas such as vulnerability
management, capacity planning,
documentation automation, configuration
and root cause analysis, ensuring efficient
resource allocation and cost savings.




Architecture diagram

Agentic Al-powered NetOps solution
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Benefits of Agentic Al for network operations
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Data-driven decision making:
It provides network operators
with actionable insights based

-

on data analysis. Al can

identify patterns and trends in

network performance,
enabling more informed
decision-making and better
resource allocation.

Improved network performance
and reliability:

Al can automate routine tasks
such as network monitoring,
anomaly detection and fault

diagnosis, leading to more reliable

network operations. It can also
predict potential issues before
they occur, allowing for proactive
maintenance.
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Operational efficiency:
Automating repetitive and
time-consuming tasks frees up
network operators to focus on

more strategic activities. Al-driven

automation reduces the need for
manual intervention in routine
tasks such as configuration
management and monitoring.
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Enhanced security:

It can enhance network security
by continuously monitoring
network traffic and detecting
potential threats in real-time. Al
algorithms can analyze patterns
and detect anomalies that may
indicate security breaches.
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Scalability and flexibility:

The solution can scale with the
network, allowing businesses to
expand their operations without
compromising performance. As
Al models are trained and
optimized, they can handle
larger amounts of data and more
complex network environments.



Why HCLTech

The recognition as a "Cisco Gold Provider
Worldwide" adds to our credibility regarding
Cisco's products

Our partnership with Cisco has been strategic
and 360-degree for more than 28 years

HCLTech won Cisco's Americas Transformation
Partner of the Year 2024 award

HCLTech won the CISCO CX Hero Award for the
best implementation of Cisco WiFi

100+ GenAl use cases

Faster time-to-market through cloud native
GenAl labs, IPs and frameworks

Pool of Al engineers, data scientists and
infra platform SMEs

30+ years of network transformation experience
and leadership across network assessments:
HCLTech has rich experience designing, building
and delivering SD-WAN solutions to global 2,000
enterprises across verticals in 60+ countries.

Sources:
« https://www.garther.com/en/newsroom/press-releas-
es/2023-10-16-gartner-identifies-the-top-10-strategic-technology-trends-for-2024
« https://www.gartner.com/en/newsroom/press-releas-

es/2022-12-13-gartner-predictions-for-cmos-show-ai-social-toxicity-and-data-privacy-forge-the-fut
ure-of-marketing

« https://www.financederivative.com/the-adoption-of-genera-
tive-ai-in-banking-transforming-the-financial-services-sector/?amp=1

« https://www.idc.com/getdoc.jsp?containerld=US51539723

« https://www.mckinsey.com/capabilities/mckinsey-digital/our-in-
sights/the-economic-potential-of-generative-ai-the-next-productivity-frontier#introduction
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