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Overview

In continuously transforming digital ecosystems, identity serves as the paramount pillar of trust,
compliance and business agility. Legacy Identity Governance Administration (IGA) tools, such as
on-prem SailPoint IdentitylQ (lIQ), often functioned primarily as a framework upon which organizations
built extensive customizations. While powerful, this approach has resulted in systems that struggle to
support modern cloud native architectures, digital transformation and the demands of Al/GenAl
capabilities. Migration from lIQ is not a simple lift-and-shift; it is a transformation involving significant
architectural, data model and connector behavior changes that require careful planning.

HCLTech and SailPoint offer a comprehensive suite of IGA solutions, bringing together SailPoint’s
market-leading Identity Security Cloud (ISC) solution with HCLTech'’s global delivery excellence and
deep domain expertise. Our strategic migration approach utilizes a phased and proven methodology
to modernize your identity program.

U/
Business challenges

Traditional identity governance relied on legacy IGA
tools, such as on-prem SailPoint [IQ. These systems
often functioned as a framework that required
organizations to build extensive customizations on core
components, leading to the "llQ Flexibility Conundrum.”
This legacy approach now presents significant
organizational challenges and risks, including:

High maintenance burden:
Requires timely patches and upgradation to a heavily
customized lIQ environment

Security gaps and remediation costs: Fragmented identity data
leads to limited visibility access controls, increased compliance
risks and expensive fixes

Lack of agility:
The on-prem solutions limit scalability and restrict the adoption
of new features and tools :

Static vs. dynamic:
Static role model quickly becomes outdated, leading to role
sprawl and inefficiencies

Preparing for the future:

The rapid advent of Agentic Al and
non-human identities requires a more
agile, cloud-ready security posture
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Our solution: A phased and
proven approach

HCLTech employs a phased, outcome-driven migration approach

that prioritizes high-impact issues, accelerates feature adoption,
delivers quick wins and safequards the end-user experience,

avoiding the risks associated with a big-bang cutover. Powered by

the HCLTech MiDaaS Framework and proprietary accelerators, the

migration journey comprises the following steps:
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Assessment and planning: We begin by building
a complete inventory of your IIQ components
using HCLTech iAssessment, which covers
identities, roles, connectors, policies and
workflows. We then evaluate custom rules and
scripts, assess the cloud readiness of your
applications and map your current IIQ licensing
to the appropriate ISC modules.
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Application migration and onboarding: Migration
of application connections using HCLTech
iAccelerate, together with the growing library of
ISC out-of-the-box connectors. Virtual
appliances handle connectivity for on-prem
applications, while for custom connectors, we
rebuild them using dynamic ISC Workflows and
REST APIs so that they align with cloud patterns.

Process, policy and custom logic modernization:
We rebuild IIQ artifacts that are not portable,
such as rules, workflows and tasks using ISC
lifecycle, events, workflows and REST APIs. As
features like QuickLinks, plugins and custom
forms are largely unsupported in ISC, we
redesign those processes to use a catalog-
driven access request model based on roles and
entitlements. We then recreate SoD policies in
the ISC policy manager while configuring
certifications as identity certification campaigns.

Optimization and continuous improvement:
Post migration, we monitor key performance
metrics such as provisioning success rates,
tune role models using with Al generated
insights and enable additional advanced Al-
powered capabilities and Access Risk
Management (ARM) so that you realize the full
value of your ISC solution from day one.

In addition to our solution, the SailPoint Atlas Platform makes this
transition seamless and future-ready with Al-driven intelligence

and extensibility, securing every identity (human or machine)
across the enterprise.

ISC foundation setup: We establish your ISC
tenant and deploy Virtual Appliances to provide
secure connectivity to on-prem systems such as
JDBC and LDAP. With the tenant in place, we
configure identity profiles and connect
authoritative sources, such as HR, to enable
real-time identity correlation.

Data and role migration: Migration of identities
through flat files or APIs and mapping 11Q
business roles to ISC roles and IIQ IT roles to ISC
access profiles after detailed analysis. To ensure
quality, we use HCLTech iValidate for data
validation and transformation.

Testing and cutover: We run side-by-side
testing of access requests, provisioning and
lifecycle events, then execute a pilot with a
limited set of users or applications to confirm
readiness. Once validated, we perform the final
cutover by turning off IIQ connectors. We
support either a direct lift and shift ora
phased coexisting transition where both
products run in parallel while components are
moved gradually.




Employees Non-Employees Machines

Providing comprehensive coverage of all enterprise identities

Lifecycle Management compliance Management Access Modeling Analytics

Cloud
Nen-Employee Data Access Access Risk Infrastructure Password Machine Identity Privileged Task
Risk Management Security Management Entitlement Management Security Automation
Management
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Unified Data Model

Connectivity and Extensibility Framework
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Benefits and value delivered

Lower TCO and faster ROI: Pairing

HCLTech accelerators with cloud native /—)
SailPoint ISC lowers infrastructure and @
maintenance costs and accelerates ’\/
deployment.

Al-driven efficiency: HCLTech Al
insights and ISC Al-driven capabilities
cut manual access tasks from weeks
to minutes and boost productivity.

Stronger security posture: Unified
governance and Al analytics close
security gaps and enforce
least-privilege access.
Faster time-to-value: Our prebuilt
integrations and connectors speed
onboarding and simplify migration
for faster time to value.

Future-ready architecture: SailPoint
Atlas, together with HCLTech'’s expertise
in delivering cloud security, enables
organizations to govern and secure
human, machine and Al agents, dynamic
identity types.

Learn more about our partnership here - HCLTech and SailPoint Partnership
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