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VaultNXT powered by
Cohesity Clean Room

A managed, isolated recovery environment
powered by Cohesity Data Cloud




Modern cyber threats demand a new response
and recovery model

Today'’s cyberattacks are stealthy, persistent and designed to survive traditional recovery approaches. Rapid restoration
alone is no longer enough. Enterprises must investigate, contain, remediate and validate before recovery to avoid
reinfection, prolonged downtime, requlatory exposure and financial loss.

HCLTech and Cohesity have partnered to deliver a managed Clean Room solution—a secure, isolated environment
purpose built for forensic investigation, malware containment and validated recovery. By combining Cohesity Data
Cloud'’s Al powered data security platform with HCLTech’s cyber resilience and system integration expertise,
organizations gain a repeatable, governed cyber recovery model.

Why an isolated Clean Room matters?

A Clean Room is a secure, isolated IT environment that enables safe investigation and recovery after a cyber incident—
without exposing production systems.

Unlike traditional disaster recovery environments, it enables:

Threat analysis and Validation of Recovery of incident
containment without golden images (L response tools to a
production risk before restoration trusted state

Safe post attack patching Compliance support for audits,

and testing ﬂ investigations and reporting

The Cohesity-HCLIech advantage

HCLTech VaultNXT Cohesity Data Cloud

= Policy driven cyber vault and Clean Room Immutable, ransomware resistant backups

as a Service
v Al driven threat detection and

Immutable, air gapped storage of clean anomaly analysis

FECOVERER. Rapid identification of last known good

Governed access and compliance aligned recovery points

retention
Scalable protection across hybrid and

Audit ready recovery with reduced multi cloud environments
reinfection risk

Together, they deliver a secure, scalable and recovery-optimized Clean Room solution with faster readiness
and stronger resilience.
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HCLTech-managed production and cyber recovery sites with the Cohesity Clean Room solution

Isolated recovery architecture for clean,
confident recovery

The Clean Room is deployed as a dedicated Isolated Recovery Environment (IRE), enabling coordinated cyber response
using a Digital Jump Bag™—a secure collection of pre validated response and recovery tools.

o Security teams perform forensics, threat hunting _{“r%"\ IT operations teams remediate, validate
— and sandbox analysis using Cohesity’s native OO and test systems before restoring clean
security capabilities alongside existing tools % workloads back to production

Core components

= 3211data protection strategy Digital Jump Bag for secure » Integration with leading

esponse and recove security and SOC tools
» Immutable cyber vaulting resp TNt urity

(on-prem or cloud) Dedicated investigation and
mitigation environments




Cohesity Data Cloud capabilities powering
the Clean Room

Cyber response and recovery orchestration

Blueprint driven ||___'_|:ij Safe analysis without
recovery workflows LE‘ O network contamination

Automated prechecks and g@ Policy enforcement to
dependency validation @ block infected restores

Instant workload \/<\ Full chain of custody
mounting from backups / and audit logging

Sensitive data classification

@ Al driven discovery Faster impact assessment (/B Prioritized recovery
of Pll, PCl and PHI and requlatory reporting /I I/ of high value data

Key benefits

Minimized downtime and operational disruption
Recovery of only clean, trusted workloads

Strong compliance, audit readiness and cyber resilience
Rapid deployment with faster recovery readiness
Immutable protection against ransomware

Integrated cyber vaulting and recovery orchestration

Expert managed threat response by HCLTech

Together, HCLTech and Cohesity transform backups into strategic
cyber resilience assets, enabling organizations to respond faster,
recover smarter and protect trust at scale.

Start your journey to assured cyber recovery today.

Engage with HCLTech experts to assess your cyber recovery readiness, explore a Clean Room deployment and see how
VaultNXT powered by Cohesity can strengthen your resilience against modern cyber threats.

For more details, please write to us at HCBU-PMG®@hcltech.com
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HCLTech is a global technology company, home to more than 226,600 people across
60 countries, delivering industry-leading capabilities centered around Al, digital,
engineering, cloud and software, powered by a broad portfolio of technology services
and products. We work with clients across all major verticals, providing industry
solutions for Financial Services, Manufacturing, Life Sciences and Healthcare, High
Tech, Semiconductor, Telecom and Media, Retail and CPG, Mobility and Public
Services. Consolidated revenues as of 12 months ending December 2025 totaled
$14.5 billion. To learn how we can supercharge progress for you, visit hcltech.com.
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