
Customer 
profile

A South African integrated energy and chemical 
company that produces di�erent synthetic and 
liquid fuels, chemicals, and electricity. 

Business needs

The client wanted to develop and support a Data Loss Prevention (DLP) 
program to comply with data privacy mandates and alleviate risks to 
intellectual property. The business needed to:

Implement single 
centralized data 
loss prevention 
program

Evaluate internal 
resources

Meet compliance 
mandates

Countering intellectual 
property risks and aligning 
with privacy mandates
For an integrated energy and chemical company, 
using DLP deployment and BAU operations



HCL solutions and services

The solutions implementation process was laid out in four stages:

1. Planning the end-state roadmap: A program roadmap was drawn 
that proposed the design and transformation process as well as the 
technology selection. 

2. Framing the solution architecture: This involved the following:
a. Architecting the controls. 
b. Understanding the scope – regulatory requirements and security 

functions.
c. Defining appropriate processes.

3. Solution deployment: The deployment process consisted of:
a. Ensuring pre-requisite readiness. 
b. Deploying DLP technology. 
c. Implementing policy configuration. 
d. Process implementation.

4. Post deployment services: This involved the transition to the DLP 
program and go-live. This stage also included ongoing support 
services such as process improvements, platform and security 
incident support, and reporting.

With HCL’s skilled expertise and hands-on support the client was able to 
secure their intellectual property while remaining compliant

HCL Technologies (HCL) empowers global enterprises with technology for the next decade today. HCL’s
Mode 1-2-3 strategy, through its deep-domain industry expertise, customer-centricity and entrepreneurial
culture of ideapreneurship™ enables businesses to transform into next-gen enterprises.

HCL o�ers its services and products through three lines of business - IT and Business Services (ITBS),
Engineering and R&D Services (ERS), and Products & Platforms (P&P). ITBS enables global enterprises to
transform their businesses through o�erings in areas of Applications, Infrastructure, Digital Process
Operations, and next generation digital transformation solutions. ERS o�ers engineering services and
solutions in all aspects of product development and platform engineering while under P&P. HCL provides
modernized software products to global clients for their technology and industry specific requirements.
Through its cutting-edge co-innovation labs, global delivery capabilities, and broad global network, HCL
delivers holistic services in various industry verticals, categorized under Financial Services, Manufacturing,
Technology & Services, Telecom & Media, Retail & CPG, Life Sciences, and Healthcare and Public Services.

As a leading global technology company, HCL takes pride in its diversity, social responsibility, sustainability,
and education initiatives. As of 12 months ending on September 30, 2021, HCL has a consolidated revenue of
US$ 10.82 billion and its 187,634 ideapreneurs operate out of 50 countries. For more information, visit
www.hcltech.comwww.hcltech.com

To know more vivit: http://www.hcltech.com/cyber-security-grc-services
or write to us at Cybersecurity-GRC@hcl.com

Dynamic Cybersecurity
With HCL
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