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by HCL Technologies

Resisting cyber vulnerability

and leakage of
confidential data

For a registered investment advisor, using Microsoft
Azure Information Protection (AIP) deployment

Customer A US-based registered investment advisor that
- scientifically approaches the financial markets and
proflle creates real-world investment solutions.

Business needs

The client wanted to protect critical business data from cyber damages and
leakage arising from organizational data management limitations. The
business needed to:

5 g

Classify and protect Ensure the implementation of

documents data classification and protection
solutions to prevent data
leakage to outsiders




HCL solutions and services
The process of implementing solutions was laid out in four stages:

Planning the end-state roadmap: The overall security posture was
improved by applying classifications and labels to all documents
and emails, restricting data from external leakage.

€D Framing the solution architecture: This involved designing new
solutions for classification and labeling of documents and emails to
address several challenges such as:

a. Data classification issues
b. Data leakage over Microsoft Teams

e Solution deployment: HCL deployed an advanced information
protection solution that combined Microsoft Information Protection
(MIP/AIP) with data loss prevention (DLP) technology and
implemented it in the client’s existing environment.

@) Post deployment services: Continuous improvement services
included

a. Microsoft protection and compliance console for continuous
monitoring

b. User adoption on labels
c. Alerts on data loss prevention policies

The client was able to classify and protect critical business data from
external leakage.
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‘g To know more vivit: http://www.hcltech.com/cyber-security-grc-services

or write to us at Cybersecurity-GRC@hcl.com
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Dynamic Cybersecurity
With HCL

HCL Technologies (HCL) empowers global enterprises with technology for the next decade today. HCL’s
Mode 1-2-3 strategy, through its deep-domain industry expertise, customer-centricity and entrepreneurial
culture of ideapreneurship™ enables businesses to transform into next-gen enterprises.

HCL offers its services and products through three lines of business - IT and Business Services (ITBS),
Engineering and R&D Services (ERS), and Products & Platforms (P&P). ITBS enables global enterprises to
transform their businesses through offerings in areas of Applications, Infrastructure, Digital Process
Operations, and next generation digital transformation solutions. ERS offers engineering services and
solutions in all aspects of product development and platform engineering while under P&P. HCL provides
modernized software products to global clients for their technology and industry specific requirements.
Through its cutting-edge co-innovation labs, global delivery capabilities, and broad global network, HCL
delivers holistic services in various industry verticals, categorized under Financial Services, Manufacturing,
Technology & Services, Telecom & Media, Retail & CPG, Life Sciences, and Healthcare and Public Services.

As a leading global technology company, HCL takes pride in its diversity, social responsibility, sustainability,

and education initiatives. As of 12 months ending on September 30, 2021, HCL has a consolidated revenue of

US$ 10.82 billion and its 187,634 ideapreneurs operate out of 50 countries. For more information, visit
www.hcltech.com www.hcltech.com




