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Customer profile

A multinational, public sector financial and banking
services provider. The client is a Fortune Global
500 company and ranks among the 50 largest
banks in the world.

Business need

The client aimed to protect their web applications and database security to safeguard
the personal information of their members and partners and streamline control over
data access. To enable this database security enhancement, they wanted to:

» Automate the process of creating lists » Manage compliance and security
of the permitted data objects that policies across data stores through
each database regularly access with appropriate web application security

dynamic profiling
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HCL solutions and services

Given the complexity of the client’s operations and business processes, HCL
deployed its mature, robust database and web application security program that
involved:

@\ﬂ In-depth understanding of program roadmap and recommending the most

suitable method for discovering, scanning, and classifying databases primarily

for identifying security vulnerabilities
@2 Establishing a robust control architecture following the requirement to audit
data access activities and block suspicious access requests or security

vulnerabilities

@g Implementing innovative processes and technologies to find and fix security
vulnerabilities

@4 Creating policies that can automatically notify or block access when a
profiled account attempts to access a restricted object

Benefits/value delivered

By providing the client with a secure application landscape through its web
application security and database security & privacy services, HCL helped to:

Improve safety and security of confidential information
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= Increase agility to combat the client’s fast-evolving threats and
02 dynamic IT environments or architecture

Enhance scalability of the security architecture by leveraging
its industry-leading automation and cloud-based capabilities

‘ Increase productivity and efficiency by replacing the client’s tedious
— @ manual application scanning processes or security architecture with
intelligent automation powered easy-to-use scanners
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Dynamic Cybersecurity With HCL

To know more visit:
www.hcltech.com/cyber-security-grc-services
or write to us at cybersecurity-grc@hcl.com

HCL Technologies (HCL) empowers global enterprises with technology for the next decade today. HCL's
Mode 1-2-3 strategy, through its deep-domain industry expertise, customer-centricity and entrepreneurial
culture of ideapreneurship™ enables businesses to transform into next-gen enterprises.

HCL o ers its services and products through three lines of business - IT and Business Services (ITBS),
Engineering and R&D Services (ERS), and Products & Platforms (P&P). ITBS enables global enterprises to
transform their businesses through o erings in areas of Applications, Infrastructure, Digital Process
Operations, and next generation digital transformation solutions. ERS o ers engineering services and
solutions in all aspects of product development and platform engineering while under P&P. HCL provides
modernized software products to global clients for their technology and industry specific requirements.
Through its cutting-edge co-innovation labs, global delivery capabilities, and broad global network, HCL
delivers holistic services in various industry verticals, categorized under Financial Services, Manufacturing,
Technology & Services, Telecom & Media, Retail & CPG, Life Sciences, and Healthcare and Public Services.

As a leading global technology company, HCL takes pride in its diversity, social responsibility, sustainability,
and education initiatives. As of 12 months ending on December 31, 2021, HCL has a consolidated revenue of US
$ 11.18 billion and its 197,777 ideapreneurs operate out of 52 countries. For more information, visit
www.hcltech.com
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