
Strengthening security 
posture for a multinational 
cosmetics firm
Leveraging HCL Technologies’ CyberSecurity Fusion 
Platform services to reduce the attack surface



Business 
Need

The client needed to improve 
their security posture and 
enhance their detection 
capability against attacks 
from external adversaries and 
insider threats. They needed a 
security partner who will help 
them to deploy and manage a 
SIEM solution to meet the 
following requirements

Identify and analyze the anomalies 
associated with the current IT setup 
and reduce the probability of 
incidents through timely monitoring

Improve incident response time 
through security analytics and digital 
threat intelligence

Proactively identify threats targeted on 
the industry vector and apply proactive 
measures to safeguard the environment 
from such attacks

A British multinational cosmetics company with specialized 
innovation in the field of skin care, fragrance, and personal care. 
They are based in London and has annual sales of $9.1 billion 
worldwide.

Customer Profile



HCL Technologies’ solution and services

Keeping in mind the client's security needs, HCL Cybersecurity and GRC services 
proposed a dedicated SIEM instance that is GDPR compliant and meets the 
organization’s security policy. The transformation journey was incumbent on DXC. 
DXC’s managed SIEM solution was decommissioned and HCL Technologies’ SIEM 
solution was deployed to improve resilience of the security operations.

The major highlights are:

Value Delivered
HCL Technologies’ robust security program was a much-needed value addition to 
the client's cybersecurity stance. In addition, it o�ered a multitude of benefits to 
the client, such as:

Leap in 
improving the 

security posture 
against all 

MITRE TTPs

Reduction in the 
overall cost of 
implementation 
by 50% due to 
service 
improvements

Near real-time visibility 
and analytics of 

anomalies across the 
customer landscape

Reduction in the attack 
surface through proactive 
investigations based on 
threat intel feeds

Continuous 
improvements on log 
source and use case 

optimization

Steered logs from 
1400 di�erent 
appliances to SIEM

Deployed a team 
comprising of L1, L2 and 
L3 SOC analysts to 
facilitate 24*7 monitoring

Use cases covering all 
MITRE TTPs based on 
the log sources were 
deployed



TM

Dynamic Cybersecurity With HCL

To know more visit: http://www.hcltech.com/cyber-security-grc-services 
or write to us at Cybersecurity-GRC@hcl.com
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