
Creating Next gen 
workplace with cloud 
security service
A case study by HCL for the
leading gas distributor in the UK

CSaaS
Ensuring Borderless
Security

Customer Goals
The gas distributor needed to migrate all their workloads to a public AWS cloud 

migration had to be swift and seamless, and equipped with enhanced application 
access security features. The company sought to radically improve consumer 
experience, for which they needed to create next-gen workplace services with robust 
security controls. Finally, they wanted to safeguard the workloads that were migrating 
to the cloud while also enacting specialized cloud governance and compliance policies.

To achieve their objectives, our client partnered with HCL for a dedicated 
CloudSecurity-as-a-Service (CSaaS) solution. HCL was entrusted to secure:

4,000+
users

6,000+
endpoints

Privileged access
to

200+
admins

About the Client 
The client is a leading gas distributor in the UK, with extensive operations across the North 
West, East of England, East Midlands, West Midlands, South Yorkshire, and North London. 
They oversee the maintenance, repair, and replacement of gas pipelines and connect 
homes across the country with renewable gas suppliers on a single network. The company 
employs over 4,000 people and services more than 11 million customers.
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HCL Technologies (HCL) empowers global enterprises with technology for the next decade today. HCL’s 
Mode 1-2-3 strategy, through its deep-domain industry expertise, customer-centricity and entrepreneurial 
culture of ideapreneurship™ enables businesses to transform into next-gen enterprises.

HCL s its services and products through three lines of business - IT and Business Services (ITBS), 
Engineering and R&D Services (ERS), and Products & Platforms (P&P). ITBS enables global enterprises to 
transform their businesses through o  in areas of Applications, Infrastructure, Digital Process 

services and 
solutions in all aspects of product development and platform engineering while under P&P. HCL provides 
modernized software products to global clients for their technology and industry specific requirements. 
Through its cutting-edge co-innovation labs, global delivery capabilities, and broad global network, HCL 
delivers holistic services in various industry verticals, categorized under Financial Services, Manufacturing, 
Technology & Services, Telecom & Media, Retail & CPG, Life Sciences, and Healthcare and Public Services.

As a leading global technology company, HCL takes pride in its diversity, social responsibility, sustainability, 
and education initiatives. As of 12 months ending on December 31, 2020, HCL has a consolidated revenue of 
US$ 10 billion and its 159,682 ideapreneurs operate out of 50 countries. For more information, visit 
www.hcltech.comwww.hcltech.com

Business Benefits
HCL’s CSaaS made a definitive impact on our client’s cloud migration, risk mitigation, and 
workplace services. This, in turn, allowed the client to deliver a superlative consumer 
experience. Here are just some of the benefits enjoyed by the customer with HCL CSaaS:

• Improved identity and access management

• Enhanced privileged access management

• Data security-enabled PKI and HSM management

• Robust malware advisory and vulnerability assessment

• Digital endpoint security-enabled DLP, encryption, and AMP management

To know more visit: http://www.hcltech.com/cyber-security-grc-services
or write to us at Cybersecurity-GRC@hcl.com

Solution

After taking stock of the various challenges and objectives, the HCL CSaaS team 
leveraged our borderless security framework to address the customer’s core cloud 
adoption and security challenges. HCL’s approach was based on a resilient and 
dynamic three-point cyber security strategy model: cloud computing strategy, risk 
management program, and integrated end-to-end security. We implemented a 
watertight cloud security environment for the gas distribution major by:

• Securing endpoints using Cisco AMP and Symantec DLP solutions

• Managing endpoint encryption on all devices and supporting potential data 
recovery needs

• Deploying and managing Microsoft Identity Manager for user lifecycle management

• Configuring SSO features on the existing Azure Active Directory

• Integrating in-scope devices to send logs to the client’s SOC

• Establishing controlled privilege access by using the CyberArk PAM solution

• Conducting vulnerability scanning of in-scope devices and enriching the client’s 
SOC correlation by providing malware advisory


