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FIGURE 1

Transforming Policing Through Mobile Computing

Greater Manchester Police successfully implemented a mobile solution that realised significant efficiency savings,
improved officer morale and service to the public, and enabled the force to focus on policing, freeing it up from having to
return to the station to update computer records. According to one GMP officer, the solution is "the best thing that GMP

has given to officers in my 20 years in the force."
Main Takeaways
+  GMP partnered with HCL to deliver OPTIK, a mobile solution that transformed the way policing works.

= OPTIK helped officers eliminate time wasted travelling to or fromthe station to update records. It increased officer
safety because it gave officers all the necessary information at their fingertips, and it allowed them to spend time

with the public to make communities safer.

+«  OPTIK helped GMP's IS department reduce radio communication costs and provided a secure platform to

continuously improve the capabilities it delivers to the business.
Recommended Actions
Police forces that plan to deploy mobile should look at the best practices that GMP deployed in terms of:
« Strategic alignment with the key business priorities of GMP's target operating model for modern policing
= Thorough project management and forward-thinking business-as-usual governance model to ensure mobile
becomes a priority, day-by-day tool for the whole of GMP
= Building a mutual trusted relationship between the IS department, GMP leadership and officers to deliver
capabilities that are focused on the user needs of frontline policing

= Partnership with HCL, which enabled GMP to leverage a flexible platform to incrementally deploy new capabilities

while maintaining the user experience and security across applications

Source: IDC, 2017
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IN THIS CUSTOMER SPOTLIGHT

This IDC Customer Spotlight analyses how Greater Manchester Police (GMP) partnered with HCL
to design, implement and manage a mobile solution that helps police officers spend less time on
administrative tasks, provides information where they need it (often at their fingertips) so that they
can expeditiously address incidents and ultimately enables them to spend more time engaging with
members of the public to make communities safer.

SITUATION OVERVIEW

Organisation Overview

Greater Manchester covers a 500-square-mile area comprising 10 local authorities, with
Manchester city at its centre. It has a population of 2.7 million and it is diverse in terms of its social,
economic, cultural, ethnical and religious make-up. Greater Manchester Police, with 6,000 officers,
almost 3,000 civilian staff and a budget of around £550 million in 2016-2017, is responsible for
making these communities safer. Like other police forces in the UK, GMP has had to tackle a
number of issues:

= Increasing calls for service and changing demands on police time due to social care issues
(for example, mental health and alcohol and substance misuse)

= Increasing prevalence of vulnerability including domestic abuse, child sexual exploitation,
modern slavery, human trafficking, female genital mutilation, forced marriage, hate crimes
and gang violence

= Increasing recorded crime including victim-based crime

= Cuts to public sector budgets that have impacted staff turnover and service delivery in the
first half of this decade

= Growing and more complex business, fraud and cyber crime

= Increasing threat of terrorism and serious organised crime and the impact on community
cohesion

= [ssues relating to customer service
= Changing probation services and delivery under the Transforming Rehabilitation reforms

= New antisocial behaviour legislation which shifts responsibilities between police and local
authorities

= Eroded trust in policing
= (Calls for greater transparency
= Digital transformation of policing that has far-reaching implications on how police
organisations operate (need to know versus need to share)
Strategic Transformation: Target Operating Model

To tackle these challenges, GMP started a programme earlier this year to implement a new Target
Operating Model that will continue until 2020. The model has five elements:

» Place Based Community Safety Approach — police officers and staff working alongside
other agencies, such as local councils and hospitals

= Threat, harm and risk reduction — providing priority support to those most at risk of harm

= Citizen Connect — encouraging people to work with GMP as part of a contract to improve
communities

»  Workforce — supporting GMP's workforce to change how they work
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= Information and Technology Optimisation — making the best use of both information and
new technology

Information and technology optimisation aims to make better use of the information that GMP holds
and in turn supports better decision making. To do this, a wide-ranging digital transformation
programme aims to replace aging infrastructure and applications to reduce cost and the risk of IT
failure while:

= Supporting new channels of service to better serve citizens and businesses, such as a
mobile app that citizens can use to communicate with GMP and make complaints

= Introducing an integrated Operational Policing System (iOPS)
= Digitising evidence management across the criminal justice continuum
= Electronically tracking CSI evidence and property

management
GMP is already realising the benefits of technology investment in the "The IS transformation
support of frontline officers and staff through the rollout of programme is all about
smartphones, tablets and body worn video. These solutions are enabling good decisions

helping officers work smarter and faster and to maintain a visible

_ ) in a flatter organisation,
presence in the neighbourhoods across Greater Manchester.

where police officers
Challenges and Solutions have more autonomy, so
that they can be closer
to the community, while
managing risks."

Innovative technology enables frontline officers to tackle operational
and financial challenges. Legacy systems and processes, bound by
desktop applications and radio communication, had created a

suboptimal environment for officers on the beat that led to: Phil Davies, GMP

Superintendent and IS
Transformation
Programme Business Lead

= Significant time spent carrying out administrative tasks,
rather than being active in the community during their shift

= Duplication of work when searching for and updating
information in GMP's systems and the Police National
Computer (PNC) — the national system of databases
recording personal, driver, vehicle and other records to provide integrated and consistent
access to data across police forces

= Slow reaction times, which resulted in complaints from the community and safety risks for
officers (see Figure 2)

The old operating model was also a concern for senior management who wanted a more efficient
and effective allocation of officers. Command and control operators also wanted to more rapidly
and efficiently assign tasks. IT management, which had to support a fragmented legacy system
architecture, wanted to improve access to information for officers on the beat. A new solution
would have to do all this, and do so with shrinking resources.

Collectively, GMP was under considerable pressure to make the force more efficient. It needed to
get away from paper-based incident recording and older, inefficient systems that meant officers
had to enter information when they finished their beat, including repetitive duplicate and triplicate
data entry (see Figure 2). GMP also wanted to create greater public visibility into the police service.
It did so by empowering officers with real-time access to information while on the move, on first
contact at incidents, giving them better situational awareness and better preparing them for each
incident — for example, by knowing an individual's history of prior assaults and arrests.
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FIGURE 2

Legacy Process
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Note: Step 3 is only required in around 30% of incidents, when something is too complex to explain over the radio.

Source: IDC, 2017

GMP had previously tried but failed to build effective mobile solutions. It
had tried PDAs and BlackBerry devices, but these frequently crashed.
The technology was not mature enough to offer user-friendly access to
legacy applications' functionalities and data.

"Pre-mobile
technology, in a way,
had dragged officers
Project Implementation off of the street. Now

GMP engaged with HCL on a £2.5 million, two-year deal that was part they feel professional

of a wider £30 million digital transformation programme that involves when they talk to
other ICT suppliers, such as: citizens and they can
spend time policing."
= Ernst & Young (strategic partner)
Mark Rawlinson, GMP

= IBM (supplying middleware software) ) )
Mobile Project Lead

= Capita (replacing back-office legacy systems such as OPUS
and GMPICS)

= Vodafone (providing mobile communication services and
devices)

HCL is supporting the implementation and managed service phase of mobile solutions for field
officers. The mobility project started in the second half of 2014 with a detailed assessment of user
requirements and technical requirements, particularly legacy integration. GMP's IT team
considered various solutions, including:

= Custom developing mobile solutions, based on Microsoft .NET

= Acquiring packaged solutions from providers of policing systems, such as Capita and
NICHE

HCL was selected because of its track record of working with other police forces, including the
Police Service of Northern Ireland (PSNI). The solution that HCL had built for PSNI operated in a
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similar context to GMP, where complicated back-office system integration had to be addressed.
PSNI is also a similar sized force to GMP, so there was a strong feeling the solution would work
with an organisation of GMP's size. The major difference between the forces was in the devices to
be deployed. PSNI was using very old BlackBerry models, whereas GMP had recently
implemented a more up-to-date version of BlackBerry, which enabled more modern devices to be
deployed, including Android and iOS devices. GMP already had a limited base of BlackBerry
devices, mostly used by senior officers for email and calendaring. This enabled GMP to start the
conversation with HCL with a broader set of architectural options.

In late 2014, HCL and GMP took three months to develop a proof of concept (PoC) which focused
primarily on integration with the two most important legacy systems (OPUS and GMPICS). HCL
delivered the PoC at no cost to GMP, with no guarantee of being awarded the mobile contract,
showing strong commitment to the client and confidence in its own product. The PoC was then
tested in a three-month pilot with 37 officers equipped with BlackBerry and Samsung devices at the
Rochdale division. HCL collaborated closely with GMP IT staff and pilot users to apply an agile
approach to iterate development and testing. In the second half of 2015, GMP used the work done
in partnership with HCL during the PoC to develop the business case for the Police Commissioner
so that the solution could be rolled out to the entire force. In January 2016, once the business case
was approved, GMP signed the contract with HCL, using the government digital marketplace (G-
Cloud) as the route to market.

The project included:

=  GMP personnel taking care of legacy integration, contract management and device
selection

= HCL developing and managing the OPTIK front-end mobile solution

= Ernst & Young carrying out training and deployment for police officers; it not only ensured
that divisions were ready for mobile but also significantly contributed to embedding the use
of mobile into normal working practices

= Vodafone providing mobile data services and supplying the Samsung devices
= Capita managing device packaging

The pilot was carried out with the Salford division. GMP and HCL carefully evaluated if they
needed to make changes to the PoC and address technology and training issues. The pilot
demonstrated that they needed to move away from BlackBerry because the devices were very
secure but somewhat lacking in user experience. GMP selected Samsung Android OS-based
devices, which offer a much broader ecosystem of development skills and toolkits and support for
digitally native solutions such as Microsoft collaborative tools (like Skype for Business).

By the end of 2016, the solution was rolled out to all 12 divisions and branches of GMP, with each
division and branch having around 400 officers.

At the height of the development phase there were around 20 people working on the project,
excluding "super users" involved in the testing. The 20 professionals directly involved in the project
consisted of four full-time equivalents working on development and legacy integration, one GMP
project lead and some business analysts. HCL leveraged its offshore development team to ensure
24 x 7 delivery. After the first release was completed, two HCL technical experts further supported
by a remote shared support team and GMP legacy integration experts became the operating team,
supported by the GMP project lead and the HCL senior account manager.

©2017 IDC #EMEA42887117



Solution Capabilities

The solution deployed by HCL is known as OPTIK — the Operational Policing Tool and Information
Kit. OPTIK allows officers to use a common mobile interface to access email and calendar and to
update and search records of incidents and crimes, including access to PNC (the latter is read-only
in compliance with national guidelines). The full set of applications, as shown in Figure 3, include:

Federated Data Search (FDS) — allows officers to carry out federated search across
applications in the main GMP and national systems to check information on individuals,
vehicles and incidents, among others; a unique identifier ensures consistent access to
records

Incident — officers can search, view, create and update incident and event reports
Crime — officers can search, view, create and update a crime report

PPI — officers can search, view and update domestic abuse cases

STOPS — officers can report stop and search of individuals and vehicles

Witness statements

MISPER - officers can search, view and update missing person cases

KYCR — the know-your-community research capability gives officers insight into what is
going on in their area and the ability to plot incidents, crimes and so forth on a map

Draft and offline — Draft creates a draft form for crime (PPl and STOPS save it on the
device to be completed at a later time)

GMP and HCL are currently working on the second release that includes the following new
applications:

Traffic Offence Reports (TORs) — officers can issue traffic tickets, send an email with the
ticket, generate a PDF and get the citizen to sign the ticket

Image Management (IMAN) — officers can capture images and other digital evidence for an
event or incident; back-office information management specialists can classify and archive
digital evidence

Pocket notebook — the officer can create notes and access the history of activities
SATNAYV — Google Map-based navigation system

Intelligence — officers can create intelligence cases by capturing information linking data
entities such as PPI and Crime and link to existing operations and create group
notifications for different users involved in the operation; intelligence cases are saved
directly on OPUS, not on the devices, because they deal with sensitive information
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FIGURE 3

OPTIK Release 2 GUI
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Source: IDC, 2017

OPITK is based on HCL's iGOVERN Mobility solution, which has the following attributes:

= Itis device/platform agnostic to support smartphones, tablets and laptops. HCL uses a
.NET-based hybrid development platform and has developed its own ONECODE
framework to access device functionalities and allow plug-ins of capabilities into different
operating systems. This is essential because there are different user roles and profiles. At
GMP, for instance, 6,500 smartphones and 3,000 8in. tablets were deployed. Tablets are
intended for users having to do more data entry, for example officers that take witness
statements or missing person reports.

= |t provides out-of-the-box functional templates developed through experience with other
UK police forces to reflect process workflow requirements that align with user routines,
rather than static form capture.

= |t enables offline work so that tasks can be completed in rural areas without network
coverage, with the systems synchronising automatically once network connectivity is
reestablished.

= [t offers a mobility guard capability to prevent misuse. This means that the legal basis of
each activity is audited and therefore traceable.

= |tis designed for police officer user experience — the search function, for instance, enables
officers to look for records across address, vehicle and people registries, without the need
to go into the specific applications.
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The core HCL solution combines its capabilities with other tools, such as:

The Active Directory for single sign-on

The central BlackBerry server, which allows police configurations and secure deployment

over the air

The Samsung KNOX container that enables officers to have two separate environments,
one personal and one highly secure for GMP applications

Results

The solution that GMP developed in partnership with HCL is not simply a technology solution. It is
about digitally transforming the way police on the
beat work. The goal is to have police officers spend
most of their time on front-facing activities.

Currently:

75% of officers use the mobile solution

86% of crime reporting is entered by officers
on the beat

Radio calls back to the station experienced
a 65% net reduction

1 million transactions took place in the first
five months; the expectation is to have 2.5 to
3 million transactions a year

For every hour that the system is up, GMP estimates
37 hours of efficiency (elimination of duplicate data
entry, travel time, etc.), which will materialise into a
payback period of less than one year. That is against
a total cost of ownership — including connectivity,
devices, software and IT services — of around £10 to £12 million over five years.

"Two things have changed the equation
compared with previous attempts to
deploy mobile solutions: the
government transformational agenda,
which was initially triggered by
financial constraints but is really driven
by longer-term social and demographic
trends that require policing to focus
more on prevention, and the maturity
of technology that became to be
understood as an enabler."

Colin Carey, GMP Head of Information
Services

There are three orders of benefits that impact the lines of business, the IT department and most
importantly individual officers (see Figure 4).
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FIGURE 4

Value for Money for GMP
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To flesh these benefits out, the force cited the following examples:

= |Interactions with citizens are more seamless; for instance, citizens can sign statements
with the officer in real time. Officers can use Google Translator to interact with people of
different ethnic groups.

= Training requirements and repair costs were reduced. The intuitive user interface that the
HCL solution provided and the close collaboration between HCL and GMP were the key
drivers. For example, reduced training costs were the result of focusing on high-volume,
less complex activities. And with officers being able to use the
devices as personal smartphones, they became more familiar with
them and were more inclined to look after the devices.

= From an officer perspective, there were multiple instances where the Because officers

digitally enabled process increased efficiency and effectiveness by pay more attention
eliminating duplication, providing a more officer-centric experience to devices, repair
(see Figure 5): costs have also been
= Inone instance, officers were able to verify that the person they negligible.”

were going to interrogate had a history of assaulting officers, and

were prepared for the risk without having to go back to the Mark Rawlinson, GMP
station. Mobile Project Lead

= In domestic violence cases, historically the officers would take
statements, then go back to the station to check the records. If
they found out that previous reports had highlighted risks for the safety of children in
the family, they would have to go back, wasting further time and putting the children at
greater risk. Now they can check in real time and take the appropriate precautions.

= In missing person cases, officers are now better able to capitalise on the "golden hour"
— that critical first hour after someone goes missing. Previously, it could have taken
two to three hours to begin working on the case — dispatch had to communicate with
the patrols; patrol officers then had to go and gather witness statements; then they had

©2017 IDC #EMEA42887117 9



to wait 10-15 minutes to talk to an officer in the station through the Airwave radio link to
communicate back the information and do further checks. Now dispatch can
disseminate information to specific patrols through geofencing, and frontline officers
on the scene can view and update information in real time.

FIGURE 5

Digitally Enabled Process
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Source: IDC, 2017

ESSENTIAL GUIDANCE

The success of GMP's mobile solution initiative is attributed to the following key factors:

= Strategy. The prioritisation of business areas was important to make the implementation
affordable and to show the benefits. When HCL and GMP started to collaborate, the first
activity was to focus on user groups, understand use cases and requirements, and identity
"super users" for each of them to test optimal process templates and create configurations
to streamline work. It was also important to implement a solution that functioned as a
platform for future developments. For instance, GMP's Performance Branch is considering
how to use the mobile solution usage metadata to improve service and resource planning.
GMP also decided to start the mobile solution design and deployment before launching the
back-office legacy applications modernisation (iOPS); this helped realise the benefits more
quickly and minimise the impact of the transition for the end user because police officers
now have a mobile Ul that will remain stable.

= Governance:

= Project governance engaged senior management champions and established close
collaboration at all levels. During the 2015 pilot, the Rochdale division was selected
because of its strong support of technology-enabled innovation from the division's
chief superintendent. Sponsorship came from the very top, with the chief constable
accompanying a patrol during the pilot and recently awarding a commendation to both
the project and HCL for excellent delivery. Project communications were frequent and
effective: the GMP project lead and HCL PM worked like a single team and had
frequent meetings with the E&Y training leads between January 2016 and the go-live
date. He also had weekly status meetings with GMP line-of-duty management and
meetings every three weeks with Phil Davies, the superintendent and executive
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sponsor. In addition, there where regular (weekly) governance meetings between HCL

and GMP leadership teams.

» Business-as-usual operating model. Superintendent Davies and GMP Head of

Information Services Colin Carey are now working to
design the operating model, as OPTIK will officially be
transferred into business as usual after release 2. The
objective is to make mobility part of the day-to-day
policing infrastructure by creating a dedicated line-of-
business department to run the solution on an
ongoing basis. Line-of-business owners will become
accountable for new business capability requests and
related change management, with IT ensuring
technical support and architectural reusability. This
transition will be important to send out a clear
message to the whole organisation that mobility has
become a business priority for GMP.

People. All UK police forces are very concerned about
access to secure data. But that does not necessarily mean
that policy for appropriate mobile use needs to include
hundreds of pages. GMP's policy was written on two A4

"Police officers often find
themselves reacting to tasks
rather than solving the
problem behind the demand
for services with partner
agencies. Our new Target
Operating Model aims to place
problem-solving at the heart
of what we do, and good
technology enables good
decision making. This is why
we continue to invest in
developing our mobile

pages. The key then was to trust the users. The ability to
offer a device for both personal and police use was
important. It took a lot of effort in terms of communicating
professional standards on appropriate data and device
usage, but once the decision was made and approved by
the Police Associations and senior management, it paid
off in terms of training costs, repair costs and most importantly uptake.

platform."

Phil Davies and Colin Carey

=  Supplier relationship. HCL and GMP incrementally grew into a fluid, valued partnership.
HCL worked in an integrated way with GMP and was flexible with changing requirements.
The focus was not on contract terms and conditions but on delivering the right solution.
HCL's 24 x 7 offshore capabilities were instrumental to ensure timely delivery. They were
extremely effective at fixing problems, particularly during the testing period. This further
instilled confidence in the system. GMP did not have to worry about managing those
offshore resources. Handover between onsite and offshore teams was seamless, so much
so that GMP didn’t even need to hold a teleconference with the offshore team. The local
HCL team was lean but very much embedded in the GMP organisation, which at times
made it a little too accommodating to change requests and
risked scope creep.

= Technology architecture. The selected combination of devices,
development platform and applications had to have two
attributes:

"HCL set up a
working environment
where it took the risk
of collaborating. That
enabled us to take an
evolutionary
approach."

= Security was not to be obtained at the expense of usability.
Laptops were not an option because of data loss in areas
out of connectivity range. BlackBerry devices were good in
terms of security but were somewhat lacking in usability.
The screen sizes and Android interfaces of Samsung
devices offered far better usability.

Colin Carey, GMP

Head of Information

Services

= The application development platform had to incrementally
deploy new capabilities while maintaining the user
experience across applications. A native mobile apps
approach would have meant different interfaces for each
application and therefore a disconnected process and
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increased training and maintenance costs. The HCL mobile portal, accessible through
the secure KNOX container, drives better data quality and provides officers with a new
process-centric experience with which to work. However, this required a slightly higher
investment in time and money in the initial phase of requirement gathering and
business process redesign compared with siloed mobile app development.

GMP's investment in mobile technology for mobile officers is paying off in terms of efficiency,
effectiveness, safety and most importantly community engagement because of the combination of
visionary thinking, leadership, agile architecture and collaboration.

Note: This document is sponsored by HCL.
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