
Advisory services to 
enable migration to a 
next-gen CIAM platform
For a US-based gas station & 
convenience store chain

HCL Services Delivered
HCL conducted a thorough evaluation of the current Customer Identity and Access Management platform to 
help the company get an informed start to their digital transformation project. The team executed the 
assessment in 4 waves:

Wave 1: Analysis of As-Is Customer Identity and Access Management

Wave 2: Review and understanding of As-Is state and use cases of Customer Identity and Access Management

Wave 3: Gap Analysis in current system

Wave 4: Record To-Be Functional and Technical requirements in Business requirement document

Post-assessment, the team:

• Documented the assessment report, consisting of current gaps and challenges, 
and provided strategic recommendations

• Provided industry-leading best practices aligned with customer requirements

• Provided a holistic high-level transformation plan aligned with an 
outcome-based delivery model

• Recommended future roadmap strategy to achieve To-Be State

• Presented a High-Level To-Be State Architecture recommendation

• Provided optional benefits and InfoSec additional use cases overview

• Provided Comparison matrix based on use cases captured during due diligence to 
assist customer evaluate and take right decision

• Assisted in Vendor POCs and Product walkthroughs

• Submitted a final assessment report, with high-level program roadmap and product recommendations

www.hcltech.com



Business Need

With the aim to digitally transform store operations, improve in-store user experience & 
better engage its customers, the company undertook a multi-year Digital Transformation program. 

A key element to the Business-aligned transformation program was modernizing the Consumer Identity 
solution, so as to be able to tie-in better with the Loyalty & Rewards Program, Mobile Apps & On-the-go 
ordering services. 

The company engaged HCL’s IAM Advisory Services to perform a strategic assessment to improve the overall 
CIAM strategy and deployment road-map. The objectives included:

Evaluate & provide 
recommendations for di�erent 
CIAM products, based on the 
use-cases identified as an 
outcome of the assessment

Recommend strategic 
improvements to personalize 
customer experiences, build 
relationships, and deliver 
omni-channel experiences
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Post-assessment, the team:

• Documented the assessment report, consisting of current gaps and challenges, 
and provided strategic recommendations

• Provided industry-leading best practices aligned with customer requirements

• Provided a holistic high-level transformation plan aligned with an 
outcome-based delivery model

• Recommended future roadmap strategy to achieve To-Be State

• Presented a High-Level To-Be State Architecture recommendation

• Provided optional benefits and InfoSec additional use cases overview

• Provided Comparison matrix based on use cases captured during due diligence to 
assist customer evaluate and take right decision

• Assisted in Vendor POCs and Product walkthroughs

• Submitted a final assessment report, with high-level program roadmap and product recommendations

Strategically assess the technology 
landscape to recommend on 
security, analytics, privacy and 
data-protection controls

Customer 
Profile

American chain of convenience stores & gas 
stations operating along the East Coast of 
the country, having its own beverage brand 
& o�ering fresh food options. The company 
has over 850 convenience stores, over 600 
gas stations, caters to

customers and 
operates with nearly 

Identity key use-cases & 
functionality that would be 
required to support the various 
business transformation initiatives 
planned

Conduct a gap analysis of the 
current custom consumer 
identity management 
deployment and provide possible 
mitigation path

Provide a roadmap of user 
migration from the existing Ping 
Directory & Ping Identity CIAM 
deployment to the new modern 
CIAM platform

Created by Oleksandr Panasovskyifrom the Noun Project

75,000+ 
employees.35,000+ 



To know more visit: https://www.hcltech.com/cyber-security-grc-services 
or write to us at Cybersecurity-GRC@hcl.com

Benefits/Value Delivered
With HCL’s e�orts, the company gained:
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help the company get an informed start to their digital transformation project. The team executed the 
assessment in 4 waves:

Wave 1: Analysis of As-Is Customer Identity and Access Management

Wave 2: Review and understanding of As-Is state and use cases of Customer Identity and Access Management

Wave 3: Gap Analysis in current system

Wave 4: Record To-Be Functional and Technical requirements in Business requirement document

Post-assessment, the team:

• Documented the assessment report, consisting of current gaps and challenges, 
and provided strategic recommendations

• Provided industry-leading best practices aligned with customer requirements

• Provided a holistic high-level transformation plan aligned with an 
outcome-based delivery model

• Recommended future roadmap strategy to achieve To-Be State

• Presented a High-Level To-Be State Architecture recommendation

• Provided optional benefits and InfoSec additional use cases overview

• Provided Comparison matrix based on use cases captured during due diligence to 
assist customer evaluate and take right decision

• Assisted in Vendor POCs and Product walkthroughs

• Submitted a final assessment report, with high-level program roadmap and product recommendations

Final strategic assessment report and high-level program roadmap for migration from existing 
legacy IAM platform to the next gen CIAM platform

Recommended products based on the technology evaluation outcome

Detailed comparison matrix of evaluated products based on required use cases

Detailed gap analysis report of the current legacy deployment and mitigation path

Use cases documented as per the revised business requirements

HCL Technologies (HCL) empowers global enterprises with technology for the next decade today. HCL’s
Mode 1-2-3 strategy, through its deep-domain industry expertise, customer-centricity and entrepreneurial
culture of ideapreneurship™ enables businesses to transform into next-gen enterprises.
 
HCL o�ers its services and products through three lines of business - IT and Business Services (ITBS),
Engineering and R&D Services (ERS), and Products & Platforms (P&P). ITBS enables global enterprises to
transform their businesses through o�erings in areas of Applications, Infrastructure, Digital Process
Operations, and next generation digital transformation solutions. ERS o�ers engineering services and
solutions in all aspects of product development and platform engineering while under P&P. HCL provides
modernized software products to global clients for their technology and industry specific requirements.
Through its cutting-edge co-innovation labs, global delivery capabilities, and broad global network, HCL
delivers holistic services in various industry verticals, categorized under Financial Services, Manufacturing,
Technology & Services, Telecom & Media, Retail & CPG, Life Sciences, and Healthcare and Public Services.
 
As a leading global technology company, HCL takes pride in its diversity, social responsibility, sustainability,
and education initiatives. As of 12 months ending on March 31, 2021, HCL has a consolidated revenue of
US$ 10.5 billion and its 176,00 ideapreneurs operate out of 50 countries. For more information, visit
www.hcltech.comwww.hcltech.com C

I-
11

2
25

23
0

57
4

57
6

18
0

0
5

3
4

-E
N

0
0

G
L


