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Taking a more holistic approach to security

With the current shift to the cloud, an ever-expanding corporate perimeter
to maintain and the relentless onslaught of both insider and external
threats, the traditional security approach of "trust, but verify” is no longer a
viable strategy. Add in an accelerating remote workforce due to the
pandemic, and even the most robust architectures are being tested to
operate at scale while providing access and protection to critical data.
While not a new concept, zero-trust aims to adapt to security’s changing
landscape by treating everyone as outsiders, providing access only to
segmented networks and enforcing the least privilege. This approach
seems straightforward, but where does one start in implementing such a
framework without restricting user productivity or negatively impacting
existing security architecture?

Planning for zero trust

HCLTech's Consulting Services cybersecurity consulting has
Forrester-certified zero-trust strateqists that can help you better
understand this approach, identify gaps in your existing security posture
and provide industry best practices. This is a discussion focused on the
business goals, challenges and drivers that dictate solution maturity
across your enterprise to deliver actionable, comprehensive
recommendations your teams can execute.
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Intended for

Companies interested in moving
toward a zero-trust/SASE model

Security stakeholders that want
to understand more about the
zero-trust holistic approach

Organizations looking to get
more from their security tools
and processes

Who should attend?

Strategic decision-makers
from:

- Network security

- Information security

- Endpoint security

- IT and security operations

- Identity management

E Logistics

We provide Forrester-certified
zero- trust strategists to drive the
assessment and provide tailored
recommendations

Up to 4 hrs/day remotely with
your team

Conduct interactive
information-sharing activity and
collaborate with expert-level
security practitioners

E(l) Agenda

Day1

Zero-trust Overview
Data Protection Maturity
Assessment

Day 2
Network Security Maturity
Assessment
Endpoint Protection Maturity
Assessment

Day 3
Assessment

Results/Recommendations
Q/A Session and Closeout



Value delivered

Clearly understand your goals, business
drivers and challenges as they relate to your
security practice and baseline those against
peers through the lens of Forrester’s Zero
Trust framework

Attendees collaboratively identify maturity
in the environment to support desired goals,
timeframes and technical needs across the
following security areas: data protection,

Delivery of tailored, prioritized recommen-

dations to provide you the greatest value in
achieving your desired business outcomes

in line with zero-trust best practices

Receive a high-level action plan to address
your security gaps, overlaid on the
zero-trust framework

endpoint and network

Sets the stage for proper governance and
delivery by taking a big picture/
initiative-driven perspective, rather than
focusing entirely on individual point
products

Extend Endpoint
Encryption and
integrate with DLP

Deploy DLP lab Improve DLP
environment program

Enable additional
Identity and MFA

use cases
Establish mobile  |mProve Endpoint
e e Protection deployment

y ay and integrate w/Proxy

Deploy SD-WAN Integrate DLP
components with Proxy

Workloads Integrate DLP with CASB

Visibility 'gsﬁa“.a”dl Coml‘if_illure Integrate DLP, Proxy, CASB and

: ehavioral analytics Endpoint Protection
& Analytics solution P

Perform product
rationalization and
SOAR prioritization

Automation
& Orchestration

Review and improve
policies and procedures

6-18 Months
(Strategic)

hs (Tactical)

3-6 Months (Operational)

Direct access to internal
product teams enables faster
diagnosis and resolution of
issues

Why HCLTech
Consulting Services?

Informal training to improve your
team's effectiveness drive

Increased value from existing
Our consultants deliver real-world security products
value to help guide organizations

in improving their security.

Utilize subject matter experts,
proven methodologies and

Real-life experience operating industry best practices

solutions in the world’s largest
and most complex networks

Optimize policies and
procedures and engage
measurable controls to realize
greater program maturity
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hcltech.com
HCLTech is a global technology company, home to more than 227,000 people across ol
60 countries, delivering industry-leading capabilities centered around digital,
engineering, cloud and Al, powered by a broad portfolio of technology services and "
products. We work with clients across all major verticals, providing industry solutions
for Financial Services, Manufacturing, Life Sciences and Healthcare, Technology and
Services, Telecom and Media, Retail and CPG, and Public Services. Consolidated
revenues as of 12 months ending March 2024 totaled $13.3 billion. To learn how we
can supercharge progress for you, visit hcltech.com.




