HCLTech | 5555

Cloud Evolutlon
or F lal Serwces

/] (&
1) >



wl
!

R

i

Overview

HCLTech commissioned TechTarget’s Enterprise Strategy Group to execute new,
original primary market research on the state of cloud computing. The research
comprised 532 web-based interviews with senior executives responsible for their
organization’s public cloud technology investments. This summary focuses on
the results from respondents in the financial services sector, focusing on where
differences exist between it and all other industries.

To read the full report, click here.

Industry Summary

Financial services firms have many specific requirements for applying cloud
computing and generative Al to business goals. Risk management and data
security needs each heavily influence their tech strategies, both with an eye
toward customer trust and to ensure they stay compliant with a range of
regulations. Beyond security and resilience, their business objectives insist upon
low-latency performance, from high-frequency security trading to uncovering and
stopping fraudulent transactions. This need for speed and scalability is frequently
at the heart of cloud and Al adoption.

Generative Al, in particular, has quickly become a disruptor in the industry. It’s
creating white space for customer-facing innovation in use cases like support
and service, personalized financial advice, unique offers based on the customer’s
financial position and more. In this context, we evaluate how data about the state
of cloud computing from financial services organizations differs from and is
aligned with other sectors.

Hybrid, multicloud is and will continue to be the norm in financial services

Much like their peers in other industries, financial services companies have
embraced multicloud operations, with 92% reporting they partner with multiple
public cloud infrastructure providers today (vs. 87% among all other industries).
Similarly, financial services companies expect more diversification over time: 85%
said they expect to partner with even more public cloud providers 12 months out (a
finding identical to the cross-industry data).

However, financial services organizations see more opportunity to modernize their
workloads than their peers when looking ahead: 61% strongly agreed there are
many workloads on-premises today that they would like to modernize to a cloud
native architecture and migrate to the cloud (vs. 41%). On the other hand, 36% also
strongly agreed there are workloads they operate today that are so stable and
unchanging that a cloud migration is not a compelling use of time and resources
(vs. 20%), indicating these organizations often will retain a larger legacy IT estate.

HCLTech | Cloud Evolution: The Mandate to Modernize

Key differences in the cloud
journeys of financial services
companies compared to
other industries
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Financial services organizations employ more intentional
multicloud strategies

Leaders in financial services companies were more likely to
say their organization today is multicloud by choice (77%
vs. 67%) as opposed to multicloud by default (e.g., as a
result of shadow IT or M&A activity). This contrasts sharply
with their approach a few years ago, where just 36% were
multicloud by choice and 22% were not partnering with
multiple cloud providers.

More than four out of five financial services companies
have elected to work with third-party system integrators
and consultants in building out their multicloud strategies
and are putting these into effect with a high degree of
success (see Figure 1).

Figure 1. Multicloud strategies drive business outcome success

For each outcome please indicate how successful your
organization’s approach to multicloud adoption has
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Source: Enterprise Strategy Group, a division of Tech Target, Inc.
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Though seen as less critical, cloud modernization gains
momentum in the finance sector

Of the financial services companies surveyed, 72% said they
usually or always refactor or rewrite apps as they migrate
them to the public cloud today, up from 54% just a few years
ago. However, they were less likely than their peers to agree
that the value the cloud delivers can only be optimized via
application modernization: 67% vs. 82%. The implication is
that, while application modernization has gained steam in
financial services, they also tend to value “lifting and shifting”
apps to the cloud more than their peers, whether because
of a greater need for scale, a tendency to favor Opex cost
models, a greater need for infrastructure management
outsourcing or some other driver.

Cloud native apps deliver value, and overcoming challenges is
a high-stakes imperative

Cloud native applications are delivering value. Respondents
at financial services organizations were more apt to strongly
agree that their approach to cloud native app development is
improving workload portability (43% vs. 38%) and scalability
(45% vs. 40%). However, because there was more cloud native
activity, they were more apt to report challenges related to
cloud native application development. Financial services
organizations reported that IT operations skill gaps were
causing significant cloud native application development
challenges (51% vs. 38%). From the vantage point of securing
cloud native applications, financial services organizations
were less likely to report that securing cloud native apps was
problematic (20% vs. 32%).

The challenges surrounding cloud native application
development are somewhat different from those in
other industry segments, but overcoming them is seen
as equally important: 71% of respondents said their
organization risks failing to execute strategic initiatives
if it fails to overcome challenges associated with cloud
native application development.

HCLTech | Cloud Evolution: The Mandate to Modernize

r r “At HCLTech Financial Services, we

drive transformative growth through

experience led, innovation driven,
technology powered solutions. By leveraging
GenA|, cloud native platforms, and advanced
data analytics, we empower financial
institutions to accelerate modernization, elevate
customer experiences and enhance operational
efficiency. Our expertise not only enables
clients to harness the full potential of GenAl
through robust data and cloud foundations
but also ensures that traceability is seamlessly
integrated into GenAl solutions,
guaranteeing compliance with
regulations and governance.”

Srinivasan Seshadri
Chief Growth Officer and Global Head,
Financial Services, HCLTech

Financial services companies move with the masses on GenAl,
but infrastructure might differ

Generative Al is a priority for financial services organizations
as it is for other verticals: 58% of financial services companies
today reported using generative Al solutions with some level
of customization (i.e., being tuned or making inferences based
on proprietary data) vs. 57% among all other organizations.
And 39% are interested in this type of solution (vs. 41%).

While there is parity in adoption, deployments will differ.
Financial services organizations were 2.7x as likely to say the
infrastructure powering their custom generative Al solutions
will be deployed primarily in on-premises data centers (32%
vs. 12%) and were less likely to say they will be deployed
primarily in the cloud (21% vs. 30%) or in a hybrid manner (35%
vs. 42%). One reason appears to be a greater fear of lock-in
among financial services companies: 28% strongly agree
that once generative Al is deployed in the cloud, technical
considerations will make it impossible to migrate away from
the selected provider (vs. 13%). When asked about their
infrastructure priorities, financial services organizations are
elevating security slightly (63% vs. 59%) and appear willing to
trade on infrastructure’s flexibility (43% vs. 51%).

When advancing generative Al initiatives, financial services
organizations were much more likely to doubt their internal
skill sets (36% vs. 24%). They also appear to struggle more
with collaboration: 16% have not yet begun a cross-functional
dialogue between IT, data science and business stakeholders
(vs. just 8% of all other industries). To improve that, the vast
majority (85%) have engaged with external consultants or
service providers to advance generative Al projects, and

to great effect: 54% strongly agreed outside experts have
accelerated their generative Al ramp time (vs. 43% reported
by other industry segments), and 47% strongly agreed these
partnerships are helping close their skill gaps (vs. 42% of
respondents overall).



Conclusion

In many respects, financial services organizations’ cloud
journeys mirror those in other industries. They will leverage the
cloud for more workloads over time and seek out new provider
partnerships. However, their environments will be hybrid
because, for many, stable workloads and workloads operating
on sensitive data will remain on-premises. Generative Al is top of
mind for many organizations in this segment, and engagement
with third-party experts has been a lynchpin to advance their
multicloud and generative Al initiatives.

There are notable differences between financial services and
other organizations:

o Financial services’ pathways to multicloud operations have
more often been traversed due to a deliberate strategy.

o Skill gaps appear more problematic for financial services,
both in terms of cloud native development and generative Al
expertise.

o Thereis also an increased level of pent-up demand to move
more workloads to the public cloud, but there is less belief
that modernizing these applications is required to extract the
most value from the cloud.

We hope these industry-specific learnings help you benchmark 4
your cloud program against your peers.

You can download and access the full report - Cloud
Mandate to Modernize, here.
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