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Overview

HCLTech commissioned TechTarget’s Enterprise Strategy
Group to execute new, original primary market research on
the state of cloud computing. The research comprised 532
web-based interviews with senior executives responsible for
their organization’s public cloud technology investments.
This summary focuses on the results from respondents in the
manufacturing sector, focusing on where differences exist
between it and all other industries. To read the full report,
click here.

Industry Summary

Manufacturing companies face a unique set of challenges,
including intense global competition and a constant drive for
operational efficiency that doesn’t sacrifice quality. Moreover,
they often possess proprietary designs and processes

critical to competitive differentiation and which can even

be of concern to national security. Their broad reliance on
operational technologies that typically run legacy software
creates additional vulnerabilities and entry points for malicious
actors. Finally, the need for continuous operations creates a
dual-pronged challenge: a need for resiliency throughout both
their physical and technology estates and an inability to take
systems offline to remediate threats or patch vulnerabilities
without suffering from prohibitive productivity loss.
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Key ways manufacturing companies
cloud journeys are different

Manufacturers have more frequently conducted a
comprehensive inventory of existing workloads and
data to understand requirements, dependencies and
performance characteristics (72% vs. 61%) to quide
cloud strategies.

Manufacturers more often report having adopted
new security controls explicitly for securing cloud
workloads (72% vs. 53%).

Manufacturers more often prioritize the security
capabilities of the infrastructure that will power
generative Al projects (73% vs. 57%) and expect to
use hybrid cloud infrastructure for generative Al
(51% vs. 39%).

These challenges shape the sector’s approach to cloud
computing and emerging technologies like generative
Al. The data reflects the goals of cost reduction and
competitive differentiation, as well as an intense focus
on cybersecurity and enterprise risk. While the industry
may be characterized by thin margins, manufacturers
that embrace cloud and generative Al will be best
positioned to stay competitive and responsive to their
customers’ evolving needs.

Public cloud adoption races ahead and multicloud
diversification abounds

Due to a combination of high capital costs tied to physical
assets and resources, long equipment lifecycles and

a strong aversion to disruption, manufacturers have

long been considered to be somewhat lagging in IT
investment. This perception is outdated when it comes

to cloud transformation. The data shows that 85% of
surveyed manufacturing companies are multicloud today,
a statistical dead heat with all other verticals represented
(87% in the aggregate). And, when asked about their
propensity to even further diversify their cloud footprint,
87% said it was likely they would be partnering with even
more cloud service providers 12 months from now, slightly
edging out the cross-industry figure (84%).

While their current cloud status mirrors other industries,
drivers and goals do differ among manufacturing
companies. When asked about their initial motivations
for moving data and apps to the cloud, respondents in
the manufacturing sector were more likely to reference
security (34% vs. 25%), scalability (28% vs. 23%) and lower
total costs (27% vs. 22%). This data seems to underscore
that manufacturing companies have more often seen

a win-win opportunity in the cloud to enhance their

IT operations - namely by hardening security and
attaining agqility through elastic infrastructure - while
simultaneously lowering IT TCO.


https://www.hcltech.com/cloud-research/

The path to the cloud for manufacturers differs as much as
their drivers. There are two key processes manufacturers
more often engage in as they proceed down the path to
optimizing their multicloud operations:

1. Cross-functional strategy sessions. Respondents in
manufacturing more often report having conducted
extensive working sessions with stakeholders across the
organization to identify specific business objectives and use
cases (61% vs. 50%).

2. Cataloging app inventories. Respondents in
manufacturing have more frequently conducted a
comprehensive inventory of existing workloads and data to
understand requirements, dependencies and performance
characteristics (72% vs. 61%) to guide cloud strategies.

This more rigorous level of planning points to the complex
integration of IT and OT in manufacturers’ environments and
the recognition that cloud migrations may cause issues with
these interdependent systems. Additionally, manufacturing
processes generate massive amounts of data at high speeds.
Cloud strategies must account for how to efficiently collect,
store, process and analyze this data without injecting
problematic levels of latency that can hinder operations.

Two critical differences were observed in the data regarding
the IT investments needed to optimize cloud operations:
Manufacturers more often report having adopted new security
controls explicitly for securing cloud workloads (72% vs. 53%),
and manufacturers were less likely to report having adopted
new monitoring tools to ensure the uptime and performance
of cloud workloads (50% vs. 58%). This is a surprising
development, given their sensitivity to operational disruption.

Third-party consultants more often help manufacturers on
their cloud journeys

Relative to their peers in other industries, manufacturers
often turn to outside partnerships at key stages in their
cloud journeys. For example, respondents at manufacturing
companies more often state they have relied on system
integrators and consultants to help them select and

deploy cloud security tools (48% vs. 33%) and conduct their
application portfolio analyses to prioritize workloads for
migration (46% vs. 36%). As a sector, manufacturers are much
more apt to say these partnerships have been critical to the
success of their cloud strategies (43% vs. 30%).

The future points to the convergence of cloud and
generative Al solutions
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As manufacturers look to the future, they frequently
report that cloud drivers have shifted from improvements
in cost and scalability toward accelerating the adoption
of emerging tech like generative Al and machine learning
(81%, up from 24%). Manufacturers appear to be slightly
ahead of their peers in other industries on adopting
generative Al: 64% are already using generative Al
models either trained on or making inferences based

on proprietary data (vs. 56% of organizations in other
verticals). Applications of generative Al, like rapid
prototyping and enhancing the creation of digital

twins are likely part of why manufacturers are rapidly
adopting solutions. Additionally, generative Al can
enhance traditional applications of Al that are popular
among manufacturers, such as identifying the need for
maintenance predictively or improving quality assurance
based on images of products coming off production lines.

At the end of the day, manufacturers’ goals for generative
Al more often (relative to peers) include the reduction

of operational costs (47% vs. 36%) and the ability to save
time (47% vs. 40%) and make better decisions (43% vs.
36%). Perhaps due to the sensitivity of manufacturers’
data and processes and a desire to maintain control,

they more often prioritize the security capabilities of the
infrastructure that will power generative Al projects (73%
vs. 57%) and expect to use hybrid cloud infrastructure for
generative Al (51% vs. 39%, see Figure 1).

Figure 1. Generative Al infrastructure preferences
expectations

Where would your organization most likely run the infrastructure required
to support GenAl solutions trained on/making inferences based on your
organization’s proprietary data? (Percent of respondents)

Respondents in manufacturing industry (N=91)

Primary the public cloud Primarily on-premises

data centres

Respondents in all other verticals (N=429)

Primary in edge locations (e.g.
production facilities, brancg
locations)

In a hybrid manner (with significant
infrastructure footprints
in multiple locations)

Source: Enterprise Strategy Group, a division of Tech Target, Inc.



Hybrid estates will persevere in the manufacturing sector

The data implies that the future of cloud infrastructure

in the manufacturing sector will definitively be hybrid.

Not only are these organizations more apt to report a
preference for hybrid generative Al infrastructure, but they
also more often agree that there are many workloads they
will remain on-premises for control or sensitivity reasons
(81% vs. 65%). Accounting for these hybrid complexities will
be critical to their success.

Conclusion

Surprisingly, manufacturing companies keep pace with

other industries when it comes to implementing cloud
transformation strategies.However, the hows and whys of their
cloud journeys do differ in some key ways:

+

Third-party consultants and systems integrators play a
more prominent role in key processes like security tool
selection and deployment and overall cloud success.

Manufacturers deploy cloud performance monitoring
tools less often, which may be problematic given the
need for real-time analysis and decision-making in their
environments.

While security factors are prominent in all sectors, this is
even more true for manufacturers that highlight security as
a driver for the cloud and prioritize security in the selection
of generative Al infrastructure.

We hope these industry-specific learnings help you
benchmark your cloud program against your peers.

You can download and access the full report - Cloud Evolution
- Mandate to Modernize, here.
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