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Overview

In today’s rapidly evolving digital landscape, businesses face an increasing array of cyber threats that can
disrupt operations and expose sensitive data. To stay ahead, organizations need a robust security solution
that not only detects threats but responds proactively. HCLTech Universal Managed Detection and Response
(UMDR), powered by Google Cloud Security, delivers end-to-end threat management tailored to the unique
challenges of modern enterprises. This partnership provides advanced detection, response capabilities, and
expert-led support to secure critical assets and enhance operational resilience.

Drivers for MDR services

Organizations today need MDR services for various essential reasons:
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Cost optimization: Leveraging Elimination of blind spots: Vendor and technology
best practices, accelerators, Minimizing risks associated with consolidation: Streamlined
and proprietary IP for data silos, tool sprawl, and security through an
value-driven security. multi-cloud shifts. integrated MDR service.
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Access to advanced security On-demand access to skilled IT Holistic integration within
technologies: Harnessing Al, Talent: Immediate support from enterprise security stack:
ML, and GenAl for a dedicated team of skilled Enhanced data analytics
context-driven, cybersecurity professionals, for better threat insight.
intelligence-powered security. ready to tackle complex threats
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Automation-led detection &
response: Enabling proactive
threat hunting and response.



HCLTech’s E2E MDR adoption journey

Our structured approach ensures a seamless transition to advanced MDR capabilities, empowering your
organization every step of the way:

'l Assess
Comprehensive SOC Assessments (process and technology).
Gain a deep understanding of your current security posture, developing strategies and roadmaps.

Services include:

o  Strategy workshops
o SOC baseline assessments
o Breach likelihood analysis

o Technology consolidation and migration assessment

2 Plan & Design

Tailored TD&R planning, design, and transformation services.
Customizable architecture for optimized threat detection and response.

Services include:

o Discovery and analysis
o High- and low-level architecture design
o Detection rules and automated playbook creation

o Orchestration and management planning

3 Migrate / Deploy

Platform Migration and Deployment as a Service
Seamless deployment of a modern TD&R environment to support comprehensive visibility.

Services include:

o Platform stack deployment as a service
> Migration support to any target platform

o Technology evaluation and proof of concept

/1 ntegrate & Optimize

Flexible integrations to align with existing tools, processes, and legacy systems.
Open platform approach enables effective implementation and customization.
Services include:

o Fusion platform integration and implementation
o Tool and process integration



5 Run
- Managed TD&R services to ensure consistent security operations.
Proactive monitoring and threat hunting for robust, ongoing protection.
Services include:

o Fusion MDR services

o Service level optimization

o Platform management and threat hunting
o Remote incident response

IPs

Fusion Platform | SecintAL | VERITY | CSasS | MiDooS 1360° SECUREOT | CSFC

Accelerators
SOC Reference Threat Detection Use Log Configuration
Architecture Simulations case catalog and onboarding guides
Automation Analyst workflows Threat Hunting Pre-configured personal

playbook Catalog and incident query libraries based dashboards

handling Run
books

HCLTech UMDR and Google Security:

A Powerful Alliance

Effectively tackling the complexities of modern threat detection and response requires deep expertise and
advanced technology. With over 26 years as a trusted partner to global enterprises, HCLTech combines its
cybersecurity acumen with Google’s scalable security solutions to deliver unparalleled protection and support

GenAl-assisted operations: Enhanced security
operations with Google’s Gemini for
accelerated insights and context-based
decision-making.

Context-aware detection: Advanced threat
detection powered by VirusTotal Intelligence
for deeper, more meaningful insights.

Unmatched scalability: Capable of managing
hundreds of petabytes of data daily to meet
growing business needs.

Optimized SOC processes: Efficiency gains for
UMDR security analysts, driving productivity
and effectiveness.

Rapid query performance: 10x speed in query
performance, delivering insights at Google
Search speeds.

Extended data retention: Year-long data
storage supporting extensive investigation and
proactive threat hunting.

Advanced technology stack: Leveraging Google
Chronicle for analytics, automation, and
orchestration.
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Flexible, open platform: Easily scalable to meet
evolving security demands.




Value Delivered

Our UMDR services, powered by Google Security, deliver exceptional value:

Technology + Human Flexible and modular
decision-making: Blending consumption: Designed for
automated intelligence with easy adoption without vendor
expert guidance for reliable lock-in.

threat management.
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Extensive coverage across
complex environments:
Support for OT/ICS, cloud,
identity, and applications. Rapid, day-one
protection: Quick
deployment with
customized detections
tailored to your needs
End-to-end incident for maximum impact.
lifecycle support: We
go beyond alerts,
taking ownership and — Dedicated security
driving resolution. advisors: Expert
quidance and advisory
available at all times.
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Continuous threat Proactive threat
intelligence: exploration and
Automated alert hunting: Actively
enrichment and pursuing and
contextual advisories neutralizing persistent
to keep you ahead of threats.

threats.
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