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HCLTech's Data
TrustShield for
Life Sciences and
Healthcare




Where do we see the Life Sciences
and Healthcare market heading?

The Life Sciences and Healthcare (LSH) market is heading
towards increased digitalization and adoption of
technologies like Al, data analytics, telemedicine and remote
patient monitoring. There is a growing focus on personalized
medicine, precision diagnostics and integrating genomics
and digital health solutions to improve patient outcomes and
enhance healthcare delivery.

As a result, the LSH industry is witnessing a data revolution,
with trends driving faster innovation in:
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Precision medicine Drug discovery: Enhanced imaging: Clinical
(treating each patient Identifying potential Improving the decision-making:
uniquely): drug candidates and accuracy and Analyze data from a
Advancements in data testing their efficiency of patient's medical
analysis are providing effectiveness in silicon machine learning records, lab results,
new insights into how (i.e., using computer models so they can previous treatments
the human body simulations) before automatically and medical imaging
responds to drugs moving to clinical identify to identify potential
trials on animals and abnormalities in problem areas and
humans images and alert suggest further
doctors to potential testing and
issues treatment options

These trends in LSH lead to a need for responsible data innovation and intelligent insight.

r By 2025, the compound annual growth rate of data for healthcare will reach 36%.
That's 6% faster than manufacturing, 10% faster than financial services and 11% faster than
media and entertainment.”

Source: The healthcare data explosion-
https://www.rbccm.com/en/gib/healthcare/episode/the_healthcare_data_explosion

“Data breaches in the United States alone compromised over 40 million patient records in 2021.*

Ineffective Cybersecurity and Controls: Current cybersecurity solutions won't prevent these attacks,
leaving medical and healthcare organizations vulnerable, exposed and financially harmed.

The need to protect sensitive patient information, proprietary research and critical intellectual property
has become paramount, which needs to be enabled with technology that ensures privacy preservation as
Life Sciences and health care are strictly requlated with emphasis on the following areas



- Know your data - subject, processor, borders

- Know your patient and consumer

- Source ethical data - data nutrition labels,
model cards

Ethical data sourcing:
@ - Data domain and data source transparency

a Regulatory compliance:
ﬁ - Global, regional and industry-specific
regulations
- For LSH:
- HIPAA
- HiTrust
- NIST
- For Life Sciences:
- GxP
- Annex 11
- 21 CFR Part 11
- GAMP
- General:
- GDPR
- CCPA (California)
- Pl

Computational disclosure:

O | . Protect from data-driven,
computation-driven and results-driven
disclosures — machine learning privacy
principles
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=——] Privacy-preserved computation:

- Differential privacy

- Trusted execution platform and data
collaboration without exposing any
privacy data

- Maintaining privacy identifiers,
quasi-identifiers, confidential data
classification and enabled computational
private information retrieval protection

These requlations pose ongoing challenges related to privacy and data exchange:
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Privacy requlations: Insights exchange:
Regulations like GDPR in Europe and state Data anonymization poses a challenge for healthcare
regulations in the US (e.g., CCPA in organizations. For example, omitting identifiers from
California) protect the use of personal and documents no longer provides a sufficient guarantee
sensitive data, making data exchanges of re-identification. The more granular the data, the
between organizations increasingly higher the benefit for the patient and the research -
difficult and sometimes impossible. and the more critical the need for solutions that
render data anonymous yet actionable.




Our game-changing solution:
Data TrustShield for
Life Sciences and Healthcare

HCLTech, a global leader in technology services, offers a
cutting-edge multi-party and privacy-preserved solution
accelerated by confidential computing. Our Data Trust-
Shield solution is built on Intel's innovative Secure Guard
Extension (SGX) and Trusted Domain extension (TDX)
embedded in its Gen4 Silicon technology, and it's a game
changer for collaboration between healthcare providers,
researchers and technology companies.

Today, the healthcare industry generates approximately
30% of the world’s data volume, making it critical to develop
and implement confidential computing technologies that
enable compliant data exchanges. Data TrustShield was
purpose-built to address the following use cases:
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Multi-party Privacy-preser Federated
collaboration: ving ML: learning:
Multi-hospital/h = Maintaining Protecting
ealth provider confidentiality electronic
diagnosticsand =~ and preserving health
patient trust records
management

The benefits of Date TrustShield’s confidential
computing technology include:

Data security: Protects your sensitive patient
data, research findings and proprietary
information from unauthorized access or
breaches

Compliance: Ensures you meet stringent
regulatory requirements, including HIPAA and
GDPR, through robust security measures

Collaboration: Fosters innovation and
collaboration by enabling the secure sharing of
data and insights with your trusted partners and
researchers

Intellectual property protection: Safequards
your valuable intellectual property, test data

and pharmaceutical formulas from industrial
espionage
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Secure deployment: Intel SGX/TDX is safely
deployed in virtualized and bare-metal
environments using virtual machines or
cloud-native containers

K| Scalability: Up to 1TB of enclave capacity with
v\ 4th Gen Intel Xeon Scalable processors




Why HCLTech?

We help organizations evaluate their specific requirements, assess suitable technologies and consult
with experts to bolster data security, privacy and collaboration, ultimately driving game-changing
innovation in this ultra-competitive industry. More specifically, we bring all the following to our client

engagements:

m:
Experience:

With years of
industry expertise,
we understand the
unique challenges
of the LSH sector -

we've seen them
and solved them

Innovative solutions:
Together, Intel’s
confidential
computing solutions
and HCLTech'’s
tailored services
empower your
organization to stay
ahead of security
challenges while
fostering innovation

Secure your data today!
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End-to-end services:

From strategy and
consulting to
implementation and
ongoing support, we
provide
comprehensive
solutions tailored to
your specific needs

Global reach:

With a worldwide
presence, HCLTech
can support your
organization's
confidential
computing
requirements across
geographies

Take the first step toward a secure, open, innovative and compliant
future. Contact us to learn how HCLTech can transform your
organization into a secure, future-ready leader in the LHS industry.

For more information visit our page
Email: IntelEcosystem@hcltech.com
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https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.hcltech.com%2Fcloud%2Fintel&data=05%7C02%7CKishor.Arya%40hcltech.com%7Cd56a0c3d96824f05beb908dd49c90581%7C189de737c93a4f5a8b686f4ca9941912%7C0%7C0%7C638747849900479458%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=cgemrvM3U2RB3vbI4m010E%2BRXdCD7P0QXSSAnWWV%2BQY%3D&reserved=0
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