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This IDC Spotlight explores how enterprise IT teams can assure seamless, unified estate
management across a heterogeneous end-user device landscape to help enterprises
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Introduction: The Age of Personalized Experience W-AN-X<{¥:\\'[¢3

In today's volatile business landscape, companies are navigating a complex
array of challenges — from inflation and high interest rates to stricter data
regulations, geopolitical tensions, and supply chain vulnerabilities. Added
to this the pressure of meeting rapidly evolving customer expectations for
instant service amid the commoditization of technology, which makes it
harder to stand out in a crowded market. How can businesses set
themselves apart when products and services begin to look alike?

The answer lies in delivering superior, hyper-personalized experiences,
which will drive competitive differentiation and accelerate value creation.
IDC predicts that "to avoid misaligned CX initiatives, by 2029, 60% of G2000
firms will shift KPI being measured from siloed to X-O-focused (experience
orchestration focused) ensuring enhanced customer value and connected
experiences" (IDC FutureScape 2025: Worldwide Future of Customer
Experience Predictions).

Furthermore, data also suggests that customer experience and employee
experience are inextricably linked. Findings from IDC's Future Enterprise
Resiliency and Spending Survey, Wave 3 (2Q24) reveal that 35.4% of
respondents worldwide rated "the impact of employee experience on
customer experience" as being a crucial driver of work practices and
technology investments needed for business growth. In the organizational
context, end-user devices play a pivotal role in employee perceptions and
experiences relating to their workplace, and by extension, to the enterprise
itself. Access to experiential corporate devices of choice is an increasingly
important determinant of organizations' ability to attract and retain top
talent in an environment where critical skills are an invaluable asset.

KEY STATS

» More than 45% of enterprises now have
some presence of macOS in their
environments.

» More than 50% of Mac devices deployed
in enterprises are not governed by device
management software.

WHAT’S IMPORTANT

Unified endpoint management (UEM)
solutions that deliver common management
and provisioning capability across most
common end-user computing operating
systems and device types in a single
software platform represent an effective
means to manage highly diverse and
heterogeneous modern workplace
environments.

KEY TAKEAWAYS

With Microsoft investing significantly in
enhancing Intune's capabilities to manage
Mac devices natively, the platform has
emerged as a key UEM option for
enterprises with meaningful mac device
estates.
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Rise of the Mac in the Modern Enterprise: Opportunity and Challenges

IDC's research reveals that while Windows devices continue to remain the mainstay of enterprise end-user device
estates, the share of Apple Mac laptop and desktop devices has been rising progressively over the last few years. Data
from IDC's Enterprise Device Management Survey, 2023 reveals that more than 45% of enterprises now have some
presence of macOS in their environments. Among large enterprises, Mac now makes up around 15% of all PC endpoints,
driven by both end-user demand for experiential devices and the architectural merits of Mac devices, according to the
same survey. And this share is expected to increase further, as IDC forecasts shipments of MacBooks to grow 15% among
businesses over the next two years (Source: IDC's PC Tracker, 4Q23).

Although the rapid growth of the Mac footprint in the enterprise device estate represents an excellent opportunity for
enterprises to elevate the workplace experience for their workforce, the increasingly heterogeneous device
environments present a significant management challenge. IDC's research (Source: IDC's Enterprise Device Management
Survey, 2023) suggests that enterprises struggle to bring Mac under the ambit of their traditional device management
regimes, with the result that more than 50% of Mac devices deployed in enterprises are not governed by device
management software. In comparison, just 3% of enterprise Windows 10/11 devices are not managed by any device
management software. This is often because IT teams have not traditionally been staffed, trained, and equipped to
support and manage Mac environments. The specificities of Unix-based macOS, with its unique configuration, security,
and scripting language, have reinforced perceptions about the complex management of these environments. Poorly
managed enterprise macOS devices present significant risks to sensitive data and IP— enterprise Mac device users
typically include C-level and senior executives — through lack of automated management and manual patching.
Additionally, the inability to deliver preemptive, proactive, and prompt service and support enabled by automated
management results in a significantly degraded end-user experience.

Effectively Managing Modern Enterprise End-User Device Environments

The Case for Unified Endpoint Management

Multidevice, multiform factor, work-from-anywhere is now the norm for modern workplaces, and seamless experience
parity and unobtrusive, user-transparent security across devices and locations are baseline expectations. In widely
heterogeneous device environments (which most modern enterprises are), this is most effectively achieved through
UEM solutions that combine management and provisioning functions for most common end-user computing operating
systems (e.g., Windows, macQS, iOS, Android, and Chrome OS) and device types into a single software platform.

FIGURE 1: Unified Endpoint Management
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Source: IDC, 2024

A capable UEM platform needs to possess certain key characteristics to provide optimal value:

» Support a wide breadth of device and OS types for rapid enterprise-wide application of consistent management
and security policies across end-user devices

» Consolidate management capabilities and IT staff for greater operational efficiency and coordination.

» Effectively leverage enterprise-wide device telemetry and data to run analytics to drive operational efficiency and
employee productivity.

» Support enterprise digital experience (DEX) initiatives to optimize employee experience.
» Integrate seamlessly with the broader enterprise application portfolio and management systems.
» Reduce the number of software platforms and tools to manage endpoints, reducing costs.

»  Streamline device provisioning for new employee onboarding through Day 0 no-touch device enroliment and auto
provisioning.

Given the undeniable benefits of UEM platforms over discrete client endpoint management (CEM) solutions, IDC expects
UEM to be the dominant end-user device management mechanism across enterprises globally within the next few years.

The Merits of a Device-as-a-Service Model

A key dimension of a device-centric workplace strategy is device life-cycle management and support, which spans device
procurement, management, maintenance and support (spanning hardware, software, security, and connectivity), device
refresh/evergreening, and even financing options and models. The device-as-a-service (DaaS) construct, in which a single
provider assumes full ownership of all the previously identified device life-cycle activities as part of a long-term contract
with the enterprise, is an effective mechanism to deliver consistent, high-quality device life-cycle services. The DaaS
model offers enterprises several tangible benefits:

» Financial: Simple and flexible subscription-based, per device pricing with cost-effective services bundling that
reduces total cost of ownership (TCO)

» Operational: Advanced analytics and intelligent automation to deliver optimized ITOps management and support
for quicker issue resolution

» Experience and productivity: Extensive device OEM partnerships, warehousing, and logistics capabilities for device
refresh/proactive evergreening to support employees with the latest, most powerful, feature-rich, and experiential
devices of their choice

» Security and resilience: Shorter device refresh cycles, proactive software patching and updates, effective license
and compliance management, and a comprehensive range of security and resiliency services

» Sustainability: Sustainable device sourcing, device life-cycle management, and disposal within an extended circular
economy
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Considering HCLTech FlexSpace to Manage macOS Environments with Microsoft
Intune

HCLTech FlexSpace

The HCLTech FlexSpace DaaS offering brings together a breadth of end-user devices from a wide selection of OEM
partners in a variety of form factors and a comprehensive portfolio of end-of-end device life-cycle services to deliver a
future-ready, continually evergreened managed workplace experience.

FIGURE 2: HCL FlexSpace
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FlexSpace features full life-cycle device and workplace services spanning planning, design, deployment, integration,
management, support, optimization and refresh, delivered in a simple and scalable subscription model. Some of the
distinctive capabilities and features of the offering include:

» True as-a-service model: Full life-cycle management across a breadth of device types — laptops, desktops, tablets,
wearables, mobiles, and so forth —in a predictable per-user, per-month pricing

» Persona-aligned service experience: Workplace and device services finely aligned with granular end-user personas
to deliver highly contextualized and personalized workplace experiences

» Assured time-bound fulfillment: Effective device supply chain risk management and mitigation through ownership
of hardware warehousing/stocking
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» Out-of-the-box experience (OOBE): Zero-touch OOBE for device provisioning through Microsoft Intune, Apple
DEP, Broadcom Workspace One, and so forth

» Enhanced flexibility: Ability to seamlessly scale managed fleet up and down across both device volume and time
horizons

»  Intelligent digital workplace: Through advanced analytics, intelligent remediation, workspace automation,
cognitive assistance, and cloud-delivered workspaces, among others

» Heterogeneous device estate management: Seamless governance and management of complex, heterogeneous
device estates that include hardware from a diversity of OEM partners (Apple, Microsoft, HP, Dell, and Lenovo,
among others), running on diverse operating systems (Windows, iOS, RHEL/SUSE Linux, and others)

Through these capabilities, FlexSpace delivers a modern managed device service model that equips enterprise users with
persona-optimized devices, support, and end-to-end life-cycle services in a highly efficient, cost-effective and experiential
manner.

In today's rapidly evolving workplace context driven by an increasing proportion of millennial and post-millennial
workforce that has grown up in a consumer-centric app-driven economy, an emphasis on personalized experience is a
fundamental expectation. In this environment, well-engineered and experience-centric devices, such as Apple's MacBook
offerings, bring an aspirational quality to workplace devices and reimagine employee expectations of what their
corporate devices should look and feel like. This is reflected in rapid projected growth in the share of Apple devices within
enterprises over the next few years, with IDC forecasts estimating shipments of MacBook laptops to grow 15% among
businesses over the next two years. These developments bring into sharp focus the imperative to provision and manage
macOS devices seamlessly as part of the enterprise device landscape.

The Merits of Using Microsoft Intune to Manage macOS Devices

IDC's research reveals that Microsoft Intune, the vendor's flagship cloud-based endpoint management offering, is the
leading UEM software worldwide, accounting for about 27% of the market. It is also one the fastest-growing among the
leading UEM providers, registering a 30.3% year-over-year (YoY) growth in 2023 — a testament to its broad appeal
among both enterprise and midmarket customers (Source: IDC #US51633923). Microsoft has been progressively
integrating advanced analytics, Al, and automation into Intune to both simplify operations and enhance device
management and security capabilities, specifically device error remediation, end-user experience monitoring, and threat
detection and evaluation. Intune also integrates seamlessly with the rest of Microsoft's extensive enterprise software
ecosystem and is included in a wide spectrum of Microsoft's enterprise licensing schemes, contributing significantly to
Intune's appeal among enterprise customers.

Although Windows management has historically been Intune's greatest strength, over the last few years, Microsoft has
invested significantly in enhancing Intune's capabilities to manage Mac devices and position Intune as the UEM platform
of choice for managing heterogeneous device environments. Microsoft has built native controls into Intune that allow IT
teams to manage iOS devices in a similar manner to Windows PCs, without the need for third-party integrations or
extensions. Some of the most significant capabilities within Intune to manage, secure, and support iOS devices include:
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» Mac Management

m Device enrollment: Intune provides multiple options to enroll macOS devices, including user approved

enrollment (for BYO devices associated with single users), using automated device enrollment (ADE,
for automatically enrolling multiple devices owned by the organization) through an enrollment profile
created in Intune Admin Center and pushing the policy onto the devices, and direct enroliment of user-
independent organization-owned devices using Apple Configurator.

Configuration profiles: Creating macOS device restrictions configuration profile in the Intune Admin
Center allows administrators to apply a very wide range of macOS device settings across different
enrollment types. Specific configuration profiles can also be created for VPN, Wi-Fl, and wired network
access, among others.

Compliance policies: Intune allows device compliance policy creation for security baselining of macOS
devices that span requirements relating to device properties (OS requirements), system security
settings (password and encryption requirements), device security (firewall, incoming connections,
stealth mode), and Gatekeeper (app requirements and restrictions).

Deploying applications: Intune provides the ability to configure, assign, protect, and monitor
applications for macOS across the iOS/iPadOS Store, M365 apps for MacOS, i0S/iPadOS/macOS LOB
apps, built-in i0S/iPadOS apps, and macOS DMG or PKG apps.

»  Security and Compliance

m Encryption management through FileVault: Intune allows for the configuration of FileVault encryption
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settings for macOS devices through either configuration profiles or through endpoint portal within the
Intune Admin portal.

Endpoint detection and response: Intune supports the deployment of Microsoft Defender for
Endpoint on macOS devices and enabled with the appropriate operational settings created as device
configuration profiles.

OS security: Intune leverages the macOS settings catalog to enforce built-in macOS security settings,
such as Gatekeeper for enforcing app installation from only trusted locations. Additionally, Intune
supports declarative device management (DDM) for software updates, which allows devices to
proactively detect and request the software updates needed instead of waiting for an update push,
further enhancing device security through up-to-date software.

Identity security and management: Intune provides a few options to configure single sign-on (SSO) for
apple devices — Platform SSO plug-in (plug-in in Microsoft Entra ID, and applicable for macOS devices),
SSO App extension (applicable to iOS, iPadOS and macOS devices), and SSO template (a template in
Intune applicable to i0OS/iPadOS devices). The SSO app extension (part of the platform SSO) allows
users to sign into apps and websites using Microsoft Entra ID (Microsoft's cloud-based identity and
access management service) for password-less and phishing-resistant authentication.
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»  User and Device Management

m User-centric management: With Microsoft Entra device limit applying to Apple automated device
enroliment when devices are configured with user affinity, Intune allows for user-based management
via Microsoft Entra, making it easier to manage multiple devices per user.

m Role-based access control (RBAC): Intune employs RBAC to streamline enterprise device estate
management through hierarchical delegation by assigning various roles with associated permissions in
Entra ID. In addition to the ability to create specific roles and assign permissions, Intune has a host of
built-in roles that can be directly assigned to groups without the need for further configuration.

»  Monitoring and Reporting

m Device compliance monitoring: Intune allows organizations to ensure that only trusted users from
compliant macOS computers, using approved applications, are accessing company resources. This
conditional access is enforced through the creation of a compliance policy in Intune.

m Reporting and Analytics: Intune provides administrators with access to a wealth of information to
monitor several aspects of their devices and environments through detailed reports that span basic
device information (hardware, apps, system updates, last check-in, and so forth), compliance (policy
compliance status, noncompliant settings, and so forth), configuration (config policies and states), and
security (antivirus status, firewall config, detected threats, and others). Integration with Azure Monitor
and Log Analytics, Power BI, and use of Microsoft Graph APIs allows admins to easily access, visualize,
and analyze this data.

Challenges

In conclusion, although macOS devices can be managed quite effectively with Microsoft Intune, enterprises need to
factor the following into their decision-making process as they consider Intune as an option for an enterprise UEM
solution:

»  Although Intune offers strong integration with the rest of the Microsoft enterprise app and management
ecosystem (M365, Microsoft Defender, Entra, and so forth), it has fewer official partnerships and native
integrations with third-party products.

»  Microsoft has expanded Intune's capabilities to make it a feature-rich UEM platform across a broad range of device
types, but it still has some way to go to match the depth and granularity of capabilities of Apple management
focused vendors.

» The emergence of UEM as the dominant model for endpoint management within enterprises makes it an
attractive, and by extension, a hypercompetitive market for vendors with diverse points of view and differentiated
value propositions.

Conclusion

We live in an age in which the delivery of hyper-personalized and customized experience is the basis of sustained
competitive differentiation. The rapidly changing demographic profile of the modern enterprise workforce has brought
these expectations of simplified and intuitive consumer grade experiences into the realm of the workplace.
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Unsurprisingly, IDC's research reveals that experiential devices, such as Mac devices, represent a steadily increasing
proportion of the enterprise end-user device estate. However, given enterprise IT teams' lack of experience and training
with the specialized software and tools needed to manage these devices, enterprises often struggle to effectively bring
their Mac estates under the ambit of traditional device management regimes. This creates significant security risks in
addition to degrading user experience. UEM solutions that deliver common management and provisioning capability
across most common end-user computing operating systems and device types in a single software platform represent an
effective means to manage highly diverse and heterogeneous modern workplace environments. This spotlight report
details how Microsoft has enhanced Intune's capabilities to manage Mac devices natively, readying the platform as a
viable unified endpoint management alternative for enterprises with meaningful Mac device estates.
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HCLTech is a global IT services and consulting company headquartered in Noida, India. The company provides a wide
range of services including IT and business services, engineering and R&D services, and products and platforms. With
operations in over 60 countries and a workforce of 218,000 employees, HCLTech delivers innovative solutions to help
clients achieve their business goals, reduce costs, and drive digital transformation. Our Digital Workplace services
enable transformation by leveraging next-gen digital solutions like Al, automation, and cloud. These offerings improve
collaboration, productivity, and employee experience, while simplifying IT management.

For more information, visit HCLTech Digital Workplace Services.
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