
Close your door 
to fraudsters
Unleash HCLTech’s Subscription 
Fraud Prevention



Identity fraud: A major source of subscription fraud
Identity fraud — a leading method of committing subscription fraud — is a deliberate act to steal 
revenue from operators. Often, it ends up buried within a company’s bad debt. To avoid significant 
losses from the time of activation until the fraud is discovered, operators need early detection of 
recurring fraudsters. Let HCLTech help.

Digital acceleration raises the stakes

The second wave of digital transformation has further amplified the need for online risk assessments 
to combat subscription fraud based on fake identities. 

Understand the hidden cost of fraud

Despite being a long-standing issue for telcos, recent industry surveys 
report a rise in subscription fraud, now accounting for 10% to 20% of 
fraud-related losses in the telecommunications sector. This type of fraud 
occurs when a customer signs up for service using false or stolen data, 
with no intent to pay for either the service or the included device.

Unlike bad debt—which results from customers with poor payment 
histories—subscription fraud is a deliberate attempt to steal. Still, it 
typically gets recorded as bad debt, masking its true impact.

If an industry-standard fraud system is in place, fraud often gets detected 
in 1 to 2 days. Without one, losses may persist unnoticed across multiple 
billing cycles, especially when fraudsters initially behave like legitimate 
customers before ramping up usage and halting payments.

Operators must identify both individual fraudsters and organized groups 
who share or sell stolen customer data. Detecting fraud in near real-time, 
during the application process, is essential to prevent activation and 
mitigate losses.

Technology for be�er business outcomes

HCLTech’s Subscription Fraud Prevention (SFP) is purpose-built to 
identify and block subscription fraud attempts in real-time. The solution 
leverages insights from global fraud and revenue assurance deployments 
by HCLTech’s Communications Technology Group (CTG), protecting 
hundreds of millions of customers worldwide.



Figure 1.

Prevent revenue loss and improve margins
The best time to stop fraud is before activation. HCLTech’s SFP empowers 
you to:

• Block known fraudsters

•

• Preserve network integrity

• Enhance the experience for legitimate customers

• Maintain daily subscription volumes and grow market share
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Figure 1.  HCLTech’s Revenue Intelligence platform for fraud and revenue assurance

Identify untrustworthy dealers         
Subscription fraud isn’t always driven by end customers—dealers may also 
play a role. “Facilitation fraud” occurs when dealers knowingly register 
suspicious customers to earn commissions. HCLTech’s SFP flags such 
dealers by aggregating fraud cases and limiting excuses through POS 
validation checks.

Reduce the cost burden of fraud
Fraud costs extend beyond lost revenue—they include bad debt 
management, third-party payments, dealer oversight and inflated traffic 
volume. HCLTech’s SFP reduces these burdens through robust, user-
friendly case management and reporting tools that streamline 
investigations and responses.
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Figure 2. HCLTech’  SFP—interactions flow
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Use case Example Business issue DSP contribution
Prepaid/postpaid campaigns 
consuming too many 
MSISDNs

Regulatory body scrutinizing 
use of MSISDNs

Sho�age of MSISDN or higher
number fee

MSISDNs only allocated 
to active cards; overall 
pool, allocated by Telecom 
Regulator, is managed

Geographically driven 
resource allocation

MSISDN plans and HLR 
specialized per region

Large SIM card stock and un-
optimized network resource

MSISDN and HLR selected 
based on geographical
information collected

Un-optimized SIM 
distribution chain

SIMs stolen before being 
delivered to stores

Revenue losses due to fraud,
customer complaints

SIMs enabled after 
distribution

Planned massive introduction 
of SIM cards

IoT introduction Cost of the SIM inventory is 
too high

SIMs produced without the 
cost of MSISDN and HLR 
licenses

Number selection as a 
market requirement

“Lucky number” or vanity
number selection

With preallocated numbers,
subscriber choice is limited to
the current stock

Number allocated 
dynamically at the time of the 
first a�achment

Sleeping SIM cards Customers on production 
HLR below activity threshold

Network resource is unused Sleeping cards are 
deprovisioned from 
production HLR and hosted in 
DSP until the next activation

LTE or 5G introduction Carriers migrating to 4G or
launching 5G

Universal SIM activation as a 
new topic for the carrier

Seamless introduction of (U)
SIM

MVNO introduction Carriers opening their
networks to MVNO

Cost of managing the 
network in a MVNO growth 
mode

Cost only occurs when SIMs 
are activated

E-registration SIMs need to be linked with a 
verified ID to be activated

Manual process Automated registration

eUICC introduction Launch of LTE sma� watches 
or M2M eUICC for Connected 
Cars

Requires the integration 
with new eUICC subscription 
manager platforms or service 
providers — new more agile 
processes required

Preintegrated with eUICC 
subscription manager
platforms as per GSMA
specifications. Flexibility of 
workflow can accommodate
eUICC new business needs

SIM Swap User needs to replace his SIM 
card after handset upgrade 
or loss

Automate the process for 
optimizing lead time and 
costs

Orchestrates the flow of 
actions for assigning a new 
physical SIM and related 
resources IMSI/ICCID to
existing subscription/MSISDN 
and recycle previous ones

Replace SIM card with eSIM 
use

User upgrading handset with 
new eSIM capable handset

“Migrate” profile in physical 
SIM Card to eSIM into new 
device smoothly

Orchestrate the actions with 
the new eSIM subscription 
manager platform as need be

Board fleet of eSIM M2M 
devices of an Enterprise 
customer

An enterprise with a fleet 
of 100K sma� meters eSIM 
capable want to get them 
connected to a specific MNO

MNO needs to provide self-
service tool (UI and API) for 
M2M Enterprise to do this 
by themselves in a friendly 
manner and efficiently

Suppo�s new GSMA ES4 
and ES6 inte�aces to trigger
GSMA SM platforms (SM-DP/
SM-SR) and provides API/UI to
Enterprises

Direct new users/devices 
connecting first time to
specific po� al

Users with mobile data 
devices like laptops or
tablets when a�aching first
time should be directed to
specific subscription po� al

Identify specific devices 
a�aching to network and 
need to be processed with a 
specific flow of activation

Detect device capability and 
based on business rules, run a 
specific flow accordingly

OTA SIM Management 
platform

Refresh old OTA platform not 
suppo�ing HTTP or ES6 for 
new eSIM

Old OTA SIM Management 
platform does not comply 
with new market needs

Provides an OTA SIM 
Management capability state
of the a� which enables to
cater for latest use cases
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HCLTech is a global technology company, home to more than 220,000 people across 60 
countries, delivering industry-leading capabilities centered around digital, engineering, cloud 
and AI, powered by a broad po�folio of technology services and products. We work with 
clients across all major ve�icals, providing industry solutions for Financial Services, 
Manufacturing, Life Sciences and Healthcare, Technology and Services, Telecom and Media, 
Retail and CPG, and Public Services. Consolidated revenues as of 12 months ending December 
2024 totaled $13.8 billion. To learn how we can supercharge progress for you, visit 
hcltech.com.
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Learn about the HCLTech  revenue 
intelligence po�folio
HCLTech SFP is pa� of HCLTech Revenue Intelligence solutions po�folio 
and it can be delivered as a stand-alone solution or as an added module of
current HCLTech Fraud Risk Management software.

HCLTech Revenue Intelligence is a market leader in revenue protection 
with a large established customer base and track record of success and 
pa�nership with customers over a long period of time (+25 years).

HCLTech Revenue Intelligence solutions protect carrier revenues in all the 
steps of the service lifecycle, across vendors and technologies, from edge 
to cloud.

The comprehensive HCLTech Revenue Intelligence po�folio includes full 
featured products based on a modular and extensible common 
technology platform designed for ease of use, extensibility, consistency,
and overall cost savings. This open, standards-based platform helps 
ensure forward compatibility and allows the seamless integration of legacy




