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ldentity fraud: A major source of subscription fraud

Identity fraud — a leading method of committing subscription fraud — is a deliberate act to steal
revenue from operators. Often, it ends up buried within a company’s bad debt. To avoid significant
losses from the time of activation until the fraud is discovered, operators need early detection of
recurring fraudsters. Let HCLTech help.

Digital acceleration raises the stakes

The second wave of digital transformation has further amplified the need for online risk assessments
to combat subscription fraud based on fake identities.

Understand the hidden cost of fraud

Despite being a long-standing issue for telcos, recent industry surveys
report a rise in subscription fraud, now accounting for 10% to 20% of
fraud-related losses in the telecommunications sector. This type of fraud
occurs when a customer signs up for service using false or stolen data,
with no intent to pay for either the service or the included device.

Unlike bad debt—which results from customers with poor payment
histories—subscription fraud is a deliberate attempt to steal. Still, it
typically gets recorded as bad debt, masking its true impact.

If an industry-standard fraud system is in place, fraud often gets detected
in1to 2 days. Without one, losses may persist unnoticed across multiple
billing cycles, especially when fraudsters initially behave like legitimate
customers before ramping up usage and halting payments.

Operators must identify both individual fraudsters and organized groups
who share or sell stolen customer data. Detecting fraud in near real-time,
during the application process, is essential to prevent activation and
mitigate losses.

Technology for better business outcomes

HCLTech'’s Subscription Fraud Prevention (SFP) is purpose-built to
identify and block subscription fraud attempts in real-time. The solution
leverages insights from global fraud and revenue assurance deployments
by HCLTech’'s Communications Technology Group (CTG), protecting
hundreds of millions of customers worldwide.



This solution is part of the HCLTech’s Revenue Intelligence solutions using HCLTech’s ERM platform, as shown in
Figure 1.
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Figure 1. HCLTech’s Revenue Intelligence platform for fraud and revenue assurance
Review the Improve bottom line

features Prevent revenue loss and improve margins

The best time to stop fraud is before activation. HCLTech’s SFP empowers
you to:
Online and offline
subscription transactions . Block known fraudsters
are analyzed through a
configurable rule-based . Detect new fraud patterns
engine providing risk score
value or alarm with low . Preserve network integrity
latency.
Enhance the experience for legitimate customers
Point of sale applications
and CSP customer can
receive synchronous real-

time response to allow or .
deny the subscription Identify untrustworthy dealers

Maintain daily subscription volumes and grow market share

operation Subscription fraud isn’t always driven by end customers—dealers may also
play a role. "Facilitation fraud” occurs when dealers knowingly register
suspicious customers to earn commissions. HCLTech’s SFP flags such
dealers by aggregating fraud cases and limiting excuses through POS
validation checks.

Reduce the cost burden of fraud

Fraud costs extend beyond lost revenue—they include bad debt
management, third-party payments, dealer oversight and inflated traffic
volume. HCLTech’s SFP reduces these burdens through robust, user-
friendly case management and reporting tools that streamline
investigations and responses.



Maximize the value of your
solution ecosystem

HCLTech’s CTG offers a
structured, end-to-end approach
to transformation:

- Consulting services — Define
and align transformation
strategies

- Implementation services -
Minimize risk across design,
development and system
integration

- Management services -
Enhance operational efficiency
through proactive support

- Outsourcing options — Improve
aqility and reduce OPEX through
IT, application and process
outsourcing

Key Features

e Real-time detection of online and offline subscription
attempts using a configurable, rule-based risk engine

» Instant risk scoring to approve or deny subscriptions
through point-of-sale (POS) systems and customer
portals

» Al/ML-based analytics and multi-dimensional outlier
detection to identify complex fraud patterns

o Third-party score integration using credit and financial
risk data

* Network visualization tools for fraud link analysis

e Full case management for end-to-end tracking and
investigation of suspicious behavior

e Flexible integration with multiple systems and data
formats

» Pre-configured rules and models to speed up
deployment and reduce setup effort
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Figure 2. HCLTech's SFP—interactions flow

About HCLTech's Revenue Intelligence

SFP is part of the broader HCLTech’s Revenue Intelligence portfolio—
recognized as a market leader with over 25 years of experience in
protecting telecom revenues across the full service lifecycle.

Built on a modular, open, standards-based platform, HCLTech’s Revenue
Intelligence:

Supports seamless legacy integration

Enables real-time and batch analytics

Offers low-risk, high-reward solutions

Comes with software, hardware, services and support—all from a
single vendor

Its user-friendly web interface lets you easily configure fraud detection
rules, assign risk scores and take rapid action.
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HCLTech is a global technology company, home to more than 220,000 people across 60 E E
countries, delivering industry-leading capabilities centered around digital, engineering, cloud
and Al, powered by a broad portfolio of technology services and products. We work with .
clients across all major verticals, providing industry solutions for Financial Services,
Manufacturing, Life Sciences and Healthcare, Technology and Services, Telecom and Media,
Retail and CPG, and Public Services. Consolidated revenues as of 12 months ending December
2024 totaled $13.8 billion. To learn how we can supercharge progress for you, visit
hcltech.com.






