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RecoverNXT and VaultNXT
powered by HPE

Enabling a unified approach
to data resilience




In today's digital-first environment, business continuity and data integrity are non-neqgotiable.

As organizations manage growing volumes of critical data across hybrid and multicloud
environments, the need for advanced data recovery and secure, long-term storage has never
been greater

Key challenges in effective
data management

= Sophisticated cyber-attacks: Cyber-attacks are becoming more
advanced and complex to detect, making safequarding against them
increasingly challenging.

= Balancing data integrity and requlatory compliance: Ensuring data
o integrity while meeting requlatory compliance is becoming
: increasingly complex.

= Inadequate testing plans: Insufficient testing plans can lead to
prolonged recovery times or even failure to restore critical workloads
during disasters.

= Complex processes due to diverse architectures: Managing diverse
architectures results in complex processes that can prolong recovery
times, affecting Recovery Time Objectives (RTO) and Recovery Point
Objectives (RPO)

Ensure data resiliency and z
business continuity with HCLTech™
RecoverNXT and VaultNXT

RecoverNXT and VaultNXT, part of the Infonomics portfolio,
deliver a unified approach to data resilience. RecoverNXT
ensures rapid, reliable data recovery across workloads,
minimizing downtime and enabling seamless business
operations. VaultNXT offers immutable, air-gapped
storage for secure, long-term data retention, providing an
essential layer of defense against cyber threats,
compliance risks and data loss.

Together, these solutions provide an end-to-end
framework for recovering and safeguarding data from
real-time response to long-term assurance. RecoverNXT
and VaultNXT help businesses meet modern data
availability, compliance and cyber-resilience demands.
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Offerings overview

The RecoverNXT framework encompasses

Assessment

Understanding
current DR strateqgy
and roadmap

Infrastructure
and application
categorization

Identifying DR tiers,
application grouping and
evaluating their
suitability for DR Site
transition

Capturing application
interdependencies/ infra
services dependencies,
workflow sequencing
and task automation
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= Tool selection and
sizing and project
scope finalization

= Phased approach
for DR solutions
implementation

= Effort identification

and signoff

Design and plan

and project timelines
= Customer acceptance
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Build and
implementation

= Configuring tools at
production and DR sites

= Setting up DR infra and
its connectivity with prod
uction

= Host discovery,
registration on DR tool
and application
onboarding, configure
recovery grouping,
protection policies
and automating
DR workflows

= Testing DR drills,
validating DR SLA
mapping and tier-based
reporting
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Operate and
signoff

= Documenting DR
runbook, sharing
test reports

= KT to BAU team and
Hyper-care support

= Handover/signoff
from BAU

» Project closure and
customer signoff




The RecoverNXT framework encompasses

Assess

Discovery

= Define CR objective
and goals

4l

Identify critical data
(Crown Jewels)

Map critical application
and infrastructure

Breach likelihood and
Readiness review

= IR plan review and
threat briefing

= Crown jewel protection

= Security controls and
protection policy

= Risk detection and
compliance review

= Ransomware readiness
assessment

Objective mapping |
Assessments | Readiness
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= Define Solution approach
and deployment model

= Finalize OEM / vendor selection

= Allocate resources for
Cyber-vault setup

= Design secure Vault
connectivity and infrastructure

= Prepare for Incident
handling process

= Implement resiliency and
firewall builds

= Integrate Cyber-vault with
existing infra.

= Set up vault landing zones and
recovery pathways

= Update security policies as per
CERT processes

=
@ Operate

VaultNXT monitoring/reporting

Regular testing and monitoring of
incident response plans (cyberattacks,
outages, disruptions)

Cyber incident event/change
management

Run and manage recovery operation
tasks with one console

Automated threat scanning/anomaly
detection/IOCs within backups

Post breach validation of
recovery points which
contain clean copies of data.

Documentation, updation,
maintenance and Execution
of cyber recovery plan

Regular testing

Solution locking | R&R with
timelines | infra build

Steady state | Monitoring |

review | Current CR maturity Recovery and restoration

Key features
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Cross-application
grouping

SLA-based
recovery plans

Centralized
DR management

Multilayered
DR strateqy
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Air gap
isolation
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Crown jewel
data identification

Automated DR
workflow configuration

Real-time
encryption detection

Al/ML-based
risk detection

CRincidence
response strateqy

Proactive golden
copy validation




Benefits

Support stringent customer-defined RTO and RPO

Provides tool-based automation and orchestration with
customized workflow-based recovery

Develop and deploy a mature cyber recovery strategy

Establish a robust cyber recovery strateqy, beyond standard
disaster recovery plans, to ensure business continuity

Proactive identification and detection of threats using Al/ML

Stringent recovery process even in situations where cyber
ransomware compromises vault site

Isolated, immutable data to ensure recoverability, acts
as a last line of defense from evolving cyberattacks

Success stories

Enabled quick data recovery for a US-based
food and beverage company

Problem
The customer struggled to achieve predefined SLAs, lacking consolidated
reporting, orchestration, monitoring and DR management.

Solution

Implemented DR orchestration for controlled application recovery, along with
an executive dashboard for monitoring critical system DR readiness.

This resulted in significantly reduced recovery time, resource savings and
improved operational efficiency.

Enhanced ransomware protection for a
leading Insurance provider

Problem
The company faced inefficient security and backup systems, high storage
costs, poor scalability and slow DR.

Solution

Implemented a secure, scalable solution that enhanced data security,
ransomware protection, cost efficiency and disaster recovery, ensuring
seamless business operations.




HCLTech — HPE:
Driving value to our customers

RecoverNXT and VaultNXT, along with Zerto, A HPE company, guarantee near-synchronous replication, real-time
encryption detection and continuous data protection. This provides customers with reduced Recovery Point
Obijectives (RPO) and Recovery Time Objectives (RTO) at a lower cost. Continuous Data Protection (CDP) captures
changes in production data in real-time, enabling an RPO of just seconds and ensuring data integrity across restore
points. Complementing this, real-time encryption detection offers the earliest possible warning when an attack is
underway, allowing immediate response and mitigation. For added resilience, the solution includes a truly air-gapped,
zero-trust architecture with an immutable copy of data built on robust, production-grade hardware. This includes an
Isolated Recovery Environment (IRE), ensuring secure recovery free from reinfection.

Why HCLTech

Leader in all major Cloud
analyst reports

Over two decades of expertise in
managing and implementing
DR services across verticals
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A specialized center of
excellence devoted to
pre-validating services before
introducing them to the market

Robust 360-degree partnership
enablement program with
industry-leading OEMs

Large pool of trained and
certified resources in Disaster
Recovery solutioning,
implementation and delivery
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For more information, you may write to us at HCBU-PMG@hcltech.com
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HCLTech is a global technology company, home to more than 223,000 people across
60 countries, delivering industry-leading capabilities centered around digital,
engineering, cloud and Al, powered by a broad portfolio of technology services and
products. We work with clients across all major verticals, providing industry solutions
for Financial Services, Manufacturing, Life Sciences and Healthcare, Technology and
Services, Telecom and Media, Retail and CPG, and Public Services. Consolidated
revenues as of 12 months ending March 2025 totaled $13.8 billion. To learn how we
can supercharge progress for you, visit hcltech.com.

hcltech.com
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