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MonitoringPerformance

Monitoring VIM Performance
The following topics tell you how to display logs to monitor Viidrformance.

9 Infrastructurd_og
Management

91 Displaying Log
Files
1 KibanaDashboard
Login
1 Rotation of
Logs
Elasticsearch
VIM -MON
Network Performance Test
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Infrastructure Loylanagement

1 Infrastructure Log Management for VIM Pod
o Option to configure fluentd aggregator flush interval via setup_data.
1 Infrastructurd.og Managementor VIM
InsightPod
1 EFK log location for
Insight Pod
i EFK Log Rotateparametergor
InsightPod
1 Kibana Dashboard Login for Insight
Pod
A Logging into Kibana Dashboard

Infrastructure Log Management for VIRod

VIM uses a combination of open source tools to collect and monitor the Cisco OpenStack services including
Elasticsearch, Fluentd, and the Kibana dashboard (EFK). VIM uses Fluentd instead of logstash. However, to
maintain backward compatibility, the codedasdocumentation refers to ELK, instead of EFK at various places.
Hence, both ELK and EFK are interchangeably used. OpenStack services followed by EFK include:

1 MariaDB: A relational database management system which is based on MySQL. All the OpenStack component
store their data in MariaDB.

1 HAProxy: HAProxy is afreeopensourcesoftwarethatprovidesa high-availability load balancerandproxy
serverfor TCPandHTTP-based applications that spreads requests across multiple servers.

1 KeystoneKeystonds anOpenStaclprojectthatprovidesidentity, token,catalogandpolicy servicesor
specificuseby projectsin the OpenStack.

1 Glance: An OpenStack project that allows you to upload and discover data assets that are meant for use with
other services.

1 Neutron:An OpenStaclprojectthatprovidesthe networkconnectivitybetweerinterfacedevicessuchasvNICs
managedy otherOpenStack services, for example, Nova.

1 Nova: An OpenStack project that is designed to provide on demand massively scalable
selfservice access to compute resources.

I HTTP: An Apache HTTP server project that is used to develop and maintain
an opersource HTTP server.

9 Cinder: An OpenStaclblock storageservicethatis designedo presenstorageesourceso theuserghatare

consumedy the OpenStack compute project (Nova).

Memcached:A generalpurpose distributed memory caching system.

CloudPulse: An OpenStack tool that checks the health of the cloud. CloudPulse includes operatepaimd end

tests.

1 Heat:lt isthemainOpenStaclOrchestratioprogram Heatimplementsanorchestratiorengine to launch
multiple compositecloudapplications that is based on text file templates.

1 Other OpenStack services: RabbitMQ, Ceph, Open vSwitch, and Linux bridge (optional).

A Fluentdcontaineresideson eachcontrol,compute andstoragenodesandforwardsthelogsto the Fluentdaggr
serverresidingonthemanagement node. The following figure shows a-eylel schematic view of the EFK
service assurance architecture.
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Cloud Node 1
controller, storage, compute) Cloud Node N
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7" fluentd.aggr =——»

W / Elasticsearch
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Kibana

The EFK flowincludes:

+ Fluentdextractgherelevantdatafrom thelogsandtagsthem,sothatKibanacanuseit laterto display

usefulinformationaboutthoselogs.. Fluentd sends the logs from all the compute, controller, and storage

nodes to the Fluemtdggr server on the management node.

» Fluentdaggr in the management node sends the structured logs into the Elasticsearch database.

« Elasticsearch stores the data, indexes it, and supports fast queries against a large amount of log data.

« Kibanavisualizeghe datathatis storedin Elasticsearchisinga customdashboardYou canalsoaddfilters to
thedatato visualizeinteresting fragments of the log data.

Option to configure fluentd aggregator flush intervalsetup_data.

Startingfrom VIM 4.4.0,we haveanoptionto configurethefluentd_aggr_flush_interval,hevaluerangeis 1 to 45.
If thissetup_datattributeis not specified in setup_data.yaml, the default value used is 5s for installer, VMTP and
15s for openstack, hostlogs.

This can be achieved if the pod has the below setup_data attribute-thddayon day? via VIM reconfigure.

1. For Day 0 deployment, update the setup_data with the fluentd_aggr_flush_interval: < range from 1 to 45>
under thenanagement_node_settings.
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management_node_settings:
fluentd_aggr_flush_interval: <

2. For Day 2deployment

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~J# cp /root/openstack - configs/setup_data.yaml /root/MyDir/
[root@mgmtl ~]# # update the setup_data  with

fluentd_aggr_flush_interval: < range from 1 to 45> underthe

management_node_settings

1 # for security purpose if we like to reduce it to you can do it but at the risk of cpu utilization.

Kindly see the /root/installerxx/openstaciconfigs/setup_data.C_Series_Example for further details on how to use
this attribute irsetup_data.yam|

Infrastructure Log Management for VIM Insighbd

VIM usesacombinationof opensourcetoolsto collectandmonitorthe CiscoOpenStaclservicesncluding
Elasticsearchrluentd,andtheKibana dashboard (EFK). VIM uses Fluentd instead of logstash. However, to
maintain backward compatibility, the code and documentation refers to ELK, instead of EFK at various places.
Hence, both ELK and EFK are interchangeably used.

Fluentdaggrserveresidingon the Insightmanagememodewill collectthelogsin the

managememodeandsendit to Kibana. The EFK flow includes:

1 Fluentdaggrextracts the relevant data from the logs and tags them, so that Kibana can use it later to
display useful information about those logs.

1 Fluentdaggr in the management node sends the structured logs into the Elasticsearch database.
9 Elasticsearch stores the data, indexes it, and supports fast queries against a large amount of log data.

1 Kibana Fluenteaggrcollects the logs from on the management node, visualizes the data that is stored
in Elasticsearch using a custom dashboard. You can also add filters to the data to visualize interesting
fragments of the log data.

12
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EFK log location for InsighPod

# Elasticsearch - fluentd - Kibana
Ivar/log/elasticsearch/

Ivar/log/fluentd - aggr/
Ivar/log/kibana/

hiaviiaml~iivatarv!

EFK Log Rotate parameters for Insight Pod

Starting from VIM 4.4.2 there is an option for the admin to configure the elk log rofstrameters.

# Elk rotation parameters

#elk_rotation_frequency: "monthly” # Available options: "daily", "weekly",
"fortnightly", "monthly" #elk_rotation_size: 3 # Gigabytes (float is

allowed)

This feature is supported on D@yOperation (.i.e. updating the elk setup_data attributes and do fresh installation of
Insight4.4.2)

If theexistingInsightpodhasbeenupgradedo 4.4.2;this featurewill beavailableasDay-1 operation(i.e.
updatingtheelk setup_datattributesanddo a reconfigure)

insight - 4.4.2# ./insight/insight_runner.py -- reconfigure - f /root/insight -
4.4.2/openstack - configs
/insight_setup_data.yaml

Furthemore,asa Day-2 operationtheelk parametersanbe changedria reconfigure(i.e. if theuserwantsthe
"elk_rotation_frequencyto bechanged from 'monthly' to ‘weekly")

13
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Kibana Dashboard Login for InsigRbd

Logging into Kibanabashboard

To log into the Kibana dashboard, follow the bekeps:

1.With aterminalclient, useSSHto log into your Insightmanagementodeandenterthe passwordo login.
Thefollowing commandshowsthat the IP address of the management node is 17.0.0.2:

#ssh root@17.0.0.2
root@17.0.0.2's

2.To obtainthe passwordlocatetheline containingKIBANA_PASSWORD:In /opt/cisco/insight/secrets.yam|
during SSHterminalsessionNotethe value of the KIBANA_PASSWORD as it is used in Step 4.

cat /opt/ciscol/insight/secrets.yaml

KIBANA_PASSWORD: <note this value>

3. Navigate to thdnttps://<management_node_ip_address>:5601.

. Kibana uses the HTTPS + TLS to provide a secure connection between the browser and the

Kibanaservice.
* By default, Kibana uses the certificate located at /opt/cisco/kibana_cert or you can provis

own certificates irfroot

4. Enter the Username amhssword

Signin
https://172.28.121.88:5601

Username [ | ]

Password

Cancc“ m

User Nameadmin
Passwordxvalueof KIBANA_PASSWORDfrom Step2>. TheKibanadashboar

displaystheVIM serviceandinstaller logs.

5. Choose the desired dashboard from the list.

The following are the list alashboards:

14
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Dashboards

Search

Description

Rows per page: 10

o HostlogsDashboardProvidedog informationof the systermfor themanagementode.This displays
theentriesfrom themgmtlogs* index in Elasticsearch. It contains the log frérar/log/messages
and /var/log/audit/audit.log

o Installer Dashboard: Provides information about the insight Ul installation process. This displays the
entries from thévar/log/insight/httpd

/insight_ui_error.logand/var/log/insight/installer _ui_audit_logs/installer_ui_audit.log
« For Example, If you click on Hostlers Dashboard the following screen appears

hboard Hostlogs Dashboard

Filters  * & Last 7 days

Time

iostliogs - Events By Host Hostlogs - Events By Service

®au
Program ount

123-insight-6

You canswitchfrom onedashboardo anotherby selectinghe appropriatedashboardrom theright top bar
menu.All dashboardbhavegeneric and specific fields.
The generic oneare:

o Title: Title is seen at the top left of the page. Title shows the dashboard that is disp@yexample:
OpenStack Dashboard.

15
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o Time bar: Timeis seematthetopright of thepage.Time indicatesghetime scheduldor thelog
information.You canmodify thetime to indicate absolute, relative time in the past or specify
automatically refresh rates.

o Filter bar: Searchbaris aninputfield whereyou canentera queryin the Lucenesyntaxformatto filter
thelogsby specificfields (which depend on the fields for the index being selected)

o Add a filter; Use this tab to introduce filters graphically.

For more information on using Kibana, see Klilgana documentatio(vVersion5.5.1).

VIM Insightstoreghelogsin ElasticsearchThe Elasticsearclsnapshotsll theindiceswhich arerotatedon a
periodicbasis.You maynot seethe older data in Kibana, if the data is rotated out amtdleted.

You canvisualizethelogsin Kibanawhentheyareupdatedn Elasticsearclon the Discover. To debugsomething
onKibana,you canprogramthe Kibana dashboard to autefresh at specific intervals (by default it is off).

To enable auteefresh, click the Calendar drawing at the top right corner of the dashboard and prodrafresh
every with desiredvalue.
Configure the desired value by clicking tB&art andAuto-refresh.

Onceyou programan Auto-refresh, the Calendadrawingis replacedoy a Clock. Thenyou canclick Stop onthe
top navigatorbarto pausethe refreshing of logs events. You can also select intervals that you want to see the logs

from.

Recently used date ranges
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You can also select an absolute or relaitierval;

~15hoursago - now

Absolute

Last 15 hours
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Displaying LoFiles
Displaying VIM Log Files UsingCLI

* VIM RestAPllog

locations EFK log

location

« Viewing VIM Logs

« VIM Configuration Files

« Enabling debug logs for certain OpenStack Services

VIM log file locationdepend®nthenodeandlog type.Installerlogs for thelast20 directoriesaretarredandkeptin
themanagememodeunderthe/ var/log/mercury/<install_uuid>Hdirectory. These files contain logs related to
bootstrap, build orchestration, baremetal, common setup, and Opeoftaektration.

If the installer fails, look at the last tar.gz file for logs, éaample:

[root@mgmtnode

n}jef'rcury]# 2 e T O Jul 1Y 23:42 5/3t2b (1 4463 - 40t

LAWY - roo roo u - 3-4ptfa -

r-X. t t gS?f - 98a4a769ace

er?_NX;’( - 2 roto rQ[O 4096 Jul 20 03:29 installer

drwxr - 2roo roo d]ul 20 Of? :29e9117bch - 544c - 4bda -
XTI - X. t t b abbal8

drwxr - 2roo roo 8 Jul 20 04:54 f360(1’r8t35 -7a35-4e7e-
XI - X. t t  bb79-0cfbl9

drwxr - 2roo roo 79 Jul 20 04: 55 bd739014 -tdfl - 494e -
Xr - X. t t adcO-98blfba510bc

drwxr - 2roo roo ? Jul 20 04:5 e9lc4a60 - ae92 - 4fet -
XI - X. t t 8f7c - cafa9fbdcia3

drwxr - 2roo roo 79 Jul 20 04: 58 1 62b2ba -ff15 -47a6-
XI - X. t t Db292- 25h7fb84c

drwxr - 2roo roo 79.Jul 20 04:59 d881d453 - t6a0 - 448e -
XI - X. t t 8873-arc51d8cc442

drwxr - 2roo roo 78 Jul 20 05:04 187al15b6 - d425- 46a8 -
dxr(/v%(' 2 rc;[o rgo a5aa Je78 65be098b654bcdd bato - 4058
X ° 9 38 Yhadiiactody:

drwxr - 2ro0 roo 79 u 20 17 0 f85¢8c6¢c - 32c9 - 44a8 - b649 -
XI - X. t t o63fdblla79a

drwxr - 2roo roo 67 Ju 20 18.0 17/9ed182 - 1/e4- 411t - ad44d -
XI - X. t t | 9 a3bbcl6ef323

drwxr - 2roo roo 68 Ju 2018:1 % cbO5t -blee-43ce - 862d -
XI - X. t t | 3 5bb4049cc957

drwxr - 2roo roo 68 Ju 2018:1 1dZ2eec9d -t4d8 - 4325 - 9ebl -
XI - X. t ot | 3 7d96d23e30fc

drwxr - 2roo roo 68 Ju 2018:1 02i62a2f - 3t59 - 46a7v - 9t5t -
XI - X. t ot | 3 1656b8721512

drwxr - 2roo roo 68 Ju 2018;1 cr417/be9 - 473e - 49da- b6dO -
Xr - X. t ot I dlab8fb4blfc
drwxr - 2roo roo 68 Ju 2018;1 0b4d20/7b - c7a9 - 46e7 - 9d39 -

D

Xr - X. t t | 7 d1281fba9baf

drwxr - 2roo roo 68 Ju 2018:3 21972890 - 3d45- 4642 - b41d -
Xr - X. t t | 5 chfadfeba2la

drwxr - 2roo roo 80 Ju 2019:1 d8blbb4c - /fcl - 4eab - 83a5-
XI - X. t t | 7 0eb6ff3b67a8

drwxr - 2roo roo 80 Ju 2019:1 23a3cc35 -4392-40bt - 91eb6 -
XI - X. t t | 7 65c62d973753

drwxr - 2roo roo 80 Ju 2019:1 7e831let9 -c932-4p89 - 8c81 -
XI - X. t t | 7 33a45ad82b89

drwxr - 2roo roo 80 Ju 2019:1 49ea0917 -1t9t4 - 415d - 82d9 -
XI - X. t t [ 8 b86570a02dad
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drwxr - 2roo roo 80 Ju 2019:1 215 61 - 5893 - 4e30- ar0e-
t t [ 8 55a§8§c269g?

Xr - X.

d){?_N_X;(- 2 I’Q[O rc%o 80 1u 20 192'2 8388gi.2529-56¥8/ - 41C8 - 9Z2b8 -

drwxr - xr - X. 2 root root 4096 Jul 20
¢57d - 4dcc - a405 - ec509306ee25

19:46 1c6f4547 -

VIM autobackup logs are found in the followitagation:

# hvim autobackup logs (auto - backup enabled by default)

Ivar/log/mercury/autobackup_3.2.x_2019

# cobbler apache log (may be needed for PXE
Ivarflog/cobblerhttpd/access_log
Ivarflog/cobblerhttpd/error_log

VIM RestAPI loglocation

# hvim RestAPl logs
Ivar/log/mercury_restapi/restapi.log

# HVIM RestAPI apache logs (TCP port
Ivar/log/httpd/mercury_access.log
Ivarf/log/httpd/mercury_error.log

-03-19 15-11-10.log

troubleshooting)

8445)

# HVIM RestAPI log - directory logs (TCP port 8008)

EFK loglocation

# Elasticsearch - fluentd - Kibana
Ivar/log/elasticsearch/

Ivar/log/fluentd - aggr/
Ivar/log/kibana/

Ivar/log/curator/

# HAProxy TLS certificate expiration

Viewing VIM Logs

# list logs sorted
reverse on timels - Irt

Ivar/log/mercury/
#untar  loas

check
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VIM ConfigurationFiles

# example configuration files
/root/openstack - configs/setup_data.yaml.B_Series EXAMPLE
/root/openstack - configs/setup_data.yaml.C_Series EXAMPLE

# system maintained setup files - do
not modify directly # always supply

user copy of setup_data.yaml

# when using vim client

/root/openstack - configs/setup_data.yaml
# system inventory in pretty format
/root/openstack - configs/mercury_servers_info

# passwords  store
/root/openstack - configs/secrets.yaml

# openstack configuration file

Enabling debug logs for certain OpenSt&ekvices

# openstack config file

/root/openstack - configs/openstack _config.yaml
# help

hvim help

# list openstack keys

hvim list - openstack - configs

# help on reconfigure sub - command
hvim help reconfigure

Oncontrollerandcomputenodesall servicesarerunwithin the
respectiveDockelE containers. To list the Docker containers in the node,

execute the following:
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[root@control - server -2 ~J#
podman ps -a CONTAINER ID

IMAGE COMMAND
CREATED STATUS PORTSNAMES
258b2cald46a 172.31.228.164:5000/mercury -rhel7 -

osp8/nova - scheduler:4780 "/usr/bin/my_init /no"
25 minutes ago Up 25 minutes novascheduler_4780

ffe70809bbe0 172.31.228.164:5000/mercury - rhel7 -
osp8/nova - novncproxy:4780 "/usr/bin/my_init /st"
25 minutes ago Up 25 minutes novanovncproxy_ 4780

To view the Docker logs of any container, execute the following on the corresptioding

Is -1 /Nar/log/<service_name>/<log_filename>
e.g.,ls -1 Ivar/log/keystone/keystone.log

To get into a specific container, execute the followdgognmands:

[root@control -server -2 ~J# alias
| grep container root@control -
server -2 ~]# source /root/.bashrc
#execute the alias:

[root@control -server -2 ~#
novaani novaani 4761

I f the Docker status indicates a Ttaoont,aicnoerl eicst dohwen D
logs aswell:

cd /etc/systemd /system/multi - user.target.wants/

Is docker* # get the corresponding service name from the output

systemctl status <service_name> - n 1000 > /root/filename # redirects the

For storage nodes running Ceph, execute the following to check the stasiisr
ceph -v # on monitor nodes (controller);

show's ceph version ceph -s # on monitor
nodes (controller); show cluster status
ceph osd Ispools # on monitor nodes
(controller); list pools

ceph mon stat # on monitor nodes (controller);
summarize monitor  status ceph osd tree # on
monitor nodes (controllen: list cenh OSDs
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Kibana Dashboardogin

Kibana Dashboartlogin

. Logginginto Kibana
Dashboard

» Using Dashboard
Filters

Kibana is an open source data visualization platform that is used to exploiegdM

Logging into KibanaDashboard
To log into the Kibana dashboard, follow the bekeps:

1 With aterminalclient,useSSHto log into your managememodeandenterthe passwordo login. The
following commandshowsthatthe|P address of the management node is 17.0.0.2:

#ssh root@17.0.0.2
root@17.0.0.2's

2 Toobtainthepasswordcheckwhethe?VAULT featureis enabledlf it is enabledreferto the Vault
section,otherwisdocatetheline containing KIBANA_ PASSWORD irroot/installer{tag id}/openstack

configs/secrets.yanduring SSH terminal session. Note the value of the KIBANA_PASSWORD as it is
used in Step 4.

cat /root/installer - {tag - id}/openstack - configs/secrets.yaml

KIBANA PASSWORD: <note this  value>

3 Navigate to thdittp://<management_node_ip_address>:5601.

. Kibana uses the HTTPS + TLS to provide a secure connection between the browser and the
Kibanaservice.

* By default,Kibanauseghecertificatelocatedat/var/www/mercury/mercurycrt|key> or
you canprovideyour own certificates irfroot/openstaciconfigs/directory (using the same

4 Enter theUsernameandPassword
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Sign in

hMtps://172.29.85.80:5601
Username | admin|

Password

Cancel Sign In

User Nameadmin

Password: <value of KIBANA_ PASSWORD from Step 2>. The Kibana dashboard displays the VIM service

and installetogs.
5 Choose the desired dashboard fromligte

! Ensure that you do not use management options available on thanleft

The following figure shows the lists &fashboards.

L Dashboards

Dashboards

Description

Rows per page: 10

The following are the list alashboards:

o HostlogsDashboardProvidedog informationof thesystenfor thecloudnodesThis displaysthe
entriesfrom thehostlogs* indexin Elasticsearch. It contains the log fréwar/log/messagefile on

each server.
o Installer Dashboard: Provides information about the management node and the installation process. It

can only read uncompressed files.
Hence, it reads the files prior to the cloud installation. This displays the entries from the istaléer

in Elasticsearch.
o OpenStaclDashboard{openstack index)Providedog informationaboutall the OpenStack
processesT his displaysthe entriesfrom the openstaekindex in Elasticsearch.
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o VMTP DashboardProvidedog informationaboutthe VMTP runsperformedagainsthecloud. It
displaystheentriesfrom thevmtp-* index in Elasticsearch.

For example: if you clickOpenStack Dashboard the following screeappears.

| OpenStack Dashboard

OpenStack - Events By Time

24



OpenStack - Errors

Time

Openstack - All Events

service_subtype

openvswitch

You canswitchfrom onedashboardo anotherby selectinghe appropriatadashboardrom theright top bar
menu.All dashboardhavegeneric and specific fields.
The generic oneare:

o Title: Title is seerat the top left of the page. Title shows the dashboard that is displayed. For example:

OpensStack Dashboard.

o Timebar: Timeis seemtthetopright of thepage.Time indicateghetime scheduldor thelog
information.You canmodify thetime to indicate absolute, relative time in the past or specify
automatically refresh rates.

o Filter bar: Searchbaris aninputfield whereyou canentera queryin the Lucenesyntaxformatto filter
thelogsby specificfields (which depend on the fields for the index being selected)

o Add a filter; Use this tab to introduce filters graphically.

For more information on using Kibana, see iifgana documentatio(Version5.5.1).

VIM storesthe OpenStackogsin ElasticsearchThe Elasticsearclsnapshotall theindices(wherethe data

is stored)which arerotatedon a periodic basis. You may not see the older data in Kibana, if the data is
rotated out and/or deleted.

You canvisualizethelogsin Kibanawhentheyareupdatedn Elasticsearclonthe Discover. To debug
somethingon Kibana,you canprogramthe Kibana dashboard to atrefresh at specific intervals (by default it is

off).

To enableautarefreshclick the Calendadrawingatthetopright cornerof thedashboaréndprogramon
Refresheverywith desiredvalue. Configure the desired value by clicking 8tart andAuto-refresh.

Onceyou programanAuto-refresh, the Calendadrawingis replacedy a Clock. Thenyou canclick Stopon
thetop navigatorbarto pausdhe refreshing of logs events. You can also select intervals that you want to see the
logs from.
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Recently used date ranges

You can also select an absolute or relaiiverval:

Absolute

X Round to the hour

Jul 23, 2019 @ 06:11:50.74

Last 15 hours

Using Dashboaréilters

1. On theHostlogsDashboard, in thEvents by Hostpanel, choose a hostname and click+tloe - symbol that
appears close to the hostname to includexcludethatserverfrom thefilter. Then,click thedesiredsliceon
the Events By Servicepanelto addthedockerserviceto thesection.

UnderFilter, you can see the included sections in green and excluded sectionsTiheddllowing figure
shows théHostlogsDashboard:
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Hostlogs Dashboard

Faters [E)

PoSt keyword: bing-b-cont e m keyword: docker

Hostiogs - Events By Time

Hosmogs - Events By Host Hostiogs - Events By Sarvice

Hoatiogs - All Events
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2. Toknowthelog eventsin the Openstackor agivenVM, enterthe Lucenequery(service:novaor service:
neutronandmessage:<uuid>h theFi lters field which is on top of the Dashboard. where <uuid> is obtained
from Horizon website or by executing openstack nova list for the identifire instance. The following

figure shows th&earch Querypage.

Filters (service: "nova" or service: "neutron") and (message: "147alc3e-4cd

C{ (service: "nova® or service: “neutron”) and (message: "147alc3e-4cda-4d75-¢

3. If you want to know about the DHCP events of the Openstack Neutron, select the filters by clicking outer circle
of piechart:
On the OpenStack Dashboard, the Openstasients By Service panel has a pie chart with the inner section
for the services and the outer sections for the service_subtypes. To add filters for selecting all the events in a
service (for example, neutron)jak on the inner section of theie. To addfilters for selectinghe
service_subtypedor exampledhcp),click ontheoutercircle of the pie. Thefollowing figure showsthe
Events by ServicePanel.

Openstack - Events By Service

In the following window, click oApply:
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Select filters to apply

service_subtype.keyword: dhcp

service.keyword: neutron

4. You canscrolldownthe OpenStaclDashboardo seethe OpenStack Errorsandthe OpenStack Events
panel.TheOpenStack Errorspanel displays the erromessages. If there are no errors,Nloeesults found
message is displayed.
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Openstack - Events By Host Openstack - Events 2 Openstack - Events By Service

Hostname Total Events Log Level

DEBUG

Filters [ - Last 15 hours

service_subtype keyword: dhcp X service keyword: neutron

OpenStack - Events By Time

Openstack - All Events

Time leveiname service_subtype

5. Without knowing the Lucene Syntax, you can set the filter criteria iS&aechfield using theAdd a filter +
option.

To add Hilter:

. Click Add afiter
* Set the filter criteria by choosing appropriate label and operators from thearwplists and entering
keywords and cliclsave
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The following image shows th&dd a Filter page:

Filters  * Last 15 hours

OPeSt EDIT FILTER

Field

X' Create custom label?

Openstack - Events By Host Openstack - Events. Openstack - Events By Service

°
Hostname Total Events Log Level

43774

INFO

6. To set the filter criteriachoose appropriate label and operators from the-dow lists and enter the
keywords in the followindigure:

PEOt  EDIT FILTER

bcn-micro-3
ben-micro-2
ben-micro-1
ben-cmp-1

ben-mgmt
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Rotation of.ogs
Rotation of VIMLogs

VIM storesall logsin ElasticsearchElasticsearcindicesarerotatedon a periodicbasisto preventthedisk space
overflow by creatingsnapshotsThe following lists show the snapshots that are definegémstack config.yaml:

# vi ~/openstack -
configs/ openstack config.yaml

elk_rotation_frequency: # Available: "daily", "weekly",

"monthly" "fortnightly", "monthly" #
elk rotation size: 2

You canchangehefrequencyof therotationby changinghe values For moreinformationon howto setthe
ElasticsearclparametershroughVIM API or CLI, seeReconfiguration of VIM ParametersReconfiguring
Passwords and OpenStack Configurations

VIM uses the open source Elasticsearch Curator tool to manage the Elasticsearch indices and snapshots. For more
information about Elasticsearch handtespshotdpok attheofficial informationon Elastic.co(Version5.4)
https://www.elastic.co/guide/en/elasticsearch/client/curator/5.4/index.html.
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Elasticsearch

Elasticsearch

« Snapshot Manager Tool
« Remote NFS Backup for Elasticsearch Snapshots

Snapshot Managédrool

Thesnapshot_mgr.stool wrapsup the ElasticsearciCuratorAPIs. This tool helpsyouto accesshe snapshotsf the
logsthataremaintainedoy the Elasticsearch.

Run the following command to view the snapshot logs available in the tools directoryrstéfier:

# .[tools/snapshot_mgr.py
-- help usage:
snanshot mar.ov [ontions]

optional

arguments: show this help message and exit

-h, -- help display all snapshots in Elasticsearch GET_SS get details
— list of the snapshot called <GET_SS>

-- display create a snapshot

-- autodelete threshold_warning thréshold_low threshold_high autodelete

—_———em m e eemall _——_— = - R L S S a1

Snapshotist givesyou thedetailsof the snapshoperformedon the systemlike the UUID, the nameof thesnapshot,
endtime of the snapshotthe state, and the indices where it was snapshotted:

# ./snapshot_mgr.py - list
+ + + -
_____ - |
| uuid [ time snanshot e
state
lindices_snap
+ + + -
+
++

| 6WGVUNKjQbGtZYzfCOyeEg | curator - 20180304140002 | 2018- 03- 04
14:00:04 | SUCCESS|hostiogs - 2018.03.02

| U4IVWINNQWGEPdFWxpRU®A | curator -20180304150001 | 2018-03-04
15:00:04 | SUCCESS|hostlogs - 2018.03.03
| - |
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To view the details of the individual snapshots, run the display optimmand:

# . [ltools/snapshot_mgr.py -- display curator - 20180304140002
{'duration_in_millis": 1944,
'‘end_time": '2018 - 03- 04T14:00:04.0197',

‘end_time_in_millis":
1520172004019, ‘failures":
IF

'indices": ['hostlogs - 2018.03.021,
'shards" { ‘'failed" 0, ‘'successful"

5, ‘'total: 5}, 'snapshot': ‘curator -
20180304140002',

'start_time": '2018 - 03- 04T14:00:02.075Z',

To create a snapshot, run the followswnmand:

# . ltools/snapshot_mgr.py --

create Executing: curl PUT

http://localhost:9200/ _snapshot/es_backup/3a9b90c2979b46bf9c7b3f9223074d5d?wai
t for_completion=true

-d

{iindices": 'installer - * hostlogs - *,openstack - *vmtp -*,
'ignore_unavailable': 'true’, ' include_global_state'": 'false’}
Response: {u'snapshot" {u'uuid": u'BSznQj1SQ9mjxxk9swTirQ"',
u'duration_in_millis": 46496, Uu'start time"

u'2018 -03-06T16:37:49.774Z', u'shards': {u'successful’: 35, u'failed": 0,
u'total": 35},

u'version_id" 6000099,

u'end_time_in_millis": 1520354316270, u'state’: uU'SUCCESS',

A A A~

Run the following command to deletes@apshot:

# ./tools/snapshot_mgr.py -- delete
3a9b90c2979b46bfoc7b3f9223074d5d Executing:
curl DELETE

httn://lncalhnst-020N/ cnanchnt/es hackiin/220hQN-2070h4

Restore the indices of a snapshot back to the Elasticsearch database by using the restore option. Run the following
command taestore:

# .Isnapshot_mgr.py -- restore  curator -
20180306050001 Executing: curl POST

http://localhost:9200/hostlogs - 2018.03.04,installer -
2018 NR NK inctaller -2018 N NA nneanctark -
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Remote NFS Backup for Elasticseaf@mapshots

VIM supportgemoteNFSbackupof the ElasticsearclsnapshotsThis allowsyouto emptythedisk spacen the
Elasticsearclnapshotsyou canuse the snapshot manager tool to manually create, list, show, and delete

shapshots.
You can configure remote NFS backup by adding the following section to the setup_data.yaml configaration

ES_REMOTE_BACKUP# Set if Elasticsearch backups
can use a remote host

service: 'NFS' # Set if an remote NFS server is

used

remote_host: <ip_addr> # IP of the NFS server

remote_path: /root/es_remote # Path to location of the backups in the remote
server

Important considerations about the remote NFS directory on the remote server (specified by the remote_path config
option):
« Thisdirectoryallowstheelasticsearchiser(pid number2020)andgroupmercury(pid 500)to readandwrite.
Otherwise Curatorcannotcopythe snapshots to the remote NFS directory.

. It is goodif thefolderis emptyandis usedonly by
VIM and doesnot deletethe

+ information in this directory after unbootstrap.

You canenableor disablethis featureby runningreconfiguratiorcommandsDuring reconfigurationthe
remote_hosip or theremote_patitanbechanged.
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VIMMON
VIM Monitor (VIM -MON)

A Overview ofVIM Monitor
Smart Metrics

A

A

> 3>

o D

(0]
(0]

Node Type Label
CPU Role Label

Metrics Collection

(0]
(0]
(0]

Telegraf Metrics
S.M.A.R.T. Telegraf Plugin for Disk Failure Prediction
Create Default Alert Rule for Percentage Life Remain for the Disks

Alerting Rules
VIM -MON Web User Interface

(0]

O O O0Oo

(0]

Access Login
Pod <podname> Dashboard

Node Level Metrics Dashboard

Pod Level Metrics Dataplarfgtatistics Dashboard
Node Dataplane Statistics Dashboard
Specialized Dashboards

SNMP for Monitoring

Monitoring External Servers Using CVHMION

Sending prometheus metrics to External Grafana Cloud

OSD number to differentiate alarm on OSD Down events

Overview of VIM Monitor

The VIM Monitor (VIM-MON) feature provides a comprehensive solution for monitoring the health and for tracking
the usage of resources in WM

pod infrastructure, when integrated with Vikstaller.

This solution is available as a configurable option and provides the foll@smiges:

O O O0OO0Oo

o

Infrastructurelevel metric collection from all nodes in the pod.

Metric aggregation into a tiraseries database (TSDB).

Rule-based alerting engine integrated with the TSDB.

Web Ul with with predefined dashboards customized for VIM. REST API to query the TSDB.
REST API to guery and silence alerts.Alert notifications using SNMP traps or alternate alert
notification protocols.

Userconfigurable alerting rules.

Userconfigurable web Ul dashboards.

The following figure shows the architecture of \AMON:
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Management Node

OpenStack CVIM pod
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A VIM -MON stack includes the followingomponents:

A metric collection and metric query server based on the Prometheus open source component.
An alert manager that is in charge of routing alerts based on the Prometheus alert manager.

A WEB Ul server based on the Grafana open source component.

An SNMP agent in charge of forwarding alerts to SNMP receivers

A bare metal alert collector (UCS mon in the figualy available for Cisco UCS servers)

T > > >

Themetricsarecollectedusingasmallprocessunningon eachnodein the podandis basednthe Telegrafopen
sourcecomponen{markedT in the above figure).

The alerts are sent to a configurable numbeecéivers.

Ul and REST services are provided to external applicationsess.

SmartMetrics

The VIM deployment blueprint assigns different raleslifferent hardware or software resources for operational
and optimization purposes. VHMION leverages the metric labeling feature in Telegraf and Prometheus, to associate
important contextual information with the metrics associated with the resotlifiedabeling enables monitoring

of the pod in a precise manner than with traditional unlabelled metrics.

Node Typé.abel

Thenodesn aVIM podcanplay differentrolesbasednthedeploymentnodel All metricsoriginatingfrom anode
arelabelledwith thenodetype (label name = "node_type") and the node name (label name="host").

The following table shows the node types and their mstueces.

Node Source ofMetric
Type
mgmt Managemenhode

controller | Controllernode

compute Computenode
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storage  Storagenode

aio all-in-one node(micrgpnod deployment)

hc hyperconverged node (hypeonvergec
deployment)

edge edge node (same as aio but without I¢
storage)

external | external node (UM and VIM Software
Hub)

CPU RoleLabel

CPUs in a VIM pod are statically categorizedherform specific functions. This partitioning is critical to guarantee

a proper level of service for each subsystem independent of the load in the other subsystem. For example, it is
imperative to isolate the CPUs reserved for the VPP virtual switain, dny otheactivity onthe samecompute

node to guarantee¢he virtual switchforwardingperformanceThe CPUmetricsarelabeledwith arole (labelname=

rol e) to indicate the function of each CPU. This allows us to aggregate CPU metrics based on category, which is a
lot more useful than aggregating all CPUs.

This categorization cannot be done with unlabeled metrics (by reading CPU time series from a TSDB), due to the
following reasons:

« Identificationof CPUrole basedn
thecorenumber.

« Existence of multiple types of

nodes.

« Each node type has a different CPU partitioning map. The CPU partitioning map may depend on the
VIM release default mapping or custonggrecificdeploymentonfiguration(for examplepona
hyperconvergedode the numberof coresreservedor CEPHcanvary from deployment to
deployment).

The following table shows the roles used by the MWWDN to label CPU metrics and their static CRésignment:

Role Static CPU Assignment
host System and OpenStatksks

ceph CEPH OSD tasks (note that ceion is in the
hostcategory)

vpp VPP virtualswitch
vm VM vCPUs
mgmt Management tasks on the managenmeade
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Metrics Collection

TelegrafMetrics

VIM -MON collectshundredsf differentmetricsfrom eachnodethroughthe Telegrafplugin. The metricsrange

from low-level kernelto infrastructure services. The interval between metrics collections is configurable between 10
seconds to 5 minutes.

The following table shows the list of Telegraf plugins installed as part of theNW deployment:

Plug-in Notes

ceph Collects performance metrics from the MON and OSD nodes ir
Ceph storageluster
cpu Detailed stats for every CPU (with rdébel)

conntrack = Collects stats from Netffilter's conntratbols

net_stats  Detailed metrics for physical and virtual network interfaces in V
environment

disk Detailed stats for evergisk

diskio Disk activity

docker Detailed metrics on running dockesntainers

exec Monitor EFK and Prometheus own storagage
haproxy | HA proxy/ load balancer metrics for all HT ®ervices

http_respo Monitor HTTP serviceswailability
se

hugepages Monitors huge pages usage per NUMdéde
internal Collects metrics about the telegraf agieself
ipmi_sens( Bare metal metrics, including power usage, fan speeds,

r temperatures, angbltage

kernel Linux kernel counters such as boot time and context switches,
interrupt thenode

libvirt Nova and libvirt data and metrics from VMs running on comput
aionodes

linkstate  Monitoring LACP, SRIOV linksstatus

mem Host level memorgtats

net Metrics about network interface and protocol usage (only for

interfaces used byIM)
chrony Chrony NTPmetrics
openstack OpenStack related metrics (openstack services, hyperdsovers)
processes bare metal procesaetrics
rabbitmg = RabbitMQ metrics, currently disabled tgfault
swap bare metal swametrics

system bare metal system load, uptime, and number of users lagged
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x509 Monitorscertificates

S.M.A.R.T. Telegraf Plugin for Disk Failure Prediction
Starting from 5.0.4, The S.M.A.R.T. (Sé¥fonitoring, Analysis, and Reporting Technology) Telegraf plugin provides
hardwarelevel statistics to predict disk failures.
The plugin offers metrics related to SSDs, enabling proactive prediction of potential SSD failures associated with
hardware status. This helps administrators maintain healthy storage clusters.
The S.M.A.R.T. Telegraf Plugin for Disk Failure Prediction allows users to create alerts in the Grafana dashboard an
generate SNMP traps.

Display the Metricdor the Disks
To display the metrics generated by the S.M.A.R.T. Telegraf plugin, use the below command:

telegraf -- config /etc/telegraf.conf -- test -- input - filter smart
Alerting Rules

VIM -MON providesalist of predefinedalertingrulesthattriggerthe alertsbasedn the valueof time seriesmetrics
polledby PrometheusTo avoid flapping caused by transient conditions, the rules have a grace period, and an alert
can be in one of the two states:

A Pending: Rule is triggered but the grace period has not expired.
A Fired: Rule is triggered for a period longer than the grace period.

You canmonitorthealertsusingthewebuserinterfaceor APl andcanoptionallyconvertthe alertsinto SNMP
traps.You canconfigureVIM -MON to send alerts as SNMP traps to any registered SNMP managers. The
maximum number of SNMP managers supported is three, and a combination of SNMPv2 or v3 managers in
different servers is supported. The following table shows the list of alerts, fault cosevanitly.

Alert Name Fault Code Severity Description

instance_down serviceF critical  Thenodeis notreachabler is downwhenthe Prometheuserver
ailure triesto scrapeatargetto retrieveits metrics.An instancedown
means that metrics from that target cannot be retrieved.

disk_used_pe resource major  Thestorageadeviceis usedatover90% capacity.
rcent Threshold

disk_filling_up  resource critical = Thestoragedeviceis likely to runout of spacen lessthan4h.
_in_4h Usage

docker_contai  serviceF critical  ThedockercontainerunningaVIM infrastructureserviceis down.
ner_down ailure Thiseventshouldneverhapperandindicateghatan infrastructure
container is failed or could not start.

link_dowr hardw warning The LACP bondedink is in anerrorstateif oneof thetwo bondedinks is no

_lacp ar longeroperatingproperly.Forexampletheerror couldbecausedy thedefective
eFailu cableconnectionwith theNIC, ToR,oraToR portmisconfigurationThe
re connectivitymaystill allow traffic to pass but at half the usual throughput. The

defective link must be repaired quickly, to reinstate full bandwidth
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link_dow
n_sri ov

mem_ava
labl
e_percen

memory_|
unni
ng_out_ir
_4h

swap_use

dp
ercent

conntrack
_per cent

reboot

system_n
_users

ceph_err
r

ceph_wal
ning

ceph_osc
map
_num_in_
osds

ceph_osc
map
_num_up.
osds

hardw warning The SRIOV link is in downstate.This usuallyindicatesanissuewith the physical

ar cablewiring or amisconfiguratiorof the corresponding port on the ToR.

eFailu

re

resoul informa Thereis lessthan10%of availablesystemmemory.RegulardK pagesmemoryis

ce tion al usedby boththesystemandOpenStackinfrastructure services and does not

Thres include huge pages. This alert can indicate either an insufficient amount of F

hold or abnormal memory usage by the system or infrastructure

resour critical = Thisnodeis likely to run outof systemmemoryin lessthan4h. Basedonthe

ce historicalmemoryusagethis alertpredictsthat all the system memory will be

Usage usedup in less than 4h. This condition should never happen and requires
immediatetroubleshooting by TAC before the system memory runs out.

resoul warning Thenodeis usingover80% of theavailableswapspaceNodesshouldnormally

ce useonly very little swapspaceMorethan that the nodes will not use any

Thres swapping at all

hold

resoul warning Thenodeis usingmorethan80% of theavailableconntrackobjects. Thisis most

ce usefulfor OVSdeploymentsThisindicatesan abnormal use of host kernel

Thres conntrack resources.

hold

hardw warning Thenodeis rebootedn lessthan10 minutes.Noderebootsshouldbeinfrequent

ar andbetriggeredonly by theadministratorwhen the node can safely be reboote

eFailu Spontaneous and spurious node reboots should never happen.

re

resoul warning Thenodehasmorethan10loggedin users.

ce

Thres

hold

servic critical TheCEPHclusterisin errorstateandneeddo berepairedmmediately.

eF

ailure

servic warning The CEPHclusteris in awarningstate.lt requiresattentionfor therepairto be

eF done.

ailure

resoul critical TheCEPHclusterhasatleastl OSDin the OUT state.

ce

Thres

hold

resoul critical The CEPHclusterhasatleastl OSDin theDOWN state.

ce

Thres

hold
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ceph_pgn
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map_
bytes av
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ling_up_
in_4h

ceph_pg
map_
bytes us
ed p
ercent

ceph_pg
map_
bytes us
ed p
ercent

ce

ce

ce
Thres
hold

ce
Thres
hold

haproxy_ other

plugi
n_data_al
sent

servic
eF
ailure

haproxy_
activ
e_server
s_down

servic
eF
ailure

haproxy_
activ
e_server
s _ba
ckend

servic
eF
ailure

haproxy
_activ
e_servers
_gal era

servic
eF
ailure

haproxy_
back
up_serve
rs_g
alera
servic
eF
ailure

http_servi
ce_

resour critical

Usage

resour critical

Usage

resoul critical

TheCEPHCclusterhasatleastl placemengroupthatis notin active+clearstate.

CEPHmayrun out of spacewithin 4 hours.

resoul warning CEPHusedcapacityis over70%.

CEPHusedcapacityis over80%.

informa Not receivingany metricsfrom HAproxy for 10 minutesor more(shouldnever

tion al happen).

critical ' Indicatesghatoneor moreHAProxy activeserveris notin the UP state.
critical  Thenumberof haproxyactiveserverbackendss notthree.

critical  Thenumberof haproxyactivegaleraserverds notone.

critical  Thenumberof haproxybackupgaleraserverds nottwo.

warning TheinfrastructureHTTP serviceatgivenURL is notrespondingr is not
reachableThis shouldneverhapperandmay indicate an issue with the
availability of the infrastructure service.
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unavailak
le

rabbitmq_ servic| critical At leastoneof thethreerabbitMQnodess notrunning.
nod eF
e_running ailure

rabbitmq_ resoul critical Memoryusedby rabbitMQis at 90% of its configuredmaximumlimit.

nod ce
e_mem_\ Thres
sed hold
percent
rabbitmq resoui critical Oneor morerabbitMQqueuedaveno consumer.
_que ce
ue_consu Thres
mers hold
rabbitmq resour critical Thenumberof queuedr unreadeadyandunacknowledgedessagess over300.
_que ce
ue_mess: Usage
ges
ntpg_offs resoul warning Themeanoffset(phasejn thetimesreportedbetweerthelocal hostandremote
et ce peeror serveris over2500milliseconds.
Thres
hold
cp_openstack serviceFailure critical Theindicatedopenstaclserviceis notreachablend
_service_down likely to bedown.
cp_hypervisor serviceFailure critical TheNovahypervisoris down.
_down
certificate_expiring_5d other critical Thecertificatewill expirein lessthan5 daysandmust
bereplaced.
certificate_expiring_10d  other warning Thecertificatewill expirein lessthan10days
certificate_expiring_45d  other information Thecertificatewill expirein lessthan45days

al

disk_percent_lifetime_reme hardwareFailuwarning  When a node (<nodename>) in a disk device
(<devicename>) has exceeded the projected lifetime
by <Percent_Lifetime_Remain>%,(>=100) you need 1
replace the SSD.

« Thedefaultalertrulescanbefetchedusingthe built-in tool from
themanagementode,[root@milpitas ~]# get_alerting_rules
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VIM -MON Web Usellnterface

TheVIM -MON graphicaluserinterfaceallowsthe podadministratoto monitorthe statusof the podusinganyweb
browser.Thisinterfaceis basedn Grafana and comes with a set of predefined dashboards.

Accesd.ogin

TheVIM -MON webuserinterfaceis availableby pointingawebbrowserto themanagementodelPv4 or IPv6
addresgbr_api)atport 3000usinghttps. To access this interface, ersdminas username and password. The
password is autgenerated at the time of deployment and can be retrieved from the VIM password repository
(openstaciconfigs/secrets.yarfile) in the CVIM_MON_PASSWORD entry.

Fromrelease/IM 3.2.1,anadditionalreadonly useris createdTo accessheinterface enterVIM astheusername
andVIM_MON_READ_ONL Y_PASSWORDmM openstackconfigs/secrets.yamds the password.

. The Forgot your password?option in the Grafana login page is fianbctional.
New password can be generated for Grafana, by running vim reconfiguration with the regener:

Pod <podname>Dashboard

Thepoddashboards namedasPod<podname where<pod-name>is configuredin setup_data.yaminderthe
optionPODNAME to providethefollowing:

o High level view of the pod.
0 Totalnumberof nodeggroupedoy
nodetype.
o Total number of cores grouped by
role.
0 Totalloadin thepodor sumof theload
for all nodes. Average usage of all the
CPUs reserved for VMs.
0 Hardware information of the pod.
o Dataplane statistics of the pod (Networking metrics like throughput, errors, and packet sizes)

Node Level Metric®ashboard

This dashboargrovidesa detailedview of the stateof the mostimportantresourcesor anynodein thepod
includingthemanagememode A list of drop-down menus allows you to select:

o Node to display (only one)
o Disk devices to display (all or any selection)
o0 Network interfaces to display (all or any selection)

0 CPUs to display (all or any selection)
Thedashboargrovidestheutilization chartsfor the
following parameters:
Alerts
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System

CPU

Memory
Processes

Disks

Network interfaces

Pod Level Metrics Dataplane Statistidashboard

This dashboargrovidesa detailedview of the networkingmetricsanddatacomingfrom thelibvirt and
cvim_net_statselegrafplugins. The following panels are available as part of the dataplane statistics:

Statistics
Top 5 nodes dropmate

Top 10 VMs dropate

Pod throughput in packeer
secondpps)
Top 5 nodes throughput pps

Top 10 VMs throughput ipps

Pod throughput in bitper
secondbps)

Top 5 nodes throughput bps
Top 10 VMs throughput ibps
Top 5 Nodes erramate

Average pod packesize

Description

Top nodes with physical interfaces TX/RX drops rate out of all TX/R>
packets in a 20rtimeslot.

Top VMs with virtual interfaces TX/RX drops rate out of all TX/RX
packets in a 20rtimeslot.

Total throughput in pps on all physidaterfaces.

Top nodes throughput in pps on node physitalfaces.
Top VMs throughput in pps on VM virtuaiterfaces.
Total throughput in bps on all physidaterfaces.

Top nodes throughput in bps on node physidalfaces.
Top VMs throughput in bps on VM virtuadterfaces.

Error rate on physical interfaces TX/RX out of all TX/RX packets in a
timeslot.

Size calculated from total panterface bytes divided by total packets o
all pod physicalnterfaces.

NodeDataplane StatisticBashboard

This dashboargrovidespernodeandperVM view of networkingmetricsanddatacomingfrom thelibvirt
andcvim_net_statselegrafplugins. The following panels are available as part of the node data plane

statistics dashboard:

¢ Two gaugeswith aggregatedall TX+RX) throughpuin PPSandbpsacrosghysical
interfacesonthe specificnode.

+ One gauge with total virtual interfaces (attached to VMSs) running on the specific node
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Statistics Description

Specific VM droprate Specific VMs virtual interfaces TX/RX dropate out of all TX/RX packets
on that VM in a 20ntimeslot.

Node throughput in packger  Total throughput in pps on all physical interfaces on that spexitie.

secondpps)

Node throughput in bitper Total throughput in bps on all physical interfaces on that spexifie.
secondbps)

Average Node packsize Size calculated from total panterface bytes divided by total packets on a

nodebs imnefaces.i c al
VM throughput in packeper Total throughput in ppen all physical interfaces on that specific VM and

secondpps) VM interface.

VM throughput in bitspersecon: Total throughput in bps on all physical interfaces on that specific VM an

(bps) VM interface.

Average VM packesize Size calculated from total panterface bytes divided by total packets on a
VM6 s vinterfaces.a |

VM error rate Error rate on virtual interfaces TX/RX out of all TX/RX packets in a 20m
timeslot.

Specializedashboards

The following table provides the list of specializéakhboards:

Dashboard Description
Name

VM Inventory Shows all the VM running in the pod or on extersevers
CapacityUsage  Shows overall resources used by OpenStack projects, by hypervisors and overall CEPH

usage

ProjectDashboarc Shows detailed resources used by each Openfitaject

OpensStack Chart shows the state of all OpenStack services, infrastructure containdrgpandsors.

services

Alerts Alerts that are triggered passed the grace period or pending (triggered but still within the
period).

HTTP Servers  Chart to monitor all internal and external HTTP services irptue

Stats

CEPH CEPH storage chart, for example, overall OSD dié3d.

NTP Chart to monitor NTP on thgod.

RabbitMQ Chart related toabbitMQ
Etcd Chart related to etcd. Only available for ML2/VB&ployments.

46



HCLTech

Advanced Chart that monitors the management node activity asch

Metrics . ,
. PrometheusandElasticsearchlisk

usage Prometheus scraping stats
IPMI Chart that presents bare metal sensorcandters:

* Temperature
Voltage

Fan

Speed

« Power

* Error counters

SNMP forMonitoring

Along with VIM -MON, you canenableSNMPin VIM to sendSNMP Trapsto theremoteSNMP managersThe
SNMPtrapsareidentifiedfrom the following, only when the SERVERION is enabled in the setup_data.yaml|
file.

« Alerts collected on Prometheus
+ Faults reported by the CIMC of the Cisces€ries servers (via SERVBRON Option)

The SNMPtrapsendsa notificationwhenthefault occursor getsresolved The
notificationtypesarelistedbelow:

A hvimFaultActiveNotif: Notification sent when the fault gets triggered.
A hvimFaultClearNotif: Notification sent when the fault gets resolved.
The SNMP trap contains the followimgformation:

1. hvimPodID: PODNAME configured isetup_data.yanflle
2. hvimNodelD: Node that generated the faultNaA

3. hvimFaultSource: Component name that generatefatiie

4. hvimFaultSeverity: Severity of the fault following thaidelines:

A emergency1): Systemievel fault
impactingmultiple services.

A critical (2): Critical fault specific to a
service.

A major (3): Component level fault within a service.

A alert(4): Warningconditionfor service It may
eventuallyimpact ontheservice.

A informational (5): Informative message and does
not impact any service

5. hvimFaultCode: Code. Guidelines followed tarde:

A other(1):Typeof eventnot
specifiedin the otherlabels.

A resourceUsag@]: Resource usage
exhausted event.
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resourceThreshold(3Resource
thresholdeachecevent.
serviceFailure(4): Software failure
service event.
hardwareFailure(5):
Hardwarefailure event.
networkConnectivity(6)
:Networking issues

>\ >\ >\

>\

For more details, seélM -MIB.my.4.0 definition of the MIB attp://ftp.cisco.com/pub/mibs/v2/

VIM -MON isintegratednto VIM asanoptionalcomponenandofferedasanaddonwith anadditionallicense.
VIM -MON is enabledby extending thesetup_data.yandlle with relevant information. To enable VIMON, see
Enabling VIM-MON on VIM

You canenableVIM -MON onanexistingpodthroughthereconfigureoption ifthepodis freshinstalledwith VIM
2.4.3or later versions.To reconfigure throughJnified Managementrefer to ReconfiguringOptional Services.
Then,addthepodasanewVIM resourceo be monitoredsothatit is available through the Unified Management
portal.

The User can enable up to 3 SNMPmanagers in the setup_data  attribute.

That can be a mix of both snmpv2 and snmpv3.
But we hig\hl;/ recommend to use thgns&rpp)v3 since it has the security features

At arn NnAt 1ailahla in

SNMP :
enabled: true
managers:
- {address: 172.23.1085.212, community: private, port: 162, version: v2c}
- address: 172.29.174,58
engine_id: '3000000001020305'
port: 162
users:
- {auth_key: Authkeyl, authentication: SHA, encryption: AES128, name: usr-sha-aes128,
privacy_key: Privkeyl}
version: v3
- address: 172,29,172,152
engine_id: '8000000001020304"
port: 162
users:
- {auth_key: Auth1234!, authentication: SHA, encryption: AES128, name: testuser,
privacy_key: Privi1234!}
version: v3
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Monitoring External Servers Using VIWION

Fordetailson howto installthe Telegrafagenton the externalserversfor example UM andVIM software
hubnodesseeVIM Monitor. The Telegraf agent that is installed on the external servers have the following
plugins enabled:

> D> D> D> D> >

>

A
A

cpu

disk and diskio
netand
net_stats

mem
ipmi_senso

r

kernel
processes
swap

system
conntrack
internal: Monitors the health of the Telegraf agent and enabled input plugins

prometheus_clienProvides scraping access to any Prometheus compatible scraper. Based on what the external
server contains, the following plugins are also enabled:

libvirt: Collects metrics related to any virtual machines running on the external server x509 _cert: Collects metric:
for external servers with certificates to monitor

docker: Collects metrics on external servers with running docker containers

http_response: Collects metrics on external servers if endpoints exist for monitoring These metrics are integratet
in the Prometheus TSDB with the following arrangement:

Metrics collected from external servers are distinguished from VIM pod metrics by a node_type label value of
external (external host name being different)

Metrics for all CPUs have the label tag set to host by default. You can customize these metric labels during
installation.

Default builtin alerting rules and custom alerting rules equally apply to external nodes unless restricted to certair
node types in the rule.

External servers are considered as part of the attached VIM pod.

For central monitoring, external servers are assigned to the same region or metro as the attached VIM pod.

In the Grafanadashboardall counterssuchasnodecountpertype,alertcounterspowerconsumptioraggregateand
soon,includeexternalserversasapplicable.
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Sending prometheus metrics to External Grafaloaid

FromVIM 4.4.3,In aVIM -monlocal enabledod,the prometheusnetricscanbesentto the external

grafanacloudfor monitoring. Assumptions

A
A

A
A

The Admin of the VIMPOD knows on how to generate the rematie block on their registered grafana cloud

.To get the remotavrite block details

> Login to Grafana cloud

o Click on Prometheus (details)

o remotewrite endpointgrafanacloud prometheusisenamegptionto generate
API tokenwill beavailable

After generating the API token, the rematdte block will be generated.

We can see, remote_write end point, instance id (username) and we need to generate API key (Password).

Password / APl Token
Your Grafana Cloud API Token.

gle eylvljolODeSNDgyliwibile InN@YWNrLTY20TUzMS1obSiwem9Lliwiay [61 j1BROSwA1YSMIRUNTBOWKk@yOT cy cUVXTCLs Im@i0ns icileInByb2QUAXMLIWF zdCaw]

(21 Copy to Clipboard

Sending metrics

Prometheus remote_write Configuration

Here is the code you should add to your Prometheus config:

d-us-east-@.grafana.net/api/prom/pus

joi0DcSNDEyTiwibiIGInNOYWNrLTY20TUzMS 1obS lwemdtIiwiayIGI j 1BROswd1YSMIRUNTEOWKEYO Ty cUVXTCI sIm@ionsiciTIGInDy|

Once this remoteavrite block has been generated and available. Kindly update it on the VIM setup_data.yaml

Setupdata configuration to send Prometheus metrics to Grafana Cloud:

This configuration should be updated using the generated remote_write block
information from Grafana cloud.

# cvim_mon_metrics_to_ext_grafana Config  section
cvim_mon_metrics_to_ext_grafana:

ext_grafana_url: <str> # /[api/prom/push URL to send Prometheus

———all o L ~._fc_ _ _ ~1_ ——k e € Mo 1 ol

This feature can be enabled and disabledlisvs:

+ Day-0 (Fresh installation)

+ Day-1 via 'hvim reconfigure'

« User can change the username, password, url ir2Dvégy 'hvim reconfigure'

e Disablethisfeaturevia 'hvim reconfigure'(By deletingthis config
sectionfrom setupdata).
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s+ Login to VIM management node

o Create save directory on the manangement node #mkdir /root/save

o Copytherunningsetup_dat#o savedirectory# cp-p /root/installerxxx/openstack
configsketup_data.yamemove_ext_grafana_setup_data.yaml

Remove the block defined above of this feature

Execute the hvim reconfiguresetupfile /root/save/remove_ext_grafana_setup_data.yaml

o

OSD number to differentiate alarm on OSD Doswents

Starting from VIM 4.4.3, a new metric (ceph_osd_status) has been introduced in prometheus to create an alert with 1
osd number if it goedown.

[root@minion-aiol ~]# ceph osd tree

ID CLASS WEIGHT TYPE NAME STATUS REWEIGHT PRI-AFF

-1 11.38440 root default

) .79480 host minion-aiol

.94870 0sd.0 .00000 1.00000

.94870 0sd.5 .00000 1.00000

.94870 0sd.6 i 0 1.00000

.94870 0sd. 10 .00000 1.00000

.79480 host minion-aio2

.94870 osd.1 .00000 1.00000

.94870 osd.4 .00000 1.00000

.94870 0sd.8 .00000 1.00000

.94870 osd.11 .00000 1.00000

.79480 host minion-aio3

.94870 osd.2 .00000 1.00000

.94870 osd.3 .00000 1.00000
hdd .94870 osd.7 .00000 1.00000
hdd .94870 0sd.9 .00000 1.00000

[root@minion-aiol ~]#

hdd
hdd
hdd
hdd

hdd
hdd
hdd
hdd

hdd
hdd

COoOO0OOWOOOOWODOOO W

atus (device_class="hdd", host="minion-aio1", instance="[2001:420-293:2554:1234:1002]:9273", job="telegral", name="0sd.0", node_type="aio", storage_node="minion-aio’
atus (device_class="hdd", host n-aio1”, instance="(2001:420:203:2554:1234:1002]:9273", Job="telegraf", name="05d.1", node_type="aio", storage_node="minion-aio2 1
atus (device_class="hdd", host 1", Instance="[2001:420:293:2550:1234:1002]:9273", job="telegraf’, name="0sd.10", node_type="aio", storage_node=minion-aio1 1
stus (device class="hdd", host 1°, instance="[2001:420:293:2550:1234:1002:9273", job="teleqral’, name="0sd.11", node_type="aio", storage_node="minion-aio 1
stus(device class="hdd", host="minion-aio1", instance="[2001:420:293255d:1234:1002]:9273", job="telegral", name="0sd.2", node_type="3io", storage_node="minion-aic 1
1s(device_class="hdd", host="minion-aio1", Instance="(2001:420:293:255d:1234:1002):9273", job="telegraf", name="0sd.3", node_type="aio", storage_node="minion-aio
stus(device_class="hdd", host="minion-aio1", instance="[2001:420:2 job graf’, name="0sd.4", node_type="aio". storage_node="minion-aio2 1
s (device_class="hdd", host="minion-aio1", instance="2001:4 Job raf’, name="0sd.5", node_type="aio", storage_node="minion-aio 1
atus (device_class="hdd", host="minion-aio1", instance="[2001:420:293:255¢:1234:1002:9273", job="telegral", name="0sd.6", node_type="aio", storage_node="minion-aio1

ForVIM -MON to generatanAlert, theuserneeddo createa customalertrule. Kindly checktheAlert Rule
sectionon howto addanewcustomalertrule.
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Network Performancéest

Network Performancéest

NFVBenchis a network performance benchmarking tool integrated with VIM. For more details, r&fetitg up
NFVbench
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Unified ManagememNG

Unified Management Next Generati@dG)

« NGUM
Blueprints

» Using NG
UM
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NG UMBlueprints

NG UM Blueprints

« NG Overviewof UM
Blueprint

* NG Create Blueprint

« NG Activating Blueprintin

ExistingPod

« NG Validating Blueprint

« NG Viewing and Downloading Blueprint
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NG Overview of UBllueprint

Overview of UMBIueprint

Blueprints contain the configuration metadata required to deploy an OpenStack system through a VIM pod in VIM
Unified Management.

In nextgenerationNG) UM, you canuploadayamlfile that containsthe metadatdor a blueprint. You canalso
createa blueprintfrom an existing OpenStackystemthat you are configuringasa VIM pod. The configuration
in the blueprintis specificto the type of Cisco UCS serverin the OpenStack system.

Using blueprint, you can quickly changethe configurationof an OpenStacksystem.You can createor upload
multiple blueprintsfor a VIM pod, but only oneblueprint can be activdf you change the active blueprint for a
pod, you must update the configuration of the OpenStack system to match thieieEnnt.

You canmodify andvalidateanexistingblueprint ordeletethe blueprint.However,you cannotmodify anyof the
configurationmetadatan theactive blueprint for a VIM pod.
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NG CreatéBlueprint
Creating a Blueprint Using Uplodeunctionality

(@ Before youbegin

. You mustpreparesetup_data.yanibr your podbeforehandTo createsetup data.yamlsee
setup_data.yaml.C_Series_ EXAMPIlE. You can upload only one blueprint at a time.

1. Log into UM as pod user and select the pod on the landing page. If you have not registered the pod on UM
node, se®egistering New Pod tdM

2. From the navigation pane, chod®ed Setup> Blueprint Management.

3. Click Create Blueprint icon.

© Setup a new blueprint on Test Pod

© o=rne @ PREVIEW & VALIDATE

General Information

Blueprint name *

Import YAML* |

Select a YAML file to import your Blueprint

4. Enter a uniqudlueprint Name

5. Browsethe setup_data.yamdreatedbeforehandindclick Next. Onthis pagea YAML editoris integrated
on Ul to makechangesn setup_datayaml.

6. Oncesetup_data.yams finalized,click Offline Validation. Basedonthesetup_data.yamthemanagement

nodevalidation,softwarevalidation and hardware validation are done. _ _
7. If offline validation is successful, clicRaveto save thesetup_data.yamliou will be redirected to the
Blueprint Management page.

8. If offline validation fails, clickCancelto redirect taBlueprint Management page. Follow fronBtep 1after
modifying setup_data.yaml
9. Once the blueprint iActive,click Install Setup icon to begin VIM deployment on the registe petl.
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NG Activating Blueprint in Existipaod

Activating Blueprint in Existing Pod witpenStack
To activate blueprint for an existing pod installed with OpenStack, follow the lstdps:

(® Before youbegin

You musthavea podwith OpenStachnstallationin activestate.lf the OpenStachnstallationis in failed
ctatathal INA LIl ~rannntfatchtha hliianrint

1. Log into UM as podiser
2. Click + icon available next to search option. Thigon is enabled only if you are a pod administrator. The
Add New Podwindow isdisplayed.

Add New Pod

@ Pa O e O Faon

CANCEL

3. Enter thefollowing:

A Management Node IRddress.
A Management Node Name (Any friendigme).
A REST Server Password. You can get the password/Bptftisco/ui_config.jsofile on VIM
managementode.
A Description about the managementle.
A Location.
ARoot CA Certificate. You can get this file frovar/www/mercury/mercuega.crton VIM management
node.
4. Once the pod statusAsctive,click on that pod to view podashboard.
5. From the navigation pane, chodded Setup> Blueprint Management
6. Choose thil\EWSETUPDATA. This is the same setup data that is usedrbglientto run the installation on
the managememiode.
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NG Validatin@lueprint
Validating Blueprint

You can upload multiple blueprints for the registered pod and perform offline validation for that blueprint. Once
the offline validation is completed successfulhg blueprintis markedasActiveandcanbe usedfor VIM pod
deploymentOncetheVIM deploymenis completedsuccessfullythe blueprint is marked @eployed.

To validate yousetup_data.yamfpllow the belowsteps:

1. Log into UM as pod user and select the pod from the lanuigeg.
2. From the left navigation pane, chod3ad Setup.
3. Click Create Blueprint icon.

@ ocene

General Information

NEWSETUPDATA

SetupData (2).yam| 0O X

NEXT

4. Provide a unique name for blueprint and upload an exisgtgp_data.yantlle.

5. Click Next and edit thegamlfile asrequired.
6. Click Offline Validation.

a. If the validation is successful, the UM allows you to savebtheprint.
b.If the validation fails, a popup shows all errors and warning in the proyatatfile.
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NG Viewing and DownloadiBlyieprint

Viewing and Downloadin@lueprint
On theBlueprint Management page, you must have at least one blueprintdtive, IrActive,or In-progressstate.

. Log into UM as pod user and select the pod on the lam#igg.
. From the left navigation pane, chod3ed Setup
. Click Blueprint Management

w N P

Blueprints Management

1 row(s) selected

%) B e Modified Date v status

172.29.85.120-NEWSETUPDATA 812812020, 1:47.20 PN

]
=

O 712912020, 2:41:02 AM
(] o

setup 6/26/2020, 6:21:04 PM

IN

. Select a blueprint from thable.

5. To view the blueprint in thgamlformat, dick Preview and DownloadYAML icon. A popup window with
Download button isdisplayed.

6. Click theDownload button. Theyamlis savedocally with the same name of thueprint.
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Using NGJM
Using NG VIM Unified Managemer{tJM)

1
1
)l

= =

= =

NG Naming
Conventions

NG UM
Administrator

NG Pod
Administrator

NG Pod

Users

NG Pod User
Administration

NG UM

Dashboard

NG Pod
Registration/Manag
ement

NG Monitoring

Pod Status

NG Context Switching Between
PodsNG VIM Pod
SoftwareUpdate

NG Managing
Passwords

NG Day 2
Reconfigure/Enable
ment

NG VIM RMA for
Auto-TOR

NG VIM Validation Tools
NG VIM

Operational

Tools

NG Managing
Hardware

NG Managing Power
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NG Naming onventions

NamingConventions
The following are the naming conventions used in \UM

1. Super Administrator (UM Admin): User having access to UM Adprifile.

2. Pod Administrator: User having access to register a pod in the system. Only UM admin can add new Pod
Admin in thesystem.

3. PodusergNormalusers)Denotesall theusersassociatedavith the podwith eitherAdmin or Viewer

Role.Adminis therole assignedo user to give full access to a specific pod.

Userwho areUM adminor Podadminbut notassociateavith anypodarenot countedn UM
admindashboardisercountsection. Only Pod Admins can register a new pod.

Every pod must have a user wikminrole.

You cannotrevoke/deleteiserif theuseris thelastuseronthe
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NG UMAdministrator

UM Administrator

« Adding UM Admin
« Revoking UM Admin

UM Admin haveprivilegesto performall administrativetaskslike creatingadditionalUM admins,PodAdmins,and
Podusersandotheroperationon registered pods. When you log in as UM Admin, you are redirected to UM
Dashboard. You can then switch to pod profile to view registered pods and perform any operation on the pods.

! After installing Unified Management node, a default UM is-qgneated.
Login credentials for default UM admin are as
follows: UsernamelJl_ADMIN_EMAIL_ID

frominsight_setup data.yaml

Password: Ul_ ADMIN_PASSWORD froropt/cisco/insight/secrets.yaml

UM Administrators o ©

e

@ User Name Emall 1D Statue Actions
o

Fields Description

Username Specifies the username of registered aidiiinistrator.

Email Specifies the email ID of the registered Wdministrator.
Address

Status Indicates whether UM admin is currently logged

Action Enables the UM admins to delete other UM administrators

registered on the UMode.

! Ensure that there must be at least one UM admin isystem.
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Adding UM Admin
To add a UM admin, perform the followirsgeps:

1.Log into UM as UM Admin and navigate tM Administrators page.

2.Click + on top right corner, to add a URdministrator.

3. Select User auth for the new user. This option is enabled only if LDAP mode.is
4.Enter the email ID/ LDAP user id (if LDAP user attribute is satitt).

« If email is already registered, thisernamegets populated automatically.
« If emailis notregisteredanemailis sentto theuserwith theverificationtoken.If Userauthis setas
LDAP, noverificationtokenemailis sent.
5. Navigateto Login pagehttps://<br_api>:9000
6. Enter theEmail ID andPasswordof new UMAdmin.
7.Click LOGIN AS UM ADMIN to view the UMdashboard.
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Revoking UMAdmIn

UM admin can revoke another UM admin's permission. To revoke UM Admin permission for any usé&tectikk
icon.

! You cannotrevokethe permissiorfor yourself.You canrevokeuserpermission ifthe useris notassociated
with anypod.After revoking,the user is deleted from the system.
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NG PodAdministrator

PodAdministrator

« Adding Pod Admin
« Revoking Pod Admin

Pod admins have permission to register new pods in the system. UM admin can add any number of Pod admins in tl

system.
Pod Administrators o ©
e
B User Name Email ID Actions
aa Jane Doe del@gmad.com o
Johny Doe ghi@gmail.com 0]
o
Jone Doe jkia gmail.com o
Jah @grnail, o
15018 > >l
Record last updated at : 8/24/2020, 11:40:06 AM
Fields Description
Username Indicates the username of registered aduhinistrator.
Email Specifieghe email ID of registered patiministrator.
Address
Action Enables the UM admins to revoke the permission of pod administrators registered on th

node.

Adding PodAdmin

. Log into UM as UM Admin and navigate ROD Administrators page.

. Click +icon on the top right dPod Administrator page.

. Select User auth for the new user. This option is enabled only if LDAP mtde.is
. Enter the Email ID/LDAP user id (if LDAP user attribute is set to uid) olides.

A W N P

« If the email is already registered, theernamegets populated automatically.
« If theemailis notregisteredanemailis sentto theuserwith theverificationtoken.If Userauthis set
asLDAP, noverificationtoken email is sent.
5. Navigate tdUM Login Pagehttps://<br_api>:9000
6. Enter theEmail ID andPasswordof new podadmin.
7. Click LOGIN as POD USER It redirects to the landing page where the Pod admin can registerptiew
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Revoking PodAdmin

UM admin can revoke pod admin's permission anytime. To revoke pod admin permission for a useeyokek
icon.

! You cannot revoke seffermission.
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NG PodJsers
NG PodUsers

« RevokingPod
User

» DeletingPod
Users

ThePod Userspage gives you detailed information of all the pod users registered on tinedévi

Pod Users Q
User Name Email ':Q;‘:‘d'ess ! Role Name Status Actions
= Q Q - Q
johndoe johndoe@cisco.com 1141 Admin D) ]
AR johndoe johdoe@cisco.com 1141 Admin D) ]
johndoe johndoe@cisco.com 1141 Viewer D) ]
[+
5 rows w 1-30f 3
Record last updated at : 10/26/2021, 2:17:54 PM
1 Username Specifies the username of registered pod user.
9 Email Address Specifies the email ID of registered pod user.
1 IP/FQDN- Indicates the pod with which the registered user is associated.
1 RoleName- SpecifieswhetheruserhasAdmin or

Viewer Rolefor thatpod.
i Status Indicates whether the user is currently
logged in.

A userwith UM adminprivilegescanperform
thefollowing actions:
1 Manages all the pod users.
1 Revokepoduser'spermission
for aspecificpod.
91 Delete a pod user.
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Revoking PodJser

To revoke a user's permission for a particular pod, &iekokeicon underAction column of the required pod user.
This Revokeicon is disabled, if the registeredduseris the only userwith an Adminrole for thatparticularpod.In
this caseyou cangrantanothemuserwith Adminrole for thatpodandthen revoke permission of the old user.

! If the user is revoked from the last associated pod, the user is automatically deleted fystethe

Deleting PodJsers

UM admin can delete any user from the system by clicRielgteicon under thé\ction column of the required pod
user. The delete operation is not permittethe userhasAdminrole. In this caseyou cangrantanothemuserwith
Adminrole for thatpodandthenproceedwith deletionof theold user details. UM admin must revoke respective
permission first and then proceed further.
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NG Pod UseAdministration
NG Pod UseAdministration

« Managing Users
o Adding Pod Users
o Editing User Privileges
s Revoking User Privileges

VIM UM offers users such as Pod Admin(s) and Pod Users to manage users and roles associh&ed. with

ManagingUsers

Allows youto addtheusersandview all theusersassociateavith the pod. To checkthe online statusof all the
usersclick Refreshicon onupperright corner.

Manage Users o ©

User Name Email 1D Role Name Is Registered Statun Actions

Rohan abe@cisco.com Admin NO m

(&)
%)

Do

> 0

Record last updated at - B/192020, 5:10:08 PM

Adding PodUsers
To add a new user, follow the belsteps:

1. Log into UM as podiser.
2. Click on the pod to view the pathshboard.
3. From the left navigation pane, chod$ser Management-Manage Users
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4. Click +icon to add a new user. Theld Userspage idisplayed.
Add User

Local database v

CANCEL

5. Enter thefollowing:

Field Name Field Description

Userauth Select the database from the ddmgwn for the new user. This option is enabled ¢
if LDAP mode isTrue.

SelectUser  While adding new podiser, a list of users having pader permissions is displaye
in the usetregistrationform.
This list is available only when DISPLAY_ALL POD_USERS is sefias.

Registration | Theregistrationtype canbeuser/grouppnly whenUser

Type
Auth is LDAP. Following fields are available when the

Registration Type iSroup
» Group Dni Enter the distinguished name of the LDé&@up.
* Group Nameé Enter the name of the LDAdgroup.
Email ID Enter the email ID of thaser.

UserName @ Enter the username if the user is not registered. For registered users, the usel
gets autepopulated.

Role Select the role from the drafownlist.
6. Click Save
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! NG Ul supportsonly two typesof rolessuchasAdminandViewer.A userwith Adminrole havefull pod
accesandcanperformall operations on the pod. A user wifiewerrole can only view the pod

Editing UserPrivileges
User withAdminr ol e can edit other wpaderds permission for a
To edipermissior:r 6 s

1. On theManage Usergpage, clickEdit icon underAction column for the requiredser.
2. Update thgermission.
3. Click Save The grid gets refresheditomatically.

Revoking UsePrivileges
User withAdminrole can revoke other user's permission for a speufic

To revokeusers:
1. On theManage Userspage, clickRevokeicon underAction column for the required usei.confirmation pop

up appears.
2. Click Proceedto continue.

! Selfrevokeis not permitted After revokingthe user,if the useris notassociatedavith anyotherpod,
thentherevokeduseris auto deleted from the system.
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NG UMDashboard
UM Dashboard

« Overview
« UM
Dashboard
« Blueprint
- Deployed Cloud
o StatusDeployed
BlueprintDetailsPod
Operation Details

Overview

UM Admin alsoknownasSuperAdmin is createdoy default,afterthe UM nodeinstallation.The UM adminhave
accesto UM Dashboaré&ndcanadd additional Pod Admins and UM Admins. Two ways to access UM Dashboard

are:

+ OntheLogin pageenterEmail ID andPasswordof theUM Admin andclick LOGIN AS UM ADMIN .
OnsuccessfuauthenticationlJM dashboard page is displayed.

. If youhaveloggedin aspoduser,but haveprivilegedaccesso UM dashboardyou canswitchto UM profile
dashboardpy clicking Login ID on the top right corner of the dashboard page and choosihBrofile .

VIM Unified Management

9.0.0 dev 33350

Email ID *
Enter Password * o
LOGIN AS POD USER

OR

LOGIN AS UM ADMIN

Forgot Password
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Login ID:johndoe I

John Doe

Pod Summary

E

1 1 O Debug @ Info

Total UM Profile
Change Password

Logout

Search Pod Name/IP/Lc

Test node
111

UM Dashboard

TheUM Dashboardlisplaysalist of podswith its podname description)P addresslocation,status VIM pod
releaseversion,registrationrdetails,and number of registered/active users. You can search for a pod using name, IP,
and location in the search option.

Summary
S
Users Pod Status
® 1 1 1 1 1 0
.'; Total
o Available Pods W

Test node

The Summary pane at the top displays the followimdormation:

Users

« Totali Total number of registered users who are associated with at least one pod.
« Registered Numberof userswho havecompletedheregistrationandare
associatedvith atleastonepod.

« Active T Number of online users who are currently logged in.
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Pod Status

« Active - Number of pods with health status OK (Example: pod management node health is good).
. Inactive- Numberof podswhosehealthstatuss notgood(Example:managementode

healthof the podis notgood).

+ Total - Total number of pods registered in the system.

To check the health of the pod, cliGet health of current nodes icor(spin).

After selecting a pod, theashboardof thatparticular pod iglisplayed.

Dashboard

O Blueprint : 1.1.1.1-NEWSETUPDATA

© Node Summary

&

3 0

D AlO (Control, Compute, Storage) Standalone Compute
Deployment details Pod operation details 'z
Deployment Status Active Current Operation Reconfigure
Operation Started At 8/11/2020, 1:46:56 PM POD Operation Status OperationSuccess Log:
Last Updated At 8/31/2020, 3:06:13 PM Operation Started At 8/31/2020, 3:10:39 PM
Click here to check the log Last Updated At 8131/2020, 3:46:24 PM

Blueprint

Blueprintpaneprovidesthe blueprintnameandthe statuse®f the blueprintsandvariousinstallationstagesThe status
is Succesdrailed, or NotRun To navigate between various installation stages, dliekt and Previous

Deployed Cloudbtatus
Following are the different types of cloud status onpibe:

1 Active (Green):ndicateshatthecloudis
deployedwithoutanyfailure.

9 Failed (Red): Indicates the failure of the cloud
deployment.

1 Not Available (Gray): Indicates that the cloud is not deployed on the pod.
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Deployed BlueprinDetails

Providesnformationaboutthe deployedlueprintincludingdeploymenstatus operationstarttime, operation
updatetime, andalink to thelastoperation log. During cloud installation failure, the name with keyword regarding
component failure is visible &eployment Status

Pod OperatiorDetails

Providesnformationaboutthe currentoperationdetails,pod operationstatus andoperationstart/updatéime.
Refreshicon atthetop right cornerof Pod Operationpane facilitates you to fetch the latest operation status from the
pod.
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NG PodRegistration/Management
NG Registering/Managing Pods oM

« Registering
Pod

. Editing Pod

+ Deleting Pod

« UploadingRoot
Certificate

« UpdatingREST
Password

(@ Before youbegin

Only Pod Admins are eligible to register a new pod. UM Admin can register Pod Admins frotl thed

For a UM Admin to register a Pod Admin, follow the belsteps:

1. Log into UM as UMAdministrator.
2. Navigate to Pod Administrator and cligkld Pod Admin. For more details, sé¢G PodAdministrator

RegisteringPod

To register for the new pod, follow the belsteps:
1. On the login page, enter tBgnail ID andPasswordof the PodAdmin.
2. Click Login as Pod User You will be redirected to the landimgge.
3. Click Add New Podto register a pod. Thedd New Podwindow isdisplayed.

Add New Pod

@® ww O we O FooN

CANCEL

4. Click IPv4, IPv6, or FQDN radio button to choose the management node endypiat
5. EnterEndpoint IP AddressandRestServer Password.You cangetthe passwordrom

/opt/cisco/ui_confitt;.Iilsoﬁle onVIM managementode.
6. EnterManagement Node NamglLocation andDescription asneeded.
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7. Click Browseto select the root CAertificate.
8. Click Upload Certificate to upload the selected root GArtificate.
9. Click Registerto start the pod registration. The newly created pod appears on the lpagég

! UM Admins and Pod Admins can edit or delete pods, update Rest API password, and Rest API certificate
from the landinmane

Editing Pod

To edit the registered pod details, follow the betdeps:

. On the login page, enter tBenail ID andPasswordof the PodAdmin.

. Click Login as Pod User You will be redirected to the landimpgge.

. Select the requirepod.

. On the top right of the selected pod, cldire Options icon represented by three vertidais.

A W N P

Test pod :

/' Edit Pod

B Delete Pod

5. Click Edit Pod. TheEdit Pod window isdisplayed.
6. Change th@od NameandDescription of the registeregod.
7. Click Proceedto save thehanges.

DeletingPod

To delete the registered pod details, follow the bedteps:

. On the login page, enter thenail ID andPasswordof the PodAdmin.

. Click Login as Pod User You will be redirected to the landimzge.

. Select the pod to baeleted.

. On the top right of the selected pod, cldkre Options icon represented by three vertidalts.
. Click Delete Pod A confirmation popup with Proceedbutton isdisplayed.

. Click Proceedto delete theod.

o U W N

i The deletion of a pod is allowed only for the user who has regist
that particulapod.
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Uploading RooCertificate

Unified Management node communicates with Rest API service running on the management node. All the
clients require Rest API password and certifidateuthenticatingandsendingrequestso RestAPI overa
securecthannel.If RestAPI certificateis renewedntheVIM management node, follow the steps mentioned
below to upload root certificate for a registered pod:

. On the login page, enter thenail ID andPasswordof the PodAdmin.

. Click Login as Pod User You will be redirected to the landimgge.

. Select thepod.

. On the top right of the selected pod, cldkre Options icon represented by three vertidaits.
. Click Upload Root Certificate.

. Browse and upload the root Ga&rtificate.

. Click Save

Updating RESTPassword

N o o~ WDN P

If VIM pod Rest API password is modified, follow the steps mentioned below to update REST password for a
registeredood.

. On the login page, enter tBenail ID andPasswordof the PodAdmin.

. Click Login as Pod User You will be redirectedo the landingpage.

. Select thepod.

. On the top right of the selected pod, cldkre Options icon represented by three vertidais.
. Click Update RESTPassword

. Enter the new password and cligkve.

o U A W DN P
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NG Monitoring Po8tatus
Monitoring PodStatus

TheUnified Managemenapplicationmanageshe podsanddisplaysthe podmanagement

actionstatuswith acloudicon. The following table displays a summary of the pod operation,

Pod Operation UM Icon- Pod Status
Color

Active cloud with ndfailures Green Active

Cloud installation or pod management Blue In-progress

operation is irprogress

Software update (auto) rollbackfeled Red Critical
Warnings

Pending commit post softwarpdate Amber Warning

Reconfigure failed (for angperation) Red Critical
Warning
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NG Context Switching Betweods

Context Switching BetweelRods

VIM UM permits you to switch between two or more pods for a particular node. You can be an admin for one
or more pods, and a user for some offmtssimultaneouslyTheability to accessnultiple podshelpsyouto
maintaincontextandyet scalefrom a podmanagemerpoint of view.

Following are the two ways to switch from one podmnother.

+ Context Switching iconContext Switchinglcon is situated on the top right corner from the tool tip of the
Ul. Click Context Switchingicon to viewall the podsthatyou canaccessThe podwith areddot
indicateghatthe RESTpasswordenteredduringmanagememoderegistration does not match with the
current REST password for that particular node. In this case, the Pod admin or user must reach out to Ul
admin to update the password for that node. Ul admin updates the passwaxtbfiage Podsn
Unified Management Ul adminportal.

Switchbetweemanagememodes:Usedashboardo switchbetweemrmanagementodes.You canseeall

the podsin thetableandnavigate to any pod using a single click. If mouse pointer changes from hand or
cursor to a red dot sign, it indicates that the REST Password entered during management node registration
does not match with the current REST Password for that particular node
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NGVIMPodSoftwareUpdate
VIM Pod Software Update via NGM

The software management of VIM pods includes software update, reconfiguration of OpenStack services and
password, and san.

As partof thecloudlifecycle management/IM canbringin patchedike bugfixes relatedto code,security,andso
on. The softwareupdateof the cloud is done by uploading a valid tar file, following the initiation of a system update
from the Unified Management.

System Update

S Browse TAR file (] Q

@ Update file name installer-3.3.59.tgz

& Created at 8/10/2020, 5:37:40 PM

D Updated at 8/10/2020, 11:09:12 PM
Status CommitSuccess

A Update Logs View Logs
Actions Not Applicable

To update VIM software, follow the belosteps:

. Log into UM as pod user and select the pod from the larghigg.

. From the left navigation pane, chod3ed Setup > SystenUpdate.

. Click Browseicon and select the valid tfile.

. Click Upload and Updateicon. A messag8ystem Update hadveen initiatedis displayed.
. To view the progress of update, cheéddate Logs.

a A W DN P

i During softwareupdatethefollowing operationsarenot

. germitted:Reconfigure
» Systemupdate

* Podmanagement

. Once the update is completed successfulippse one of the followingptions:

o

A Commit: To proceed with thepdate.
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A Rollback: To cancel thepdate.

! TheCloud icon turns amber, after the successful completion of a softpalate.

7. If update fails Auto-RollBackis initiatedautomatically, and VIM pod is reverted to originaksion.

8. If autorollbackfails duringsoftwareupdatenitiatedthroughUnified Managementl, andthe Cloud
iconturnsred,theadministratomust contact HCLTech support team. Do netryeto update or delete
the new or the old installer workspace.

When commit or rollback is completed successfully, all links are enabled iH.the

! If VMs arerunningonthecomputenodesthosenodesarenotrebootedduringupdate Ensurethat
you rebootthe computenodes after a successful commit operation.
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NG Managingasswords

Reconfigure Openstack and CIM&G&sswords

A Reconfiguratiorof
OpensStaclPasswords

1 Regenerate All
Passwords

T Custom
Password
+ Reconfiguration of CIMC
Password

You can change the OpenStack password and CIMC passwd@dyof through reconfiguration, only for the pods
that are successfullyeployed.

Reconfiguration of OpenSta¢kasswords

The OpenStack services deployed on control/compute/storage nodes, infrastructure services, and logging and
monitoring services deployed on managenmeteareinstalledon Day 0 with autcgenerateghasswordsYou can
setcustompassword®r changehe passwordsf all theseservicesf required.

Regenerate AlPasswords

With this option,newpasswordsireautageneratedor eachserviceandreconfigure
operatioris performedonthecloud. To regenerate password, follow the below steps:

1. Log into UM as pod user and select pusl.
2. From the left navigation pane, chod¥ed Setup > OpenStackassword

Openstack Password

(] Regenerate all Passwords

(&}
Q m Status Of Password
© Reconfiure

Password Name 1 Set Passwor d Actions Created At Updated At
Created at Not Available

Do

ADMIN_USER_PASSWORD Lol 801112020, 4:58:21 PM 8/11/2020, 4:58:21 PM.
Updated at Not Available
CINDER_DB_PASSWORD 81112020, 4:58:21 PM 801112020, 458:21 PM

Status Not Available

> 0

Update Logs Not Avallable

CLOUDPULSE_KEYSTONE_PASSWORD

’
’

CINDER_KEYSTONE_PASSWORD /' 81172020, 45821 PM 8/11/2020, 4:56:21 PM
/1112020, 45821 PM 811172020, 4:58:21 PM
’

Actions Not Available

COBBLER_PASSWORD 81112020, 4:58:21 PW 8/11/2020, 458:21 PM

150027 51

CLEAR

3. SelectRegenerate AllPassword
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4. Click Set Passwordo start the reconfiguration. The logs and status of the operaticisplayed.

CustomPassword

With this option,usercanchoosecustompassword$or someor all OpenstaclkServices Custompasswordsnust
conformto certaincriterionslaid outfor the product. Following are the steps from Ul:

. Log into UM as pod user and select fuel.

. From the left navigation bar, chooBed Setup > OpenStaclkPassword

. Click Edit icon and set custopasswords.

. Click Set Passwordo start the reconfigure operation. The logs and status of the operatiispaiged.

A W N P

Reconfiguration of CIM@Password

VIM allowsyouto updatethecimc_passworéh the CIMC-COMMON sectionand/ortheindividual
cimc_passwordor eachserverandthenrunthe update password option.

You needto matchthefollowing passworduleto
updatethe password:

Must contain at least one lowercase letter.
Must contain at least one uppercase letter.

Must contain at least one digit between 0 to 9.
Oneof thesespecialcharacters

I$H@UN_+=*&

Your passwordnustbe8to 14

charactersong.

O 000

o

To change CIMC password, follow the belsteps:

1.Log into UM as pod user and select fuel.
2.From the left navigation pane, chod®ed Setup > CIMC Password

CIMC Password

o a Status Of Password Reconfigure
Seew Password Actions d @bk
V4 dated b
A s st able

Update Logs informaton not avallable

3. You canreconfigurethe CIMC passwordat globallevel by addingnewCIMC_COMMON passwordTo
reconfigureCIMC passwordf individual servers, clicledit icon underActions column for respective
servers.

4.Click Update Passwordo initiatereconfiguration.
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NG Day Reconfigure/Enablement

Reconfiguration/Enablement of Features on Ray

Overview

ReconfigureOpenStaciServiceLog Level, ExternalLB VIP TLS
CertificatesandELK Configurations

Reconfigure Management TLS Certificates

Reconfiguration of Optional Services

= =4

= =4

Overview

To manageDay n operationof the successfullydeployedpod,you canenableor reconfigurethe OpenStack
servicelog level, ELK configuration,and other optional featurégdowever, often UM croskunches the relevant
services, by delegating the actual rendering to the individual services.

ReconfiguréOpenStaciServiceLog Level, ExternalLB VIP TLS CertificatesandELK Configurations

You canreconfigurethe OpenStaclservicedog level, externalload balancevirtual IP (LB VIP) TLS certificatesELK
stackconfigurationog rotation frequency, and Nova CPU/RAM allocation ratio, after the cloud is deployed.

Openstack Config
Configuration Reconfigure Status

Logging Croated at Not Avadatin
& Debuy . Verbose - Verbose - Updated at Mot Avtotin
Status Not Avitatio

D Verbose . Verbose - Vorbose
Update Logs Not Avmlatio
A Verbose . Debug and Verbose . Verbose v Actions Not Avntotin

Debug and Verbose - Debug and Verbose v Debug and Verbose

Verbose v Debug

Elastic Search Rotation

Following are the steps to reconfigure the abmentioned:

1. Log into UM as pod user and select the pod on the lamidigg.

2. From the navigation pane, chod3ed Setup > OpenStaclConfig.

3. Edit the form shown on the page, as needed. For example, to update the TLS certificate, enter path of new TL
certificate.

4. Click Set Configto commence theeconfiguration.
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During reconfigurationall otherpodmanagemeructivitiesaredisabled On successfuteconfigurationall links are
enabledagain.If thereconfiguratiorof OpenStack services fails, all subsequent pod management operations are
blocked.

To resolve the situation through CLI, contact HCLTech support team.

Reconfigure Management TLCertificates

FromVIM 4.0.0releaseall thetraffic flowing onthemanagememetworkis securedvith the SSL/TLS
protocol,whenMGMT _TLS is enabledn thesetup_data.yamWith this configuration, sel§igned x509
certificates are created for every server in the pod and signed bysayseli Root CA authority. Since these
certificates are valid only for few months, there is a need to rotate these certificates jushbgferpire.
Following are the steps to reconfigure managementcHcficates:

1. Log into UM as pod user and select the pod on the lanadigg.
2. From the navigation pane, chodded Setup > Reconfigure Managemer€ertificates.

3. If the certificates are expired, select bBibgenerate Certificatesoption andorce option, otherwise select
only Regenerate Certificateoption.

Reconfigure Management Certificates

eawd al 122052000, 11202 AM

NI N 286AM

Do
a

Status ValdatonF aled
Jpcate Logs Yiew logs

Actions RRCOONGUS canitcanes

RECONFIGURF CFRTIFICATFES

4. Click Reconfigure Certificatesto start theoperation.
WhenthemanagementLS certificatesexpire,VIM cloudcontrol planebecomesonfunctional.Hence,
ensurghatyou rotatethecertificates before they expire. In rare scenario if certificates expire, VIM still
provides a mechanism to rotate the certificates and recover the cloud.

Reconfiguration of Optiongervices

(-
A

VIM offersoptionalservicessuchasHeat,NFVBench,VIM MON, andsoon,thatcanbeenabledafterthe
deploymenbf pod.You canenable selected services or all the services irsboée
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2] Reconfigure test pod with 1.1.1.1NEWSETUPDATA X

Q
Openstack
~ OPENSTACK
Security Settings
Security Settings
SRIOV Card Type
Openstack LDAP 6 1800
Swift Ke
0 0
Barbican
VMTP 1800

Heat
Ironic Nova Instances

Horizon Aliases

External LB VIP FQDN Disabled 9 Enabled Disabled  J) Enabled Disabled  J Enabled Disabled  Jj Enabled

To enable optional services, follow the belswps:

. Log into UM as pod user and select the pod from the lanuiing.

. From the left navigation pane, chod?ed Setup> Blueprint Management.

. Select the blueprint that ieeployed.

. Click Reconfigureicon. All reconfigurable parameters of VIM afisplayed.

. Choose the right services and update the fields with thewédjns.

. Click Validate to begin offlinevalidation.

. Once offline validation is successful, clibktiate Reconfigure to commence theeconfiguration.

N o 0o A W NP

During reconfigurationall otherpodmanagemeructivitiesaredisabled On successfuteconfigurationall links are
enabledagain.If reconfiguratiorfails, all the subsequent pod management operations are blocked.

To resolve the situation through CLI, contact HCLTech support

! All reconfiguration features contain repeatedieployment option set to True or Faldeepeated re
deployment is set to True, you cahangeahevaluesassociateavith thefeature If repeatede-deployment

ic cattn Calecaviniicandanlnvthafaatiirannhs nnea | Incinetallatinnaf tha faatiira ic anhs ciinnnrtad ac an

List of reconfigurable optional services is givaziow:

Category Name

OpensStack Security Settings (Cloud
Settings)

SRIQV cardtype
OpenStack DAP
VLAN Ranges
Swift
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Network Settings

Logging and
Monitoring

Infrastructure

Infra Security

Barbican

VMTP

Heat

Ironic

Horizon Aliases

External LB VIPFQDN
Neutron Base MA@\ddress

Enable Rea®nly OpenStack
Admin

External LB VIPTLS
CephTuning

Custom Manufacturerag
Advanced OpenStadRoles

Cinder RBD Flatten Volume
from Snapshot

IP proxy andservers
Network
ES remotéackup

System logexport
Kibana

VIM monitoring
SSHbanner
Installationmode
Cobbler
NFVBench
Auto-backup
ESCPriv

Management node ExtAPI
FQDN

Podname

ReqistrySetup

Management network ova@t.S
Passwordnanagement

SSH accessptions

VIM admins

VIM LDAP admins

Vault

88



HCLTech

IPA info

! To enable the reconfigurable optional features, see the respsatiians
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NGVIMRMAfor AuteTOR

Return Merchandise Authorization for Aui@R fromUM
WhenVIM cloudusesauto ToR configurationto manageswitchports,you needto replacetheexisting
switchesf onemalfunctions. Consider the following assumptions made during RMA of ToR with

autoToR configuration:

switch redun
0 Administratoris responsibléor manualconfigurationof thespine
connectiorandL3 Outfor the ToR.
On the new ToR, ensure that you use same server ports.
Ensure that new ToR name and login credentials are same as the one that you are replacing.

o When a syitc ainscgetting RMAed, itis in a virtual poannel (vPC) mode with another switch to support full

(ol e]

!  RMATOR

Select a TOR Switch *

© 0

Status of RMATOR :
o]
[ . .
Created at Information not available
D Updated at Information not available
Status Information not available
Update Logs Information not available

To perform RMA of ToRrom UM Node, follow the steps mentionbdlow:

1. Log into UM as pod user and select the pod from the lanfigg.
2. From the left navigation pane, chod3ed Setup > RMATOR
3. Select aloR Switch from thedropdown.

4. To initiate RMA ToRoperationClick Start. You can view the operation status and logs on the paige
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NGVIMValidationTools

ValidationTools

« OQverview

« Cloud

Sanity

«CloudPule

« VMTP

« NFVBench
« NDR/PDR
Test
o FixedRate
Test

Overview

Thevalidationtoolsareapplicableonly to apod,whichis successfullydeployed.You can
usethesevalidationtoolsfor the following

A Testing control plane and data plane sanity
A Findingdata

plane

throughput
A Checking the

cloud health

Cloud Sanity

In VIM, CloudSanityis availableto run on-demandhealthchecksfor all serverdn the OpenStackloud.
Cloudsanitytestingis dividedinto 5 categories namely:

Control Tests:

. Controller server uptime and network interfaeachability
. Docker container status amdrsions

. OpenStack control plane servidessalth

. MariaDB, RabbitMQ clustenealth

A W N P

Compute Tests:

1. Computeservers uptime and network interfaeachability
2. Docker container status amdrsions
3. Neutron agents and Nova components hesdildtk

Ceph-mon Tests:

1. Check Cephmon container health anersion
2. Ceph clustehealth
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3. Ceph OSDstatistics

Ceph OSDTests:

1. Storage server uptime and network interfagzchability
2. Ceph OSD health and othaetrics

Management TestsManagement node container status and verdieck.

Thereis anadditionaloptionto run all testsat once.Also, by default,disk checksaredisabled astheymay
causeperformancémpactonthe cloud. You can enable disk check flag and run cloud sanity tests when

needed.
Cloud Sanity
(&)
Cloud Sanity Monitoring for | 1.1.1.1-NEWSETUPDATA

@

All v ] Run disk checks

o
=
Q
G wip Actien Test Type Ceeated Date 4 Status Detnils Acsons
* 6Cae-4083-5062-5853 1bclbba 7 st - 2020-08-27 0597 43 doudsanty complated .
CloudPulse

In VIM, an integrated tool called CloudPulgeriodically checks the cloud services endpoint. You can get the test
results fromCloudPulselink. Alternatively,you canruntheseAPI endpointestson-demandandfetchthetest
resultsby clicking Refreshicon presentabovethesearchoption.

Endpoints Tests:

. cinder_endpoint

. glance_endpoint

. keystone_endpoint
. hova_endpoint

. neutron_endpoint

. all_endpoint_tests

o a0~ W N P

Operator Tests:

. rabbitmq_check

. galera_check

. ceph_check

. node_check

. docker_check

. all_operator_tests

o g~ W N P
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> Q0 » ® O

VMTP

Cloud Pulse

CloudPulse Monitoring for © 1.1.1.1-NEWSETUPDATA

all_endpoint_tests ~

Name

caph_check

docker_check

cinder_andpoint

haystons_andpoint

rabtatma_check

node check

Reautt

Crvers] Status = HEALTH_OK, Chuster stadus = 1515

ANl dockes contaners are up

success

CCass

Runeing Nodes | [Tabbafie2?-mavenvic- sko-1", Tabbhiia2?. Z, Tabbaipel?.

NI rodes are up. nova hypervisoe st = 227 mavenic-ai0-2, a27-mavenwic- ako-1, a27.mavon-vwoo-3

o

success

ek

periodic

porodic

qQ

Created Date T

82772020, 1001 A3 AM

BR172020, 10:01:45 AN

B27/2020, 100149 AM

&27/2020, 1001 51 AM

B2772020, 10:01:54 AM

B27/2000, 10:01.55 AM

VIM providesanintegrateddataandcontrolplanetesttool calledVMTP. VMTP helpsyouto
testthecloudatanygiventime. VMTP is divided into two sections:

* Auto Run: Shows the results of VMTP which is run during the cldagloyment (Blueprininstallation).

a

>

* Manual Run: To run VMTP onrdemand, clickRun Test

If VMTP stage is skipped or not run during blueprint installation, VMTP lirdisabled.

VMTP

AUTO RUN

MANUAL RUN

Bluepnat Name: 1.1.1.1-NEWSETUPDATA

Throughput in Gbps

80

75

70

65

6.0

. TcP

1 2
VMTP Flows
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Updated Date

82772020, 1001 49 AM

B2712020, 10.01:45 AM

82772020, 10:01:51 AM

B27/2020, 10,01 52 AM

2772020, 10:0212 AM

B27/2020, 1000204 AM
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NFVBench

You can executdlFV Benchtest through VIM Unified Management. On a pod running with VIM, you can run

either fixed rate test or NDR /PDBst. As the settings and results for the test types differ, the options to run
these tests are presented in two tabs, with their own settings and results.

NDR/PDRTest

1. Log into UM as pod user and click the requipsdl.
2. From the left navigation pane, choosalidation Tools > NFVBench.

NFVBench

3. Click NDR/PDR Testtab.
4. Enter thefollowing:

Name Description
Iteration Select duration from 10 to 60 sec. Default iss26.
Duration

FrameSize Select the correct frame sizertm.

Run Displayseach type of test with its own settings and results once
NDR/PDRtest NDR/PDR test iginished

Fixed RateTest

1. Log into UM as pod user and select puosl.
2. From the left navigation pane, chodsalidation Tools > NFVBench.
3. Click Fixed Rate Testtab.

NFVBench

Rate
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4. Enter thefollowing:

Name Description

Rate Select right configuration ppw bps from droglown and entevalues:
For pps: minimum: 2500pps; maximum: 14500000pps (=14.5Mpps); def:
1000000ppg=1Mpps)
For bps: minimum: 1400000bps; maximum: 10000000000bps (=10Gbps
default: 21000000000=1Gbps)

Iteration Select duration in the range of-60Sec. Default i20sec.
Duration

FrameSize Select the right frame size (64,IMIX,1518)rtm.

Run Fixed Rat¢ Displayseach type of test with its own settings and resuitsedixed rate tes
Test is finished,
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NGVIMOperationall ools

Operationallools

« Pod Management
« VIM Logging

. VIM
Monitoring

« NFVI Monitoring
Horizon

+ Cluster Recovery

You can use the following operation todts manage Day n operations of the pod that is succesdaplpyed.

PodManagement

Oneof thekeyaspect®f VIM is thatit allowstheadminto performpodlife-cyclemanagemerfrom a
hardwareandsoftwareperspectiveThe nodes of a given pod corrupt at times and VIM provides the ability to
add, remove, or replace nodes, based on the respective roles with some restrictions. The following operations

are allowed on a running pod:
1. Add or remove storage nodes: You can add one node at a time, when Ceph is run as a disbrixgeed
2. Add or removecomputesiodes:You canreplaceN-computenodessimultaneouslyHowever,atany
givenpoint, atleastonecomputenode must béctive.
3. Replace control nodes: DouHigult scenarios are not supported, while the replacement of one controller at a

time issupported.
For more information on VIM pod management operationsNée&lanaging HardwarandNG Managing?ower
VIM Logging

VIM usesEFK stack(ElasticsearchiluentdandKibana)for collectingOpenStaclservicelogsfrom all nodesand
storingit in Elasticsearclonthe management node. You can view these logs on Kibana Dashboard.

= CVIM Logging

To access KIBANA please copy the following URL and paste it in new tab

O
@ https://1.1.1.1:9000 ([

(]

To launch Kibana Dashboard from Ul, do tbkowing:
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a A W N P

o

. Log into UM as podiser.

. Selectthe pod

. From the navigation pane, chod3perational Tools

. Click VIM Logging. Kibana URLIs displayed.

. Use py to clipboardunctionality to copy Kibana URL and open it in another tab. At#hentication

Required browser popup isdisplayed.

. Enter theUsernameasadmin.

7. Enter theKIBANA_PASSWORD password obtained fro@penStack Passworgage.

VIM Monitoring

VIM providesa monitoring solutioncomprisingPrometheusAlert Manager,and GrafanaDashboardThe
stack componentsare installed on VIM managementode, when local VIMMON s installed. Unified
ManagemenhodeUIl hasalink to crosslaunchGrafanaDashboardn a different browser. VIM monitoring
link is enabledbnly if the deployed blueprint has VIMMON section enabled.

**  CVIM Monitoring

©
&

{:

To launch Grafana Dashboard from Ul, do fibleowing:

N o oA W DN P

. Log into UM as podiser.

. Select thepod.

. From the left navigation pane, cho®@perational Tools.

. Click VIM Monitoring .

. Click the link Click here to viewVIM Monitor in new tab. You will be redirected to Grafaraashboard.
. Enter theusernameasadmin.

. Enterthe CVIM_MON_PASSWORD password obtaineilom OpenStackPasswordpage.

NFVI Monitoring

UsesVIM blueprintfile configurationto monitorVIM cloudusingathird-party

monitoringsolutioncalledZenossThe NFVI monitoring link is enabled only if

deployed blueprint contains NFVI monitoring configuration.

A W N P

Log into UM as podiser

Select thepod.

From the left navigation pane, chod@perational Tools.
Click NFVI Monitoring .
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5. Click the linkClick here to view NFVI monitoring. You will be redirected tdlFVI monitoring page.
Horizon

Horizonis thecanonicaimplementatiorof OpenStacklashboardwhich providesaweb-baseduserinterfacefor
OpensStaclservicesncludingNova, Swift, and Keystone.

Horizon

©

1. From the navigation pane, chod3perational Tools> Horizon.
2. Click Click here to view Horizon in new tah You will be redirected to Horizon landing page in a rafv

ClusterRecovery

To recover the OpenStack cluster after an outage, follow the Istips.

1. From the left navigation pane, chod3perational Tools> Cluster Recovery.
% Cluster Recovery

0 Status of Cluster Recovery
[[J with run-disk-checks?
Created at Information not available
@ Updated at Information not available
RUN CLUSTER RECOVERY
o Status Information not available
(=)
Update Logs Information not avaitablo

2. If you want to run disk checks, sel&dgth run -disk-checks ?option, otherwise proceed with Stap

The cluster recovery execution time is more, whendigk checks arepted.

3. Click RUN CLUSTER RECOVERY . A confirmationmessagd he executionof cluster recovery will
havean impact on cloud control planeis displayed wittProceedandCancel
4. Click Proceed TheStatus of Cluster Recoverys displayed

1. RUN CLUSTER RECOVERY buttonis disabledvhentheclusterrecoveryoperationis running.lt will beenablecnce operation is
completed with eitheBuccessr Failed status.

2. Duringclusterrecovery pthercloudoperationdike CIMC PasswordCloud Sanity,Cloud Pulse andvim Monitoring are disabled.

3. TheCluster Recoveryunder theDperational Toolsis disabled when any other cloud operatioruigiing.
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NG Managinglardware

ManagingHardware

Overview
SearchingComputeandStorage
NodesPod Management
Operations
Managing Storage Nodes
= Adding Storage
Node
o DeletingStorage
Node
Managing Compute Nodes
« Adding Compute
Node
> Deleting
ComputeNode
Managing Control Nodes
o Replacing Control Node

Overview

You canperformthe podmanagemenperationsuchasadd/removeomputesadd/removestorageandreplace
controlleron VIM cloud throughUI. You canaddor removemultiple computenodesto or from VIM cloud in
parallel.However,operationdike replacecontrollerandadd/removestorageare restricted to one server at a time.

* Whenyou changea control,storagepr computenodein avim podusingUnified Management,
« it automaticallyupdateghe server and role in the active blueprint. Thus, the OpenStack
* deployment gets changed.

When a node is removed from vim, sensitive data may remain on the drivesefvbe

Adminictratnrrarnmmandoniitniical iniiv tnnletn wina thactnranccarniar hafaraiicinntha

Searching Compute and Stordgedes

On the Pod Managementpage,the searchfunctionality allows you to search foithe computeandstorage
nodeshasednservemamesThis Pod Managemenipage displays the search results or shows an empty grid
if there are no results.

Pod Managemer@®perations

VIM allows the adminto perform pod life-cycle managementrom a hardwareand softwareperspectiveVIM
providesthe ability to poweron /off compute node and add/remove/replace nodes based on the respective roles
when the nodes of a given pod corrupt at times.
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Pod Management

Summary
(@) Node Summary Pool Summary
Controd Cotmpute Swrage Tots Avalatio Yotal Pock
o ©
CONTROL COMPUTE STORAGE
1 row(s) selected Q
[~ Name Rack I CINC 1P Management 1P Power Status Status Logs
' — =R

ThePod Managementpage has twsections:

1. Node Summary:This section shows the number of available nodes and the detailed cQamitiafl,
Compute, andStoragenodes.

2. IP Pool Summary: This section shows the total and available IP addresses on the managetmerk.

You can perform the following operations on the runmind:

1. Replacecontrol nodes: Doubtéault scenario is not supported. You can replace only one controliéinae.

! If theToRtypeis CiscoNCS5500,anadditionalpopupis displayedo enableyouto updatesplitter
configurationbeforereplacinathe control node
2. Add computes/storageodes.You canreplaceN-computesiodessimultaneouslyHowever,atanygiven
point, atleastonecomputenodemust be active.

! If the ToRtype is Cisco NCS 5500, an option is available to update the splitterccaifiguration.

3. Power On/Off compute nodes: You can power ON or power OFF compute node. At least one compute node
must be poweredn.

4. Remove compute/storage nodes: You can add one node at a time when Ceph is run as a distritgated

! If ToRtypeis CiscoNCS5500,anadditionalpopupis displayedo enablethe userto updatethe
splittercableconfiguration before the removal of compute or storage node.

5. Add pool: You can increase the pool size at @mg.
Managing StoragBlodes

Before you add or remove a storage node, review the following guidelines for managing rstdesge
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« Required number of storage nodes: A VIM pod must have a minimum of three and a maximum of 20
storage nodes. If your pod has only two storaggesyou cannotdeletea storagenodeuntil you add
anotherstoragenode.If you havelessthanthreestoragenodesyou canadd one node at a time, until you
get to 20 storage nodes.

« Validation of nodes: When you add a storage node to a pod, VIM Unified Management validates that all the
nodes in the pod meet the minimum requiremantiarein activestate.If you havea controlor compute
nodein afaulty state you musteithercorrect,delete or replacethatnode before you add a storage node.

« Update blueprint: When you add or delete a storage node, Unified Management updates the blueprint for the

VIM pod.

« Storage node logs: You can access the logs for each storage node from the libloghcblemn on the

storage nodes.

Adding Storagé&lode
! You cannot add more than one storage noddiwtea

(D Before youBegin

« Removehenonfunctionalstoragenodefrom thepod.You canhavemaximum20
+ storagenodesin avim pod. Ensure that the server for the new storage node is in
powered ON state.

Pod Management

Summary ~
© Node Summary Pool Summary
° 3 2 8 1
2 3 7179
Control Compute Storage Total Available Total Pool
CONTROL COMPUTE STORAGE
Q m
Name Rack Id CiMC IP Power Status Status Logs
O cd44-ceph RackC 1111 PowerOnSuccess | ] Log;
[0  c44-cepht RackA 11.1.1 PowerOnSuccess [ Acive | Logs

To add a storage node, follow the belsigps:

. Log into UM as pod user and select the pod on the lam#gg.

. From the left navigation pane, chod@3perational Tools > PodManagement
. Click theStoragetab

. Click + icon. TheAdd Storagewindow isdisplayed.

A W N P
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Add Storage

Expand Management IP pool

11.1.1101.1.1.9 ©

5. For Gseries, add the followindetails:

+ Server Name Enter the name of the storage server to be added.

« Rack ID: Enter the Rack ID in string format.

« CIMC IP : Enter the CIMC IP.

« CIMC User Name: Enter the username for CIMC.

« CIMC Password: Enter the password for CIMC.

« VIC Slot: (Optional). Enter the VIC slot.

» ToR switch info: Mandatory if ToOR is configured as True.

« Management IPv@ Enter the IPv6 address of the management network.

« Add new TOR: If ToR is configured as True and all switch ports are exhausted, you can add new pair
of ToRs.

« Expand Management IP Poal If all management IP's from the pool are exhausted, you can expand the
management IP pool.

' If all mandatory fields are entered correctly, A&i2D STORAGE button isenabled.

6. Click ADD STORAGE button. An Add node initialization message is displayed, andt#ies of the pod is
set toActive
7. To view logs, clickLogs.

Two kinds of failure mayccur:

a. Add NodePre-Failed: Whenadditionof nodefails in the Validationstage the activeblueprintis
revertedo the original stateandthe Unified Management clears the storage node information from
the Storagetab.

b. Add NodePostFailed: Whenadditionof nodefails afterthe Validation stage the activeblueprint
remainsmodified,andthenodeis visible in theStoragetab. At this point, all other links are
disabled in the Ul, and you are required to pi2sieteicon. Unified Management will first delete
the node from the blueprint and then initiates the node removal from cloud.

Deleting Storag&ode

You cannotremovemorethanonestorag
nodeatatime. Following are the steps to

remove a storage node:
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. Log into UM as pod user and select the pod on the larmdigg.

. From the left navigation pane, chod@perational Tools > PODManagement

. Click Storagetab.

. Selectthe storagenodeto be deletedandclick Deleteicon. A messag®&ode Removallnitiated
successfullyis displayed.You canremovea storage node wittorce option for hyperconverged pod. The
forceopti on is useful when VMés are running on the

A W DN PP

If the storage node is removed successfully, the storage node is removed fralotethe
5. If removalof storagenodefails, a pop-up window with Clear Failed Nodesbuttonis displayed Click
Clear Failed Nodesto removethenode from cloud and blueprint.
6. To view logs, clickView logs
Managing Comput&lodes

Before you add or remove a compute node, review the follogtidglines:

« Required number of comput@des: VIM pod must have a minimum of one compute node and a maximum
of 128 nodes. Out of 128 nodes, thneelesarecontrolnodesandtheremainingl25nodesarebetween
computeandCephnodeswith amaximumof 25 Cephnodes|f your pod has only one compute node, you
cannot delete that node until you add another compute node.

+ Update blueprint: When you add or remove a compute node, Unified Management updates the blueprint for th
VIM pod.

« Compute node logs: You can access the logs for each compute node from the link in the résgectiemn

on the compute tab.

Adding Computé&lode

To add a compute node, follow the belsteps:

(@ Before youbegin

Ensure that the server for the new compute node is in powered state in OpenStack. You can add mc

. Log into UM as pod user and select the pod from the larghigg.

. From the left navigation pane, chod@3perational Tools > PodManagement

. Click Compute tab.

. If you want to create multiple compute nodes at a time, skip to Step 6, otherwise proceed viith Step
. To add compute nodasiccessively:

a A W N P

a. Click +icon. TheAdd Compute window isdisplayed.
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Add Compute

Expand Management IP pool A

Enter CIMC username Enter CIMC passwor

1111101119 (+]

Please ensure server(s) are powered ON CANCEL

@ If autoToRis enabled on vim pod, provide ToR port information for each server, so that
vim automation can provision the switch ports with appropriate configuration. When
adding new computes to the cloud, it is possible that all ports in existing switch are

b. To add new pair of ToR switchesick Add a New ToRand add new ToR switch@gormation.

Add a new TOR A

No rseards to display

Enter servar name Enter rack id* Expand Management IP pool v

VTEP! Splittor v
Enter CIMC IP* Enter NUM GPU CARD

TOR* / DP TOR* / SRIOV v

Please ensure servaris) ave pomerd ON CANCEL

c. Enter the requirethformation.
For Gseries, add the followindetails:

o0 Server Name Nameof
thecomputeserver.

0 Rack ID: Enter the
Rack ID in string
format.

CIMC IP: Enter the

CIMC IP.

CIMC User Name: Specify the username for CIMC.

CIMC Password: Enter the password for CIMC.

VIC Slot: Optional. Enter the VIC slot.

ToR switch info: Mandatory if configured ToR is set to True.

DP ToR switch info: Enter DP ToR switch information in string format.
SRIOV ToR info : Enter the SRIOV ToR information in string format.
Management IPv6: Enter the IPv6 address of the management network.

o

O O0OO0OO0OO0OO0OOo
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(@)

O O O0OO0Oo

O O OO

Trusted_vf: Optional and not reconfigurable. Applicable only for SRIOV node with
compute role for &eries pod.

Vtep IPs: IP address from vxlatenant and vxlatenant.

INTEL_SRIOV_VFS :Value ranges from 1 to 32.

INTEL_FPGA_VFS: Value ranges from 1 to 8.

INTEL_VC_SRIOV_VFS: Value ranges from 1 to 32.

Vendor: Optional.lt canbe CISCO- CiscoSystemdnc, QCT - QuantaCloud
Technologyinc, or HPE - HewlettPackard Enterprise or DELL.

VM Hugepage Size Optional. It can be 2M or 1G. Only applicable with NFV HOSTS.
RX TX Queue Size Optional. It can be 256, 512, or 1024.
SECCOMP_SANDBOX: Optional. If not defined, set to 1.

NOVA CPU_ALLOCATION_RATIO : Optional,overrideshe
NOVA_CPU_ALLOCATION_RATIOdefinedin openstack_config. yanValues lie in
the range of 0.958 to 16.0

NOVA_RAM_ALLOCATION_RATIO: Optional,overrideshe

NOVA RAM_ALLOCATION_RATIO definedin openstack_config. yan¥alues lie
in the range of 1.0 to 4.0

NUM GPU CARDS: Optional, for server with GPU. Value lies in the range from 0 to
6.

root_drive_type: <HDD or SSD or M.2_SATA, NUM_GPU_CARDS 0 to 6.

VIC Port Channel Enable: Optional. It can be True or False. By default, it is set to
True.

VIC Admin FEC mode: Optional. It can be auto, off, cl74, or cl91.

COMBINE CPDP: Optional. It can be True or False. This field is enableAadxh
Compute window only if INTEL_NIC_SUPPORTs setto True.lf COMBINE

CPDPis setto True,thefollowing propertyis addedn thesetup_data.yantile.

Hardware_info: { INTEL_SRIOV_PHYS_PORTS: 2 }

d. If the existing management network pool is exhausted, Elxgand Management IP Pooto add a

newpool.

e. Click Initiate Add Compute. A messagé&dd compute initiated successfullyis displayed.

. If you wish to add another compute node, chadd Another Compute button. The data in the
existing form is saved. You need to fill in neamputenodeinformationandthenclick Initiate
Add Compute. You mayusePreviousandNext buttonsto navigateamongthe added node
information. Then, proceed with Step 8.

6. Click Upload icon above the search functionality. Add Compute(File upload)popup appears. To
view a samplegamlfile, click Show a sampleYAML file. By referringto theyamilfile, you cancreatea
customized/amlfile andclick the Upload buttonto uploadtheyamlfile. The complete&setupDatéhaving
new compute information, pool extension, and ToR information is displayed ieditable format.
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Add Compute(File upload)

SHOW A SAMPUE YAML FILE

Upload & YAML e

Import YAML®

7. Verify the changes iBetupDataand clicklnitiate to start the add computgperation.
8. To view logs, clickView logs.

Two kinds of failure mayccur:

o Add NodePre-Failed: Whenadditionof nodefails in the Validationstage the activeblueprintis
revertedo theoriginal stateandthe Unified Management clears the compute node information from
the Computetab.

o Add NodePostFailed: Whenadditionof nodefails afterthe Validationstage the activeblueprint
remainsmodified,andthenodeis visible in theCompute tab. At this point, all other links are disabled
in the Ul, and you are required to pr&sdeteicon. Unified Management first deletes the node from
the blueprint and then initiates the node removal from cloud.

Deleting Comput®&lode

You can remove single or multiple compute nodes simultaneously in case of a hdailware

! If your pod has only one compute node, you cannot remove that node until you add another modepute

. Log into UM as pod user and select the pod from the larghing.

. From the left navigation pane, chod3perational Tools> Pod Management.

. Click Compute tab.

. Selectthe computenode(s)o bedeletedandclick Deleteicon. You canremovea computenodewith Force
option,whenV M 6aserunningon the node. A messaf@de removal initiated successfullynessage is

displayed.

A W N P

If compute nodes are removed successfully, you cannot view the compute nodalitethe
5. If removalof computenodefails, the Clear Failed Nodesbuttonis displayed Click Clear Failed Nodes
to removethe nodefrom cloudandblueprint.
6. To view the Logs, click/iew logs.

Managing ControNodes

Before you replace a control node, review the follovwgnglelines:
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« Requirednumberof controlnodesA VIM podmusthavethreecontrolnodesandyou canonly
replaceonenodeatatime. Validationof nodes: When you replace a control node, VIM Unified
Management validates if all the other nodes in the pod meet the miniequimementandarein
activestate If you havea storageor acomputenodein afaulty state you mustcorrectthe faulty state
or delete or replace that node before you can replace the control node.

« Updateblueprint:Whenyou replacea controlnode,Unified Managementipdates
theactiveblueprintfor theVIM pod. Control node logs: You can access the logs

for each control node from the link in the respectiggs column.

Replacing ControNode

You can replace only one control node &tree.

1. From the navigation pane, chod3perational Tools > PodManagement

Pod Management

Summary A

® 0

Node Summary Pool Summary

3 2 3 8 7179

Control Compute Storage Total

Do

Total Poot

0

CONTROL COMPUTE STORAGE
1 row(s) selected Q

Name. Rack Id cime 1P Management 1P Power Status. Statos. Logs

2. Click Control tab.

3. Selectthe controlnodeto bereplacedandclick Spin icon. The Replacecontroller windowis displayed.
WhenVMs arerunningonthenode,a confirmation pofup is shown with-orce option andProceed
button. ClickProceedto continue. You can replace a control node Wibhce option for Micropod.

Replace controller

RackA Disable Hyps

O skipvMmTP REPLACE CANCEL
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4. If youwantto editaspecificcontrolnodebeforereplacementnakethe updatesandthenclick Replace

Onsuccessamessag&eplaceNode Initiated successfullyis displayed.
5. If the replacement of the control node fails, doftilewing:

a.Click the link in theLogs column bt view thelogs.
b.Check the logs to determine the cause ofdhere.
c. Correct the issue and attempt to replace the control agaia.

. For replace controller, you can change only a subset of the s#forenation.
* For Gseries, you can change the server information such as CIMC IP, CIMC Username, CIMC
password, rack_id, artdr_info.

Forremovecomputeyemovestorageandreplacecontrolleroperationsyim attemptso changehehost
OSbootmodeto singleuserand powetoff those server(s) to avoid the creation of duplicate IP address on

the management and storage networks, and to prevent the remove/replace server from connecting back to
the deployment.

If theremove/replacserveris poweredoff beforetriggeringvim remove/replaceperationthe server
mustnotbe broughtbackonthe network as it may create duplicate IP address when connected to
deployment with valid credentials.

To power up those removed/replacetver(s):
isolate the server on the network (shutdown of corresponding ToR switchports or unplug the cetves)k
power up theserver
delete the virtual drive fror€IMC
powercycle theserver
bring the server on the network (no shutdown of corresponding ToR switchports or plug back the cadilgork
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NG Managingower

ManagingPower

PowerManagemenof
ComputeNodes Powering
ON a Compute Node
PoweringOFFa Compute
Node Reboot Compute
Node

Power Status

Power Management of CompWtiedes

If no active workloads are running on compute nodes but are still part of VIM cloud, you can simply power
OFF them and turn ON them when requir€his optimizesthe overallpowerconsumptiorof thedatacenter.
After a softwareupdate whenKernelandothersystempackagesire updated, you may need to reboot compute
nodes.

Powering ON a Computdode
Following are the steps to power ON the compages:

. Log into UM as pod user and select the pod on the larpdigg.

. From the left pane, choo&perational Tools > PodManagement
. On thePod Managementpage, clickCompute tab.

. Select the compute nodes that you want to p@Wwér

A W N P

! ThePowericon is enabled only after you select the commaides.

Pod Management

Summary

(@) Node Summary Pool Summary
2 3 2 3 8 7179
]
O U ¢ 7

1 row(s) selected Q

B eme Rack Id CMCIP  ManagementP  PowerStan ws  Stws Logs

[ [EEE—— Rackh 1 PomerOnsucoess =1

5. Click thePowericon available above the search option. A{pppvindow withProceedandCancelbuttons

is displayed.

6. Click Proceedto power ON the computeodes,
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Powering OFF a Computdode

! You cannot power OFF all the compute nodes. There must be at least one compute nosiaie. ON

Following are the steps to power OFF the compotes:

. Log into UM as pod user and select the pod on the lam#igg.

. Fromtheleft pane, choos®perational Tools > PodManagement.

. On thePod Managementpage, clickCompute tab.

. Select compute nodes that you want to power OFF. Aupopindow withProceedandCancelbuttons is
displayed.

. Click Proceedto poweroff the selectediodes.

A W N P

(4]
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Pod Management

S Summary ~
@ Node Summary Pool Summary
Control Compute Storage Total Avallable Total Pool
©O v ¢ W
CONTROL COMPUTE STORAGE
—_—m o o
1 row(s) selected Q
B veme Rack id cme e Management 1P Power Status status Logs
chd-compute-np-2 RackA RRR} 1 RebootSuccess m
O  ct-computenp1 RackA RER} 10 PowerOnSucosss m

! If thereis only onecomputenodeandyou try to power OFF it, a messagd.ast compute node
cannot be powered off is displayed. Alsowhenyou powerOFFthelastavailablecomputenode
in thelist of nodesthemessagdt leastonecomputenodeshould be powered oris displayed.

Reboot Computélode

To reboot the compute node, follow the bekteps:

1. Log into UM as pod user and select the pod on lanplig.

2. On the left pane, choo$gperational Tools > PodManagement.

3. On thePod Managementpage, clickComputetab.

4. Select compute nodes that you wantgiooot.

5. Click Rebooticonavailableabovethe searctoption.A messag®o you really want to reboot the

selectedcomputenodeis displayed with d&orce option andProceedandCancelbuttons.

6. Click Proceedto perform reboot. If you want to reboot the compute node that have VMs running on it, select
Force option.

Pod Management

Summary A
@ Node Summary Pool Summary
Control Compute Storage Total Available Total Pool
O U O W
CONTROL COMPUTE STORAGE
1 row(s) selected Q
B tame Rackid cmc Management 1P Power Status sta Logs
otd.computehp2 RackA 1449 1444 RebootSuccess m
[0 cté-computo-hp-t RackA ERE} 1114 PowerOnSuscess =3

All compute nodes cannot be rebooted simultaneously. There should be at least one compute in power ON
state.
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PowerStatus
To view the last power management operation status for each compute nodepclizkte tab.

= Pod Management

S Summary ~

© Node Summary Pool Summary
2 3 2 3 8 71 79
Control Compute Storage Total Available Total Pool
(+]
CONTROL COMPUTE STORAGE
Q m
Name Rack Id ciMC 1P Management IP Power Status Status Logs

c44-compute-hp-2 RackA 1441 1.1.1.1 RebootSuccess

[:] c44-compute-hp-1 RackA 1111 11141 PowerOnSuccess
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NG Uploading Glandenages
Uploading Glancémages

Allows UM adminsto uploadVM Imagesto OpenStaclpodsregisterecbnthe UM node.You canuploadimagesto
Glancefrom the UM nodewithout logging into Horizon dashboard or executing OpenStack CLIs.

To upload Glance images, follow the belsteps:

1. On Day 0, you need to upload all the Glance Images in a folder on UM node. To copy those images, use
theglance_image_copy.sh scritailablein theinsightfolder. Oncetheimagesareuploaded UM
Adminscanview thoseimageson Pod Image Managementpagein UM Profile.

# cd /root/Insight -
<tag_id>/insight #
-/glance-image -copy.sh------------- e

-h
glance_image_copy.sh : Cisco Glance Images Validator
-d : Inout Glance Imaaes

2. Use-d option which represents the directory path of Glance Images, and copy the Glance Images by running
the followingcommand:

# ./glance_image_copy.sh -d

/root/ImagesDir/ Copying

/root/ImagesDir/mini.iso ...

Copying /root/ImagesDir/xenial - server - cloudimg -

3. After copyingimagesusingtheglance _image_copy.stript,refreshthe VIM Unified Management
applianceo view the Glancelmages undePod Image Management

Pod Image Management

4. To uploadsingle/multipleimages selecttheimageso be uploadedandsingle/multiplepods,andclick
Upload. Thestatusof uploaded/available image(s) are shown under the expansion panel for each pod.
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Images list on the available pods

1111 v
Buildnode 1

2222
Buildnode 2

O Name Image status

D xenial-server-cloudimg-amd&4-disk1.vmdk m

5rows v 1-2 0f2

5. To delete a single/multiple image(s), select the image(s) to be deleted from the pautidular

! You can perform image upload or delete operations only on the pods that arAdtivhstate.

6. To view the image status for a particular pod after an upload or delete operation, dRefréshicon.
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Day 2 Operations &fM

Day 2 Operations of VIM Unifietlanagement

* Restarting UM

» Reconfiguring UM
Update/Upgrade

UM

« Rollback UM

« Commit UM

« Migratingof UM to NG
Instance

« Shutting Down UM

« UM Tech Support
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RestartingJM

Restarting VIM UnifiedManagement

1. Log into the server in which the Unified Management containgoisped.
2. Restart the Unified Management service by running the following command from theisllelv:

systemctl restart docker - insight

a. Check the status of Unified Management container by running the following comduakér psa |
grepinsight.

STATUS
Up 6 seconds

b. Check the status of the service by running the followimgmand:

systemctl status docker - insight

The following output iglisplayed:

Docker - insight.service - Insight Docker Service
Loaded: loaded (/usr/lib/systemd/system/docker - insight.service;
enabled; vendor preset: disabled) Active: active (running) since
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ReconfiguringyM

Reconfiguring VIM UnifiedManagement

0 Reconfigurable Keys
o0 ReconfiguringUnified Management
TLS Certificate
AReconfiguring Thirdparty TLS
Certificate

A ReconfiguringSelf-signedTLS Certificate
A Switchingfrom Self-signedTLS Certificateto Third-
party TLS Certificate

o0 Reconfiguring Unified Management MySQL Database Password

0 Systemgenerated Unified Management DB Password

0 Usersupplied Unified Management DB Password

0 Reconfiguring Unified Management SMTP SenkReconfiguring Unified Management LDAP Server

o0 Reconfiguring Unified Management Optional Features
UM reconfigure action provides you with three mdjarctionalities

1. Reconfigure Unified Management TlcBrtificate.
2. Switch from SeHlsigned TLS certificate to thirgarty TLScertificate.
3. Reconfigure Unified Management MySQL databpassword.

An autobackup is triggered after each successfudnfiguration.

! Unified Management reconfiguration is not allowed after an update, as the update is an intermediate stage
hetween rollhack anchmmit

Reconfigurabl&keys
List down all the reconfigurable keys from Insight sedafa.
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# cd Insight - <tag_id>
# .[insight/insight_runner.py

Insight setup data reconfigurable
+ +

|11 QISPLAY_ALL_POD_USEH|
| 2 | INSIGHT_EMAIL_ALIAS |
| 3 | INSIGHT_EMAIL_ALIAS_ |
PASSWORD
| 4 | INSIGHT SMTP_PORT |
| 5 | INSIGHT _SMTP_SERVER |
| 6 | LDAP_ADMIN |
7 LDAP_ADMIN_PASSWORI
8 LDAP_BASE_DN
9 LDAP_CERT_PATH
10 | LDAP_GROUP_MEMBER
| 11 | LDAP_GROUP_SEARCH_|
| 12 | LDAP.GRQUP USER_SE|
CH FILTER
| 13 | LDAP_MODE |
| 14 | LDAP_PORT
| 15 | LDAP_ROLE_MEMBER |
16 | LDAP_SECURE
17 | LDAP_SERVER
18 | LDAPZUSER_ID_ATTRIBU
| 19 | POD_ADMIN_GROUP |
| 20 | POD_USER_GROUP |
| 21 | READ ONLY POD_USER |
ROUP-
| 22 | SSL CERT CHAIN_FILE |
| 23 | SYSLOG_EXPORT
| 24 | UM_ADMIN_GROUP |
| 25 | UM_ADMIN WITH FULL_I|
. ODZACCESS
[726 ["UM LDAP ADMINS [
I I
| 27 | ntp_servers |
| 28 | permit_root login |
| 29 | ssh banner
| 30 | VIM_admins |

| Support tor remote syslog

-- list -reconfigure - keys

keys:
+
DIS Z”_“de all pod users at Its
registration
Enrsr}ah Allas to send notitications from
Password to Insight emaul

SMTP Port
SMTP Server for mailing
Full DN ot LDAP admin
Password ot LDAP admin
DN tree tor LDAP groups
Path to selt - signed certificate for
Attribute on DAP server used to define
group members

earch filter to search groups on

Search filter to search group members on
LDAP

Switch to enable LDAP Mode

LDAP Server Port

Attribute on LDAP server used to detine

role assoclated members

Switch to control LDAP protocol Idap/ldaps
IP Address or hostname of LDAP server
Attribute to be used as LDAP user ID

Lgrﬁljzsgroup to be mapped as Insight pod
Lg)eAr\SP groupto  be mapped as read
LDAP group to be mapped as read

users o 0P PP

SSL chain file of x509 certificate
export

LDAP group to be mapped as Insight UM
AIIow/Deny pOd user permissions to UM

alias

service
user
user

Idaps

LDAP

- write pod
- only pod

| Display banner during SSH

Support LDAP for admin access to UM
management node

| All keys other than domain_name are

reconfigurable.
(n:(l)%cek synchronization for the UM management

Option to enable/disable root SSH access
login
S Qrt the management ot VIM

gr%p Istrators g

Reconfiguring Unified Management TlCertificate

Admin

As theUM web-serviceis protectedoy TLS, reconfigureactionprovidesflexibility to changeheexistingTLS

certificate.As thereweretwo approacheo configure it, there are also two approaches to change it.

Reconfiguring Thireparty TLSCertificate

If you hadprovidedyour own TLS CertificatebeforelnsightinstallationthroughPEM_PATHkeyin
insight_setup_data.yanthenperformthefollowing steps to reconfigure it.

1. Fetch the latedhsight_setup_data.yarfile
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#cd /root/
# mkdir ~ MyDir
# cp /root/insight - openstack - configs/insight_setup_data.yaml

2. Edittheinsight_setup_data.yarntd changehevalueof PEM_PATHand/orSSL_CERT_CHAIN_FILE
keyto pointto the pathof your newvalid TLS/Cert chain file certificate. Then, save the file.
Forexample:

PEM_PATH: "/root/new_tls.pem"
SSL_CERT_CHAIN_FILE:

"Irant/naw  ccl ~rt"

3. Start the reconfiguration using the followiogmmands:

# cd Insight - <tag_id>
$ . linsight/insight_runner.py -- reconfigure -f
</root/insight_setup_data.yaml>

Perform the action. Continue (YIN)y

The logs for this run are available at
Ivar/log/insight/bootstrap/<date>_<time>

AHHHH A
HHEHHHHE VIM

INSIGHT ORCHESTRATOR
HHAHHHH AR

[1/2][INPUT_VALIDATION: INIT] [ \ ] Omin 1sec

Management Node validation!

+ S — ++

| Rule | Status | Error|

+ oo ++

| Check Kernel version | I-’é\s | Ngn|

| Check Ansible | PAS | Non|
Version S e

| Check Docker  Version | PéS | Ngn|

| Check Management | PAS | Non|
Node Tac S e

| Check Bond Intt. | PAS | Non |
Settings S e

| Root Password  Check | Pés | Ngn|

| Check Boot Partition | PAS | Non |
Settings S e

| Check LV Swap | PAS | Non |
Settings S e

| Check Docker Pool | PAS | Non|
Settings S e

| Check Home Dir | PAS | Non |
Partition S e

| Check Root Dir | PAS | Non |
Partition S e
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| Check /var  Partition | PéS | Non |

| Check LVM partition | PéS | NZ)n |

st "M arg 9° | g I

+ S — ++

Insight standalone Input validation!

+ R + +

| Rule | Status | Error |

+ R + +

| Insight standalone Schema Validation | PASS | None |
| Valid Key Check in Insight Setup Data | PASS | None |
| Duplicate Key Check In Insight Setup Data | PASS |None |
| VIM/Insight Workspace | PASS| None |

Conflict Check | PASS| None |

| Check Registry | PASS| None |

Connectivity

| Check LDAP  Connectivity

| Test Email Server for Insight | PASS | None

+ S — + +
[2/2][BOOTSTRAP_INFRA:  VIM- admins - Restart [ DONE! ] Imin
and enable sss daemon] 23secs

120



CI TAanl
' 1T VI

VIM Insight  already Installed!

O

S + + +

| Description | Status | Details |
S + + +

| Insight Ul URL | PASS |
https://<br_api>:9000 |

| Ul Admin Email ID | PASS | Check for
info @: /root/insight - openstack - |

| | | configs/insight setup_data.yaml |

| Ul Admin Password | PASS | Check for
info @:  /opt/cisco/insight/secrets.yaml |
R + + +

Backup Validation Passed

[**][AUTOBACKUP: Completed Step 1 of backup, backupdir:.

........................................ Ivar/ciscolinsight_backup
finsight_autobackup_3.4.5_<date>_<time
>] [**[AUTOBACKUP:  Starting post -

backup..please wait!!]

;***]} - AUTOBACKUP: Comﬁleted VIM UM backup ...
var/cisco/insight_backup/insight_autobackup_3.4.5
_<date>_<time>

Ended Installation [BOOTSTRAP_INFRA] [Success]

The logs for this run are available at
Ivar/log/insight/bootstrap/<date>_<time>

Reconfiguring Sel§igned TLertificate

If you have created a new TLS certificate throtighinsight_cert_gen.plyefore UM installation, follow the
below steps to reconfiguie

1. Fetch the lateshsight_setup_data.yarfile:

#cd /root/
# mkdir  MyDir
# cp /root/insight - openstack - configs/insight_setup_data.yaml

2. Run the following commands to reconfigure the-sedhed TLScertificate:
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# cd Insight - <tag_id>

# .Itls_insight_cert_gen.py -h

usage: tIs_insight_cert_gen.py [ -h][ -- overwrite]

- fila  INSIGHTSFTIIPDATA

optional _ ,

arguments: show this help message and exit

- file INSIGHTSETUPDATA, - INSIGHTSETUPDATA

Location of insight_setup_data.yaml

# .tls_insight_cert_gen.py -f <path

insight_setup_data.yaml> -- overwrite This will

overwrite the existing TLS cgrtificate.

| Check Kernel ~~ " "1 PASS  |None |

Version | PASS | None |

| Check Ansible | PASS | None |

Version | PASS | None |

| Check Docker | PASS | None |

Version | PASS | None |

| Check Management | PASS | None |

Node Tag | PASS | None |

| Check Bond Intf. | PASS |None |

ISEtt'ngi ; . |PASS  |None |

+ oornioTT - S — D +

Insight standalone input validation

+ S e— + +

| Rule | Status | Error

| Insight standalone schema | PASS | None |

validation | PASS |None |

| hvim/nsight ~ workspace conflict | | None |

check | | None |

i Ratel I Nlana |

+ R S + +

Generating a 4096 bit RSA private key

- +

3. Startreconfiguration:
# cd Insight - <tag_id>
$ . /insight/insight_runner.py -- reconfigure -f

B B H N T e R N e L

Switching from Selfigned TLS Certificate to Thiplarty TLSCertificate

If you havecreatech newTLS certificatethroughtls_insight_cert_gen.pyeforelnsightinstallationandwantto
switchto your own TLS certificate,perform the following steps.
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! You cannot switch from thirgarty TLS certificate to seigned TLScertificate.

1. Fetch the lateshsight_setup_data.yarfile:

#cd /root/
# mkdir  MyDir
# cp /root/insight - openstack - configs/insight_setup_data.yaml

2. Edittheinsight_setup_data.yartd addPEM_PATHandSSL_CERT_CHAIN_FILEeyto
pointto pathof yournewvalid TLS and SSL_CERT_CHAIN certificate. Save the file after
editing.

Forexample:

PEM_PATH: "/root/new_tls.pem"
SSL_CERT_CHAIN_FILE:

3. Run thebootstrap:

# cd Insight - <tag_id>
$ ./insight/insight_runner.py -- reconfigure -f

clummbliimninlad Andbiiia Alada fiAals

Reconfiguring Unified Management MySQL Datab&sssword
You can use one of the below methods to reconfigure the MySQpad8word:

1. System generated Unified Management fi8sword.
2. Usersupplied Unified Management Digassword.

Systengenerated Unified Management [Bassword
Following are the steps to generate MySQL Unified ManagemeridaBword:
1. To generate the Unified Management DB Password run the follaeimgnand:

# cd Insight - <tag_id>
$ . /insight/insight_runner.py -- reconfigure -- regenerate_secrets

2. Verify the password change by running the followtognmand:

# cat
/opt/cisco/insight/secrets.y
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Usersupplied Unified Management DBassword
1. To provide your own MYSQL DB Password, follow the belsteps:

# cd Insight - <tag_id>
$ ./insight/insight_runner.py -- reconfigure -- setpassword
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Thepasswordnustsatisfyatleastthreeof thefollowing. Ensurethatthereis no spaceandthe password
lengthis lessthanor equalto 16.

- at least a letter between ato z
« at least a letter between Ato Z
. atleastonenumber
betweerDto 9
« at least a character from
l@-_+=
2. Verify the password change by running the followiognmand:

#cat
/opt/cisco/insight/secrets.yaml

Reconfiguring Unified Management SMBerver

UM requiresavalid SMTPserverto sendemailsto PodAdmin, Ul-Admin, andregularusersif the SMTP server
is down,you canreconfiguret. Following values can be reconfigured:
* INSIGHT_SMTP_SERVER
. INSIGHT_EMAIL_ALIAS_PASSWORD(only neededor
AuthenticatedBMTPserver)INSIGHT _EMAIL_ALIAS
* INSIGHT_SMTP_PORT (optional, defaults 26)

1. Fetch the lateshsight_setup_data.yarfile:

#cd  /root/
# mkdir  MyDir
# cp /root/insight - openstack - configs/insight_setup_data.yaml

. Edit theinsight_setup_data.yant add the desiredhlues.
. Save the file afteediting.
4. Run the bootstrap commandfalows:

w N

# cd Insight - <tag_id>
$ ./insight/insight_runner.py -- reconfigure -f

clvanthimainlhlht Antiin Aata diAanmals

Reconfiguring Unified Management LDABerver

UM supportbothLDAP andLDAP over SSL(LDAPS) for anActive Directory(AD) environmentlf the LDAP
serveris downor if you needto changeany of its configurationexecute Unified Management reconfigure acion.

1. Reconfigure the LDAP(Server:
a. Fetch the lateshsight_setup_data.yarfile
#cd /root/

# mkdir  MyDir
# cp /root/insight - openstack - configs/insight_setup_data.yaml
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b. Edit theinsight_setup_data.yar change the value of LDARys.
Following is the list of LDAP keys with their reconfigurationres:

LDAP Key Reconfigure Rules

LDAP_MODE Can be reconfigured only to True, to switch fromIN@AP to LDAP only,
but not viceversa.

LDAP_SERVER Reconfigurable to switch to a new LDAerver.

LDAP_PORT Reconfiguration of this key @llowed.
LDAP_ADMIN Reconfiguration of this key @llowed.
LDAP_ADMIN_PAS Reconfiguration of this key iallowed.
SWORD

LDAP_SECURE Canbereconfigurednly to True,to switchfrom non-secureLDAP to secure
LDAP connectionputnotvice-versa.

LDAP_CERT_PATH Can be reconfigured to switch from seifjned certificate to CAigned
certificate, but not viceersa.

LDAP_USER_ID_A Can be reconfigured to point to the new LDAP usetidbute.

TTRIBU TE

LDAP_GROUP_SE/ Canbe reconfigured to set a new group sedifter.

RCH_FILTER

LDAP_GROUP_ME Canbereconfiguredo setanewattributethati susedon LDAP serverfor
MBER definingusergroupassociation.

LDAP_GROUP_USI Can be reconfigured to set a new grauger searchilter.

R_SE

ARCH_FILTER

UM_ADMIN_GROU Canbereconfiguredo mapLDAP role/groupto InsightUM-Admin(s). This
P keyis used whernsight authorization is via LDAP server.
POD_ADMIN_GRO Canbereconfiguredo mapLDAP role/groupto InsightPodAdmin(s). This
UP keyis used whennsight authorization is via LDAP server.

POD_USER_GROU Canbereconfiguredo mapLDAP role/groupto Insightpoduserswith Full-
podaccessThiskeyis usedwvhen Insight authorization is via LDAP server

READ_ONLY_POD Canbereconfiguredo mapLDAP role/groupto Insightpoduserswith Read

_USER only-accessThiskeyis usedvhen Insight authorization is via LDAP servel
_GROUP

LDAP_ROLE_MEM Canbereconfiguredo seta newattributethatis usedon LDAP serverfor
BER defininguserrole/grouprole association.

c.Save the editefile.
2 Run the bootstrapommand:

# cd Insight - <tag_id>
$ ./insight/insight_runner.py -- reconfigure -f

chvnnthmainlt Antin Aatra viAanals
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Reconfiguring Unified Management Optioriadatures
Unified Management supports the reconfiguration of optiteslres.
1. Reconfigure the UM optiondéature:

a. Fetch the lateshsight_setup_data.yarfile

#cd /root/
# mkdir ~ MyDir
# cp /root/insight - openstack - configs/insight_setup_data.yaml

b. Edit theinsight_setup_data.yartd change the value of optional feature kibgkw:

« UM_ADMIN_AS POD_ADMIN: If setto True,all UM-Adminsareaddedaspod-userswith
Full-Pod-Accessluringpodregistration.
« DISPLAY_ALL_POD_USERSIf setto True,adrop-downappearsn theuserregistration

form with alist of all theuserswith poduser permissions while adding a new {user.
2. Run the bootstrapommand:

# cd Insight - <tag_id>
$ ./insight/insight_runner.py -- reconfigure -f

PPN N N T P PN NN VN D
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Update/UpgradéJM
Update/Upgrade UnifieManagement

A Update Scenarios
A Update VIM UM with Internet Access from 3.2.x (x<=4) or 3.4.y
A UpdateVIM UM without InternetAccessfrom 3.2.x
(x<=4)or3.4.y
A Upgrade Scenario
A Upgrade VIM UM from 3.4.6 or later (in 3.4.x lineup)

VIM Unified Managementipdateallowsyou to switchto anewUM releaseTo movethe UM nodefrom VIM

3.2.xor VIM 3.4.ywherex< =4 andy is less than the maintenance release version of the current release, to the
current VIM release, execute thpdateaction.

Theupdateactionmakesthe old dockercontainersf UM andMariaDB in exit stateandbringsup newoneswith
thenewtag. Theold containersand images are restored until you performG@oenmitaction.

Theupdateis anintermediateactionandallowsyouto do eithera Commitactionto settlefor the currentversionor do
aRollbackto revertbackto theold version.

The old workspace is preserviégou want to do a rollback to the previousrsion.

Old and new workspaces are preserved after commit and rollback respectieelydisco/insight/insight_archive

After anupdate:

« Your UM workspacas setasthe newworkspacehatyou

justextractedbut of thetarball.« Backup and reconfigure

action are not allowed either from old or new UM workspace.
UpdateScenarios

Following are the updatcenarios:

+ Insight and MariaDB containers get updated to the new tag.
« Either Insight or MariaDB container gets updated to the new tag.

« Data containers get updated to the new tag and not reverted to old tag after rollback. This is done to preserve
potential security and kernel fixes.

Update VIM UM with Internet Access from 3.2.x (x<=4)34.y

The value ofy is less than the maintenance release version of the currerglease.

Following are the steps to update VIIM:

1. Getthenewinstallertarball,whichis availableaftereachreleaseExtractthetarballto getthenewUM
workspaceby runningthefollowing command:
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tar -- no- same- owner -xvzfmercury - installer.tar.gz

2. Create an empty directory for Insight workspdaosight<tag_id>
3. Copy the contents of the extracted directiostaller-<tag_ig> within Insight<tag_id>

#cp -rinstaller - <tag_ig>/* Insight - <tag_id>

4. Update the VIM UM by running the followingpmmands:

# cd /root/Insight - <tag_id>
Check the containers lined up for update
# . linsight/insight_runner.py -- update -- dry -run

Start the update
5. Verify the UM update:

# ./[insight/insight_runner.py -- update - status

VIM Insight Update Status!

| Description | Status | Details

| VIM Insight Container: insight_<new_tag> | PASS | Updated from
insight_<old_tag> |

| VIM Mariadb Container: insight_<new_tag> | PASS | Updated from
mariadb_<old_tag> |
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Update VIM UM without Internet Access from 3.2.x (x<=4)34.y
! The value ofyis less than the maintenance release version of the currerglemse.

1. Copy the new installer tarball to the UM node. Extract the tarball to get the new UM workspace by running the
following command:

tar -- no- same- owner -xvzfmercury - installer.tar.gz

2. Create an empty directory for Insight workspdaosight<tag_id>
3. Copy the contents of the extracted direciostaller-<tag_ig> within Insight<tag_id>

#cp -rinstaller - <tag_ig>/* Insight - <tag_id>

4. To download, test and import the new UM artifacts, follow the steps givieMikiVithout Internet Accesenly
till Step11.
5. Update the UM by running the followirgpmmand:

# cd /root/Insight - <tag_id>
Check the containers lined up for update
# .[insight/insight_runner.py -- update -- dry -run

Start the update
6. Verify UM update by running the followingpmmand:

# ./insight/insight_runner.py -- update - status

VIM Insight Update Status!

_________________ +
|  Description | Status| Details

| VIM Insight Container: insight_<new_tag> | PASS | Updated from
insight_<old_tag> |

| VIM Mariadb Container: insight_<new_tag> | PASS | Updated from
mariadb_<old_tag> |
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UpgradeScenario

For any VIM UM upgrade to 4.x line up from 3.4.y, VIM UM version of 3.4.6 is the starting point. The changes to
the underlying infrastructure such as docker, RHEL version, and database schema, exist in VIM UM code when
upgrading from versions of 3.4.6 abelyond (in the 3.4.x lineup) to the current release.

Upgrade VIM UM from 3.4.6 or later (in 3.4lixeup)

To address the upgrade of major infrastructure change, upgrade the VIM UM node from 3.4.6 or later (in the 3.4
lineup) to the current release \éiv
UM node.

To upgrade VIM Unified Management to the current release, follow the séms:

1. Get the installer tarball for the current release. Extract the taobgdt the new UM workspace by running the
following command:

tar -- no- same-owner - xvzfmercury - installer.tar.gz

2. Create an empty directory to take a backup of VIM biddie.

3. Run Insight upgrade script with [backup]option:
# cd /root/installer - <tag_id>/tools
# ./insight_upgrade.sh -b - d <path of backup directory>/

4. Copy the backup directory to the remegzver.
Forexampleto copythebackupdirectory/var/cisco/insight_upgrade_backuippm the managememntodeto
theremotehost20.0.0.5execute the following command sequence:

rsync -essh -go -rtvpX -- numeric - ids /var/cisco/insight_upgrade_backup/
root@20.0.0.5:/var/cisco

Linnimnht cvnmvadA hhaalaoa

' Ensure that the patioot@20.0.0.5:/var/cisco/insight_upgrade_backispdvailable at the remote

lncation

5. Reimage the UM node with the ISO of the current release version and with the saduedfs.
6. Copy the backup directory from the remote server to the management node. For example, to copy the backup

directory/var/cisco
/insight_upgrade_backuffom remote host 20.0.0.5 to the management node, execute the following command

sequence.
rsync -essh -go -rtvpX -- numeric -ids
root@20 0.0.5:/var/ciscolinsight_upgrade_backup/ Ivar/cisco

! . Ensurehatthepath/var/cisco/insight_upgrade_backup/
presenbn UM node. For installation with Internet access,
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7. Create an empty directory for Insight workspdasight<tag_id>
8. Copy the contents of the extracted direciastaller-<tag_ig> within Insight<tag_id>

#cp -rinstaller - <tag_ig>/* Insight - <tag_id>

9. To download, test and import the new UM artifacts, follow the steps giveikiVithout Internet Accesenly
till Step11.
10. Run Insight upgrade withr [restore] option:

# cd /root/Insight - <tag_id>/tools
# ./insight_upgrade.sh -r -d <path of backup directory>'

11. After successfuéxecutionof upgradeusereconfigureoptionof insight_runneto enablenewInsight
featuresor install-statusto checkinsight installation status:

# cd /root/Insight - <tag_id>
# ./insight/insight_runner.py - install - status
# . linsight/insight_runner.py -- reconfigure -f <insight_setup_data.yaml|>
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RollbackUM
Rollback VIM Unified Management

VIM Unified Managementollbackfeatureallowsyouto revertto theold UM release
whichis usedbeforetheupdate. Following is some of the key points:

« Therollbackactionremoveghe newdockercontainerof Unified ManagemenandmariaDBwhichis
createdhfteranupdateandbring up old ones with the old tag.
« After rollback, your UM workspace becomes the old workspace that is used before the update.

Following are the steps to perform Ufdliback:

L Run the following command from the new workspace to rollback VN
# cd /root/Insight - <tag_id>
# . linsight/insight_runner.py -- rollback

2. Verify the rollback status by running the followingmmand:

# .finsight/insight_runner.py - install - status
vim Insight Install Status
+
+ Description
| Status | Details
+ S — +
N | <release tag> :
. . | |
| VIM Ins!ght Version Ihthbs@/%br_api: |
| VIM Insight 9000>
Container | PASS |
I \/IN Mariadh ISR S PP I D 1
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CommitUM

Commit UnifiedManagement

VIM Insightcommitsupportdor anewlInsightreleasafteranupdate.
Followingis someof thekey points:» The old workspace is not

deleted and retained as it is.
« After the commityour Unified Management workspace which is used for the update becomes the new
workspace.

1. Run the following command to commit VIMsight:

# cd /root/Insight - <tag_id>
# .Jinsight/insight_runner.py -- commit

! If update is done from vim 3.0.x tam 3.4.2, the following warning message to reconfigure Insigl
displayed.

WARNING: Insight setup-data key'UM_ADMIN_AS POD_ADMIN' is

2. Verify the commit status by running the followingmmand:

# . linsight/insight_runner.py -- install - status
vim Insight Install Status!
+ + +

+ |
D ——— + + -+
| VIM Insight Version || PA@I%ase_tag> [
| VIM Insight Ul URL || PASS :
| VIM Insight https://<br_api: |
Container | PASS 9000>
B — + + -+
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Migrating of UM to Ni@stance
Migrating of UM to NGlInstance

A Overviewof Next-Generatior(NG)
Unified Management

A Switching from Old Generation
(OG) UM to NG UM
0 Options with UMNG
0 Switchto UM-NG via
InsightRunner
o Verify Switch to UMNG

Overview of NextGeneration (NG) Unifiedlanagement

VIM 3.4.6releasecomeswith arevampedrersionof Unified ManagementalledNext-Generatior{NG) Ul with
improvedusability, performanceand efficiency. The newer UI/UX technologies packaged in the application
provide you a seamless experience.

Switching from Old Generation (OG) UM to NGM

Unified Managementrchestratoprovidesyouthefunctionalityto migrateoverto the Next-GeneratioNG) UM
from the OG-UM instanceThisis aone way migration procedure. A summary of the options that are allowed as
part of the migration with NG UM is listed below:
Options with UMNG
Case 1: Install UMNG

o Fresh installation of UMNG is
allowed

o0 You cannot switch back to UNDG
Case 2: Update from UNDG to UMNG

0 Update from UMOG to UM-NG is
supported.

0 Switching back from UMNG to UM-
OG is not allowed.

Case 3: Update with UMDG and UMNG

0 UM updatealwaystakeplacefrom
OGto OGor NG to NG.

o After UM updateandcommit,Casel
andCase2 will apply.
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Switch to UMNG via InsightRunner

On a system running with UMDG, execute the following commands to switch to-DIK.

# cd /root/Insight

# ./insight/insight_runner.py

Verify Switch to UMNG

To verify whether the UM is switched from OG to NG, use the follovemgmands:

- <tag_id>

-- switch NG

# cd /root/Insight - <tag_id>
# . linsight/insight_runner.py - install - status
vim Insight Install Status
S U S ——— +
I
+ e + +
| Insight Setup | PASS | Success |
| Insight Version | PASS | <NG|OG>:
<release_tag> |
| Insight Ul URL | PASS |
https://<br_api>:9000 |
| Mariadb Container | PASS | mariadb_<tag_id>
I
| Insight Container | PASS | insight _<tag_id

| Insight Autobackup | PASS| [ACTIVE]: Running ‘insight -
autobackup.service' |

+ E - + +

Check the 'Insight Version' column in above generated output to
verify UM 'NG/OG' and its version. # Verify the Insight container
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Shutting DowituM
Shutting Down VIM UnifiedManagement

To stop the VIM Unified Management Container services, shut down Unified Management by runsysjehetl
stopservice
command.

1. Log into a server in which the Unified Management containemising.
2. Stop the Unified Management service by running the following command from thevsidsiv:

systemctl stop docker - insight

a. Check the status of Unified Management Container by running the following comduaher ps
a | grepinsight.

STATUS
Exited (137) 1 second ago

b. Check the status of the service by running the followmmmand:

systemctl staus docker - insight

The following information iglisplayed:

Docker - insight.service - Insight Docker Service
Loaded: loaded (/usr/lib/systemd /system/docker - insight.service;
enabled; vendor preset: disabled) Active: inactive (dead) since
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UM Teclsupport
TechSupport

VIM Unified Management node includes a testpport tool to gather sosreport, logs and state files from the
server. The tecBupport tool creates a single tarball of gathered information which can then be shared with our
Technical Support team to debug awllve issues found in production. This tool usesnfigurationfile that
specifiegheinformationto be collected.You canaddcustomscriptsor commandsn this configurationtfile, to
gathemore information as needed.

The configuration file is availablat:

[/root/insight - openstack - configs/tech - support/tech_support_um.yaml

Thistool checksthe pointwherethe VIM UM is executed andollectsthe outputof files or commands
indicatedby the configurationfile. The technical support script is available at the following location:

[/root/insight -{tag -id}tech -support/  directory.

To run the script, enter the following command friboot/insight{tag-id} directory:

[root@santacruzl insight -28232]# ./ tech -

support/tech_support um Going to collect

the info about this UM server. Please

wait!

Reading config file ‘/root/insight - 28232/openstack - configs/tech -
support/tech_support_um.yaml'

Created tar file ‘/var/log/cisco/tech - support/santacruzl/tech - support -
f1S1np/tech_support - santacruzl -20200831 - 095000.tar'

Compressed file  /var/log/ciscol/tech - support/santacruzl/tech - support -
f1S1np/tech_support - santacruzl -20200831 - 095000.tar.xz created

The compressed file is at: /var/log/cisco/tech -
support/santacruzl/tech_suppor - santacruzl - 20200831 - 095000.tar.xz

Successfully created tech -support compressed file at /var/log/ciscol/tech -
support/tech_support - 20200831 - 095000. tar.xz
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BIOS/BMC/Firmwarbpdate

Update ofBIOS/BMC/Firmware

« BIOS/BMC/Firmware
UpdateOverview

+ Cisco UCS Firmware

Upgrade

+ Quanta Firmware Upgrade

+ Intel FPGA PAC N3000 Firmware Update Support

139



HCLTech

BIOS/BMC/Firmware Upda@verview
Overview of BIOS/BMC/Firmwaré&Jpdate

To provideaseamlessperationexperiencetoolsto upgrade/updatte BIOS/BMC/firmwarefor CiscoUCS
C-seriesandQuantaserversareprovided For Cisco UCSC series, the tool uses the HUU image provided by
Cisco to update the CIMC and firmware.

For Quanta, the support for automated BIOS/BMC/firmware upgrade is available. This utility is not available for
HP or Dellcomputes.
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Cisco UCS Firmwardpgrade
Cisco UCS Firmwaré&pgrade

* Limitations
* ToolsUsage

In VIM 2.4.2,the CiscoHostUpgradeUtility (HUU) tool developedisingCiscolntegratedManagement
Controller(IMC) PythonSDK module (imcsdk0.9.2.0) is leveraged automatically to upgrade all
firmware components running on Cisco UCS€&ries servers.

' The wrapper tool only updates the CIMC bundle packages, as the entire Cisco IMC Software bundle (that
includes CIMC, BIOS, adapter, and storagetrollerfirmwareimageshroughHUU images)s updated

v Aafanlt Adaniiatanlanninaic raniiirardfar CINMC 1inAaradaacit fcalicac tha canrar tn nat rahnntad

For VIM 2.4, the CIMC upgrade tool suppotte:

Upgrade of CIMC bundle images forgeries only.
Concurrenupgradeof CIMC bundleimageson
multiple C-seriesservers.
1 Prevalidation check for server type and
available HUU images.
1 Supportof theexternalhttp server VIM SoftwareHub, or VIM Managemenhodefor the
targetCIMC upgraddémagemounts.Checks

T
1

9 If the cloud is deployed successfully and notifies the user with a proper message.

1 Checks if selected hosts have any active VMs running on them and notifies the user with a proper
message.

1 Generation of consolidated summary on firmware version status, on completing-tipgrade and
postupgrade.

* Firmware upgrade is supported only on UGSd@ies platform and not on Dell or ipRitforms.
If youupgradeCIMC firmware on anexistingclouddeploymentit mightimpactthe cloud
functionalityasthefirmware upgradeeboots the host. Hence, ensure that the cloud is operationz

To checkif thecloudis operationalgxecute

thefollowing steps:
A Run the cloud sanity.

A If cloudsanityfailure occurs run clusterrecoveryandthenre-run cloudsanity. Also, for the upgrade

operation to work, ensure that the image has the follogyngpax:

ucs - <server_type>huu<version_number>.iso; for example, ucs - ¢c220m4- huu-
2.0.13n.iso or ucs - c240m4- huu- 2.0.13n.iso:

' Running the UCS Firmware upgrade on host(s) running active VMs results in downtime oviNfsose
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Limitations

The following VIM management operations are not allowed when the firmware upgrageadgress:
1 POD management operations: Addition, removal, or replacement of nodes.

1 VIM software update.
1 VIM software upgrade.
1 Reconfiguration of VIM features.

ToolsUsage
The CIMC upgradeutility is astandalongythonfile (ucsc_host_upgrade_utilityyhichis locatedunder

<VIM_install_dir>/tools/ directory. To use the tool, execute the following command:
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[root@hiccup - mgmt 228 tools]#  python
ucsc_host_upgrade_utility.py - h usage:
ucsc_host_upgrade_utility.py [ -h][ -- file
SETUPFILELOCATION]
[-- http - server
HTTP_SERVER_IP] [ --
sds - server
SDS_SERVER_NAME] -

server -uname UNAME]
[ -- server -pwd PASSWD]
[ -- huu-image - path

HUILL IMAGF PATHI
optional
arguments: show this help
-- file SETUPFILELOCATION, -f SETUPFILELOCATION

Optional, if not defined will read
the setup_ data.yamlin
/root/openstack -configs dir for CIMC
information of servers; To override,

please provide a valid YAML file with
the CIMC Credentials; Please refer
to the Admin Guide for the correct
file syntax.
-- http - server HTTP_SERVER_IP, -hs HTTP_SERVER_IP
Optional, only needed if a http
server is used to hostthe target
CIMC bundle image(s).
-- sds - server SDS_ SERVER_NAME, -sds SDS SERVER NAME
Optional, only needed if a Software
Distribution Server(SDS) is used to
host the target CIMC bundle image(s).
-- server -uname UNAME, -u UNAME
Optional, only needed if a http
server is used to hostthe target
CIMC bundle image(s).

server -pwd PASSWD, -p PASSWD
Optional, only needed if a http
server is used to hostthe target

CIMC bundle image(s).

-- huu - image - Rath HUU_IMAGE_PATH, - path
HUU_IMAG

Comma separated absolute path of the

HUU ISO file(s); In the case of a

web server hosting the files, please

provide the absolute path of the URL
that includes the file names;i.e.
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If the target CIMC upgrade images are available on VIM Management node, use thedraloand:

python ucsc_host_upgrade_ utility.py [ -- file
<setup_data_test.yaml/cimc_servers.yaml|>] - path <huu_image_paths>

If thetargetCIMC upgrademagesarehostedn anexternalhttp serverthatis reachabldérom the VIM
ManagemenhodeandCIMC of theserversuse the below command:

python ucsc_host_upgrade_utility.py [ -- file
<setup_data_test.yaml/cimc_servers.yam|>]
- hs <http_server_ip/hostname> -u

If the target CIMC upgrade images are hosted in VIM Software Hub, use thedmtonand:

python ucsc_host_upgrade_utility.py -- file
[setup_data_test.yaml/cimc_servers.yaml] - sds [VIM Software
Hub_server_ip/hostname] -u

[sds_server_un] - path [sds_server_pwd] - path [huu_image_paths]

! Prerequisites to use Ciso VIM Software Hub for hosting the target CIMC bundle image(s)

- VIM Software Hub server must be reachable from the management noddToMes.

VIM Software Hub server TLS certificate must be trusted by the management node to make T

If setup_data.yaml file is not available, you can create it using the lselonmand:

# UCSC (C- series) sample format of yaml file to
specify the CIMC details SERVERS:

server - 1.

cimc_info:

cimc_ip: "cimc -ip -

address”

cimc_username: "cimc -

user - name"

cimc_password: "cimc -

password" server - 2:

cimc_info:

cimc_ip: "cimc -ip -
address"

cimc_username:  "cimc -

As theupgradeof CIMC takesmorethananhour,executehis processn aVNC. If youdo nothavea
VNC environmentexecutehesame from KVM console of the management node. Do not run this
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Quanta Firmwaré&pgrade

Quanta Firmwaré&pgrade

« Limitations
« Tools Usage

! Invim 5.0.4Quantdirmware upgrade utility toalpgrade only th& MC on Quantaervers.

From release VIM 3.2.1, the Quanta firmware upgrade utility tool upgrades the BMC, BIOS, and NVM firmware
versions on Quantservers.

! Thewrappertool only updateshe BMC, BIOS, andNVM versionsbasedn the providedfirmware packages
Adequateplanningis requiredfor Quanta firmware upgrade, as it causes the server to get rebooted.

For VIM 3.2.1, the Quanta firmware upgrade tsopports:

A uUpgrade of BMC, BIOS, and NVM for
Quanta servers only.

A Concurrenupgradeof firmwareon
multiple Quantaservers.

A Prevalidation if another firmware flashing
is in progress.

A Generation of consolidated summary on firmware version status, on completing-thgmrde and
postupgrade.

! If youupgradeQuantairmware on anexistingclouddeploymentjt mightimpactthe cloudfunctionality
asthefirmwareupgradeebootshe host. Hence, ensure that the cloud is operational, post Quanta

To check if the cloud is operational, do fthéowing:

1. Run the cloudanity.
2. If cloud sanity fails, run cluster recovery and themue the cloudsanity.

Fortheupgraddo work, ensurghatyou specifythe properfirmware-packageéundlewith propernameandversionof
thecomponent$BMC/BIOS/NVM). Few examples given below:

A BIOS firmware packagédile namemuststartwith
aprefix BIOS_XXXX.zip.

A BMC firmware package file name must start with
a prefix BMC_XXX.zip.
A NVM firmware package file name must contain NVMXXXXX.zip.

! Running the BMC/BIOS/NVM firmware upgrade on host(s) running active VM results in downtime on
\/M<

145



HCLTech

Limitations
The following VIM management operations are not allowed when the firmware upgragedgress:

1 PodmanagemeraperationsAddition, removal,or
replacemendf nodes

1 VIM software update.
1 VIM software upgrade.
1 Reconfiguration of VIM features.

ToolsUsage
TheQuantaupgradeutility is astandalong@ythonfile quanta_firmware_upgrade.py whichis
locatedunder<VIM_install_dir>/ tools/ directory.To use the tool, execute the following
command:
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[root@mgmt - node tools]#

Jquanta_firmware_upgrade.py - h usage:
guanta_firmware_upgrade.py [ -h][ -- hosts
HOSTS]

[E" exclude - hosts

XCLUDE_HOSTS]

[ -- ignore -flash - status][ -- no-
optional _ _
arguments: ShOW th|S help message and eX|t

-- exclude -hosts EXCLUDE _HOSTS

comma separated list of servers

comma separated list of servers

defined in setup_data.yaml
firmware

exclude for

-- ignore -flash - status

file to

update

ignore flash status, needed for

older BMC firmware where
and continue

the support

it lacks

with

BMC/BIOS firmware update

-- N0- preserve do not preserve BMC or BIOS setting
during”  firmware
update
-v, -- verbose enable verbose output
-y, - yes skip prompt
-- bmc- only update BMC firmware only
For upgrade BMC only, use the beloammand:
Jquanta_firmware_upgrade.py -- setupfile <setup -data.yaml> -- firmware -
package <bmc/bios_update_package.zip> --  bmc- only
For upgrade BIOS only, use the beloemmand:
Jquanta_firmware_upgrade.py -- setupfile <setup -data.yaml> -- firmware -
package <bmc/bios_update_package.zip> -- bios -only
For upgrade NVM only, use the bel@emmand:
. quanta_firmware_upgrade.py -- setupfile <setup -data.yaml> -- firmware -package <nvm_update_package.zip> - nvm-

" f you do notspecifyanyoptionfor pa

rticularcomponentvith specifiedBIOS/BMC firmware

» packagetheutility upgradesn theorder of BMC followed by BIOS but not NVM.

. If youareplanningto updateboththe BMC andthe BIOS separatelyalwaysupdatethe

BMC first andthenthe BIOS. To upgrade NVM, you need to specifygvm-only option
with NVM firmware package, otherwise upgrade fails.
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As someof theservergunningold firmwareareupgradingo latestfirmware,
passwordnightberesetto default. You need to manually reset the password by
following the below steps:

1. Login to the Ul using the factory defaalkimin andcmb9.admin
2. Once loggedn, you are prompted with a messdgest Login or Password Expired. You need to change
your password

You need-- ignore -flash - status option for older BMC firmware as it lacks support and continue with BMC
firmware update.

Example
Jquanta_firmware_upgrade.py -- setupfile <setup -data.yaml> -- firmware -
package <bmc_update_package.zip> -- bmc only -- ignore -flash - status

! As the upgrade of BIOS/BMC takes more than 30 minutes, it is imperative to execute this process in
If you do not have a VNC environmeetecutehe samefrom KVM consoleof themanagementode.Do
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Intel FPGA PAC N3000 Firmware Updaupport
Intel FPGAProgrammabléccelerationCard(PAC) N3000Firmware Update Support

« Overview
A Method 1: Fresh installation of VIM 3.4.3
A Method2: Using Script packaged in
VIM's tools directoryScript
AUsage
« Sample Configuration
A Configurationfor User
providedimageandXL710
A Configuration for Image Files
« Sample Output

Overview
Intel FPGAPAC N3000firmware updatescriptupdatesall theacceleratedomputenodes

installedwith Intel N3000Ocard. The tool checks and performs the following:

A Upgradefrom version1.0 non-securemodeto
1.1securanodesupport.

A Program the unsigned user image into FPGA's
user flash region.

A Update the onboard XL710 chips to user provided firmware.

Two ways to update the
firmware are:

A Freshinstallationof

. VIM3.4.3. . ) . .
A Manual update using the script packaged in VIM's tools directory.

Methodl: Fresh installatiorof VIM 3.4.3

1. Add the following configuration tsetup_data.yandonfiguration file before podeployment:
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setup_data.yaml

<..snip..>
# Optional  section, Intel FPGAN3000 firmware version
control  configuration: # Specify  particular unsigned

user image to flash N3000's FPGA and/or update #
N3000's XL710 firmware during install process. As

part of unsigned user

# image flashing process, N3000 card will also be
upgrade to version 1.1 to# supportsecure mode.

# Can specify 1) just “user_image_bitstream_id"

and "user_image_file" or # 2)just
"xI710_config_file" and "xI710_image_file" or
# 3) both 1 and 2

nntinng #

2. Copy the unsigned user image obtained from the vendoydtiopenstaciconfigs/directory.
3. Copy the XL710 configuration and image filegromot/openstaciconfigs/directory.
4. Perform pod deployment and update the Intel N3000 firmware dinsteglation.

! To complete an update, an additional time of two houtizkin.

Method 2: Using Script packagedViM's toolsdirectory.

1. Create a onime user configuration file containing information about the firmwmdate:
config_file.yaml

# Can specify 1) just "user_image_bitstream_id"

and "user_image_file" or # 2)just
"xI710_config_file" and "xI710_image_file" or
# 3) both 1 and 2

options #

# IMPORTANT: You must supply the firmware files
and have it placed in# /root/openstack -
configs/ directory.

2. Copy the XL710 configuration and image filegromot/openstaciconfigs/directory.
3.0nthealreadydeployedpod,runfollowing scriptin the
VIM installer'stoolsdirectory:

cd /root/installer - 3.4.3/tools
[ intel -fpga - n3000 - firmware -update.py -c /root/config_file.yaml

! Depending on the number of cards and firmwares to flash, it may take up to two roangptete.
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ScriptUsage

[root@mgmt - node tools]# J intel - fpga - n3000 -
firmware -update.py -husage: intel -fpga -n3000 -
firmware -update.py[ -h][ -c CONFIG_FILE]
[ -- check -only] [-- hosts
HOSTS] [-y] [-V]

optional show this help
arguments: message and  exit
-h, - help

-c CONFIG_FILE, -- config -file  CONFIG_FILE

one-time use config file
containing just INTEL_N3000 FIRMWARE  section
relevant to Intel FPGA

N3000 firmware update, please

refer to

setup_data.yaml .C_Series EXAMPLE

for more info

anlcheck - only perform firmware version check
Yy
-- hosts HOSTS comma separated list of Compute

nnda Aafinad in

SampleConfiguration
Configuration for User-provided Image andXL710

INTEL_N3000 FIRMWARE:
user_image_bitstream_id: '0x2392920A010501"
user_image_file:
phasel turbo4g 2x1x25g_1fvl raw_20wwO02_unsigned.bin
xI710_config_file: nvmupdate_25G_0D58.cfg

x1710 .image file: .
PSG XL7I0 7p00_CFGID2p61_XLAUI_DID_0D58_K32246_800052B0.bin

Configuration for Image Files

[root@mgmt - node ~J# Is - | /root/openstack - configs/* | grep -E "\.bin| \.cfg"
-rw-r-- r-- . 1lroot root 435 Feb 27 18:53 /root/openstack -
configs/nvmupdate_25G_0D58.cfg

-rw-r-- r-- . 1rootroot 45089792 Feb 20 12:20 /root/openstack - configs
/phasel_turbo4g_2x1x25g_1fvl_raw_20wwO02_unsigned.bin

-rw-r-- r-- . 1rootroot 4194304 Feb 27 18:54 /root/openstack - configs

IPSG_XL710_7p00_CFGID2p61_XLAUI_DID_0D58 K32246_800052B0.bin
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SampleOutput

[root@mgmt - node tools]# J intel -fpga - n3000 - firmware - update.py -c¢
froot/phasel_firmware.yami -- hosts quincy - compute - 1,quincy - compute - 2
Starting Intel FPGA N3000 update script

Full log can be found at
Ivar/log/mercury/n3000_firmware_update -
20200228151100673979.log Checking Intel FPGA N3000 firmware
on accelerated Compute node(s)

e Fommmm e + + +
| Server | Management | Accelerated Compute | Update Available

e Fommmm e + + +
| quincy - compute -1]10.11.216.101 | Yes | Yes |
| quincy - compute - 2] 10.11.216.102 | Yes | Yes |
Fommmmm - Fommmmmm - + + +

Following  accelerated Compute node(s) will be impacted
as part of firmware update: quincy -compute - 1,quincy -

compute - 2
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Setup ConfiguratioRile
Setup Configuratiofile

To make the VIM installation simple, repeatable, and predictable for the end usatuihedata,yanis used
to drive the cloud configuration. Dependiogits nature,someof the parametersnustbe seton Day 0, while
otherscanbe setandenabledn the cloudvia areconfigureoption. You can install and configure the VIM
deployment using theetup_data.yaml.

If you are installing Cisco Insight, sékified Management

Ensurethatyoutakeextremecarewhile creatingthe configurationfile, ascertainchangegfor example network,
API) in theconfigurationafter deployment, causes a stack redeployment with the exception of adding and
removing nodes.

! Any change done to the pod networking layout plan configuredtinp_data.yanriequires the pod to be
reinstalled

If your configuration is correct, the installation is dameoothly.

Recommendations

» UseaYAML editoron Linux (PyCharmKomodoor vi/VIM with YAML plugin)to editthisfile. Do not
copythe exampleshownbelowinto your YAML file, as your browser might render the characters
differently.

« Generate the file in a Linux environment.

If you are using the VIM installer, you cannot update the OpenStack configuration files (for example,
ml2_conf.ini,and other files) directly. All OpenStacknfigurationanustbeavailablein the
setup_data.yanille. Thisensureshattheinstallerwith aview of the OpenStackleployment can reliably
perform pod management, software updates, and upgrades. This ensures a consistent and repeatable
installation.

154



HCLTech

ToRManagement

ToR Management

A Overview
A Auto-configuration
A Configuration Setup for Geries with N9K as ToR
1 Serverlevel setupdata Information for &eries
1 Serverlevel setup_data Information for$&ries with
Intel NIC
1 Serverlevelsetup_daténformationfor C-serieswith
Intel NIC usingSRIOV
1 Custom N9K Configuration Support
1 ToR Configuration for Cisco NCS 5500
1 Auto-ToR of Cisco NCS 5500 for LACP Management
' Customizatiorof CiscoNCS5500Configurationfor
EthernetSegmentD andRoute
1 TargetNCSDay 0 Configuration (Prior to VIM
installation)
Prerequisites for Segment Routing Global Block and ISIS Prefix
Prerequisitefor APl andExternalNetwork Segments
with CiscoNCS5500asToR

1  Support and Presquisites for Provider Network with

NCS

Prerequisites for Provider Network with NCS 5500 as ToR
VIM with NCS-5000asToRin "shipsin

thenight" model

1  ToR Configuration with ACI Fabric

= =

= =9

Overview

For the servers to participate in the cloud, they must be connecled tf Rack(ToR). VIM is agnostic to the
ToR type, as long as you configure the righiANs (OpenStaclcontrol,dataplane)ontherelevantportsof the
ToR. Also, thereexistsa Layer2 domainfor theservergo PxEboot.However, if you choose to have Nexus as
the ToR with or without ACI as the fabric, attonfiguration of the ToRs is possible. If the ACI plugin or Cisco
NCS is used as ToR, the atiioR configuration is mandatory.

Auto-configuration

VIM providescompleteautomatiorof the clouddeploymentlt automate®ay 0 configurationof N9xxx series
ToR switchesThisfeatureis optionaland applicabl¢o the podsrunningwith or without ACI, while usingN9K
asToR. TheautoToR featuresimplifiesthe deployment buhasrestrictionsonthe configuration of the switch
ports connected to the servers. Also;dL8 and spine level configurations are outside the scope of VIM's

automation. For ToR switch details related to ACI, Seebling AuteToR via ACI APL
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VIM automates post Powén Auto Provisioning (posPOAP) configuration on ToRith one or more pairs of

identical Cisco N9K series switches. The Day 0 ToR automation configures the interfaces that are connected to the
managementbr_mgmt),control, compute, and storage nodes of the pod. In additioopfigureghe VPC peer

link interfacedor ToR pairs.TheautomatiorhandlesC-seriespodsandmanageshe configurationof the edge

ports in the leaf switches of which the hosts haugand the VPC peer link between the switches.
Theautcconfigurationfeaturedoesnotincludethe configurationof the spineswitchesandthe connectivity
betweertheleafandthespineor the upstream link of the spine switches that carry the external VLAN

connectivity.

As thefeatureis a postPOAPautomatiorprovisioning,ensureghatthe managemennterface vrf, andadmin
userarepre-provisionedon eachToR switch. Also, you must enable SSH to each ToR from the management
node.

The minimum N9K switch software version9ig(3).

Bootstrappinghe ToR imageis still amanualprocessEnsurethattheinstallerAPI interface(br_api) is up and
runningonthemanagememnmodewith SSH enabled. You can access each ToR through its management interface
from the VIM management node using SSH.

(O VIM automation expects that-fast one server to be connected to each TOR/Leaf pair defined in the
setup data.yaml.

Configuration Setup for Geries with N9K a3oR

The automated ToRonfiguration details are provided in two parts in the mersatyp_data.yandlle. The common
information is available in the TORSWITCHINF&ction whereagheinformationon individual switchports
connectedo specificnodeds availableunderSERVERSsectionfor Rack based servers.

If the TORSWITCHINFOsectionis not providedor CONFIGURE_TORSttributeunderTORSWITCHINFOis

setto Falseor not provided, all the TOR provisioning related steps are skipped. The ToR section cotitains
attributes related to ToR connection, configuration for the management node interface, and vPC peer details in
case of ToR pairs.

! The portchannel number for the vPC peer link interfaces is derived from the vpc domain; this means that
the vPC peer link porthannel numbamustmatchthevPCdomainID, andthatthevPCdomainiD
cannotmatchanyotherport-channehumber. The ToRsarepairedwith each other based on their
correspondingpc_peer_linkaddresses.
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TORSWITCHINFO:
CONFIGURE_TORS:True
SWITCHDETAILS:

hostname: KO9 -n9k-a#
mandatory username:

admin # mandatory

password: <ssh password>
# mandatory ssh_ip:

<a.b.c.d> # mandatory
ssn_num: <xyz>. # optional,
show license  host -id

vpc_peer_keepalive: <f.g.h.i> # peer

P N T P D N RPN -~

output  of

Attributes for vpc peer vlan info and vpc domain have to match across eagiaifoR

. Attributesbr_mgmt_po_infandbr_mgmt_port_infdhaveto matchacrossToR pairs.However they
mustbe definedonly in ToR pairs where the management node is hanging off.

* Attribute for vpc_peer_vlan_infes optional.Ifit is notspecified,it derivesalist of VLAN idsfrom the
hostor FI facinginterfacesand br_mgmt interface

You can obtain the chassis serial number by executing the following command on eacfo®ghe

show license host -id

' ToRnames need to match with names provided in the TORSWITCHB¢EDDN.

Startingin VIM 4.4.1,alayer3 portchannelcanbe configuredasthevpc peerkeepaliveink by
providingthefollowing setupdataoptionsin the SWITCHDETAILS of each TOR in the vpc pair:

vpc_peer_keepalive_src_ip:
<ipaddress/netmask>

/130
vpc_peer_keepalive_dst_ip:
<ipaddress/netmask>
vpc_peer_keepalive_vrf_info:

# source IP address and netmask in cidr

AN 1N 1N 1

£mvimmn mt A~

# peer IP address and netmask in cidr
format e.g. 10.10.10.2/30 # peer keepalive
vrf name e.g. 'vpc_keepalive_vrf'

<vrf name> # port channel number for vpc peer
- . . keepalive

vpc_peer_keepalive_port_info: '<ethx/y,etha /b>" #

interface(s) for vpc keepalive ports

VIM will createthevrf if it doesnot exist,configurethe keepaliveport channelandports,andconfigurethe peer
keepalivesettingsfor thevpc domain.Use of a dedicated vrf is recommend&e sure the keepalive ports
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between the TOR paivfc_peer_keepalive_port_infare connected and up before configuring vpc-peer
keepalive over port channdkeepalive over port channel can be configured duringdisgtall or with a

reconfigure operationThe peeikeepalive link can be changed back to the switch management link by removing
these options from setup data and performing a reconfigure operndttathatvpc_peer_keepalivaust still be

set to the peer switash_ipto allow VIM to identify the vpc peer relationshiptiveen the TORs, but the vpc
peerkeepalive link will be configured according to the keepalive overguanhnel settings.

Serverlevel setupdata Information for Cseries

For C-serieshasedod,theswitchportinterfacemappingfor eachof the controller,compute andstoragenodesare
definedin the SERVERS> tor_info section. VIM driven cloud has a notion control (samx) and data (pet).
Information present under tor_info always reflects the switch ports participating in OpenStack control (samx) pet.
For deployments where the control and data plane are colléffoseskample, pods running on Cisco VIC), the
tor_info represents the switch ports that participate in both the roles.

SERVERS:
controller -1
rack_info: {rack_id: rack43X} cimc_info: {cimc_ip: <ip_addr>}

tor_info: {po: <int>, B9- TOR 9K- 1: ethl/<int>,
B9- TOR 9K- 2: ethl/<int>} controller -2

rack_info: {rack_id: rack43Y} cimc_info:

{cimc_ip: <ip_addr>} tor_info :{po: 7, B9 -

TOR 9K- 1: eth1/7, B9 - TOR 9K- 2: eth1/7}
controller -3

rack_info: {rack_id: rack43Z} cimc_info:

{cimc_ip: <ip_addr>} tor_info: {po: 9, B9 -
TOR 9K- 1: eth1/9, B9 - TOR 9K- 2: eth1/9}
compute - 1:
rack_info: {rack_id: rack43} cimc_info:
{cimc_ip: <ip_addr>} tor_info: {po: 11, BO9-
TOR 9K- 1: eth1/11, B9- TOR 9K- 2: ethl/11}
compute - 2:
rack_info: {rack_id: rack43} cimc_info:
{cimc_ip: <ip_addr>} tor_info: {po: 13, B9-

VLANS for hostfacinginterfacesarederivedfrom NETWORK section basedn the serverROLESdefinition of
eachserverandtheir corresponding network profile roles assigned for each segment.

Serverlevel setup_data Information for-€eries with InteNIC

Whenyou configurea C-seriegpodto runin acompletelntel NIC environmentthe OpenStaclcontrol(samx)and
data(pet) planeareondifferentswitch ports As aresult,anadditionalsectioncalleddp_tor_infois introducedo
reflectthe switchrelevantportto servermapping thatis, control planeanddata plane traffic are broken out into two
separate interfaces with relevant VLANSs (control plane VLANSs for tor_info and data plane VLAN for dp_tor_info)
applied on each of the interfaces facing the controller and compute nodes.
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c43b - control - 1:

rack_info: {rack_id:

rack43} cimc_info:

{cimc_ip: <ip_addr>}

tor_info: {po: 9, KO9 -n9k - a: 'eth1/9,
eth1/12' dp_tor_info: {po: 12, KO09-
n9k - a: ‘'ethl/12, eth1/12}

Serverlevel setup_data Information for-€eries with Intel NIC usin§RIOV

Whenyou configurea C-seriegpodto supportSRIOV with Intel NIC, athird construcis introducedo allow SRIOV
traffic ontothecomputenodes.Switch portsconfiguredfor SRIOV arenot placedin aport-channel VLAN applied
to the SRIOV interface is limited to that of the provider VLANs that are defined under the
PROVIDER_VLAN_RANGES in thesetup_data.yanlle.

c43b - compute - 1:

rack_info: {rack_id:

rack43} cimc_info:

{cimc_ip: <ip_addr>}

tor_info: {po: 10, KO9 - N9k - a: 'eth1/10,

! Foradedicatedstoragenode,only tor_infois applicableln caseof micro or hyperconvergedod,it is the
controllersandcomputeghatdefine the storage node switch mapping, respectively.

Custom N9K Configuratiosupport

Customconfigurationis anoptionalprocedureThesetup_data.yantflle containsanoptional CUSTOM_CONFIG
sectionto supportcustomconfiguration. Undethe CUSTOM_CONFIGsectionyou canaddraw CLI commandst
theglobal,port-channelandswitch portlevel. CUSTOM_CONFIGs appliedat the time of bootstrapping and add
interface workflow steps. You must provide the right switch configuration as the orchestration blindly applies it to
the switch.

A sample snippet of theetup_data.yanflle with custom configuration is givepelow:

TORSWITCHINFO:
CONFIGURE_TORStrue CUSTOM_CONFIG:

GLOBAL:

[<'cli line 1>,

<cli

line 2'>] PORTCHANNEL:
[<cli

line 1'>] SWITCHPORT:
[<'cli

line 1>,

<'cli line 2'>]
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ToR Configuration for Cisco NCS500
The following caveats apply to a VIM deployment with Cisco NC3a:

+ BGP:Forafreshinstallationof VIM, ensurghatno BGP configurationis presenontheCiscoNCS,otherwise
thepeeringbetweerthetwo Cisco NCSdoesnot comeup properly.Removethe existingBGP configuration,
if any.If additionalBGP complementargonfigurationis neededaddit after a successful VIM installation.

« SegmerdRouting: Theglobalblock of segmentouting IDs mustbe pre-definedby theadmin.Ensurethatthe
prefix is definedwithin thesetup_data. yani$ within the segment routing global block range.

+ CiscoNCSlInterfaceNaming:A setof interfacenamingvariationsexist butsupportsonly thefollowing:
[Te0/0/0/0,TenGigEO0/0/0/0Gi0/0/0/0, Hu0/0/1/0, HundredGigE 0/0/1/0, FortyGigE0/0/0/0].

« Any manual adjustments to the ISIS or L2VPN sections (on top of the configuration provided by the VIM

automation) cause subsequent VIM.
installation tofail.

« Asonly apairof CiscoNCS5500is supportedensurehatyou choosehe

right CiscoNCSmodel.

+ With Cisco NCS as ToR, only Cisca<@ries servers on Intel NIC are

supported.

+ The ssh timeut in each of the Cisco NCS must be set to maximum possible value.

RP/O/RPO/CPUO:tor - 2(config)#ssh
server rate - limit 600

' From release vim 3.4.6, aul@R is no longer a must wheanning with Cisco NCS500.

To drive the configuration of Cisco NCS 5500, add the following three sectisesup data.yantile:

Section Description
TORSWITCHINFO This section provides geneiaformation

SERVERS  (For Gseries) This section provides information on the switch ports that are connected to the
nodes.

When the Micropod is configured to run in a complete Intel NIC environment with Cisco NCS
as the ToR, the SERVER level configuratiomdudetor_info (for control plane)anddp_tor_info
(dataplane)sectionsControl planeanddataplanetraffic arebrokenout into two separate interface
with bridge domains applied on each of the control and data interfaces facing each for the co
and compute nodestiov_tor_infois defined for computes participating in SRIOV.

MULTI_S This section provides information relatedréaiting.
EGMENT

_ROUTIN

G_INFO

Cisco NCS 5500 supports a Full or Micropod with additional computes running Intel 710 NICs with VPP as
mechanisndriver.
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' vim supports only the use of two Cisco NCS 5500 within a single pod, for managing the configuration of
Cisco NCSK500

The following snippet is an example of thetup_data.yanflle which is usedo configure Cisco NCS 5500 that act
as ToRs for theod.

TORSWITCHINFO:

CONFIGURE_TORS:true #
Mandatory TOR_TYPE:
NCS 5500 #Mandatory

SWITCHDETAILS:

hostname: <NCS - 5500- 1># hostname
of NCS 5500 - 1 username: admin
password: <ssh_password of

NCS 5500 - 1> ssh_ip:

<ssh_ip_address of NCS

5500- 1>
vpc_peer_keepalive: <ssh IP address of the peer NCS - 5500- 2>
br_mgmt_port_info: <interface of which br_mgmt of management node is

hanging of NCS 5500-1>br_mgmt_po_info : <int; bundle Ethernet
interface to pxe the management node>

vpc_peer_port_info: <local interface to which peer NCS5500 is connected,
""  separated, max of 2 entries>' > vpc_peer_port_address: <local address
with mask for vpc_peer_port_info, "," separated, max of 2 entries>'
can have a mask of /31>
isis_loopback_addr: <local isis loopback interface address  without

mask> # assumes /32 isis_net_entity title: <isis

network_entity _title>

isis_prefix_sid: <int between 16000 -1048575> # must be unique in ISIS
domain based on the global segment routing block defined by the admin

hosthname: <NCS 5500- 2> # hosthame
of NCS 5500- 2 username: admin
password: <ssh_password of

NCS 5500 - 2> ssh_ip:

<ssh_ip_address of NCS 5500-

2>
vpc_peer_keepalive : <ssh IP address of the peer NCS -5500- 1>
br_mgmt_port_info: <interface of which br_mgmt of management node is

hanging of NCS 5500- 2> br_mgmt_po_info: <int; bundle Ethernet
interface to pxe the management node>
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vpc_peer_port_info: <local interface to which peer NCS 5500 is
connected>,"" separated, max of two entries vpc_peer_port_address: <local
address with mask for vpc_peer_port_info>,"," separated, max of two

entries isis_loopback_addr: <local isis loopback interface address without

mask> # assumes /32 isis_net_entity_title: <isis network_entity_title>

isis_prefix_sid: <int between 16000 - 1048575> Must be unique in ISIS
domain based on the global segment routing block defined by admin.
Not allowed, when ESI_PREFIX is defined.
splitter_opt_4 10: 'FortyGigE<C/D/X/Y>,HundredGigE<E/F/A/B>' # Optional  for
NCS 5500, only when splitter is needed on per switch basis (that is, the peer

switch may or may
not have the entry)

SERVER SECTION FOR C SERIES:

SERVERS:
a27-fretta - micro - 1:
cimc_info: {cimc_ip: 172.28.121.172}

dp_tor_info: {NCS-5500-1: TenGigEO0/0/0/1, NCS 5500 - 2:
TenGigEO/0/0/1, po: 1} hardware_info: {VIC_slot: MLOM}

r ack_info:{rack_id: RackA}
tor_info: {NCS-5500-1: TenGigEO0/0/0/0, NCS 5500- 2: TenGigEO0/0/0/0,
po: 2} # Optional sriov_tor_info: {NCS - 5500- 1: TenGigEO0/0/0/6,

NCS 5500 - 2: TenGigEO0/0/0/6} or

sriov_tor_info: éNCS , -5500- 1: 'TenGigE0/0/0/6, TenGigEO/0/0/7', NCS - 5500- 2:
"TenGIgED/0/0/6,TenGigEOQ/0/0/ 7'}

a27-fretta - micro - 2:
cimc_info: {cimc_ip: 172.28.121.174}
dp_tor_info: {NCS-5500- 1: TenGigE0/0/0/3, NCS 5500 -
2: TenGigEO/0/0/3, po: 3} hardware_info: {VIC_slot:

MLOM}
rack_info: {rack_id: RackB}
tor_info: {NCS - 5500- 1: TenGIigEO/0/0/2, NCS - 5500 - 2: TenGigEO0/0/0/2, po: 4}
a27-fretta - micro - 3:
cimc_info: {cimc_ip: 172.28.121.175}
dp_tor_info: {NCS- 5500 - 1:TenGigE0/0/0/5, NCS 5500 - 2:
TenGigEOQ/0/0/5, po: 5} hardware_info: {VIC_slot:
MLOM}
rack_info:{rack_id: RackC} # optional.
sriov_tor_info: { NCS 5500 - 1: 'TenGigEOQ/0/0/8, TenGigEO0/0/0/9', NCS -5500- 2:
"TenGigEQ/0/0/8, TenGigE0/0/0/9}
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#Note: if sriov is defined, it need not be present on all servers;

However, if present on a given server, the number of SRIOV port

be four and consistent across servers. Also, set the
INTEL_SRIOV_PHYS PORTSto four, when using SRIOV with NCS
ToR. Set the value of INTEL_SRIOV_VFS as per the settings of your
VNF (see details later for the default values)

tor_info: {NCS-5500- 1: TenGigE0/0/0/4, NCS 5500 - 2:
TenGigEOQ/0/0/4, po: 6}

MULTI_SEGMENT_ROUTING_INFO:
bgp_as_nu
m: <1 to
65535>
isis_area
_tag:
<string>
loopback_name:
<loopback<0 -
2147483647>>
api_bundle_id: <1 to
65535>

api_bridge_domain: <string>  #Optional, only needed when br_api
mgmt node is also going via NCS 5500; #thisitem and api_bundle_ids

are mutually exclusive.

ext_bridge_domain: <string> # user pre - provisions

bundle interface, sub - interface and external BD for external

uplink and provides external BD info in setup_data

Auto-ToR of Cisco NCS 5500 for LAGRanagement

FromVIM 3.4.6,anoptionis availableto provideanequivalentof no Link AggregationControl Protocol(LACP)
suspendndividual featurein CiscoNCS 5500. With this option, VIM manages Cisco NCS to only pxe boot the
servers by shutting and 4ghutting the redundant link on one of the ToRs during installation and other pod
management operations where pxe boot of server is required. All other degpnfegurations on Cisco NCS like
interface BD, andVLAN arenot managedy VIM. It is expectedhattheadministratopre-provisions

the CiscoNCS ToRswith all required configuration prior to installation and continue to manage the

NCS switches independently.

You canhavemultiple CiscoNCS5500pairsmanaginghe ToR, aslong asthe Layer 2 connectivity

betweerthe ToR pairsis maintained To avail this feature as a Day 0 option for Cisco NCS 5500, update

the setup_data as follows:
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TORSWITCHINFO:

CONFIGURE_TORS:False
# Mandatory
MANAGE_LACP: True
TOR_TYPE: NCS- 5500

#Manda
tory SWITCHDETAILS:
hostname: <NCS -5500- 1> #
hosthname of NCS 5500- 1 username:

admin

password: <ssh_password of
NCS 5500 - 1> ssh_ip:
<ssh_ip_address of NCS

5500- 1>
vpc_peer_keepalive: <ssh IP address of the peer NCS

hostname: <NCS 5500- 2> # hostname

of NCS 5500 - 2 username: admin

password: <ssh_password of

NCS 5500 - 2> ssh_ip:

<ssh_ip_address of NCS 5500-

2>

vpc_peer_keepalive: <ssh IP address of

the peer NCS 5500- 1>

SERVER SECTION FOR C SERIES:

SERVERS:
a27-fretta - micro - 1:
cimc_info: {cimc_ip: 172.28.121.172}
dp_tor_info: {NCS - 5500- 1: TenGigEQ/0/0/1, NCS
1}
Optional

hardware_info:
{VIC_slot: MLOM}
rack_info:{rack_id:
RackA}
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tor_info: {NCS-5500- 1: TenGigE0/0/0/0, NCS 5500- 2: TenGigEO0/0/0/0,
po: 2} # Optional sriov_tor_info: {NCS - 5500 - 1: TenGigEO/0/0/6,
NCS 5500 - 2: TenGigEO0/0/0/6} or

sriov_tor_info: éNCS . - 5500 - 1: 'TenGigEQ/0/0/6, TenGigEO/0/0/7', NCS -5500- 2:
TenGigE0D/0/0/6, TenGigE0/0/0
17} # Optional
az27- fretta - micro - 2:
cimc_info: {cimc_ip: 172.28.121.174}

dp_tor_info: {NCS-5500- 1: TenGigEO0/0/0/3, NCS
5500-2: TenGigE0/0/0/3, po: 3} # Optional

hardware_info:

{VIC_slot: MLOM}

rack_info: {rack_id:

RackB}
tor_info: {NCS - 5500 - 1: TenGigEO/0/0/2, NCS - 5500 - 2: TenGigE0/0/0/2, po: 4}
a27- fretta - micro - 3:
cimc_info: {cimc_ip: 172.28.121.175}
dp_tor_info: {NCS- 5500 -
1. TenGigEOQ/0/0/5, NCS 5500- 2:

TenGigEQ/0/0/5, po: 5} # Optional
hardware_info:
{VIC_slot: MLOM}
rack_info:{rack_id:
RackC} # optional

RIS ncs NCS 8380+ 3: TenGiREDR

#Note: if sriov is defined, it need not be present on all
servers; However, when present on a given server, the number
of SRIOV port needs to be four and consistent across the
servers. Also, set the INTEL SRIOV_PHYS PORTSto four, when
using SRIOV with NCS - 5500 as ToR. Set the value of
INTEL_SRIOV_VEFS as per the settings of your VNF (see details

later for the default values)
tor_info: {NCS - 5500- 1: TenGigEO/0/0/4, NCS - 5500- 2:
TenGigEO/0/0/4, po: 6}

165



HCLTech

! Thebaseconfiguration(serverandNCSlevel) listedin the setup_datas required However,you canadd
additionalconfigurationin the Cisco NCS to customize the configuration

Customization of Cisco NCS 5500 Configuration for Ethernet Segment ID and-Rargiet

VIM automaticallygeneratethe EthernetSegmentdentifier (ESI) for EVPN segmentgasdefinedundereach
Bundle Etherinterface)androutetargets during Cisco NCS 5500 ToR configuration.

You cansetthe ESIfor EVPN segment®nly during Day 0 configuration.To customizethe configuration define
thefollowing in thesetup_dataspartof the Day O configuration:

ESI_PREFIX: 91.<Pod_number>.<pod_region_number>.00.00.00.00

SampleESI

evpn
interface Bundle - Ether<BE#> ethernet - segment
ethernet - segment identifier type O
91.<Pod_number>.<pod_region_number>.00.00.00.00.00.00.<BE# _in_hex>

Example:

If ESldefinedin RFC7432is appendeavith the BundleID in hex,it will addupto atotal of 9 octectsthatis, the
ESI_PREFIXmusthaveamaxlengthof 7 octects.

Similarto ESI_PREFIX\VIM supportcustomdefinedroutetargetsfor managemenstorageandtenantnetwork
segmentywhenCiscoNCS5500is set as ToRwitch. This configuration is optional on per network segment basis,
but VIM generates routearget automatically if not defined. To avail this configuration, the pod administrator
must define at_suffixandrt_prefixin each network segment as listed below:

NETWORKING:
networks:
- gateway: 5.0.0.1
pool: [5.0.0.11 to 5.0.0.50]

segments: [management,
provision] subnet:

5.0.0.0/24

vlan_id: 200

rt_prefix: <Local to POD>

rt_suffix: < Region>:< pod_region_number >
gateway:

A7 A N"A 1M1

Resultant Route Target

<Local to POD>:<Region>< POD number in the region><vlan_id>

Example:
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3000:10100214

Eachroutetargetis uniquewith its respective/LAN -id. Routetargetsassociateavith tenantVLANs aregeneratedby
appendinggachVLAN id from TENANT_VLAN_RANGES to thet_suffixandrt_prefix defined in the network
segments.

Resultingroutetargetq(rt_prefixd plusrt_suffix plusthe VLAN ID) mustnotexceedhesix octetsasperRFC
4360for the ExtendedCommunities. The maximum value is eight octets with the first two being reserved for type
information.

NCS Day 0 Configuration (Prior to VIhstallation)

You must define the following configuration on the NCS before commencing thangtillation:
line
default
exec -
timeout 0O

SSH:

ssh server V2

ssh server vrf default

ssh server netconf port 831

ssh server netconf wvif default
ssh timeout 60 ssh
server rate -

! For SSH to work, generate a key ustmgpto key generatesa.

Prerequisites for Segment Routing Global Block and FBESix

An admin must be able to redefitie segment routing configuratias given in the followingxample:
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segment - routing
global - block 16000 20000

The prefix  within  the ISIS setup_ data.yaml  configuration has to be
within  the global -block IDs. Example:

TORSWITCHINFO:
CONFIGURE_TOR

S: true
SWITCHDETAILS:
- {br_mgmt_po_info:1, br_mgmt_port_info: TenGigEO0/0/0/10,
hostname: a25-ncs5500 - 1-ru30, isis_loopback _addr :10.10.10.10,
isis_net_entity _title: 49.0001.1720.1625.5011.00,
isis_prefix_sid: 16001, password: CTO1234!, ssh_ip:

172.28.123.176, username: admin, vpc_peer_keepalive:

172.28.123.177, vpc _peer_port_address: _ ,
100.100.100.2/29,100.100:101.2/29",vpc_peer_port_info:'HundredGigEO

/0/1/4,HundredGigE0/0/1/5')

Prerequisites for APl and External Network Segments with Cisco NCS 55@Ras

Preprovisionthe NCS-5500with the bridgedomaingfor API andexternalnetworksegmentsTheconfiguredbridge
domainnamedor APl andexternal must be the same as those definedtinp_data.yani{api_bridge_domain and
ext_bridge_domain) under the MULTI_SEGMENT_ROUTING_INFO section defined above.

A check on each NGS500 must show thi®llowing:

RP/0/RPO/CPUO:NCS - 5500 - 2#sh run [2vpn bridge group cvim
12vpn
bridge group cvim
bridge - domain api
12vpn bridge group cvim
bridge -domain external

During deploymenbf CiscoNCS5500asToR, we supporttheworkloadsof theprovider
networkalongwith thetenantetwork. Listed below are some of the assumptions under which this
combination works.

« Provider network segment must be available from Day O.

« Few of the PROVIDER_VLAN_RANGES must be defined. You can always expand the
PROVIDER_VLAN_RANGES with an additional VLAN rangminimumstartingVLAN rangeis 2) sothat
themaximumnumberof PROVIDER_VLAN_RANGESandTENANT_VLAN_RANGESshould add up to
200.

 Bridgedomainfor providerstartswith prefix: providerVLANId. It is creatednanuallyonthe CiscoNCS
5500beforethe VIM deploymenbegins and upstream interfaces are configured.
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Support and Presquisites for Provider Network witdCS

In the deploymenof CiscoNCS5500asToR, alongwith thetenantnetwork,we supportprovidernetworks.The
following pointsarekeyto use provider_networks with NCS as ToR:

« Provider network segment has to be defined on Day 0. Also, a handful of PROVIDER_VLAN_RANGES must
be defined in theetup_data.yaml.

' You cannot add it after a viekeployment.

+« The PROVIDER_VLAN_ RANGES can be extended after the VIM installation, by running reconfiguration
with an updatedetup_data.yaml|
( minimum starting VLAN range is two, for example, PROVIDER_VLAN_RANGES: 3200:3202 (existing
range), 3204:3206 (newly addeahge)).

« The maximum number of PROVIDER_VLAN_RANGES and TENANT_VLAN_ RANGES must not exceed
600.

« Bridgedomainfor providerstartswith prefix: provider<VLANId>andarecreatednanuallyonthe Cisco
NCS5500beforethe VIM deployment begins with necessary upstream interfaces configured.

Prerequisites for Provider Network with NCS 5500eR
Provider network support requires the followipgrequisites:

1. Define the network and provider VLAN ranges sectionsetup_data.yands giverbelow:

NETWORKING:
segments: [provider] vlan_id .
None PROVIDER_VLAN_RANGES:

2. Preprovision the Cisco NCS with bridggomains for corresponding VLANs and configure the bridgmain
uplinks:

RP/0/RPO/CPUO:NCS - 5500 - 2#sh run 12vpn bridge group cvim
[2vpn
bridge group cvim

bridge -domain providerl27

12vpn
bridge group cvim
bridge -domain provider3406

12vpn

bridge group cvim
bridge -domain provider3407
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vim configuresall the hostfacingsubinterface$or theseproviderVLANs andEVIs andplumbs
. theminto eachof the pre- provisioned provider bridgdomains.

\Alhan nranrnvicinninn hridnaedamain anciira that tha RN namac fallma tha namina ~ranve

VIM with NCS-5000 as ToR in "ships in the nightiodel

FromVIM 3.4.6,you canoptionallyusethe NCS5500asa routeralongwith the ToR functionality. In this case,
theadministratomustpre-provisionthe Cisco NCS ToRs with all required configuration (like interface, BD, and
VLAN configuration) prior to VIM installation and continue to manage the NCS switches independénsly.

option provides the flexibility of having multiple Cisco NCS 5500 pairs managing the pod, as long as the Layer 2
connectivity between the ToR pairs is maintained.

To avalil this feature as a Day 0 option for Cisco NCS 5500, updasetilye_datasfollows:

TORSWITCHINFO:
CONFIGURE_TORS:False
# Mandatory TOR_TYPE:

To ensurghatthe serverscanpxe boot,you mustidentify eachof the ToR pairsasprimaryandsecondaryfFor
eachof the NCSportsbelongingto the primaryToR which areparticipatingin PXE boot, configurethe
correspndindpundleetherinterfacewith bundlelacp-fallbacktimeoutl. Do not configure the secondary ToR
with this configuration (see below for example). This assymetric configuration is sufficient for PXE to work
under the followingconditions:

« If both ToRs are up, PXE boot of servers witirk.
« If secondary ToR is down, PXE boot of
servers will work

« |If primary ToR is down, PXE boot of

servers will notwvork.

A failed ToR indicatesa podthatis in aseverelydegradedtate. In caseof failed ToR, ensurehatyou fix/replacethe
impactedToR beforeanylifecycle management action is takéFhe corresponding configuration in each of the NCS
ports participating in PXE boot is listed below:

Primary TOR
PXE boot interface for Server

#sh run
interface
Bundle - ether
10 Thu May
21
22:58:56.786
uTC

interfa

ce

Bundle
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ToR Configuration with ACFabric
VIM integrates with ACI in three differentays:
1. ships in the nighitvhere the switch ports are peenfigured with relevant VLANs ahead tirhe.
2. ToR configuration with and without the APIC plugin using A4RI.
In all these cases, openvswiistused as the mechanisiriver.
In the case o$hips in the nighinodel, all the relevant configurations are done static and done ahé#ad.of

If ACI pluginis notusedVIM invokesthe APIC APIsto pre-provisiontheright setof VLANs (alongwith the
Day 0 aspectspnthecorresponding server ports ahead of time.

For details on integration with and without the APIC plugin and the relevant ToR configuratiGmasge@g Aute
ToR via ACIAPI.

# Two E810XXVDA4 (4 ports card)
# control plane: 4A and 2A
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Servers and Networ®ption
Servers and Networ®ption

Overview

SRIOV Support on Cisco

VIC Pod

Supportof 25GIntel NIC on
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Support of 25G VIC and
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0 Support of Pod Expansion with 4 x 25G XXV710 Computes
0 Support of Pod Expansion with 4 x 25G XXV710 Computes with evenly distributed NUMA

Mapping.

Support of M5 + M6 for Storage Nodes

Supportof M4/M5 BOM in aPod

Supportof M5/M6 BOM in aPod

Remote Registry Credentials
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Overview

VIM supports Gseries pod running with either all Intel X710 NICs or Cisco VICs for control and data plane.
In the Intel NIC setup, M4 and M5 (Micropobiasedodsmusthave2-4 portandl or 2-4 port X710
respectivelyfor controlanddataplaneconnectivity. Intel NIC podis currently supported on M6. For BOM
details and its variations, reach ouMid Product Managemerieam. The orchestrator identifies the NIC
support, based on the following INTEL_NIC_SUPPORT values:

o False-This is the default value. The orchestrator assumes that all the servers have Cisco VIC.
0 True- The orchestrator assumes that all the servers have Intel NIC.

To define the value, set the following configuration ingb&up_data.yantile:

# INTEL_NIC_SUPPORT: <True or False>

The X710 basedNIC redundancys enabledoy defaultfor M4-basedntel NIC systemput notfor M5-basedntel
NIC systemFor moreinformation,seeU CS CGSeries Network Topologies
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To bring in NIC redundancy across the X710s for-bsed Intel NIC systems, define the following global
parameters in theetup_data.yanfile:

NIC_LEVEL_REDUNDANCY: <True or False> # optional and only applies when
INTEL NIC SUPPORT is set to True

A C-series pod with Intel NIC also supports SRIOV as an option, when definesgtinpa data.
To enable SRIOV as an option, define a value in the range of 1 to 32 where 32 is the maximum number of
INTEL_SRIOV_VFS:<integer>.

In the C-seriespodrunningwith 4-portIntel 710card,1 port (port#c) from eachof the Intel NICsis usedfor

SRIOV by default. However,someVNFs need additional SRIOV ports to function. To meet the requirement, an
additional variable is introduced in teetup_data.yanflle to include a second port (port d) of the Intel NIC for
SRIOV.

To adjust the number of SRIOV ports, set the following option irséhep_data.yantlle:

#INTEL_SRIOV_PHYS_PORTS: <2 or 4>

TheparametefNTEL_SRIOV_PHYS_PORTS optionalandtakesthevalue2, 4, or 8 (only in M5 basedoods).If
notdefined,valueof 2 is used.For SRIOV support on NG5500, the value must be 4 for
INTEL_SRIOV_PHYS_PORTS.

In M5 Micropodenvironmentvith NIC_LEVEL_REDUNDANCY asfalse,asingleX710is usedfor control/data
planeandanadditionalXL710 or 2-port X710 is usefor SRIOV, where INTEL_SRIOV_PHYS_PORTS takes a
value of 2.

FromVIM 3.4.4with purelntel NIC pod,you cancombinecontrol planeanddateplaneon the samepair of ports
(usetotal of 2 ports)or individually separated one pair of ports for control plane and another pair of ports for data
plane (use total of 4 ports).

e True- controlplaneanddateplaneonthe samepair of ports(Defaultfor
third-party platform)

samxpet
[-samxpetO
[-samxpetl

* False- individually separated one pair of ports for control plane and another pair of ports for data plane
(Default for UCS Gseriesplatform)

samx
[-samxO0
-

samx1

pet
|-petO
|-petl

# COMBINE_CPDP: <True or False> # optional
and only applies when # # INTEL_NIC_SUPPORT
IS set to True
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From VIM 4.4.1 option for enabling NIC redundancy support on Cisco VIC+NIC pod has been added. From VIM
4.4.1 onwards user can enable NIC redundéycetting"NIC_LEVEL_REDUNDANCY: True" in setupdatafile.
Defaultvaluefor this configurationis Falsei.e NIC redundancyupports disabled.This is day O configuration.

# NIC_LEVEL_REDUNDANCY<True or False> # optional and only applies when
INTEL_NIC_SUPPORT is set to True. Default value is False

WhenNIC REDUNDANCY is enableddataplaneinterfaceqpet) aredistributedacrosdothNIC cardssothatthere
is redundancyvhenonecardfails. When this option is disabled both data plane interfaces are coming from same
card.

Following is the port configuration matrsupported:

# NIC REDUNDANCY

# Cisco VIC (Control plane)

# control plane: Port A and Port C
# Two X710-DA2 (Data plane)

# data plane: 1-Aand 2-A

# sriov0/1: 1-B and 2-B

# NO REDUNDANCY

# Cisco VIC (Control plane)

# control plane: Port A and Port C

# Two X710-DA2 (Data plane)

# data plane: 1-Aand 1-B

# sriov0/1: 2-A and 2-B

SRIOV Support on Cisco VIC Pod

VIM supports M4based Gseries pod running with one twamrt Cisco VIC for control plane and two tvport
Intel 520s or two tweport XL710 for SRIOV(calledVIC/NIC deployment)lt alsosupportdM5-basedC-series
podrunningwith one2-port40G CiscoVIC for controlplaneandtwo 2-port XL710 for SRIOV.It also

supports Mébased Gseries pod running with oneport 40G Cisco VIC for control plane and tw«p@rt
E810CQDA2 or two ort EB10XXVDA2 for SRIOV.

Theorchestratordentifiesthe VIC/NIC supportbasednthefollowing
CISCO_VIC_INTEL_SRIOWalues:
i False This is the default value. The orchestrator assumes that all the

servers have Cisco VIC.
I True- Theorchestratoassumeshatall theservershavelntel NIC.

To define the value, use the command:
CISCO_VIC INTEL_SRIQV: <True or False>

A C-series M4 pod running Cisco VIC/Intel NIC (2x520 or 2xXL710) supports SRIOV on theNiel
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A C-seriesM5 podrunningCiscoVIC/Intel NIC (2xXXV710 or 2xXL710) supportsSRIOV onthelntel NIC. In
the caseof 25Gand40GBOM, theCisco VIC is 1457 or 1387, respectively.

A C-seriesM6 podrunningCiscoVIC/Intel NIC (2xE810XXVDAZ2 or 2xE810CQDA2)supportsSRIOV onthe
Intel NIC. In thecaseof 25Gand40GBOM, the Cisco VIC is 1467 or 1477, respectively.

To enable,SRIO\efinethe belowparametewith avaluein therangel-63 (63 is maximum)for X520, or 1-32
(32is maximum)for XL710 or XXV710, or 1-63 (63 is currently supported maximum) for EBLOXXVDAZ2 or
E810CQDA2

INTEL_SRIOV_VFS:<integer>.

By default,in theM4 C-seriespodsrunningwith CiscoVIC andintel 520/XL710,the control planerunsonthe
CiscoVIC portsandall thefour portsin the Intel NIC are used for SRIOV.

In C-SeriesM5 podsrunningwith 40G CiscoVIC andintel XL710, thecontrolplanerunsonthe CiscoVIC ports
andall thefour or eightportsfrom thetwo intel XL710 are usefbr SRIOV. Similarly in the case of 25G M5 pod
(25G Cisco VIC and Intel XXV710), the same layout applies.

In C-Series M6 pods, the control plane runs on the Cisco VIC ports and all the ports from the two Intel NICs are usec
for SRIOV.

In M5-based VIC/NIC pods, define INTEL_SRIOV_PHYS_ PORTS: <4 or 8>, with default value as 4, to indicate the
number of ports participating BRIOV.

In the podsrunningwith CISCO_VIC_INTEL_SRIOVoption,somecomputesanrun only with CiscoVIC
without SRIOV optionif theydo nothavelntel NIC cards.
Define the following parameter in tisetup_data.yanille to setup the SRIOV cargpe:

#SRIOV_CARD_TYPE: <X520 # for M4 based

—NZ1 AN PR TR S

#SRIOV CARD TYPE: <E810XXVDA2 or E810C> #

M4 compute supports different types of the card (X520 and XL710), with a pod that supports the computes having
different SRIOV cardypes.

If SRIOV_CARD_TYPE is not provided, VIM chooses the first two slots from all SRIOV conmuates.

If SRIOV_CARD_TYPE is provided, VIM chooses the first two slots matching the target card type from each of
the SRIOV computaodes,

so that a match between intent and rea&itigts.

For Quantabasedbods,the SRIOV slot orderstartsfrom the higherslot number thatis, for NUMA, NIC at
higherslot hasvalue0, 2. You canoverride this, by defining the following as ascending, in which case NIC at
higher slot has value of 1, 3.

# SRIOV_SLOT_ORDER: <ascending or descending> # Optional, applicable for
Ouanta - based bods

I Fromvim 2.4.4onwardssomecomputeshaveXL710 while othershaveX520for SRIOV in M4 settings Thisis achievedy definingthe SRIOV_CARD_TYPI
at a per compute level (see the SERVERS section of the setup_data in example file).

From vim 2.4.9 onwards, 40G based M5 computespported.

From vim 2.4.15, 40G based M5 controller and Cepties can be mixed with 10G based M4 VIC/Igkgls.
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@ Starting from vim 5.0.0; For SRIOV traffic on Intel card on M5 platform vim will be using RedH
treedriver.

For RedHatin-treedriverit is expectedo haveboththe HOSTandGUESTmustberunningwith the sam
Support of 25Gntel NIC on UCS M6

Startingfrom VIM 4.4.4,Intel EB10XXVDA4 aresupportedn CiscoUCS-M6 serverin Purelntel NIC BOM
configuration.This Intel nic will behaving2 (4*25G) cards. The following setup_data attribute is must to define in
the setup_data.

INTEL_NIC_SUPPORT:
true

INTEL_SRIOV_PHYS_PORTS
A

Following is the port configuration matrsupported.

# Two E810XXVDA4 (4ports card)
# control planel-A and2-A

# data plane: 1-B and2-B

# sriov0/2: 1-C andl-D

# sriovl/3: 2-C and2-D

(O Starting from vim 4.4.3 , Cisco UCS M6 support as a platforavasiable.

For SRIOV traffic on Intel card on M6 platform it will be ICE driver and in VIM, we will be using RedH
treedriver.

Support of 25G VIC and NIC

From VIM 3.4.0, Cisco VIC 1457 and Intel XXV710 are supported in sgpeeific BOM configuration. The
first one is a combination where the conptaneis runningon two ports(A andC by default)of Cisco1457
anddataplaneis runningoverVPPonthetwo portsof thelntel XXV710. In thisconfiguration thereis asecond
XXV710 NIC for SRIOV. To realizethis configurationof CiscoVIC andIntel NIC baremetakcombination
without creating any Cisco VNICs, the option of INTEL_NIC_SUPPORT must be set to true.

CISCO_VIC_SUPPORT:
true
INTEL_NIC_SUPPORT:

triie

Theaboveoptioncanalsobe usedwith openvswitchasthe mechanisndriver. If theaboveoptionis choserfor
Cisc01457VIC, by defaultport A andC of the VIC are used for the control plane. To use the port A and B of the
Cisco VIC for samx, you can define an optional variable globally or at-sgpeerievel.

Following is the snippet of how to define the configuration insitep data.yanille:
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SERVER_COMMON:

# Optional global configuration to change VIC's port channel enable
configuration

# option, from default True to False. Applicable only for Cisco VIC that
support Port Channel like UCS VIC 1457 25Gbps network adapter.

A global configuration option is available to change VIC's admin FEC mode from détaato eitherOff, cl74,
or cl91'mode and to adapt to different typEsswitches.Thisis applicableonly for CiscoVIC, whichsupports
changingheadminFECmodelike UCSVIC 145725Gbpsetworkadapteor VIC 1467 with 25Gbps link on
M6.

The following is the snippet ithe setup_data.yantlle to realize this configuration for thmod.

SERVER_COMMON:

#VIC_admin_fec_mode: <Auto, Off, cl74, or clo1>
# This can be specified or overridden at per server level under server's

CiscoM4 (VIC 1227)basedhodssupportadditionalM5 computesunningon Cisco1457VIC. Additionally, OVS
basedCiscoM5 VIC (1457)with XXV710 NIC pods is supportedn this combination, the control, and data plane

run on Cisco 1457 VIC, with four ports of XXV710 Intel NIC dedicated for

SRIOV. For OVS based Cisco M6 VIC with intel NIC pods, the control, and data plane run on Cisco VIC, with intel
NIC ports dedicated fdBRIOV.

Support of Pod Expansion with 4 x 25G XXV710 Computes

For10G X710basedntel pods,typically all computesavetwo X710-DA4 NICs. FromVIM 4.2.0,the
expansiorof podwith computeshavingfour XXV710-DA2/XL710-DA2 NICs is supported.

Following is the port configuration matrsupported:

# Two X710 - DAA4 (4 ports card)
# control plane: 1 -Aand2 -A

# data plane: 1-B and 2-B
# sriov0/2: 1-C and 1-D
# sriov1/3: 2-C and 2-D
# Four XL710 - DA2 (2 ports cards)
# control plane: 1 -Aand2 -A
# data plane: 1-B and 2-B
# sriov0/2: 3-A and 3-B
# sriov1/3: 4-A and 4-B

For computes with 25G NICs, the lower two NIC slots are @medontrol and data plane. Hence, care must be
taken in placing the NICs across the NUMade.In anUCS240M5 node,useslot 1 for thefirst 25GNIC, and
slot4, 5, and6 for next3 25GNIC cardsto yield abalancediirtual network across NUMA nodes. However,
SRIOV is dedicated to a single NUMA.

Support of Pod Expansion with 4 x 25G XXV710 Computes with evenly distributed NUMA Mapping

VIM supportfor expansiorof PODwith computesavingfour(4) XXV710-DA2 NICs (25GigNICs) on CiscoUCS
C240M5SX serverswvith customNUMA mapping configuration. This feature allows to evenly distribute CPDP and
SRIOV ports across NUMA on a given compute.
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To supporthis feature hewconfigurationparameterareintroducedat percomputdevel. Usingthis parameteuser
hastheflexibility to selectPCleslots for CPDP and SRIOV ports. However, care must be taken when assigning

PCle slot numbers and provide PCle slot numbers which are mapped across NUMA. User has to consult hardware
specification for servers/server vendor to get accurate informationsofths feature was validated and supported

on Cisco UCS M5 Servers.

Example:

To supportconfigurationdisplayedn Figure-1 userhasto update'setup_data.yamhvith belowconfigurationin the
computenodesection Herewe are asking installer to pick.

PCle 1 and PCle 4 for CPDP ports and PCle 3 and PCle 6 for Spi@s/

hardware_info: {NIC_LEVEL_REDUNDANCY: true, cpdp_nic_slot: [1,4],

sriov_nic_slot: [3,6]}
Existing Nodes Expansion Nodes
UCS Compute Node (UCS-C240-M5SX) UCS Compute Node (UCS-C240-M5SX)

Intel X710 (10G NICs) Intel XXV710 (25G NICs)
) [ ‘\__U‘J'
l [ l | \
SR-IOV parts SR-IOV ports ¥ N ¥ r

= SR-I0V ports
SAMX SAMX SAMX PET 100G 7’1 Lgeon,u
PET PET w -

Y I‘
PCI Slots: 01 & 04 PCl Slots: 03 & 06

Figure 4 Chassis Rear View

el‘

/\

o a0 Lot
|(§xi [_PCleor | ||v
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If user want to pick different configuration showrFigure-2 they have to update
"setup_data.yaml" as follovirardware_info: {NIC_LEVEL_REDUNDANCY:

true, cpdp_nic_slot: [1,4], sriov_nic_slot: [2,5]} Here we are
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asking installer to pick PCle 1 and PCle 4 for CPDP ports and PCle 2 and PCle 5 for

SRIOV ports.
Existing Nodes Expansion Nodes
UCS Compute Node (UCS-C240-M5SX) UCS Compute Node (UCS-C240-M5SX)
[!n!el X710 (10G NICs) { Intel XXV710 (25G NICs) }
[ [ A
| | |
v SR-IOV po v SR-1OV port v ¥ ¥y
SAMX SAMX SAMX PET
PET PET

PCl Slots: 01 & 04 PCl Slots: 02 & 05

Figure 4 Chassis Rear View

10992

_____________________

PCI Riser O PCI Riser 1
Numa 0 Numa 1
Figure2

Both configurations displayed Figure-1 andFigure-2 on UCS C240 M5SX server are suppor@hfigurations.

NOTE: Riserl cardin thePCl-slotsmayaltertheNUMA mapping.lt is alwaysbetterto referto the UCSManual
to checkhowthePCl slotsaremappedo the NUMA node and then make the decision to plug in the NIC cards
for configuring with VIM.

Support of M5 and M6 for Storage Nodes.

Starting from Cisco VIM 5.0.4, the pod administrator can have the mix ofM&8nd UCSM6 pods as storage
nodes in the cluster.

Please ensure consistency in the type of disks used across all nodes. For example, if SSD disks are used for
OSD/CEPH in storagé, the same type should be used on all other nodes. Similarly, maintain consistency in the type
of disks used for the operatiggstem (OS) across all nodes. Additionally, ensure that the disks allocated for
OSD/CEPH are of the same size across all nodes.

In our lab, the following combinations validated.
1 M5:

o UCS VIC 1457
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o MRAID : Cisco 12G Modular RAID Controller with 4GB Cache
o Disks: HDD for Ceph and SSD for OS

o UCSVIC 1477
o MRAID : Cisco 12G SAS RAID Controller with 4GB FBWC (16 Drives)
o Disks: HDD for Ceph and SSD for OS

All the storage nodes are having the consistency across the nodes .i.e. SSD disks for OS/ HDD disks for CEPH or
SSD disks for OS and CEPH or HDD disks for OS and CEPH.

Support of Thirgparty Compute in Hybrid Mode

VIM 2.4introduceghefirst third-partycompute Thefirst SKU chosens HPE ProLiantDL360 Gen9.With this
supporttheVIM softwareis flexible enough to accommodate other SKUs. In VIM 2.4, the supported deployment

is a fulkon pod, with OVS as the mechanism driver, where the management, control, and storage nodes are based
on existing Cisco UCS ¢220/240M4 BOM, and the compute nodes are on HR&PRL360 Gen9 hardware.

From VIM

2.4.5 onwards, VIM supports the same HP SKU with both HP andtirkeiel.

To minimize changedo the existingorchestrationworkflow andinsightUI, the existingCiscoVIC+NIC combo
deploymenscenarids reusedo handleHP as a thireparty compute. This reduces the changes needed for the
hardware topology ansktup_data.yandonfiguration file. For details on NIC settings enable HPE ProLiant
DL360 Gen9 thireparty compute, seatel NIC Support for SRIOV

For Quanta servers, the support of thpatty is available for all nodes (servers in control, compute, storage, and
managementle).

VIM 3.4.6supportDell PowerEdgdr740seriesascomputenodeswith CiscoUCSM5 nodesactingas
managementontrol,andstoragenodesn afull pod system.

The following table shows the port type mapping between Cisco U&Si€s, HPE ProLiant DL360, Quanta, and
Dell ascompute:

Port CiscoUCS c220/c240Compute HPEProLiantDL Quanta Serveras Dell

Type 360GenYas Full Pod PowerEdge
Compute 740as
Compute

Control M4: MLOM - 1x FlexXLOM - HP OCP25G2 PCle- 2xIntel
and VIC 1227 MS5: EthernetlOGb 2- portxxv710 XXv710DA2 25
Data MLOM -1xVIC ort baseccard Gbps 2 port NIC
Plane 1387 M5 %%g';{-e'?s':m

MLOM - 1 x

VIC 1457

MS5: Intel- 1or2x X710DA4
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SRIOV | M4: PCle- Intel X520-DA2 10 PCle- HP Ethernet PCle- 2xIntel PCle- 2xIntel
Gbpsor Intel XL710 DA2 40 Gbps2 10Gb2- port xXv710DA2 25 | xxv710DA2 25
portNIC 560SFP+ Adapter Gbps 2 port NIC Gbps 2 port NIC

M5: PCle- Intel XL710 DA2 40
Gbps2 portNIC or Intel XXV710
DA2 25 Gbps 2 port NIC

As this deploymentoesnot supportaute ToR configuration the ToR switch musthavetrunk configurationwith
nativeVLAN, jumboMTU, andno LACP suspendndividual on the control and data plane switch ports.
Sample Nexus 9000 pechannel configuration is dsllows:

interface port - channel30

description compute - server -hp-1
control and data plane switchport mode
trunk

switchport trunk native

vlan 201 spanning - tree
port type edge trunk
spanning - tree

bpdufilter enable mtu

9216

no lacp suspend -
individual vpc 30

Oncethe physicalconnectiorto the ToR switchesandswitch portsconfigurationis completedenable/addhe
following additionalvariablesin thesetup_data.yamiconfiguration file:

CISCO_VIC_INTEL_SRIOV:
True INTEL_SRIOV_VFS:

Support of M4/M5 BOM in a Pod

With thetransitionof UCSfrom M4 to M5, thereis a needto supportM5 hardwarein anexistingM4 pods,sothat
thelifecycle managementf the nodes througthe EOL/EOSprocessof M4 canalsobe supportedAssumingthat
theadditionalM5 nodeshavethe samenumberof CPUcores memory,and disk size (generation of the components
can vary), the following table lists the NIC level compatibility matrix between M4 and M5 node.

1x 1x 1x 2X 2X 2X 1x 2X 4%
Cisco Cisco Cisco Int Int Inte In In Inte
Scenar Comp VIC VIC VIC el el I tel tel I
ios ute 12 13 14 NI NI NIC NI NI NIC
Type 27 87 57 C C XXV C C XXV
X5 XL 710 X710 X710 710
20 710 - -
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(10 (40 (25 (10 (40 (25G DA DA (25G
G) G) G) G) G) ) 2 4 )
(10 (10
G) G)
Scenari( Existing o o
1 M4
New M5 o o
Scenari( Existing o o
2 M4
New M5 V] o
Scenari( Existing o o
3* M4
New M5 o o
Scenari( Existing o
4 M4
New M5 o
Scenari( Existing V]
5 M4
New M5 o

. Scenario 3 is applicable only to NGENBOM
The M5 BOM for controlandcephnodess alsosupportecasmentionedn thetableabove butyou
mustdropthe SRIOV andpet interface aspects of the NIC card from the target node.

Support of M5/M6 BOM in a Pod

Theintroductionof UCSM6 supportin VIM includessupportfor M6 computenodein anexistingM5 pod.The
following tableliststhe NIC level compatibility matrix between M5 and M6 node as of VIM 4.4.3.

1xCisco 1xCisco 2xIntel 2xIntel NIC

Scenari Compute VIC 1387 VIC 1477 NIC E810CQDA2

0s Type
(40G) (40G) XL710 (10/25/50/1C
0G)
(40G)
Scenario Existing M5
1 J ) )
New M6
L] o
Intel EB10CQDAZ2 supports 10/25/50/100G speed.
On an environment that has M5 + M6 as compute nodes; M5 servers with 40G
intel card and M6 servers with 100G Intel Card connected to the Top of Rack
switch with  B0G OSFP cahle  then the owverall throtiahniit hetween these
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! M6 nodeswould behavingmorenumberof CPUcores;VM live migrationbetweerM5 andM6 compute

nodeds not supportediueto CPUincompatibilities.

REGISTRY_USERNAME:
'<username>'

REGISTRY_PASSWORD:
'cnacawnrds>' REGISTRY FMAIL -

Remote Registry Credentials
Common CIMC Access Information fors@ries Pod

CIMC COMMON:
cimc_username: "admin”
cimc_password:

Configure Cobbler

## Cobbler specific information.
## kickstart: static values as listed below
## cobbler_username: cobbler #username to access cobbler server;  static

value of Cobbler; not user configurable ## admin_username: root # static
value of root; not user configurable
## admin_ssh_keys: This is a generated key which

is put on the hosts. ## This is needed for the

next install step, using Ansible.
COBBLER:

pxe_timeout: 45. # Optional parameter (in minutes); min of 30 and max of

120, defaults to 45 mins cobbler_username: cobbler #cobbler Ul
user; currently statically mapped to cobbler; not user configurable
admin_username: root # cobbler admin wuser; currently statically mapped

to root; not user configurable #admin_password_hash has be the output
from:

+H rmthAn _ ~ "imnnrt Acnmmts nrint anmmt enmt('cnlaintavt Nnacacwnrd~SN\"

kicksta #not user
control: ucs -b-and-c-

series.ks compute: ucs -

h Aand ~ eaArviae e
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NETWORKING:
domain_name:domain.example.com

#max of 4 NTP

servers
ntp_servers:
1. <l.ntp.example.com>

2, <

2.ntp

.exam

ple2.

com >

or
ntp _servers: ['2001:c¢5c¢0:1234:5678:1002::1', 15.0.0.254] <== support for
IPv6 address

#max of 3 DNS servers
domain_name_servers:

<a.b.cd

> or

domain_name_servers: ['2001:¢5¢0:1234:5678:1002::5', 15.0.0.1] <== support
for IPv6~  address

Configure Network

External access to the management node is made through the IP address configured on the br_api interface. To
provide additional security for this connecti@amoptionaladmin_source_networksarameters provided.When
specified theacces$o administratoserviceds allowedonly from the IP addresses specified on this list.

! Usethis settingwith care,asa misconfiguratiorcanlock outanadministratorfrom accessinghe
managememodethroughthe network. Recovery can be done by logging in through the console and

Define Network Segments

networks:

vlan_id: <int>

subnet: <cidr with mask> # true
routable network gateway:
<ipv4_address >

ipv6_gateway: <ipv6_address> <==required if IPv6 based
OpensStack public APl is enabled ipv6_subnet: < v6 cidr with
mask>

segments:

- api
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vlan_id: <int>

subnet: <cidr /mask>

gateway: <ipaddress>

pool:

# Specify the pool range in form of <start_ip>to <end_ip>,
IPs without the "to" # is treated as an individual IP and is

used for configuring

ip_address_1 to ip_address_2 in the current network segment

# optional, required if managemen_ipv6 is defined at
server level ipv6_gateway: <ipv6_address>
ipv6_subnet: <v6 cidr with mask>

ipv6_pool: [ipv6_address_1 to ipv6_address_2']

segments: #management and provisioning are always the same.
1. management

2. provision

# OVS- VLAN requires VLAN  -id as "None"

# LinuxBridge - VXLAN requires valid VLAN -id

vlan_id: <vlan_id or
None> subnet:
<v4_cidr w/ mask>
gateway: <v4 ip
address> pool:
- ip_address_1to ip_address_2 in the current network segment
segments:
- tenant
vlan_id: <vlan_id>
subnet:  <v4 cidr
w/mask> gateway:
<ipv4_addr>
pool:
ip_address_1 to ip_address_2 in the current network segment
segments:
- storage
# optional network "external"
vlan_id: <int>
segments:
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Use this setting with care, as a misconfiguration can lock out an administrator from accessing the management naele through th
network. Recovery can be done by logging in through the console and reconfiguring this setting.

external

# optional network "provider"”; None for C - series
vlan_id:

II<None>ll

segments:

provider

! Forcephpod,thestoragesegmentnustbereplacedwvith segmentamedcluster.Also, for centralcephpod,
the only othersegmenallowedis management/provision.

Cnr ranbnnd if mananamaoant nohainrls ic Adiial etarl hina tha cliictar nathanrls miiet alen hatenlrial

Define Server Roles

Under the Roles section, add the host name of the servers and their corresponding roles. In case of Micropod,
specify the same server names under cordgoohpute andceph.Ensurethatthe numberof serveraundereachrole
mustbethreefor Micropod. You canoptionallyexpandhe Micropodto include additional computek the case of
Hyperconverged deployment (HC), all storage nodes act as compute nodes, butversece

In case of edge podpecify the same server names under control role (total of three), and compute role (there is no
server with storage role) to support ltatencyworkloadswithout persistenstorageYou canoptionallyexpandhe
edgepod,to includeadditionalcomputesTheedgepodcanconnecto a central Ceph cluster via its management
network, so that the Ceph cluster offers glance image service.

The central Ceph cluster to which the edge pods are communicating to for the glance image service is called the Ce
podtype. For the podypeceph specifythe sameservemameaundercephcontroltotal of three),andcephosdole.
You canoptionally expanadhe cephpodto includeadditionalcephoschodes.

ROLES:- > for
PODTYPE: fullon
control;

Your - Controller -
Server - 1- HostName Your -

Controller - Server - 2-
HostName Your -
Controller - Server - 3-
HostName

compute:
Your - Compute - Server -
1- HostName Your -

Compute - Server - 2-
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HostName Your -
Compute - Server -n-
HostName

block_storage:
Your - Ceph- Server -
1- HostName Your -
Ceph- Server - 2-

HostName Your -
Ceph- Server - 3-
HostName
ROLES:- > for
PODTYPE: micro
control:

Your - Server - 1-
HostName Your -
Server - 2-
HostName  Your -
Server - 3-
HostName

compute:
Your - Server - 1-
HostName Your -

Server - 2-

HostName  Your -

Server - 3-

HostName

Your - Server - 4- HostName (optional

expansion of computes) Your - Server -5-
HostName  (optional expansion  of
computes)

block_storage:
Your - Server -1-
HostName Your -
Server -2-
HostName  Your -
Server - 3-
HostName

ROLES:- > for PODTYPE: UMHC
control:
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Your - Controller -
Server - 1- HostName Your -

Controller - Server - 2-
HostName Your -
Contoller - Server - 3-
HostName

compute:

Your - Compute - Server -
1- HostName Your -
Compute - Server - 2-
HostName

Your_HC_ Server -

1 HostName
Your_ HC_ Server -

2 HostName
Your_ HC Server -

3 HostName

block_storage:
Your_ HC Server -
1 HostName
Your_HC_ Server -
2_HostName
Your_ HC_ Server -
3 _HostName

ROLES: -> for
PODTYPE: edge
control:

Your - Server -1-
HostName Your -
Server -2-
HostName Your -
Server - 3-
HostName

compute:
Your - Server -1-
HostName Your -
Server - 2-
HostName Your -
Server - 3-
HostName
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Your - Server - 4- HostName (optional
expansion  of computes) Your - Server -5-
HostName (optional expansion of

computes)

ROLES: -> for
PODTYPE: ceph
cephcontrol:

Your - Server -1-
HostName Your -
Server - 2-
HostName  Your -
Server - 3-
HostName

The maximumlengthof nonFQDN hostnames 32 charactersThe maximumlengthof Your-

« ControllerServerl-HostNamenhostname is 32 characters in both the ROLES and SERVERS se!
. Themaximumlengthincludingthe FQDN s 64 charactersyherethe hostnamesanonly have

. Charactershatarein anycombination of "AZa-z0-9-.", and the TLD is not all numeric.

vim does not allow " " in thBostnames.

ForenablinglPA, thehostnamdor all serversancludingthemanagememodemustbein lower

VIM introduces the notion of Micropod to address solutions that have requirements of high availability, with

limited compute and storage needs. In this deployment model, the control, compute, and storage services reside
on each of the three nodes that ¢ibate the pod. VIM also supports the expansion of the Micropod to

accommodate additional compute nodes. Each cloud application can decide the type of pod needed based on their
resourcg§memory,storageconsumptionyequirementsThe Micropodoptionsuppots only OVS/VLAN (with

CiscaVIC orIntel 720NIC) or VPP/VLAN (only on Intel NIC) on a specific BOM.

To enable the Micropod option, update the setup_ddtdlaws:

PODTYPE: micro

VIM supports the hypeconvergence (UMHC) option of UMHC and NGENAHC. The UMHC option supports
only OVS/VLAN with a combination of Cise¥IC and Intel 520 NIC on a specific BOM, while the NGENAHC
option supports only VPP/VLAN with control plane over Cisi€ and dataplane over tweport Intel X710.

To enable the hyparonvergence with (UMHC) option, update sSetup_datasfollows:

PODTYPE: UMHC

To enable the hyparonvergence with NGENAHC option, update the setup_ddtalaws:
PODTYPE: NENAHC

On Quantaserveryou canalsoenableedgecloudfunctionalityfor low-latencyworkloads for example yRAN
thatdoesnotneedpersistenstorage. To enable such deployment, update the setup_data as follows:
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PODTYPE: edge

From VIM 3.4.6, a single node non HA cloud with no persistent storage is supported. In this deployment model,

the control and compute services reside on a single node that constitute the pod. In case of nano pod, no expansion
of the cloud is possible, atlde management node can be a physical box oinan¥M runningoff aVIM cloud,

whichis Layer3 adjacento the nanopod. The nanopodoptionsupportonly OVS/VLAN (with CiscoVIC or

Intel 710 NIC) on a specific BOM (for BOM details, reach ou¥/t¥ Product Management team.

To enable the nanopod option, update the setup_dfdkosgs:

PODTYPE: nano

If theedgepodis communicatingvith a centralCephclusterthatis managedy VIM, updatethesetup_datdor the
respectivecentralcephclusterasfollows:

PODTYPE: ceph

FromVIM 3.4.6,anoptionis availableto extendthe usageof centralglanceimagefunctionalityontoa
full/micro/hyperconvergegodfor thecephmoninterface on management network. To avail this change, define
MON_INTERFACE agnanagemerdas part of Day O installation of the pod that is targeted to provide the central
glance image functionality. From VIM 4.0.0, MON_INTERFACE option works for a single stack pod only.

MON_INTERFACE: <management or storage> # Optional, default is storage; Value

of management is needed as part of Day 0O installation for the pod

# to pravide Central glance image functionality;
thls optlon IS

P T T T PN R R —

For information on the connectivity of edge and Central ceph pod§seestaciConfiguration
Define Servers Rack (CSeries, Quanta) Pod

' The maximum length of host name is@aracters.
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rack_info: {'rack_id": 'RackB"}
Your_Controller_Server - 3_HostName:

# For enabling IPA, hostname for all servers including the management node must be in lower case FQDN(RFC4120)
and belongs to ipa_domain_name

SERVERS:
Your_Controller_Server - 1_HostName:
cimc_info: {'cimc_ip" <IPv4 or IPv6>}

rack_info: {rack_id": 'RackA'}

#hardware_info: {'VIC_slot" ‘7Y # optional; only needed if VNICs need to be created on a specific slot,
for example, slot 7

#management_ip:  <static_ip from management pool> #optional, if defined for one server, must be defined for
all nodes

#cimc username, password at a server level is only needed if it is different from the one defined in the
CIMG- COMMON section

# management_ipv6: <Fixed ipv6é from the management_ipv6 pool> # <== optional, allow manual static IPv6
addressing, also if defined management_ip has to be defined

#storage_ip: <Fixed ip from the storage pool> # optional. If defined for one server or if management_ip has
to be defined, then it must be defined for all.
#DISABLE_HYPERTHREADING: <True or False> # <== optional, override the global Hyper - Threading  configuration
Your_Controller_Server - 2_HostName:
cimc_info: {'cimc_ip": '<v4 or v6>', 'cimc_username': 'admin’,’cimc_password'": ‘abc123%
cimc_info: {'cimc_ip" '<v4  or v6>'}
rack_info: {'rack_id": 'RackC"}
hardware_info: {'VIC_slot:'7'} # optional only if a specific VNIC needs to be chosen

Your_Compute - 1_HostName:

cimc_info: {'cimc_ip" '<v4  or v6>}

rack_info: {'rack_id": 'RackA"}

hardware_info: {'VIC_slot": '3’} # optional only if specific VNIC needs to be chosen

VM_HUGHPAGE_PERCENTAGE - 100> # optional only for compute nodes and when NFV_HOSTS: ALL and
MECHANISM_DRIVER: openvswitch

VM_HUGHPAGE_SIZE:<2M or 1G> # optional, only for compute nodes and when NFV_HOSTSis ALL and
MECHANISM_DRIVER is openvswitch

trusted_vf: <True or False> # optional, only for compute nodes which have in SRIOV, can be enabled via
reconfigure

rx_tx_queue_size: <512 or 1024> # optional, only for compute nodes

NOVA_CPU_ALLOCATION_RATIO: 1.0 <float, range: 0.958 -16.0> # <== optional, override  the
NOVA_CPU_ALLOCATION_RATIO configuration defined in openstack_config.yaml

NOVA_RAM_ALLOCATION_RATIO: 1.0 <float, range: 1.0 -4.0> # <== optional, override  the
NOVA_RAM_ALLOCATION_RATIO configuration defined in openstack_config.yaml

hardware_info: {'VIC_slot " '<7>', SRIOV_CARD_TYPE: <XL710 or X520 or XXV710 or EB10XXVDAZ2 or E810C>,

VIC_port_channel_enable: <True or False>, VIC_admin_fec_mode: <Auto, Off, cl74, or cl91>,

root_drive_type: <HDDor SSD or M.2_SATA, NUM_GPU_CARDS« 0 to 6>}, VIC_link_training: '<SOFF or ON>7}

# VIC_Slot is optional, defined for location of Cisco VIC,

# VIC_port_channel_enable is optional and applicable to 1457 based VIC where you can use port A and B to
connect to ToR (instead of port A and C),

# VIC_admin_fec_mode is optional and used when the ToR needs explicit configuration of fec mode.

Unless deviating from the default BOM, the option of root_drive_type can be skipped.

However, it is mandatory to define the opton M.2 on a per server basis, if it is
used as a booting media for a given server
# LIBVIRT_WRITETHROUGH_CACHE<True or False> # <== optional, Switches the option from writeback to
writethrough. Note that there might be a performance hit.
# ENABLE_ISOLCPUS: <True or False> # <== optional, default is False. If it is enabled, all VNFs must be
running with CPU pinning flavor, otherwise VNFs will hit significant performance degradations
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Note that the option of M.2 is valid only for UCS M5 systems.

NUM_GPU_CARDS is optional and can vary on a per server basis.

VIC_link_training: < is optional and provided to have better compatibility between Cisco VIC 1387 (40Gbps)
and Cisco ACI

Your_Storage  HostName:

cimc_info: {'cimc_ip": 'v4 or v6'} rack_info {'rack_id": 'RackA’}
hardware_info: {osd_disk_type: <HDD or SSD>} # optional only when the pod is multi -backend ceph, and a
minimum of three storage servers must be available for each backend type. It is recommended to have four

nodes for each storage type.

'  SRIOV_CARD_TYPEoptionis valid only if CISCO_VIC_INTEL_SRIOMs True andcanbe

definedat percomputdevelfor apod. If it is not defined at a per compute level, the global value

ic talkan far that romniite

' vim installationrequireshe controllernodeRacklIDs to be uniqueto indicatethe physicalracklocation,
sothatphysicalredundancys built within the controllers. If all the controller nodes are installed in the

cama rarl, vinil miiet accinn a 1ininnia racl, IN tAn nranara far fithiira ralaacac Af viim that inchnida racl,

' For Central Ceph cluster, swap #terage_ipwith cluster_ip

* vim requiregthe controllerrackIDs to be unique to indicatethe physicalracklocationand
« providephysicalredundancyor controllers.
If your controllersareall in the samerack,youmuststill assignauniquerackID to the
controllersto providefor futurerack redundancy. Compute and storage nodes have no rack ID

Server Common

Under the SERVER_COMMON section, the options to define parameters at a global or per role type are
available. Options include platform vendarpt_drive_typeVIC _admin_fec_modeandsoon. FromVIM
3.4.6,youcanturn on/off VIC Link Trainingviathesetup_data.yanibr better compatiblity between Cisco
VIC 1387 (40Gbps) and Cisco ACI.

SERVER_COMMON:
server_username: root # not user configurable

# Optional global config to change VIC's Port Channel Enable configuration
# option, from default True to False. Applicable only for Cisco VIC that
support Port Channel like UCS VIC 1457 25Gbps network adapter.

# VIC_port_channel_enable: <True or False> # This can also be specified
or overridden at per server level under server's hardware_info section.
# Optional global config to change VIC's admin FEC mode, from default
'‘Auto'to either  'Off', 'cl74', or 'cl91' mode. Applicable only for Cisco

VIC
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# that support changing the admin FEC mode, like UCSVIC 1457 25Gbps
network adapter. #VIC_admin_fec_mode: <Auto, Off, cl74, or cl91> #

This can also be specified

# or overridden at per server level under
server's

hardware_info section.

# Optional value, allow static override value for
platftorm  vendor and/or root # drive type for

Operating System install instead of dynamic

discovery at

#

runtime

. #

# Optional global config to specify the control plane's interfaces link
# aggregration mode, default active - active

(802.3ad) mode or active - backup # mode to support
CIMC in - band shared mode with control plane

interfaces
#control_bond_mode: <802.3ad or active - backup> # This can also be specified
# or overridden at per server level under
server's
hardware_info
section. #
# Optional value, allow static override value for platform vendor and/or root
# drive type for Operating System installation instead  of
dynamic discovery at runtime. #
# vendor, allowed values:
# CSCO- Cisco Systems Inc
# HPE - Hewlett Packard
Enterprise #QCT - Quanta
Cloud Technology Inc #
DELL - Dell Technology
Inc
# root_drive_type, allowed values:
# HDD or SSD - drive locate in front or rear drive bay
# M.2_SATA - internal SSD drive

(mandatory  config if booting off M.2 SATA #
SSD, not valid for M4 platform)

# NVMe - internal NVMedrive (mandatory config
if booting off M.2 # NVMe)
# num_root_drive: Optional field, number of drives

to use for root/boot # virtual drive, valid
range from O to 26

# - 0 for all available drives
# - 1 to 26 (this value includes dedicated
hot spare count) # root_drive_raid_level: Optional
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field, RAID level to use for creating the #
root/boot virtual drive
- raidO (require at least 1 drive)
- raidl (require at least 2 drives)
- raid5 (require at least 3 drives)
- raid6/raid10 (require at least 4 drives)

root_drive_raid_spare: Optional field, number
dedicated hot spare for the RAIDed

[USERY | S [N IR [DRL [N - |

vendor: <CSCO <= Global level vendor

or QCT> <= Role level override.

vendor: <CSCO or QCT>
root_drive_type: <HDD, SSD,

hardware <= Role level averride.
vendor: <CSCO, HPE, DELL, or QCT>
root_drive_type: <HDD, SSD, M.2_SATA, or
NVMe> num_root_drive: <0 to 26>
root_drive_raid_level: <raid0, raidl,

hardware <= Role level override.

vendor: <CSCO

R L L L L R R L R E E R s

# VIC_link_training: #Default is ON: ontionallv can he

[EPVaN ol ol - ARNIC T o

Fan Policy for CiscdJCS

From VIM 3.4.6, you can set the fan policy on a Cisco UCGs(es based pod as part of Day 0 configuration.
Based on the fan policypu can determingheright fan speedor theserverswhichin turn canhelpaddress

the problemsrelatedto CPU performanceandlow powerconsumption due to owéreating. Define the
FAN_POLICY as part oDay 0 installation of the Cisco UCS4<eries based pod.

! vim does not manage or default to any fan policy when the fan policy is not specifiegétujnedata.

FAN_POLICY: <'Balanced' or ‘Maximum_Power' or 'High_Power' or 'Low_Power'> #
Ontional

The available settings for fan polieye:

1 BalancedNot suitablefor serverswith PeripheralComponentnterconnecExpress
(PCle)cardsastheyoverheatasily.

Low_Power: Default setting for systems with no PCle cards.
High_Power: For fan speeds ranging from 60% to 85%
Maximum_Power: For fan speeds ranging from 70% to 100%.

= =4 =4
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Compute LeveDptions

Compute LeveDptions

>\

NFV Hosts
Configuration

VM HugePage Size
VM HugePage
Percentage
Hyperthreading
VIC Link Training
IsolatingCPUsUsing
TunedProfile

libvirt writethrough
Configuration

> B> >

NFV HostsConfiguration

VIM supportsCPUpinningandhugepageonthecomputenodes.To enablenonuniformmemoryaccess
(NUMA), youcanuseALL (case insensitivep configureall computenodes For VPP/VLAN, only the
valueof ALL is allowed.For OVS/VLAN, alternatively,you canlist the compute nodes where NUMA
must be enabled.

# For VPP, only
NFV_HOSTS: ALL -- >

Preferred option  or
NFV HOSTS: "compute - server -1", ..." -- >" " separated server name

VM HugePagesize

You can enable HugePagm3d set values for HugePage size at a global level or at a per sever level as part of Day 0
configuration. This guarantees the availability of memory resources when VMs are lauflceedipported values

are 2M and 1G. You can change the value on a per compute basis nybRapdatingthe setup_datand

removingor addingcomputenodes Whenusingthis parameterensurghatNFV_HOSTSis setin thesetup_data.

# Optional, Day 0 parameter at global

level VM_HUGEPAGE_SIZE: <2M or 1G> #by

default, it is not enabled
# or at a per server level:
SERVE

RS:
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VM HugePagdPercentage

You can set HugePagercentage at a global level or at a per sever level as part of Day 0 configuration, when open
vSwitch (OvS) is used as the mechanism drivghen VPP is used as the mechanism driver, this value is set to
100% and cannot be changed. However, this value can be set in thefrarif®%for OVS atagloballevel or
percomputdevel. To changahevalueon a percomputebasison Day n, updatethe setup_datandremove or add
compute nodes. When using this parameter, ensure that NFV_HOSTS is ssetuphelata.

# Optional, Day O parameter at global level for
mechanism driver of open vSwitch VM _HUGEPAGE PERCENTAGE:
<0 to 100> # default value, if not defined is O

# or at a per server

If thepodis enabledvith HugePages;aremustbetakento usetheright flavor, to ensurehatthe systemmemory
is notusedto launchthe VMs. The usage of system memory for VMs can lead to VIM instability, as both the
workload and the infrastructure are competing for the resources reserved for the infrastructure.

Note Even thoughHVIM has the option to configure the vm_huge_percentage from 0 to 100.
We HIGHLY Recommend to configure as below, this is from our field experience.

For Micropod (AlO nodes)

VM_HUGEPAGE_PERCENTAGE: 86 (this the max value)

RESERVED _SYSTEM_MEMORY: 50 (minimum value for AlO node)

For Standalone compute nodes

VM_HUGEPAGE_PERCENTAGE: 89 (this the max value)
RESERVED_SYSTEM_MEMORY: 25 ( this is the default for M5 and 32G for M6)

Hyperthreading

By default,hyperthreadings enabledacrosscomputenodesn VIM. Basedon certainVNF characteristicsyou
candisablehyperthreadingacrosghe pod on Day 0. You can also disable it on a single compute node on Day n,
by updating thesetup_datand removing or adding compute nodes. To disable kFypeading, update the
setup_datawith the following name or value pair before starting the installation.

# Optional, Day 0 parameter at global
level DISABLE_HYPERTHREADING: <True or
False> # default is

False
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VIC Link Training

In VIM, you can enable Cisco VIC link training on Day 0 for VIC card (for example, VIC 1387 40Gbps) that
supports changing of link training option. To enable this option, updasethe_datavith the following name or

value pair before starting the installation. To change the value on a per compute basis on Day n, update the
setup_datand remove or add compute nodes.

# Optional

SERVER_COMMON:

VIC_link_training: '<OFF or ON>'
#or at a per server level:
SERVE
RS-

Isolating CPUs Using Tund@rofile

Typically, in VIM, cpupatrtitioning via tuned profile is used for allocating reserved CPUs to VNFs. However, in
cases where a few additional percentagiegerformance is critical, you can use isolcpu kernel as a Day 0
parameter. To change the value on a per compute basis on Day n, update the setup_data and remove or add
compute nodes. Extra care needs to be taken to ensure that the VNFs are pinnethg/ltieis parameter,

which otherwiseesultsin performancealegradationAs all VNFs arenot CPU pinnedin reality,anoptionis

availableto enablethis parametentagloballevel or at a per computevel. When using this parameter, ensure
that NFV_HOSTS is set in theetup_data.

# Optional, Day 0 parameter at global level
ENABLE_ISOLCPUS: <True or False> # <==
optional, day O parameter # or at a per

server level:

SERVE
RS:

libvirt writethroughConfiguration

In VIM, libvirt is configuredwith writeback option. However, in certain cases, VNFs expect the option of libvirt
to be in writethrough mode. Extra care mimtakenwhenenablingthis option,asit leadsto performance
degradationAs all VNFS doesnot needwrite-throughoptionin reality,anoptionis available to enable this
parameter at a global level or at a per compute level.
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# Optional, parameter at global level
LIBVIRT_WRITETHROUGH_CACHE<True or
False> # <== optional

# or at a per server level:

You canalsobring in thewrite-throughoptionthroughreconfiguration For detailson howto enable
LIBVIRT_WRITETHROUGH_CACHEvia reconfiguration, se€eneral Guidelines
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OpenStackConfiguration

OpenStaclConfiguration

OpenStack Admin Credentials
OpensStaclHAProxy andVirtual RouterRedundancy
ProtocolConfiguration OpenStack DNS Name
Configuration

OpenStack TLS and HTTPS Configuration
OpenStaclkGlanceConfigurationwith Dedicated
Cephor NetApp OpenStack Keystone
Configuration

CPU Allocation for Compute in Pods

CPU Allocation for Ceph in Hyperonverged or Micropod Systems
MemoryAllocationfor Cephin Hyperconvergear
MicropodSystems Infrastructure Memory
Allocation for Computes in Pods
CephPlacemenGrouplinformation

(Optional) OpenStack Glance

Configuration

OpenStack Cinder Configuration with Dedicated Ceph/NetApp
OpenStaclsettingson PODTYPE:Cephfor Glance
Imageservice OpenStack Cinder Option: Flatten
Volume from Snapshot

OpensStaclSettingson PODTYPE:Edgefor Glance
Imageservice OpenStack Nova Configuration
OpensStack Neutron Configuration
ConnectivitybetweerEdgeandCentral

Cephpods

Ceph Tuning
SupportCustomMappingBetweenOpenStack
physneto SRIOVPF Evacuating Neutron
Networks from a Controller Before Replacing it

OpenStack AdmirCredentials

ADMIN_USER: <admin>
ADMIN_TENANT_NAME:

OpenStack HAProxgnd Virtual Router Redundancy Proto@unfiguration

Following are the configuratioparameters:
1 external_Ib_vip_address: An externally routable ipv4
address in APl network.
1 external_Ib_vip_ipv6_addresaAn externallyroutableipve
addressn API network
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1 VIRTUAL_ROUTER_ID: vrrp_router_id #for example: 49

(range of 1255).

internal_Ib_vip_address: <Internal IP address on management network>.

internal_Ib_vip_ipv6_address: <Internal IPv6 address on management network> # optional, only for dual
stack environment.

= =4

OpenStack DNS Nam@onfiguration

ForwebandRESTinterfacesnamesarecommonlyusedinsteadof IP addresses/ou cansettheoptional
external_lb_vip_fqdmparameteto assigna name that resolves to teeternal_Ib_vip_addresas given below:

external_lb_vip_fqdn: host or DNS name matching external_lb_vip_address

You must configure the services to ensure that the name and address matches. Resolution can be made through
DNS and the Linux /ethosts files, or througbtheroptionssupportedon your hosts.The VIM installeraddsan

entryto /etc/hostson the managemenénd other NFVI nodesto ensure that this resolution can be made from

within the pod. You must ensure that the resolution can be made from any desired host outside the pod.

OpenStack TLS and HTTRSonfiguration

EnablingTLS isimportantto ensurghattheVIM networkis secureTLS encryptsandauthenticatesommunication
tothecloudendpointsWhenTLS is enabledtwo additionalpiecesof informationmustbe providedto theinstaller:
haproxy.penandhaproxycacrt. Thesemustbe placedin the~ /installer- xxxx/openstackonfigsdirectory.

« haproxy.penis the server sideertificate file in PEM format. It must include the server certificate, any
intermediate certificates, and the private katheserver. Thecommonnameof thecertificatemustmatch
theexternal_Ib_vip_addressd/ortheexternal_Ib_vip_fqgdmasconfiguredin thesetup_data.yanille.

« haproxyca.crtis the certificate of the trusted authority that signed the seiger

For productioncloud,thesecertificatesareprovidedby atrustedthird-party CA accordingto yourcompanyiT
policy. For cloudtestor evaluationself- signed certificates are used quickly enable TLS. For convenience, the
installer includes a script that creates and instalssgitfed certificates.

I As these certificates are generated by this tool for testing purposes, do not use these certificatkgfion.

To use this tool, make the following changes to the setup data file and tonlthe

external_Ib_vip_address: <IP address on
external network> external_Ib_vip_tls: True
external_Ib_vip_fgdn : host or DNS name matching external_Ib_vip_address (if

To run the tool, from théworking_dir/directory, execute theommand:

#.ltools/tls_cert_gen.sh - f openstack - configs/setup_data.yaml
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OpenStack Glance Configuration with Dedicated CepketApp

For OpenStaclGlance(the OpenStackmageservice) the dedicatedCephobjectstorageconfigurationis givenbelow.
As theCephandGlancekeysare generated during the Cephtallation, you do not need to specify the keys in
setup_data.yantlle.

STORE_BACKEND:ceph/netappf/file #supported as ceph for ceph backend
storage netapp for netapp backend; file option is valid only for nanopod

OpenStack Keyston@onfiguration

For OpenStackeystonethe numberof workersservicingrequest®n port 5000(public) andport 35357(admin)
canbechangedrom the defaultvalues of 5 for each kindAlso, the cache backend used by keystone may be
changed to memcache@he change is made to the /root/openstamkfigs

/openstack_config.yanfile, KEYSTONE_CONFIGgroupof options. For exampleto configurekeystoneo have

12 workersservingpublicrequestsnd 10 servicing admin requests and use memcached as the caching backend:

KEYSTONE_CONFIG section in openstack _config.yaml

KEYSTONE_CONFIG:
public_workers: 12
admin_workers: 10
use memcached: True

After changingthe file, run VIM reconfigureto modify the keystoneconfigurationfiles in eachcontroller. The
reconfigurationresultsin keystonecontainers restartingo have the new configuration take effect. The new
configurationresultsin 12 worker processeservicingtherequestgrom port5000and10for port 35357.

Theaim of increasingheworkersservicingkeystonaequestss to improvetheresponsdime for requests.
Adding moreworkersreducegshe occurrences of timeout errors (HTTPD 503).

Using memcached as the cache backend enables keystone to process more requests with the same number of worl
With KEYSTONE_CONFIG. use_memcachsetto True,the observedequestateprocesseds 3.8requestper
keystonepublicworker. Whenthe parameteis False theobserved rate is 2.8 per public worker.

' Increasdheworkersizeonly if therearefree CPUsavailableto runtheadditionalworkers. For controller
in full-on pods,CPUsshouldbe available to run new workerghis may not hold true if a controller also

CPU Allocation for Compute iods

For some deployments, the number of CPU cores allocated to the computes (for infrastructure) must be more than
the default value of two. From VIM 3.4.theoptionNR_RESERVED_HOST_PCORESavailableonly on
freshinstallation,with thevalueslying in therangeof 2 to 30. Onecansetthis value globally or on a per compute

basis as well but ensure that the number of cores chosen for the infrastructure is adequate for the application.
Administratormustplanandusetheright numberof CPU coresfor computeinfrastructureto ensurghatenough
CPUresourcegsreavailablefor the rest of the infrastructure and applications.

You can configure this option by updating Betup_data.yanflle as giverbelow:
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# Number of cores associated to computes, # default
value is 2, if not defined# Optional, Day O
parameter at global level

NR_RESERVED_ HOST_PCORES: <2 30>

# or at a per server level:

CPU Allocation for Ceph in Hyperonverged or Micropo8&ystems

As the storage node is shared with other node types (for example, compute fecétwmrged and control and
compute for Micropod), there are deployments where the number of CPU cores allocated to the Ceph role needs
to be higher than the default valuetwb. From release VIM 2.4.2, the option
CEPH_OSD_RESEREVED_ PCORES is available only on fresh installation for Micropod anechgperged

pods. One can configure this optioypusingthe following commandsn setup_datavherethevaluecanrange

betweer2 and30. Administratormustplanon usingtheright number of CPU cores for Cepo ensure that

enough CPU resources are available for the rest of the infrastructure and applications.

# Number of cores associated to CEPHOSDIn a micro,
UMHCor NGNENAHGIeployment. # default value if not
defined is 2

Memory Allocation for Ceph in Hypezonverged or Micropo&ystems

As the storage node is shargith other types of nodes (for example, compute for hgperverged, and control

and compute for Micropod), there are deployments where the amount of memory allocated to the Ceph role needs
to be different than the default value of 24G. From release VAV 3the optiorof

CEPH_OSD_MEMORY_LIMITis availableonly onfreshinstallationfor Micropod andhyperconvergedods.

You canconfigurethis optionby using the following commands setup_datavhere the value can range

between 16 and 32 GB. Administrator must plan on using the right number of memory (in GB) for Ceph, to

ensure that enough memory resources are available for the rest of the infrastructure and applications.

# Amount of memory associated to CEPHOSD services in a micro,
UMHCor NGNENAHGIeployment. # default value if not defined is
24

Infrastructure Memory Allocatiorfor Computes iPods

For somealeployments, the amount of memory allocated to the computes (for infrastructure) must be more than the
default value of 25GB for M5 and 32GB for M6. From VIM 3.4.6, the option RESERVED_SYSTEM_MEMORY is
available only on fresh installation, with the vallygsg in the range of 25 to 500. One can set this value globally or
on a per compute basis, when NFV_HOSTS option is set. Administrator must plan and use the right amount of
memory for compute infrastructure, to ensure that enough memory resourceslabdedioa the rest of the

infrastructure and applications.

You can configure this option by updating the setup_data.yaml file as given below:
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# Reserved memory for running system services in GB
# Applicable when NFV_HOSTS is enabled, default value if not defined is 25 GB for M5
32GB for M6

# Optional, Day 0 parameter at global level
RESERVED_SYSTEM_MEMORY: <25500>

# or at a per server level:

éERVERS:
server_name_1:
RESERVED_SYSTEM_MEMORY: <25500>

Ceph Placement Group Informati{@ptional)

If you need to change the default percentages for placement group calculation, use this section to indicate the amou
of data you expect iainder/glance

/nova.ForNOVA_BOOT_FROMIocal, providethevaluesfor cinderandglance Additionally, for

NOVA BOOT_FROMceph,provide nova_percentage_data for ephemeral data. All percentages need to add up to
100.

If no information isprovided,

« code defaults to 60% cinder and 40% glance for NOVA _BOOT_FROM local.
- code defaults to 40% cinder, 30% glance and 30% nova ephemeral for NOVA_BOOT_FROM ceph.

You cannot change these values after deployment using updatmofiguration.

For NOVA BOOT_FROMiIocal
CEPH_PG_INFO: {cinder_percentage_data: X, glance_percentage data: y} #
where x and y are integers and must add up to 100

For NOVA_BOOT_FROMCeph
CEPH PG INFO: {cinder percentage data: X. alance percentage data:

FromVIM 4.4.1,Cephplacemengroupautoscalings enabledy defaultduringdayO install. For podsupdatedor
upgradedrom earlierVIM versions, placement group autoscaling can be enabled by performing a reconfigure
operation with the following setup data option:

# Optional. Enable CEPH placement

group autoscaling. # Defaults to

enabled during day - O install.

# Can be enabled via reconfigure for pods updated/upgraded

The data percentages described above for CEPH_PG_INFO is used to set the target size ratio for the @ OSD
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OpenStack Glanc€onfiguration

STORE_BACKEND: <ceph or netapp based on backend storage>

OpenStack Cinder Configuration with Dedicat@eph/NetApp

For OpenStack Cinder (the OpenStack storage service), the dedicated Ceph object storage configuration is given
below.

VOLUME_DRIVER: ceph/netapp

Ensure that you do not change it. As the Ceph and Cinder keys are generated during the Ceph installation, you need
not specify the keys isetup_data. yaniile. Use thevgscommand to check your volume groups available on your
controller nodes. The controller nodes run the Cinder volume containers and hold the volume groups for use by
Cinder. If you have available disks and want to create a new volume group for Cinderugggahtecommand.

OpenStack Settings on PODTYPE: Ceph for Glance Irsagace

Following are the examples foentral_ceph setup_datietails:

STORE_BACKEND:
‘ceph '

OpenStack Cinder Option: Flatten Volume fr@mapshot

To flatten volumes created from snapshots with Ceph, use the betomand:

CINDER_RBD_FLATTEN_VOLUME_FROM_SNAPSHOT: <True or False> # Optional, default
is False. and is reconfiaurable.

Cinderperformsa CEPHrbd flattenoperationdirectly afterthe snapshotreation.This resultsin copyingof thedata
from the parentto the newvolume rather than using references to it.

' . Asfull copiesof theparentvolumearecreatedadditionalspaces requiredfrom the CEPHpool as
comparedo theregularsnapshot. The time taken to create this volume clone in Cinder is long, as the
* flatten operation that requires data copy is additionally done after the initial snapshot.
For larger volumes, calculate the additional time required as the copying timetrsviadrand

(D This Cinder RBD flatten volume is not supported in edge or pads.

OpenStack Settings on PODTYPE: Edge for Glance Irsagace

Fortheedgepodinstallationto be successfulthe centralCephclusterwith which it communicate$or glanceimage
servicemustbeup andrunning.For the edge pod to communicate with the central Ceph cluster, the following
configurations are needed:
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MON_HOSTS: <3 IPv4 or IPv6 addresses, of the cephcontrol servers
in the central ceph cluster> MON_MEMBERS: <3 IPv4 or IPv6
addresses of the cephcontrol servers in the central ceph

cluster>

CLUSTER_ID: <ceph_cluster_id> to fetch the CLUSTER_ID of the central ceph
cluster, ssh to the management node of the "ceph" pod, and execute the

following:

#cat /root/openstack - configs/cgph/fetch/ceph_cluster_uuid.conf to get the

CLUSTER_ID GLANCE_RBD_POOL:images

OpenStack Nov&onfiguration

To reduce the boot time, the NOVA_BOOT_FROM parameter is set to local for VIM. While this reduces the boot
time, it does not provide Ceph back end redundancy. For typical NFVI workloads, you must not enable this option
(it will default to local). To overwite it, you can set NOVA_BOOT_FROM to Ceph This is applicable only when

the backend is ceph. For Netapp, no entry for this parameter is allowed.

#Nova boot from CEPH/local
NOVA_BOOT_FROM: <ceph or local> #optional, if not defined will default to

OpenStack Neutro@onfiguration

Following is the OpenStack Neutronnfiguration:

# ML2 Conf - reference implementation of OVS/VLAN

MECHANISM_DRIVERS:
openvswitch ~ TENANT_NETWORK_TYPESVLAN"

# VLAN ranges can be a single continuous range or comma separated
discontinuous range TENANT_VLAN_RANGES: <a:b,c:d> # with a minimum

of 2 VLANs

. 1 e T

Ensure that you include the PROVIDER_VLAN_RANGES information institep_dataas given in the following
syntax:

PROVIDER_VLAN_RANGES«ka,b:c,d:e>, where the VLAN ranges can be a continuous
range or comma separated discontinuous range.

' Whencreatinganexternalor providernetwork,usephysical_network=phys_exmheedto be specified)or
physical network=phys prdweedto be specified), respectively.

In aVLAN setupby default,the MTU sizeis setto 1500(1450for VXLAN) and8972bytes WhenJUMBO_MTU
is enabledwith 28 bytesleft for the header), the VLAN MTU is 9000 and VXLAN is 8950.
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Connectivity between Edge and Central Cpptls
Consider the following to design the edqusls:

1. If the edge pod is dualtack, then the central Ceph pod must be-dtaadk. All communications between these
two pods happen ovépve.
2.In caseof duatstackdeploymentsif onepodis runningJumboframe,theIP infrastructurebetweerthe
edgeandcentralCephpodsmust support large MTU on an etwlend basis, as fragmentation is not
supported over IPv6.
3. For an IPv4 based deployment of edge and central Ceph, the large MTU requirement between the pods can b
relaxedif:

« One or neither of the pods are running with Jumbo frame enabled.

« Theedgepodis enabledvith Jumbaoframe.In this casethecentralCephpod canrunwithout Jumbo
frameto maintainendto-endconnectivity.

+ Both the edge and central Captd are running with Jumbo frame. In this case, the management
network of the central Ceph can be run without Jumbo frame. Also, the central pod is running off Intel
NICs or Cisco VIC where the control and data plane are sepdrateapplicableto quantabased
pods).To enablethis option,install the centralCephpodwith theoptionof MTU_BR_MGMT setto
1500 as part of Day 0 configuration:

MTU_BR_MGMT: <1500 or 9000> # Optional, defaults to the pod's
setting.

CephTuning

FromVIM 3.4.6,aglobalparameteCEPH_TUNINGis definedto improveoverall OSDfailure detectiortime. You
canenablehis parameteon Day 0 or Day n via areconfiguration option. For reconfiguration details, Gemeral
Guidelines

CEPH_TUNING: <True or False> # Optional, default is False

' The changes made via reconfiguration must be done in a maintenance window, as it takes time for C
tn HFAI TH OK state

The following table shows the details of the ceph parameters managed via the global - fTUNING and
their correspondingalues:

Paramet Description Defaul NewValue
er t via
Name Value
CEPH_TU
NING
mon_osd If theparameters setto True,will calculatdaggyintervallogicwhenOSD True  False
_adj disksareflappingmultiple times.Dueto thatgracetimer
ust_heartl (osd_heartbeat_graceangevariesfrom 20 secto 300sec.If theparameter
egtrace is setto False marks the disk as failed exactly at 20 sec.
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osd_hear EachCephOSDdaemorcheckgheheartbeabf otherCephOSDdaemons 20 10
beat atrandomintervalslessthanevery6 seconds. If a neighboring Ceph OSL
_grace | daemon does not indicate a heartbeat within a 20 second grace perioc
(sec) CephOSDdaemommay considerthe neighboringCephOSD daemordown
andreportit backto a Cephmonitor, which updateghe CephClusterMap.
You maychangehis graceperiodby addinganosdheartbeagracesetting
under the [mon] and [osd] or [global] section of your Cephfiguration
file, or by setting the value at runtime.

osd_max_ If Cephmonitoris markinganOSD downandthe OSD maximummarkdowr 5 1
mar countis morethan5 within osd_max_markdown_perioclue (which is 60

kdown_c sec by default), the OSD will shut down itself.

ount

(sec)

osd_client A watch operation registers the client as being interested in notificatior 30 10
_wa an object. As OSDs keep track wiaatches on persistent storage, they are

tch_timec preserved across cluster changes by the normal recovery process. If tl

ut (sec) clientlosesits connectiorto the primary OSDfor awatchedobject,the
watchis removedafteratimeoutconfigured with
osd_client_watch_timeout. Watches are automatically reestablished, v
a new connection is made, ompéacement group switches the OSDs.

* TheabovesettingsareusefulwhenVNF is I/O intensive Also helpsto avoidapplicationcrashwhen

« Cephbecomesinavailablgfor example, HEALTH_ERR state) for a shorter time window.
After applyingCephtuningoption,if anyOSDdiskis markedasdownmorethanonetime within
600sectimeframe the OSDservice is stopped completely. Manual intervention is needed to star
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Support Custom Mapping Between OpenStack physnet to SRIOV

Choosehephysnetinformationto createnetworksandsubsequentlgreateSRIOV portsthatarebind to VM.
TheseSRIOV port(s)in turndetermines the NUMA node off which the VM gets CPU and memory resources. In
VIM, you can map the physnet to multiple SRIOV physical functions (PFs) as@ooanfigurableDay 0

option.With thisflexibility, OpenStaclphysnetcanmapto multiple PFsacrossNUMAs. In suchenvironment,
thedecisionis left for Nova scheduler to select the right PF based on resource availability during VM launch
time.

Forthis option,thefollowing assumptions
needto hold: Pod must be enabled

* with SRIOV.

. The physnet name must start with the pregfixys_sriov_.
All SRIOV PFsmustbemappednto the
CUSTOM_SRIOV_PHYSNET_MAPPINGection. Every SRIOV
PF can be mapped one and only one physnet.
This configuration overrides the default 1:1 conventionapping.

To avall this option, enable the following in yaetup_datas part of Day 0 installation of tiped.

# Optional, specify the custom mapping between OpenStack physnet to SRIOV PF.

CUSTOM_SRIOV_PHYSNET_MAPPING:
sriov:
phys_sriov_port_a:
[<intl>, <int3>]
phys_sriov_port_b:
[<int2>, <int4>]

<intl> to <int4>: indicates the SRIOV PFs

# In the example below, "Port A Physnet"
includes  three SRIOV PFs # when each SRIOV
NIC has two PFs (e.g. XL710, XXV710, etc.)

#

#CUSTOM_SRIOV_PHYSNE

Ensurethatthe VM launchcommandncludesuser_defined_physnaslistedin theexamplebelow. Similarly, in
VMTP sectionthecorrect PHYSNET _NAME must be provided.

# Example to launch a VM:

openstack network create prov -net -sriov -- provider - physical -
network=<user_defined*> -- provider -network - type=vlan  -- provider - segment
<seg_id> -- share -- enable

openstack subnet create prov - subnet -- subnet -range <cidr/mask> -- network
prov - net - sriov  -- allocation - pool
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Evacuating Neutron Networks from a Controller Before Replaiting

Whenacontrolleris beingreplacedall neutronagentson the controllerwill bedown. Consequentlythednsmasq
servergunningonthecontrollerswill be down as well. Before the controller goes down, the neutron networks
managed by the DHC&gent should be managed by the DHCP agent running on another contnotbeRHCRP
agents manage each neutron network. So, there is only one remaining controller whosagehtd®able manage
the network.The procedure is:

1. Find the dhcgagent IDs on all 8ontrollers

Find IDs of all DHCP Agents

[root@mgmt ~J# openstack network agent list -- agent -type dhcp

+ + + [ — [ — L -
[ —— +

| ID | Agent Type | Host | Availability Zone | Alive | State

Binary

+ + + [ — [ — L -
Fommmmmme e +

| cld8ff4a -50c9 - 4cc6 - 83al- 8960dchbc273e | DHCPagent | controller -1 | nova [: =) | UP |
neutron - dhcp - agent |

| 6f3489d9 - 85af - 429a- b8fe - 3ebad44fldde8 | DHCPagent | controller -2 | nova [+ -) | UP |
neutron - dhcp - agent |

| 6elbc616 - d620 - 4ca3 - a090 - 88fa78893ela | DHCPagent | controller -3 | nova [+ -) | UP |
neutron - dhcp - agent |

+ + + [ — [ — L -
Fommmmmme e +

[root@mgmt  ~J#

209



HCLTech

2. Supposeave wantto replacecontrollerl. We haveto evacuatehe neutronnetworksfromit. Findtheneutron
networksmanagedy controllerl (dhcp agent ID is c1d8ff4&0c34cc6:83a18960dchc273e)

Find all networks managed by acontroller

[root@mgmt ~J#  neutronnet -list -on-dhcp-agent cld8ff4da - 50c9 - 4cc6 - 83al- 8960dchc273e

neutron CLI is deprecated and will be removed in the future. Use openstack CLI instead.

+ + + -

Fommmmmmmmmmmmmmmmmmmeeee e +

| id | name | tenant_id |

subnets

e +

| 70808101 - 26ed - 44ea- 9bca - bd9014713318 | demo - netl | 8550215dea4b455381251ca5183b2f55 | e074b963 - b34d 4400 - 88e4-
b6ae7cOcab6b 10.22.44.0/24 |

+ + + -

e +

[root@mgmt ~J#

When there are no networks listed, no networks need to be mBuved:e arelone.

However,in this casehere the only networkmanagedy thedhcpagentis "demonetl"(ID=7b80810126ed44ea
9bcahd9014713318)So, it hasto be moved out of this controller.

3. Foreachnetworkin thelist from (2). Find the dhcpagentiDs managinghis network. Always usethe network
UUID, insteadof thename since multiple networks may have the same name.

Move anetwork

[root@mgmt ~]# openstack network agent list -- network 7b808101 - 26ed - 44ea- 9bca - bd9014713318

+ + + R R— R Fommnen -
F R — +

| ID | Agent Type | Host | Availability Zone | Alive | State

Binary

+ + + S RER— +ommee +ommnen -
S +

| 6f3489d9 - 85af - 429a- b8fe - 3ebad4fldde8 | DHCPagent | controller -2 | nova [+ -) | UP |
neutron - dhcp - agent |

| cld8ff4a -50c9 - 4cc6 - 83al- 8960dchbc273e | DHCPagent | controller -1 | nova [+ -) | UP |
neutron - dhcp - agent |

+ + + S —— +ommee +ommnee -
S +

[root@mgmt  ~J#
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In this casedemanetlis beingmanagedy dhcpagentson controller1 andcontroller2. As controller1 will be
down,only dhcp-agenton controller3 (6elbc61616204ca3a09088fa78893ela) is available to manage this
network.

4. Doingthemove. Removedemanetlfrom controller1l'sdhcpagent(c1d8ff4a50c34cc683at8960dchc273e).
Thenaddthe networkto controller3's DHCRagent (6elbc6186204ca3a09088fa78893ela)

Moving network from controller -1 to controller-2

[root@mgmt ~]# openstack network agent remove network -- dhcp cl1d8ffda - 50c9 - 4cc6 - 83al- 8960dchc273e  7b808101 - 26ed -

44ea- 9bca - bd9014713318
[root@mgmt ~]# openstack network agent add network -- dhcp 6elbc616 - d620 - 4ca3 - a090 - 88fa78893ela 7b808101 - 26ed -

44ea- 9bca - bd9014713318
[root@mgmt ~J#

5. Verify the network demaetl is no longer managed by dkaxgent on controllet.:

[root@mgmt ~]# openstack network agent list -- network 7b808101 - 26ed - 44ea - 9bca - bd9014713318

+ R R—  S— R — R — B — -
Y — +

| ID | Agent Type | Host | Availability Zone | Alive | State

Binary

+ R R—  S— R — R — B — -
R ——— +

| 6elbc616 - d620- 4ca3 - a090 - 88fa78893ela | DHCPagent | controller -3 | nova [+ -) | UP |
neutron - dhcp - agent |

| 6f3489d9 - 85af - 429a- b8fe - 3ebad44fldde8 | DHCPagent | controller -2 | nova [: =) | UP |
neutron - dhcp - agent |

+ F S — + + [ — P — -
S R— +

[root@mgmt ~J#

6. Repea(?2) to seeif thereareothernetworks thaheedgo bemoved. If therearenetworkslisted, repeatsteps3 - 5
on anetworkin thelist. In thiscaseno more networks are listedso, we are done.

[root@mgmt ~J#  neutronnet -list -on-dhcp-agentcld8ffda - 50c9 - 4cc6 - 83al - 8960dchc273e
neutron CLI is deprecated and will be removed in the future. Use openstack CLI instead.
[root@mgmt ~]#

7. Done.
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VPPVLAN
VPPVLAN

O CiscoVPP/VLAN Mechanism
Driver Configuration

O VPP with Generic Segmentation
Offload (GSO)
O Fresh
Installation
O Disabling
GSO

Cisco VPP/VLAN Mechanism DriveZonfiguration
If you are installing VIM with VPP/VLAN, update theetup_yamtile asfollows:

MECHANISM_DRIVERS: vpp
TENANT_NETWORK_TYPES:

"VLAN"
TENANT_VLAN_RANGES«<START>:<END>#
arbitrary VLAN range*** NFV_HOSTS: ALL

VPP with Generic Segmentation Offlo@@SO)

GSO is enabled by default, for improving performance, when enterprise workload (over LayerByasdrd with
VPP.

! As GSO is a teclpreview feature, ensure that you do not enableptaduction.

Freshlinstallation

For a freshly installed pod, enable the following option in w&atup _datas part of thénstallation:

# Optional, Enable/Disable GSOwith
VPP, default is True # VPP_ENABLE_GSO:

To check if a pod is running with GSO or not, SSH to any of the computes and execute the falomirand:

# vpp vppctl show bond details | grep gso

212



HCLTech

DisablingGSO
To disable GSO on a pod that is running with VPP @8@:

1. Log into the managemenbde.
2. Choose tools directory from the current installer directory usingaghenand:

# cd /root/installer - Xxx/tools/

3. Check if all the nodes come back with staaschedusing the beloveommand:

#./ toggle_gso_in_vpp.py -- action  check

4. Execute the followingommand:

#./toggle_gso_in_vpp.py -- action revert

Wait for the prompt to come back successfully. Note that this will

If youjustwantto try onecomputefirst, add-s<SERVER _NAME>to thecommandPost
experimentationall nodesmustrunwith or without GSO in a single pod.

5. If thetargetcomputehasno existingVM running,no furtheractionis neededlf you haveexistingVMs
runningonthetargetcomputenode, execute one of the following steps to manage your existing
workload to run with the new GSO option:

a. Onthemanagememode,do anopenstaclserverreboot--hard <VM_NAME_OR_ID>to
hardrebootthe VM onthetargetcomputenodes.
b. Reboot the target compute node in baremetal, that isghooton the computeode.
6. To makethedisablemenbf GSOpersistentdo thefollowing stepsvery carefully,sothatsubsequernod
managemerperationglo notchange the baseline configuration:

a.Log into the managemenbde.
b.Copy thesetup_datdo a local directory and updaite

# mkdir
[root/Save #
cd

Irnnt/<Rave

c. Update the filéroot/Save/setup_data_gso_diable.yamhave the followingentry:

VPP_ENABLE_GSO:False

d.Copythesetup_datdack to the systems directory and updatebtiekup_setup_data
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# cp /root/Save/setup_data_gso_diable.yaml /root/openstack
configs/setup_data.yaml

L onan JeantlanmAanmataal, Annficnalantiin AAata viAanal leantlamAanmatanl,

e.Restart the restapi server and execute the follosangmands:

# cd /root/installer -
xxx/ftools/ #./restapi.py -a
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L3 Fabric Deploymeimetails
L3 Fabric DeploymenbDetails

High Level Depiction

Highlights of Spine Switch

Highlights of ToR Switch in a Leaf Pair
Setup_Data to Support L3 Fabric Environment

High LevelDepiction

The following figure is a higthevel depiction of the VIM deployment in a LayeeBvironment.

API, (CIMC) CP: API
DP: vxtan-ecn, vxlan-cx

OSPE (iGP) 192.168.1.100/24 So 192.168.4.100/24
i BGP L2VPN-EVPN

——— Control Plane (CP)
— Data Plane (DP)
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In the abovdigure:

A LACP bondingexistsbetweerserverandleaves.VXLAN fabric

exists between spine and leaf.

A For control plane (samx)vified with PXE boat Packetdeavetheservemwith VLAN

tag Leaf encapsulates with VXLAN

A For data plane (vxlaacn, vxlancx):

A PacketdeavetheserverasVxLAN Leaf encapsulates
~ with VXLAN
A DoubleVXLAN encapsulatioexistswithin

fabric

Here are few assumptions:

A ToRcansupportMTU accountedor doubleencapsulatiorthatis, 9000(VM) + 50*
2 (perVxLAN) < 9216switchcapability.

A Computes with SRIOV are excluded.

A All configurationin the spineandnorth-boundconfigurationsof the ToRstowards
thespineareoutsidethescopeof VIM.

A VIM's autoToR capability supports southbound configuration from the server to
the ToRs.

A You canchooseyour own automatiorto configurethe VPC domain,aslong asthedomainid for each
ToR pairmatcheswith thatdefinedin setup_data, and the vpc peer link port channel number matches
the vpc domain id.

Highlights of SpineSwitch

Following are the highlights associated with the spine switch ifatire:

(0]

(0]
(0]

All configurationsassociatedo the spineswitch areoutsidethe scopeof VIM andmustbein
placebeforetheVIM installationcommences.

API, vxlanecn, and vxlaitx networks must be mapped to certain VNI for VxLANcapsulation in the spine.
VXLAN NVE interfacemustbeconfiguredto encapsulatéPl, vxlan-ecn,andvxlan-

cx VNIs in thespineswitch. Theunderlayphysicalinterfacesbetweerspineandleaf

mustbe configuredin L3 mode,thatis, no switchportLoopback interface must be

configured so that it is vPC compatible if more than one ToR is used.

OSPHor otheriGP) mustbe configuredto includeunderlayphysicalL3 interfacedbetweerspineand

leaf, andloopbackinterfacefor VXLAN encapsulation.

BGP L2VPN EVPN must be configured between the spine and leaf as neighbors of each other.

Highlights of ToR Switch in a Led®air

Following are the highlights associated with each ToR switch in péaf

1 Leaf configuration must be done ahead of \tigtallation.
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« Underlay physical interfaces between spine and leaf must be configured in L3 modenthat is,

switchport.

« Loopback interface must be configured to be vPC compatible if more than one ToR is used.

« OSPHaor otheriGP) mustbe configuredto includeunderlayphysicalL 3 interfaceshetweerspineand
leaf,andloopbackinterfacefor VXLAN encapsulation.

« BGP L2VPN EVPN must be configured between the spine and leaf as neighbors of each other.

N

Leaf configuration that is done as part of Vihtallation

Mappingof storage API, management/provisionxlan-ecn,andvxlan-cx networksto certainVNI for

VXLAN encapsulatioiis definedin the setup_data and is automated.
« Connections between servers and leaf ToRs are configured in LACP bonding.
« VXLAN NVE interfaceis configuredto encapsulatetorageprovidernetworkVLANS,
management/provisiodPI, vxlarnrecn,andvxlan- cx VNIs.

Setup_Data to Support L3 FabEavironment

To support the VIM deployment in a L3 fabric environment, updatedhe data a®llows:

NETWORKING:
domain_name: cisco.com
domain_name_servers: [173.36.131.10,

171.70.168.183] networks:

gateway: 10.11.183.1
pool: [10.11.183.20 to 10.11.183.100]

segments: [management,
provision] subnet:

10.11.183.0/24

vlan_id: 1462

I3_fabric_vni: 4996 H# o ommmmmeeeee
to VLAN

gateway:
172.29.85.97
segments: [api]
subnet:
172.29.85.96/27

vlan_id: 853
I3_fabric_vni: 4997 S
to- VLAN

gateway: 25.0.0.1

pool: [25.0.0.11 to 25.0.0.50]
segments:

[tenant]

subnet:

25.0.0.0/24

vlan_id: None

segments:

[external]

vlan_id: 1463
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- segments:
[provider]

vlan_id: None
- gateway: 10.1.1.1
pool: [10.1.1.100 to 10.1.1.199]

segments: [vxlan -
tenant] subnet:
10.1.1.0/24

vlan_id: 2998
I\:/%L_LaNbric_vni: 4998 #o- > VXLAN vnid to be used for mapping to

- gateway: 10.2.2.1
pool: [10.2.2.100 to 10.2.2.199]
segments:
[vxlan - ecn]
subnet:
10.2.2.0/24

vlan_id: 2999
I\I/%L_Lell\tl)ric_vni: 4999 # - > VXLAN vnid to be used for mapping to

- gateway: 11.2.2.1
pool: [11.2.2.100 to 11.2.2.199]
segments:
[storage]
subnet:
11.2.2.0/24
vlan_id: 3000

I3 fabric_vni: 5999 # - > VXLAN vnid to be used for mapping to
VLCAN
L3 _PROVIDER VNI _RANGES:"a:b,c:d" --——- > 4100 < a < 2"24-1 --- > will

map to PROVIDER_VLAN_RANGESORSWITCHINFO:
CONFIGURE_TORS:

true
SWITCHDETAILS:
- br_mgmt_port_info: <ethx/y> # management interface of management node
br_mgmt_po_info: <int> # port channel number for management interface

of management node vpc_peer_port_info: '<ethx/y,etha/b>' # interface
for vpc peer ports

vpc_peer_vlan_info: '‘<vlanidl - vlanid5,vlanid10>' # vlan ids for
vpc peer ports (optional) hostname: <switch_a_ hosthame>

password:

<switch_a_password>

ssh_ip:

<switch_a_ssh_ip>
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username:

<switch_a_username>

vpc_domain: <int> # must match with that in
peer switch vpc_peer_keepalive: <switch_b_ssh_ip>

I3_fabric_loopback: loopbackO # oo > Loopback Interface name, must
match with peer switch loopback

number

- br_mgmt_port_info: <ethx ly># management interface of management node
br_mgmt_po_info: <int> # port channel number for management interface
of management node vpc_peer_port_info: '<ethx/y,etha/b>' # interface
for vpc peer ports
vpc_peer_vlan_info: '‘<vlanidl - vlanid5,vlanid10>' # vlan ids for
vpc peer ports (optional) hostname: <switch_b_hosthame>
password:
<switch_b_password>
ssh_ip:
<switch_b_ssh_ip>
username:
<switch_b_username>
vpc_domain: <int> # must match with that in
peer switch vpc_peer_keepalive: <switch_a_ssh_ip>

I3_fabric_loopback: loopback0 A > Loopback Interface name, must
match with peer switch loopback

number

#Optional, needed when additional leaf pairs help build the cloud

- hostname:
<switch_c_hostname>
password:
<switch_c_password>
ssh_ip:
<switch_c_ssh_ip>
username:
<switch_c_username>
vpc_domain: <int> # must match with that in
peer switch vpc_peer_keepalive: <switch_d_ssh_ip>
vpc_peer_vlan_info: '<vlanidl - vlanid5,vlanid10>' # vlan ids for vpc peer
ports (optional) I13_fabric_loopback: loopback0  # --------- > Loopback

Interface name, must match with peer switch loopback
number

- hostname:
<switch_d_hostname>
password:
<switch_d_password>
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ssh_ip:

<switch_d_ssh_ip>

username:

<switch_d_username>

vpc_domain: <int> # must match with that in
peer switch vpc_peer_keepalive: <switch_c_ssh_ip>

vpc peer_vlan_info: '<vlanidl - vlanid5,vlanid10>' # vlan ids for vpc peer
ports  (optional)

I3_fabric_loopback: loopback0  # --------- > Loopback Interface name, must
match with Peer switch loopback number where

. The L3 fabric VNI is a unique value between 4100 and 21"24
« TheloopbacknumbemustmatchbetweenT oR pairsandthe
L3_PROVIDER_VNI_RANGESnustincludevni values. Ondo-one mapping exists

Along with Day O installation,VIM supportsRMA of leaf TOR (oneatatime). For moredetails,seeSupporting
RMA for Auto-ToR. To expandthepod, you can add ToR in pairs, as part of add compute/storage or replace
controller.

! The expansion of ToR can be done but one ToR paitiaea
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Supporting RMA for Aui®mR
Supporting Return Merchandise Authorization for AlitaR

WhenVIM cloudusesauto ToR configurationto manageswitchports,you needto replacetheexisting
switchesf onemalfunctions. Consider the following assumptions made during RMA of ToR with auto

ToR configuration:

. W\ﬁ/cthepe% Sr‘{YJE?r?ci? getting RMAed, it is in a virtual poitannel (vPC) mode with another switch to support full

= You can replace multiple switches through VIM CLI, but only one switch from each pair.
« Administrator is responsible for manual configuration of the spine connection and L3Out for the ToR.

! Whenreplacingthe ToR, ensurghatyou usethe sameserverportsto haveminimal changesn thesetup_datz
Also, ensurghatthenewToR name is same as the one that you are replacing.

To initiate TOR RMA, take a backup of the setupdié¢aand update it manually with the configuration details by
running the followingcommand:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#
mkdir  MyDir
[root@mgmtl ~J# cp /root/openstack - configs/setup_data.yaml /root/MyDir/

update the setup data to include the changes associated to the ToR that needs
to be RMAs
[root@mgmtl ~]# cd
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OptionalServices

OptionalServices

. Heatand
Ceilometer

+ LDAP Support
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Heat andCeilometer
Heat and Ceilomete3upport

* Heat Support
« Ceilometer Support

HeatSupport

OpenStacliHeatis anorchestratiorservicethatallowsyou to spinup multiple instanceslogical networks,andother
cloudservicedn anautomated fashion. To enable Heat, add the following ise¢heg data.yaml

# Optional
Services:
OPTIONAL_SERVIC

To disable heat, remove the Optional Services section frosethp_data.yantile.

! Auto-scaling is not supported inm.

CeilometerSupport

Thereferencamplementatiorof ceilometeris availablefrom VIM 3.0.0onwards.Theceilometerservicecan
bebroughtin asa Day 0 optionfor fullon pod. To enable this service, updatedbtip_data.yamiith the
following:

#Optional

Services:
OPTIONAL_SERVIC

! Ceilometer is enabled when the pod typiii®n.

! Startingfrom vim 4.4.0 Celiometer is no longeupported. Please contact HCL support ft@P
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LDAPSupport
LDAP Support

« Overview

« Integratingldentity with

LDAP overTLS

« Support for Anonymous

LDAP Bind

« CIMC Authentication Using LDAP

Overview

To continueenhancinghe securityportfolio andmulti-tenancywith the useof domains Keystonev3 supportis

now defaultin VIM 3.0.0.TheOpenStack service authentication can be delegated to an external LDAP server, if
the authorization is done by Keystone v3. To enable LDAP integration, the LDAP endpoint must be reachable
from all the controller nodes that run OpenStack Keystone Identityc8eTo benefit LDAP support with

Keystone v3 feature, the setup_data must be augmented with the following information during the pod

installation.
LDAP:
domain: <Domain specific name>
user_objectclass: < objectClass for Users> # e.g

organizational Person group_objectclass:

<objectClass for Groups> # e.g. groupOfNames
user_tree_dn: '<DN tree for Users>' # e.g.
‘ou=Users,dc=cisco,dc=com' group_tree_dn: '<DN
tree for Groups>' # e.qg.

'ou=Groups,dc=cisco,dc=com’ suffix: '<suffix for

DN>' # e.g. 'dc=cisco,dc=com’

url:  ‘<ldap:// host:port>' # e.q.
'Idap://172.26.233.104:389' user: '<DN of
bind user>' #

e.g.'dc=admin,dc=cisco,dc=com’ password:
Conditions for LDAP user and passwagarameters:
« 17 Can be optional (for group option).

« 271 It must be mutually inclusive.
« 317 If defined, it cannot be empty.

! The parameter values may differ based on the directory service provider. For example: OpenLDAP or
Microncoft ActiveDirectorv
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Integrating Identity with LDAP overLS

The automation supports keystone integration with LDAP over TLS. To enable TLS, the CA root certificate must be
presented as part of tfreot

lopenstackconfigs/haproxy-ca.crt file. The url parameter within the LDAP stanza must be sleliaios

url parameter supports the followifgrmat:

url: '<ldaps | Idap>://<FQDN | IP - Address>:[ port]'

The protocol can be LDAP for neé®SL or LDAP if TLS is to benabled.

The LDAP host can be a fulgualifieddomain name (FQDN) or an IP address depending on how the SSL
certificates argenerated.

Theportnumberis optionalandif it is not providedit is assumedhatthe LDAP servicesarerunningonthe
defaultports.Forexample389for nonSSL and 636 for SSL. However, if these ports are not the default ports,
then norstandard port numbers must be provided.

Support for Anonymous LDABInd

Theautomatiorprovidessupportfor anonymousimplebind wherethe LDAP configurationfor auserrepresenting
thebindDN andpasswordis optional and may not be provided.

' Ensure that the LDAP server allows the clients to bind and saaortymously.

CIMC Authentication Using.DAP

VIM optionallysupportghelogin of designatedisersinto the CIMC usingLDAP authenticationEnabling

LDAP authenticatiorior CIMC is amanual day0 process and outside the scope of VIM automation. Once the
LDAP authentication is setup, you must update the setup_data with the CIMC administration information that
authenticates against LDAP, so that VIM works seamlessly.

The figure below is a snapshot of the CIMC configuration to authenticate LLI3#¥g).
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VM Resizing aridigration
VM Resizing andViigration

« VM
Resizing
« VM
Migration
- Cold
Migrate
o Live
Migrate

VM Resizing

VM resizingis the proces®f changingheflavor of anexistingVM. UsingVM resize you canupscalea VM based
onyourneedsThesizeof aVM is indicated by the flavor, based on which the VM is launched.

Resizing an instance means using a different flavor for the instance. Based on resources available, OpenStack
creates the newly sized instance on the exisiimgewnode,if morethanonecomputenodeexists.By default,
the softwareallowsyouto changehe RAM size,VDISK size,or VCPU countof an OpenStack instance using

nova resize. The change of one or more properties of the target VM is allowed. If there is no suitable flavor for the
new properties of the VM, you can create a new one.

VM resize with new flavor

# openstack server resize -- flavor <new_flavor> <vm_name>
Confirm server resize is complete

# openstack server resize confirm <vm_name>

restore server state before resize

# openstack server resize revert <vm_name>

The resize process takes some time as the VM boots up with the new specifications. For example, deployment of a
Cisco CSR (size in MB) takes approximaté/mins.After theresizeprocessexecutenovaresizeconfirm
commando overwritetheold VM imagewith thenewone.You canrevertto the old VM using theevert

command, if required. At this point, you can access the VM through SSH and verify whether the correct image is
configured.

Ensurethatyou planfor adowntimeasthe VM shutdownhappendeforeresizing.Ciscorecommendgou to not
resizeavdiskto asmallervalue,as there is the risk of losing data.
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VM Migration

Cold Migrate

Use the nova migrat® OpenStack server migrate command to move an instance from one compute host to another
compute host. The scheduler choabesiestinatiorcomputehost,basedntheavailability of the zonesettings.
Thescheduledoesnot assumeéhattheinstancenassharedstorage available on the target host.

To initiate the cold migration of the VM, you can execute the followiorgmand:

#openstack server

The VM migration can take a while, as the VM boots up with the new specifications. After the VM migration, you
can executepenstack server resize confrm  <server> -- tooverwritetheold VM imagewith
thenewone.If youencounteanissue usetheopenstaclserverresizerevert <se rver>  command to revert to

the old VM image. At this point, access the VM through SSH and verify if the correct image is configured.

#openstack server resize

Ensure that you plan for a downtime as the VM is shut down by OpenStack befmigridteon.
Live Migrate

From VIM 4.0.0, NUMA aware livanigration is supported over both virtio and SRIOV. Limégrating an instance
means moving the virtual machine to a different OpenStack compute server while the instance is running. You can
select the host to live migrateetinstance. If the destination host is not sele¢texhovaschedulechooseshe
destinatiorcomputebasedn the availability of the zonesettings.Y ou cannotuselive-migrationwithout shared

storage except a booted from volume VM which does not adweal disk.

Toinitiate thelive migrationof the VM, you canexecutehefollowing command: VM with boeot

from-volume and ndocal disk

#openstack server migrate - live -
migration <server>

Select the destination host
Use the below command to migrate a VM if it has local disk and canifrg:

#openstack server migrate -- live - migration
<server> -- block - migration

Select the destination host to migrate to
#openstack server migrate -- live <host>
<server> -- block - migration
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To check the virtual machine status, use the followmmmand:
#openstack server show

1. With NFV_HOSTenabledyou mustensurehatthevCPUsareavailableon the destinatiornostto avoid
collision. With cold migration,the vCPUs available on the destination host are automatically sedected
assigned to the VM.

2. Few seconds of data plane disruption is expected duringiiyetion.

3. If you are trying to livemigrate a VM with config drive, it is always considered as-toigration.

4. Live migrationis supportednly for computeswith sameCPUarchitecturesameCPU supportedunctionsets

andsameCPU options.Make sure the CIMC versions of the source and destinations are the same before
attempting a Live migration.
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Supportedntegration

Supportedntegration

« NetApp
Integration

+ Red Hat IDM
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NetApplntegration

NetAppIntegration

VIM supports the integration of NetApp devices running ONTAP 9.X or higher. NetApp devices are used as an
alternative to Ceph for block storagédM

is integrated and testedth FAS2650 SKU of NetApp. Ensure that block storage information is not present while
using NetAppdevices.

' NetApp is the backend for Nova, Cinder, and Glaseeices.

The integration of NetApp with VIM is based on the followegsumptions:

+ ToavoidUUID collision,oneonemappingbetweeraVIM podandStorage
Virtual Machine(SVM) is required.

« The installation and management of NetApp is outside the scope of VIM.

For tiered storage with NetApp, define multiple NFS mount paths.

Set thecinder_nfs_pattoption insetup_datawith NFS mount paths separated by comma in string format.

+ The NetApp endpoint(s) defined in thetup_datanust be reachable from the management network of VIM.

« AstheCindervolume,NovaVMs, andGlanceimagescomefrom NetAppstoragecreatethree
distinctNFSvolumesin NetApp.

« Create and set the respective export policies so that it is available to all clients.

. Thevolumesfor Nova,Cinder,andGlance mustbe createdvith userandgroupid of

2012,2007,and2008,respectively.

The size of the volumes must be appropriate as per the usage.

L]

To enable NetApp, update thetup_data.yanflle with the following code prior to thimstallation:

STORE_BACKEND: netapp #

for glance
VOLUME_DRIVER: netapp #
for cinder

S I I R R
New NETAPP config section; no dedicated Ceph Allowed
S R R

NETAPP:
server_hostname: <ip of netapp management/API server>
server_port: <port of netapp management/API server> 80

for HTTP 443 for https transport_type: http/https
username: <username of netapp

API server> password: <password

of netapp API server> vserver:
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For details on how to secure NetApp transport on Day 2\sg&&pp from http tdhttps

232



HCLTech

Red HatDM

Red Hat Identity Manageme8istem

>> > >

Overview

Overview

Assumptions

EnablingIDM with reachability
overbr_apiandbr_mgmt

Enabling IDM with reachability

over br_mgmt only

Enabling IDM on Day 2

Enabling/Disabling IPA Credential Caching

VIM supportintegrationwith RedHatldentity Managemen8ystem(IDM) for Identity, Policy, Audit (IPA). The

IPA solutionhelpsin managingusersand host&ndapplyinggroupbasedoliciesusinga centrallymanaged

identity andauthenticatiorsolutionfor Linux hosts.You canenablethisfeatureasa Day 0 or Day 1 activity.

Multiple IPA servers with IPv4 and IPv6 endpoints are allowed for redundancy. When you enable IPA, you cannot
enable the features ®fTY LoggingandVIM_Idap_adminss listed invianaging VIM Administratorsin the same

vein, IDM and the features of Password Management and SSH_ACCESS_OPTION I&tedring Management
Nodeare mutually exclusive.

Formore information on IDM, selettps://www.redhat.com/archivesfdommunityde-berlin/2012
November/pdfOlwXB8dm7U.pdf

Assumptions

A

IDM integration includes all hosts in a pod: management and cloud hosts in the cluster for any pod type.

All operations are available only for an IPA client on the IPA client host.

Any host management against the IPA server outside of enrollment and unenrollment from the IPA
client is out of the scope of the automation.

IPA client does not manage any users.
Local root user access must not change.
IPA servers can access all hosts through the management network.

If the IPA server does not reside on the management network, the management node must access it vie
br_api
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A The certificates between the IPA server and hosts over the management network are not included.

A Hostname of all the servers (including the management node) in the pod are in FQDN with lower cases
(RFC4120) only.

A The servers' hostname including the management node must belong to the ipa_domain_name listed in
the IPA_INFO section.

Integrationof IPA for podsthatuseshorthostnamegnonFQDN) is challengingwhenit is enabledaspartof a
reconfiguratioroperationDuring the IPA registration of host clients, the IPA server updates the system hostname

of the client to a hosthame with FQDN. This breaks VIM operations such as cluster recovery where the hosthames
defined in thesetup_data.yanflle is used. Alsobreakage exists in SRIOV mappings, and so on. Hence, it is
recommended that the hostname of all servers in the pod, including the management node are in fFQIN wit

lower cases.

Enabling IDM with reachability over br_api abd mgmt
To enable IDM, complete the followirgeps:

Update thesetup_data.yantflle with the following commands and execWBV run:

IPA_INFO:
ipa_servers:
1. hostname: < fgdn_hostname in lower case belonging to ipa_domain_name>
ipaddresses: # ---  Optional (if defined minimally has to have an IPv4

orIPv6é  address)
A'<ipv4_address>'
A'<ipv6_address>'
2. hostname: <fqdn hostname in lower case belonging to ipa_domain_name>
ipaddresses: ---  Optional (if defined minimally has to have an IPv4 or
IPv6 address)
R on_

Enabling IDM with reachability over br_mgronly

In VIM, ensurdhatbr_apiandbr_mgmitareondifferentVRFsandOAM or fabricdevicesIn VIM management
node,the defaultrouteis br_api. By default,the infrastructureservicedike NTP, DNS, CIMC, andIPA are
reachablevia br_api from the managemennhode, unlessthey have an IP that belongs to the management
network.
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In somecasestheacces®f InfrastructureendpointsuchasIDM is availableonly via br_mgmt.To
maintainbackwardscompatibilityandbringin additional flexibility in VIM 4.2.0,you can assign

targeted static route for targetiedra networks to go ovelor_mgmt.From VIM 4.2.0, the servicef

IPA is available with this option. On top of the IDM assumptions listed above, additional assumptions
need to hold to support IDM reachability ovsr mgmt.

Assumptions to Enable IDM with reachability over br_mgnty
Update thesetup_data.yanflle with the following command and executéM run:

STATIC_ROUTE_VIA BR_MGMT«list of v4 or vé6network with mask that route via
br mgmt>. # for example, [3456:2345: ac34::/64', 2.3.4.0/24]

IPA_INFO:
ipa_servers:
1. hostname: <fqdn_hostname in lower case belonging to ipa_domain_name>
ipaddresses :# --- Optional (if defined minimally has to have an IPv4

orIPvé  address)
A'<ipv4_address>'
A'<ipv6_address>'
2. hostname: <fqdn hostname in lower case belonging to ipa_domain_name>
ipaddresses: ---  Optional (if defined minimally has to have an IPv4 or
IPv6 address)
A'<ipv4 address>'

Enabling IDM on Day2
To enable IDM on Day 2, sédatformSecurity

Enabling/Disabling IPA Credenti@aching

To control the cache_credentials setting for IPA, use the folloeongnand:

235



HCLTech

Example:

# For IPA, hostname for all servers including the
management node must be in# lower case FQDN
(RFC4120) and belongs to ipa_domain_name

#

#IPA_IN

FO:
# ipa_servers: # list of ipa_servers
# - hostname: <hostname with fgdn belonging

to the ipa_domain_name> # ipaddresses: #

----- > Optional
# - <ipv4_address or ipv6_address>
# - hostname: <hostname with fgdn belonging

to the ipa_domain_name> # ipaddresses: #
————— > Optional

By default, it is enabled for 24 hours to cache the credentials before its expiry. If disabled, the credentials are not
cached.
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Supported-eatures

Supported-eatures

* Platform Security

» Enabling NFVBench

« Customizatiorof

Edge

« OpenStack

Features

« VPPPortMirroring
Usage

« VXLAN -EVPN

Setup

. HeadEndReplication
Option

» Enabling BGP
Adjacency

» Neutron Port Rebinding
« ManagingProvider/Tenant
VLAN Ranges

« Migrate SRIOV

« Augmenting

VIC/NIC Pods

+ SR EVPN

« CinderVolume

Multi -attach

« Forwarding EFK

Logs

« NetworkFile

System

« TTY Logging

» Branding VM Workload
« Option to configure the queue size for Sriov
« Support for Multiple Netapp Backends on cinder
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PlatformSecurity

PlatformSecurity

« Enabling Custom Policy for VNF Manager Post Installation
« DisablingManagemeniodeAccessibilityto

Cloud API Network
« Secure local Docker Container Registry

. HorizonHostingthroughNAT or

DNS Aliases

« Cinder Volume Encryption

« Encryption of Secrets

+ Customizing SSH Login Banner

» EnablingRedHat Identify Managemen{IDM)
SystemEnabling Vault on Day 2 in VIM Pod

« EnablingTrustedVirtual

FunctiononDay 2

» FQDN Support for VIM

Management API

« Enforcing Horizon password to change after first login

« Securing the cinder used with NAS (Network Attached Storage)

Enabling Custom Policy for VNF Manager Pasttallation

During postinstallationof acloud,VIM helpsto enablea VNF managefsuchasESC)to operateandmanagedenant
VMs in the OpenStaclkcloud,with additional privileged features.

Someof the VNF managersperateusingspecificOpenStackeatureghat
requiretheadminrole. Following are the steps to enable the custom policy
for VNF Manager:
1 Take a backup of the setupdata file and update the file manually with the confighedian

ENABLE_ESC_PROV: True #Optional; By default, it is False.

2 Run the following reconfiguratioocommands:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~J# cp /root/openstack -
configs/setup_data.yaml /root/MyDir/ # update

the setup_data to update the proxy info

,,,,, ~ ra
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Disabling Management Node Accessibility to Cloud Artwork

VIM providescloud connectivityverificationfrom thedataandcontrolplanepoint of view usingtoolslike cloud
sanity,VMTP, andNFVbenchwhich are typically run from the management node. For these tools to work,
reachability to the Cloud API, external, and provider network is necessary.

Fromrelease/IM 2.4.3onwardsyou cansetthe MGMTNODE_EXTAPI_REACHvariableto Truein thesetup_data
file to overridethe needto ensure reachability of management node from Cloud API, external, and provider network.

Forexample:

MGMTNODE_EXTAPI_REACHTrue

By default,theMGMTNODE_EXTAPI|_REACHVvariableis setto True.If you donotwantto usethe
MGMTNODE_EXTAPI_REACH(variable,you cansetit to False as part of the Day 0 settings.

. The MGMTNODE_EXTAPI_REACH variable must be set during the initial installation and can
changedater.

You mustensurehatthe Cloud API, external andprovidernetworkareproperlyroutable asvim

When MGMTNODE_EXTAPI_REACH is set to False, features such as VMTP and NFVbench are no longer
accessible from the managemaate.

Secure local Docker Containeegistry

Startingform VIM 4.2.2,the Local DockerContaineRegistrywill bedownduringidle conditionsandwill be
broughtup only duringVIM operations. There will not be any alerts generated for the local docker container
registry. This will be the default behavior.

Whenthelocal dockercontaineregistryis up undercertainconditionsduringidle state for securityreasonst
canbebroughtdownby runningthe following playbook.

#ansible - playbook /root/installer - 4.2.2/bootstrap/playbooks/registry - service -
ston.vaml

Similarly, the local docker container registry can be brought up when required by running the fqtilayiopk.

#ansible - playbook /root/installer - 4.2.2/bootstrap/playbooks/registry - service -
start.vaml

Horizon Hosting through NAT or DNBliases

From release VIM 3.0.0, you can deploy the Horizon portal through NAT or DNS alias. As a security
measure, Horizon accepts a list of host addrgsBes DNS) thatareaccessibleBy default,thislist includes
theexternal_lib_vip_addtheexternal_Ib_vip_fgdnandtheipv6 address (if applicable) only.

To host Horizon, perform the followirgeps:

1. Before launching the installation, update the setup_data.yaml file with the folloviamgnation.
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HORIZON_ALLOWED_HOSTS:
- <NAT- IP>
- <NAT- IP>

TheparameteHORIZON_ALLOWED_HOSTSs optionalandacceptghelist of IP addresseand/or
DNS nameghatyouwantto addas allowed hosts. Mostly, this IP address list match with the NAT address
used for the deployment.

2. Run the following commands foeconfiguration:

[root@mgmtl ~]# cd /root/ [root@mgmtl ~J# mkdir MyDir
[root@mgmtl ~J# cp /root/ openstack -
configs/setup_data.yaml /root/MyDir/ #

update/include the HORIZON_ALLOWED_HOSTS in the

setup_data [root@mgmtl ~]# cd /root/MyDir/

The administrator can access the Horizon dashboard through aliases tRNAT
Cinder VolumeEncryption
VIM supportgheconfigurationandcreationof encryptedvolumesmanagedy Cinder.Theencryptionis done
nativelyusingLinux Unified Key Setup (LUKS). From release VIM 3.0.0 onwards, this encryption is enabled by

default and does not require any installation. Administrators can use the standard OpenStack APIs to create and
mount the volumes. No configuration parameters are available sethe data.

The following are the steps to create an encrypbtdame:

1. From the management node, load the OpenStack authenticatiables:

[root@management - server - cisco~]# source ~/openstack - configs/openrc

2. Create a volume type that defines the desired encryption parameters using theobetoand:

[root@management - server - cisco images]# openstack volume type create \
-- encryption - provider nova.volume.encryptors.luks.LuksEncryptor \
-- encryption - cipheraes -xts -plain64 \
-- encryption - key - size 256 \
i | |

nnnnnn tiAn AAntrA Anntinn frant AnA 11isc
3. Create an encrypted volume using the followéngimand:

[root@management - server - cisco images]# openstack volume create -- size 1
-- tvne LUKS encrvnted volume

! Theoverallstoragdnput OutputOperation®erSecondlIOPS)performanceenaltyis ~35%for
AdvancedencryptionStandard Cipher Block Chaining (AEKSBC) and ~60% for AEXTS, when
LUKS is enabled. AlsoAES-CBC (keysize='128"gncryption provides better performance as
compared to AEXTS (key size='256") encryption mode.
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Encryption ofSecrets

VIM installation dynamically generates passwords for each Opensgagke and for services running on the
management node. By default, these passwanats/stemgenerateé@ndarestoredin the secrets.yanile onthe
managememodeandthensubsequentlpeingreadby varioussteps during the installation.

Thesecrets.yanfile is currentlyprotectedby Linux file permissionsaswell asSELinuxmandatoryaccesgontrol.
A cleartextcopyof thisfile is required during installation, reconfiguration, update, and upgrade. Therefore, the
secrets.yamile stores the passwords in cleartext, where a hashed version of these passwords is not sufficient.

From release VIM 3.4.0, Vault is used. Vault is a tool specifically designed to store and access the passwords
securely. Vault encrypts the secrets priowtding themto persistenstorageHence gainingaccesso theraw

storagds not enoughto accesshe secretsTo takeadvantag®f this additional hardening option, you can

optionally enable Vault isetup_data.yands a Day 0 option (reconfigure option will be available in the future).
With vault enabled, all the passwords used by VIM services are stored in Vault with Consul as storage backend.
To enable Vault, update the setup_data, with the following informatiparasf Day 0 installation.

VAULT: {enabled: True}

Once Vault is enabled, the contentsetrets.yamire no longevisible.

To get the following userelevant secrets, CLI and the corresponding Rest ARiraxéded:
"hvim_MON_PASSWORD", "hvim_MON_READ_ONLY_PASSWORD",
"hvim_MON_SERVER_PASSWORD", "ADMIN_USER_PASSWORD",

Listed below is an example of how to fetch seerets:

# vim list -secrets -- getpassword ADMIN_USER_PASSWORD
+ S — +

| Secret Key | Secret Value |

+ S — +

| ADMIN_USER_PASSWORD | D1g80O6Ws2Woav7Ye |

The command VIMist-secretscan list all the secrets that are encrypted. TAC/services are trained on how to fetch any
of the nonuser facingsecrets.

' Vault is not supported witaci as the mechanisarriver.

From VIM 4.4.0 all the openstack services (except RABBITMQ) password follow the strict policy of atleast one
upper, one lower and omeimber.

Customizing SSH LogiBanner

From release VIM 3.0.0, you can provide a customized banner that is displayed when an administrator attempts to
login to the management node bnified Managemenhode.An optionalparametessh_bannein the setup_data
acceptastringor messagéo bedisplayedeforethelogin prompt.This message indicates a warning consistent with

a companyé6s I T policies.
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1 Before launching the installation, take a backup okttapdata.yanfile and update the file manually with the
configuration listecbelow:

ssh_banner:
<your Banner Text>

WARNING: Unauthorized access to this system is forbidden and will  be
prosecuted by law. By accessing this system, you agree that your

2 Run the following commands foeconfiguration:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~J# cp /root/openstack -
configs/setup_data.yaml /root/MyDir/ #

update/include the ssh_banner in the setup_data

r A~ aa

Enabling Red Hat Identify Management (ID&ystem

VIM supportdntegrationwith RedHat Identity Managemengystemwhichis basecon Identity, Policy, Audit

(IPA) technologyasareconfigureoption. Before you enable this feature, ensure that hostname of all servers
including the management node are in lower case FQDN (RRFC4120), and belongs to ip_domain_name defined
in IPA_INFO section. For assumptions associated to IDMR&seHat IDM To enable this feature, follow the

below steps:

1. Take a backup of theetupdatdile and update the file manually with the configuration lidtetbw:

# STATIC_ROUTE_VIA BR_MGMT«<list of v4 or v6 network with mask that
route via br_mgmt>. # forinband_ipa ; example,
[3456:2345:ac34::/64', 2.3.4.0/24]

IPA_INFO:
ipa_servers:
1. hostname: <hostname with fqgdn
belonging to the ipa_domain_name>
ipaddresses: # ---  Optional
A'<ipv4_address>'
A'<ipv6_address>'
2. hostname: <hostname with fgdn
belonging to the ipa_domain_name>

ipaddresses: ---  Optional
A'<ipv4_address>'
A'<ipv6_address>'

enroller_user:
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2. Run the following reconfiguratiocommands:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~]J# cp /root/openstack - configs/setup_data.yaml
/root/MyDir/ # update/include the IPA_INFO in the setup_data

[root@mgmtl ~]# cd

ra LT

! You canchangeall the parameterstherthanipa_domain_nameia reconfiguratiorpostinstallation.
Also, you cannotreconfigurelPA in conjunction with any other reconfiguration operation.

Enabling Vault on Day 2 in VIMPod

VIM supports Vault as a reconfiguratioption.

1. To enable Vault on a pod running VIM 3.4.1 or later, updatsehep data.yanflle asfollows:
#Vault:
enabled: True # optional, default if not defined is false
2. Take a backup afetup_datdile and update it manually with the configuration details by running the following

command:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~J# cp /root/openstack -
configs/setup_data.yaml /root/MyDir/ # update

the setup_data to enable vault

r N ra

Enabling Trusted Virtual Function on D&y

Forreleasegarlierto VIM 3.4.2,you mustdeletethe existingVMs onthetargetcomputeto enablethetrusted
virtual function(VF) on aserverafterthe initial installation of the cloud. To avoid the disruption caused to the
existing VMs, a reconfigure option is introduced. You can enable trusted VF on the SRIOV ports as a
reconfiguration option, on a per server basis using the below steps:

1. Toenabletrusted_vifonapodrunningVIM 3.4.20r later,updatethe SERVERSsectionfor the
targetcomputesvheretrusted_vf is enabled in treetup_data.yanfile as given below:

SERVERS:
<target_compute_name
>: trusted_vf: True
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2. Take a backup afetupdatdile and update it manually with the configuration details by running the following
command:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#
mkdir  MyDir
[root@mgmtl ~]# cp /root/openstack - configs/setup_data.yaml /root/MyDir/

[root@mgmtl ~]# # update the setup data to enable
trusted_vf on the target computes [root@mgmtl ~]# cd
[root/MvDir/

FQDN Support for VIM Manageme#PI

By default,VIM usesself-signedIP basedrLS certificatesfor its managemenrgerviceghatinclude
RESTAPI, Kibana,Prometheusand VIMMON. Optionally, the administrator can use thparty TLS
certificates for VIM management services.

To enable FQDN support for VIM management API, follow the bedteps:

'  FQDNmustresolveto themanagementodelP addres$y configuredDNS serversFor dualstack
deploymentFODN mustresolveto both IPv4 & IPv6 address.

1 Copy the new key, CA root and certificate files intothepenstaciconfigsfolder under the following
filenames:

# cp <new-ca-root -cert> [installer -
xxx/openstack - configs/mercury - ca.crt # cp <new -
key - file> /installer - xxx/openstack -

2 Obtain the FQDN name from the TIc8rtificate:

# openssl x509 - in /root/installer - xxx/openstack - configs/mercury - ca.crt
-text - noout

Sample output:

Subject: C=US, ST=California, L=San Jose, O=IT,
3 Once copied, run the following Rest API reconfiguratommands:
# cd /root/installer - XxXxx/tools

# .[restapi.py - a reconfigure -tls  -d <FQDN#* For example FQDN is

4 For Day 0 deployment, update thetup _datavith the MGMTNODE_EXTAPI_FQDN set to <FQDN> value,
which is used in StepBith
reconfigu retls option and ruVIM install:
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MGMTNODE_EXTAPI_FQDNFQDN>

5 For Day 2 deployment, update thetup_datavith MGMTNODE_EXTAPI_FQDN set to <FQDN> and run
VIM reconfigurecommand:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~]# cp /root/openstack -

configs/setup_data.yaml /root/MyDir/ [root@mgmtl ~# #
update the setup data with MGMTNODE_EXTAPI_FQDNsFQDN>

-

Enforcing Horizon password to change after fiogin

FromVIM 4.4.0thereis anoptionfor theVIM podadministratoandthe horizonreadonly user to changehe
horizondashboargasswordfterthe first login. This can be achieviddhe pod has the below setup_data
attribute in Day0.

This can also be achieved on Dayia VIM reconfigure.

1. For Day 0 deployment, update the setup_Data with the keystone_change password_on_first_use: True under
thecloud_settings.

cloud_settings:
keystone_change_password_on_firs
t use: True

2. For Day 2 deployment, update the setup_data with keystone_change_password_on_first_use: True under the
cloud_settings and ruvilM.
reconfigurecommand.

[root@mgmtl ~J# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~]# cp /root/openstack - configs/setup_data.yaml /root/MyDir/
[root@mgmtl ~]# # update the setup data  with
keystone_change_password_on_first_use: True under the cloud_settings

[root@mgmtl ~]# cd

I _aInN A N I F__ _ i/ _____anA

Securing the cinder used with NAS (Network AttacBéorage)

CindersupportsanNFSdriver which worksdifferently thanatraditionalblock storagedriver. The NFSdriver does
notactuallyallow aninstanceto access a storage device at the block level. Instead, files are created on an NFS
share and mapped to instances, which emulates a block device. Cinder supports secure configuration for such files
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by controlling the file permissions when cinder volumes are created. Cinder configuration can also control whether
file operations are run as the root user or the current OpenStack process user.

FromVIM 4.4.0,strictfile permissionaresetwith nas_secure_file_permissions=autith cinder.Thisis about
changingasettingin cinder.confwhen cinder is used with NASefore the VIM 4.4.0, file permissions on NFS
filesystems are insecure. Now cinder is reconfigured to be secure, where root level access is not Permitted.

i1 NOTE: Thisis notauserconfigurableoption.Whenyour podhasbeenupgradedo 4.4 or Freshinstall
4.4,youwill getthenewsettingsin cindervolume.

New volumefiles in createdwvith nas_secure_file_permissionsutoshouldbe 0660andthefile
ownershigsnot" r o o t Ormrexisting wolumes, ownership and file permissions remain unchanged.
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Enabling NFVBench Pof2eployment

TheNFVBench(performancdenchmark)s anoptionaltool. You candeployNFVBenchaftertheinstallationof
thepod. This sectiondescribesiowto setup and use NFVbench with VIM.

Oncethe pre-requisitedor themanagementodehardwargIntel NIC) aremet,addthe NFVbenchconfigurationin
thesetup_data.yamBy default, NFVbench configuration is not enabled in VIM as it needs additional hardware.
NFVbench also works when the mechanism driver is OVS or VPP.

(® Before youbegin

Cf you areusingQuantaserverdor the Day 0 BIOS settingof the managementode,seelnstalling
. ManagemenhNodeon QuantaServers

An extra 10GE (Intel X710 NIC) or 40GE (Intel XL710) or 25G (Intel xxv710) must be installed on
* the managememiode.

To interactwith Intel NIC, the TRextraffic generatousesDPDK interfaceanduseshardware

insteadof just softwareto generate packets.

Thisapproach is more scalable and enables NFVbenphkrform tests without software

limitations.

If your NIC hasmorethantwo ports,usethefirst two portsonly. Connecthefirst portto thefirst ToR switch(orderis
givenby setup_data.yamfndthe second port to the second TOR switch. If there is only one ToR switch, connect the
first two ports to it as shown in the NFVbench topology figure.

Control Node

Control Nod
nfvbench/T-rex setup con -'o‘L 0de
ontrol Node

NO9K TOR 2oreos
Mercury Build Node Storage
P — l vPC Storage
Intel
T-rex jo— X710 NOK TOR [ compute noge 1|
NIC
|
[}
nfvbench ; Compute node i I
pi———

Compute node N |

1 Enable the NFVBencbonfiguration in thesetup_data.yanfile:

Sample configuration for OVS/VLAN or VPP mechanismdriver.
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NFVBENCH:
enabled: True # True or False
tor_info: {TORa: eth1/42, TORb : eth1/42} # mandatory, only if AutoTor
is Enabled
# nic_ports: 3,4 # Optional input, indicates which two of the four

available ports of 10G Intel NIC are used by NFVbench tool to send and

receive traffic.

# Defaults to the first 2 ports of NIC (ports 1

and 2) if not specified. # Port number must be

between 1 and 4, one port cannot be used twice.

# nic_slot: <int> # Optional, defaults to first set of unbonded pair of
NIC ports in an Intel 710 or 520 card the code finds; you can run

NFVbench via XL710, 520

or X710

card #

Example:

# nic_ports: 1,4 # the first and the last port of Intel NIC are used
# nic_slot: 2 # # Optional, defaults to 1st set of unbonded pair of
NIC ports in an Intel 710 or 520 card the code

finds; you can run NFVbench via XL710, 520 or X710 card

' vtep_vlanss required if VXLAN is used asncapsulation.

2. Configure minimal settings fadFVBench:

# Minimal settings required for NFVbench (mandatory only if tor_info
is defined for NFVBench)

TORSWITCHINFO:

CONFIGURE_TORS: <True or False> # True if switches should be
configured to support NFVbench

SWITCHDETAILS:

- hostname: 'TORa' # Hostname matching 'tor_info' switch name.
username: 'admin' # Login username for switch user.
password: 'my_password' # Login password for switch user.
ssh ip: <switch ssh ip># SSH IP for switch.

Thetor_info providestheinformationto configurethe ToR switches Two portsspecifiedby interfacesare
configuredin trunkmodein the samepo rt-channel poNFVbench needs the login details to access ToR
details and retrieve TX/RX counters. Manual configuration is required if the CONFIGURE_TORS is set to
False.

Also, a pair of VTEP VLANS is required for VLAN to VXLAN mapping. Value can be any pair of unused
VLAN IDs.

3. To do manual configuration on the ToRs)sure that you perform the followiegnfiguration:
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interface
Ethernetx/y
switchport

mnde triink

4. ReconfigureVIM to startor restarthe NFVBenchcontainer.To reconfigure addnecessary
configurationto the setup_data.yanille andrun the following reconfiguration commands:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir MyDir

[root@mgmtl ~]# cp/root/openstack -
configs/setup_data.yam| /root/MyDir/ [root@mgmtl
~J# cd /root/

[root@mgmtl ~]# # update the setup data to include

After the reconfiguration, you can see that the NFVBench container is up and reasly. for

! Use the command/openstaciconfigs/openrdo source the opensource
hefare 11sina thafivhench
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Customization oEdge

Customization oEdge
Warning: This Feature is no longer supported in VIM

Fromrelease/IM 3.0.0onwardsyou needto specifyaflavor metadat&ey hw:vcplD_pin_to_sharedb usethe
optionalflavor in OpenStackwhich canbe set only at Day 0.

WhenaVM is spawnedvith theflavor thatcontainghe abovemetadataetto Yes NOVA allocatesadditional
vCPUontop of thevCPUcountspecified in the flavor and pin vCPUO to the pCPU that is reserved in the pool.
The pinning of vCPU to pCPU is lodmhlanced if hypethreading is enabled in the host level.

To enablethis configuration sethw:cpu_policyto dedicated And it is oftenusedtogethewith
hw:emulator_threads_policybeingsetto share sothat the VM emulator threads are also pintethe same
dedicated pool to enable better réale processing for latency and performaseasitive VNFs.

To enable this feature, set the following command irsétep_data.yamlfile on Day O:
ENABLE_VM_EMULATOR_PIN:

<True or False> # optional, default is false

The number of cores reserved is determined by VM_EMULATOR_PCORES_PER_SOCKET, which is-also pre
defined at the da@ configuration.

VM_EMULATOR_PCORES PER _SOCKET1 to 4> # Optionaltakes effect  only
when ENABLE_VM_EMULATOR_PIk true. If undefined, defaults to value of

You cansettheNOVA_OPT_LOW_LATENCYflag to enablefurtheroptimizationon novalibvirt, to achieve
lower latencyfor VM applicationsTo be specific, it will setpu_modeto host-passthroughand
cpu_model_extra_flagdo tsc-deadlinein nova.conf.

NOVA_OPT_FOR_LOW_LATENCY:
True or False # Optional, default to False

From release VIM 3.2.1 onwards, an option to enable
Allocation Technology (CAT) iavailable.

To enableCAT, youmustenableNFV_HOSTSoption.You canenablethe CAT optiononly asa Day 0 optionwith
thefollowing optionin thesetup_data. yamlffile:
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INTEL_RDT:

ENABLE_CAT: false # Enable Intel CAT, optional
and default to False #Reserved cachelines per
socket for sockets, allowed value of 1 to 32.

#0nly valid when ENABLE_CAT is sets to True.
RFESFRV/FDN | 2 CACHFIINFS PFR SNCKFTR

# Intel FPGA N3000 NIC (for QCT

now) # By default, FPGA VF is

not enabled.

# To enable, define a value in the range
from 1 to 8.#INTEL_FPGA_VFS: <integer

value from 1 to 8>
The cachelines reserved for hosts are not immediately applied. When first VM with the cacheline requirements

lands on the any NUMA node of one compute node, VIM performs the cacheline partitioning on the host. If VM
with no cacheline requirements are spad/((as defined via flavor) on one compntele,all VMs areallowedto

useall cachelinesvailablein the CPU.WhenthelastVM with cachelinaequirementss deletedrom anyNUMA

node of one compute node, VIM resets the cacheline masks so that all new and existing VMs are allowed to use all
available cachelines again.

To support extreme low latency (< 50 mieseconds) requirements for VRAN workload, VIM integrates with Intel
N3000 FPGA card for both hardware offlcattl/Os. Theoptionof N3000Intel cardis only allowedwith Quanta
serversandthefollowing itemin thesetup_datanablegshecardsonthe servers. These configurations have effect
only on computes where the N3000 cards are installed.

You can enable the virtual function (VFS) values optionally at @@eser level; however, the global configuration is
needed as listeloelow:

SERVERS:

compute - server - 1:
INTEL_FPGA _VFS: <integer value
from 1 to 8> INTEL_SRIOV_VFS:

DU TSR DR SR B o Yo T

1 You can enable single or multiple options listed above on a per dasisr
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OpenStackeatures
Memory/CPU Usage

« MemoryOver
SubscriptiorRatio

« RAM Over-
Subscription Ratio
« CPU and RAM Allocation Ratio

Memory OverSubscriptiorRatio

Cloudallowsyou for oversubscriptiorof resourcesuchasCPUandmemory.By default,thememoryover

subscriptiorvalueis setto 1.5. You can adjust the global memory ox@rbscription value in the range of 1.0 to
4.0.

! You can change the default values only at the beginning dfistadlation

Run the following command to set the NOVA_RAM_ALLOCATION_RATIO, on fresdtallation:

# cd installer - <tagid>/openstack - configs/
# update NOVA_RAM_ALLOCATION_RATIO value in openstack_config.yaml

Once the NOVA_RAM_ALLOCATION_RATIO is set, continue with the rest of the steps as plannadtédiation.

RAM Over-SubscriptiorRatio

Cloudallowsyou for oversubscriptiorof CPUandmemory.By default,the CPUoversubscriptionvalueis set
to 16.0. You canadjusttheglobal CPU oversubscription value in the range of 1.0 to 16.0.

! You can change the default value before the installd#ggmns.

Run the following command to set the NOVA_CPU_ALLOCATION_RATIO on frieskallation:

# cd installer - <tagid>/openstack - configs/
# update NOVA_CPU_ALLOCATION_RATIO value in openstack_config.yaml

Once the NOVA_CPU_ALLOCATION_RATIO is done, continue with the rest of the steps as planneiditation.
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CPU and RAM AllocatiorRatio

By default, OpenStack sets the CPU and RAM allocation ratio globally. VIM allows you to change the default CPU
and RAM allocation ratio as a Day 0 or Day 1 operation. From VIM 3.4.1, you can set these parameters on a per
compute basis via addition/remowidlthe target computes. From VIM 3.4.3, the CPU and RAM allocation ratio can

be set on Day 2 via reconfigure option on a per compute basis.

' Settingthe parametersn a percomputebasisvia reconfigureoptionenforceghe settingsonly for thenew
VMs thatgetlaunchednthetarget compute, but not for the existing VMSs.

To enableCPUandRAM allocationratio on a percomputebasis,updateeachof thetargetcomputenodeswith the
following configurationin thesetup_dat a.yandile, after taking a backup of tteetup_data.

SERVERS:
compute - server -1:
NOVA_CPU_ALLOCATION_RATIO: 1.0 <float, range: 0.958 -16.0> #

<== optional, override  the NOVA _CPU_ALLOCATION_RATIO
configuration defined in openstack_config.yaml

Run the following reconfiguration command after updating the taejap data:
[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#
mkdir MyDir
[root@mgmtl ~]# cp /root/openstack - configs/setup_data.yaml /root/MyDir/ #

update the RAMand/or CPU Allocation Ratio on a per compute basis
[root@mgmtl ~]# cd

AL~ _IF__ .-\ _aa

' Foragivencomputeserverjf NOVA CPU_ALLOCATION_RATIOand/or
NOVA RAM_ALLOCATION_RATIO entriesareaddedyou cannot drop it via reconfigure. To get to the
global value, it is recommended to set the target compute's NOVA_CPU_ALLOCATION_RATIO and
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DHCPReservations
DHCP Reservat i oAddressee r VM6s MAC

Fromrelease/IM 3.2.0onwardsyou canhaveDHCPreservationgor virtual machineMAC addresses,

to getthesamelP addresslways regardless of the host hypervisor or operating system they are running.
To avail this optional feature, few restrictions exist.

If the MAC address ends with 00:G6en.

« First entry of the first octect must be a Hex.
« Seconckentryof thefirst octectmustbe 2, 6, a or e No entry
can start wittfe

For exanple, the MAC address entry can bef][§2,6,a,e]:yz:uv:ws:00:00, but not starting with

1 To enable this feature, take the backup of the of the setupdata file and update the file manually with the
configuration listecbelow:

BASE_MACADDRESS: <[a f][2,6,a,e]:yz:uv:ws:00:00> # Entry cannot starting
with  ‘fe'

' Toavoidmacaddres<ollision, ensureghata minimum of lastthreeoctectss 00. Forexample:
BASE MACADDRESSx<[a-f][2,6,a,e]:[a-f0-9][a-f0-9]:[a-f0-9][a-f0-9]:00:00:00>

2 Run the following commands foeconfiguration:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~J# cp /root/openstack -
configs/setup_data.yaml /root/MyDir/ #
update/include the BASE_MACADDRESS in the
setup_data

[root@mgmtl ~]# cd
/root/MyDir/ [root@mgmtl ~]#
vi setup_data.yaml
[root@mgmtl ~J# cd

~/installer - XXXX
[root@mgmtl ~]# hvim reconfigure -- setupfile /root/MyDir/setup_data.yaml
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Trusted VirtuaFunctions
Setting up Trusted Virtudtunctions

Thekernelfeatureallowsthevirtual functions(VF) to becomérustedby the physicalfunctionandperformsome
privilegedoperationsuchasenablingVF promiscuous mode and changing VF MAC address within the guest. The
inability to modify MAC addresses in the guest prevents the users from akiago easily setup up two VFs in a
fail-over bond in a guest. To avalil this feature, enable the following under each of the target compute nodes that are
enabled with SRIOV:

SERVERS:
compute - server -1:
trusted_vf: <True or False> # <== optional, only applicable if its SRIOV

You can avalil this feature on Day 0 or enable in a compute on Day 2 by removing it and adding it back into the
cloud after updating the setup_data with the configuration intent. From VIM 3.4.2, the trusted_vf can be set on
Day 2 via reconfigure option onpeer compute basis that are running with SRIO¥enabletrusted_vionaper
computebasisupdatesachof thetargetcomputenodeswith thefollowing configurationin thesetup_data.yaml

file, after taking a backup of treetup_dataThen run the reconfiguration command after updating the target
setup_data:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#
mkdir  MyDir
[root@mgmtl ~]# cp /root/openstack - configs/setup_data.yaml /root/MyDir/ #

update the trusted vf option on a per compute basis which are running SRIOV
[root@mgmtl ~]# cd

/root/MyDir/ [root@mgmtl

~J# vi setup_data.yaml

[root@mgmtl ~]# cd

~/installer - XXXX

[root@mgmtl ~]# hvim reconfigure -- setupfile /root/MyDir/setup_data.yaml
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Buffer Siz&etup

Setting up Transmit and Receive Buffize

By default,thetransmitandreceivebuffer for theinterfaceson eachof the serverss setto 1024.This feature
allowsyouto settherx_tz_queue_sizi 512 on a per server basis, which is a requirement for some VNFs. To
avail this feature, enable the following under each of the target compute nodes:

SERVERS:
compute - server - 1:
rx_tx_queue_size: <512 or 1024> # optional, default if not defined is 1024

You canavail this featureon Day 0 orenablein acomputeon Day 2 by removingit andaddingit backinto the
cloudafterupdatingthesetup_datavith the configuration intent.
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Guest Instance Seridlumber

Prior to VIM 4.0, a guest instance's serial number was taken from the host RtbBr VIM 4.0 onwards, an
instance's serial number is taken from the instance UUID, which avoids changing the serial number when an
instance is migrated to another hostom VIM 4.2.4 onwards, you can choose between using the host UUID
("auto") or the instance UUID ("unique™) with the following reconfigurable setup data option:

cloud_settings:

# Optional, data source used to the populate the host
"serial" UUID exposed to # guest in the virtual BIOS.
# Default is unique.

# Type: String, Allowed values:
auto or unique
nova_sysinfo_serial: unique

Changing this option's value will affect existing instances once they are stopped andgtirned
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Enable or disable new neeampute servicenstances

FromVIM 4.4 onwardsyou canchooseo enableor disablenewnovacomputeserviceinstancesvith the
following reconfigurablesetupdataoption:

cloud_settings:

# Optional, controls initial state of new nova-
compute service instances. # When True, new nova-
compute service instances are automatically enabled
# when they start. When False, new nova - compute
service instances are

# disabled, excluding them from VM scheduling, and
must be manually enabled. # For example: openstack
compute service set -- enable <host> nova - compute

# Default is True

# Type: Boolean, Allowed values:
True or False
nova_enable_new_services: True
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Enable logging of keystone ulgins

From VIM 4.4.1 onwards, you can choose to enable or disable logging of keystone user logins with the following
reconfigurable setup datgtion:

cloud_settings:

# Optional, enable logging of
keystone user logins # Default is
False

# Type: Boolean, Allowed values:
True or False
keystone_log_user_logins: False

Enabling this option will log identity. authenticate.success and identity.authenticate.failed events in the keystone.log
file.
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Open Virtual Network (OVN)
Open Virtual Network (OVN) is an Open vSwitblased softwareefined networking (SDN) solution for
supplying network services to instances. OVN provatorm-neutralsupportfor thefull OpenStack

NetworkingAPI. With OVN, you canprogramaticallyconnecigroupsof guestinstancesnto private L2 and L3
networks.

(@ Starting from VIM 5.0.3 the support for OVN as mechanism drivapjsicable.

The Cloud administrator can bring this on dagFreshnstall)

# Note: The MECHANISM_DRIVERSetting is used to

enable the usage scenario # for OVN as the
vswitch controlled directly from Neutron via the
# OVN ML2 mechanism drivers. Currently,

OVSto OVN Migratioh aspaftof k
Day-n activities.

Key Points to consider

1 The migration can only go one way: openvswitch to ovn, and NOT ovn to openvswitch. Also, VPP to OVN
migration is not supported.

9 The migrationwill cause service disruption while Neutron and OVS services will be going down as part of the
transition.

1 Existing VM's will not reacheable and new VMs cannot be created successfully while the
ovn_migrate_orchestrator is running.

1 Make sure no control plane activities are planned during this migration.

The Orchestrator is available in cd /root/instalgx/tools Copy /root/openstackonfigs/setup_data.yaml to
/root/setup_data_ovn.yaml. And change "MECHANISM_DRIVER" to "ovn" from "openvswitch" in
/root/setup_data_ovn.yaml.

USAGE

260



HCLTech

[admin root@milpitas tools]$ python ovn_migrate_orchestrator.py -- new-
setupfile /root/setup_data_ovn.yaml.

--- > This command will migrate the mechanism driver from Openvswitch to

ovn

[admin  root@milpitas tools]$  python

ovn_migrate_orchestrator.py -- help usage:
optional
Aarniimannte:- QhOW th|q heln

-- new- setupfile NEW_SETUPFILE, -n

NEW_SETUPFILE
The setup_data file changed

for OVN
-- check - new- setupfile  -only, -c
Check the new
setup_data.yam| only
-- startwith - agentshutdown, -s

Example:

[admin root@milpitas tools] cd /root/instaliér0.4tools

[admin root@milpitas tools]$ python ovn_migrate_orchestrator-pgw-setupfile /root/setup_data_ovn.yaml
The ovn_migrate_orchestrator.py output will show the location of the log files it generated during the run.

Post the Migration from openswitch toovn

1 postthemigration,verify thevm'sare
reachable

1 performhvim cloudsanity
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VPP Port Mirroririgsage
VPP Port MirroringUsage

» Overview
« Port Mirroring

Overview

The VPP portmirroring enables/outo selectivelycreatea mirror portto a VM. This mirror portdetectsall the packets
sentandreceivedoy the VM without having access to the VM. The packets captured in this manner are saved as pcap
files which are then used by tools like Wireshark and so on for fuatladysis.

The following CLlIs are available MIM:

 vpp-portmirrorcreateTool to createmirroredportscorrespondingo
Openstaclports.

« vpp-portmirrordelete: Tool to delete mirrored ports.
= vpp-portmirrorlist: Tool to get a list of currently mirrored port.

The VPP port mirror tools perform thalowing:
« Checks if the specified port is a valid neutron port with valid UUID pattern.

« Checksf thereis a corresponding/hostinterfacein the VPP instancefor the neutronport specified.
« Checks if the port has already mirrored.

PortMirroring

1. Identify the VM that you want to monitor and the compute host on whicimst
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From the Management node, execute the

#cd
/root/openstack
configs # source
openrc

# openstack server show vm
| OS DCF:diskConfig

| OS - EXT-
AZ:availability_zone

| OS - EXT- SRV ATTR:host

following:

-7

| AUTO

| nova

| KO7 - compute -1
| KO7 - compute -1

| OS - EXT- SRV | instance - 0000004d
ATTR:hypervisor_hostname | Running

| OS - EXT- SRV | None

ATTR:instance_name | actlve

| OS - EXT- STS:power_state | 2018 - 05- 10T02:40:58.000000

| OS - EXT- STS:task_state | None

| OS - EXT- STS:vm_state |

| OS - SRV USG:launched_at |

| OS - SRV | netl=10.0.1.4

USG:terminated_at |

| accesslIPv4

| accessIPv6 8e7f752ab34153d99b17429857f86e30ecc24c830
I addresses 844e9348936bafc |

I Conﬁg drive | 46e576¢cl -539b-419d- a7d3 - 9bdde3f58e35
i os- extended - volumes:volumes %ﬁé&hédT ) I T 7

| progress | O

| project_id |

434cf25d4b214398a7445b4fafa8956a

| properties
| security_groups
u'my_sec_group}]

| {u'name":

F ommmmmmmmmmmmmmmmmmmmmmmmmmmmme e ———————

2. ldentify the neutron port that corresponds to the interface that you wairtrdo.

# openstack port list | grep 10.0.1.4

| ed8caee2 - f56¢c - 4156 - 8611 - 55dde24f742a | |
fa:16:3e:6a:d3:e8 | ip_address='10.0.1.4,

subnet_id ='6d780f2c - Oeeb - 4c6c¢ - a26¢ - c03f47f37a45' |
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3. SSH to the target compute node on which the VM is running and connect the VPPcdotkieer.

# vpp

neutron_vpp_13881 [root@k07 - compute -1 /|#

The syntax of the Port mirror create tool

is as follows: neutron_vpp_13881 [root@k07 -

compute -1 /[# vpp- portmirror - create Option

-p ( -- port) requires an argument

-p -- port [arg] Port in openstack port uuid format. Required.

-d -- debug Enables debug mode

4. Create a port mirror using the neutron port ID identified in Step 2. The CLI tool displays the mirrored interface

name:
neutron_vpp_13881 [root@k07 -compute -1 /J#vpp - portmirror -create -p
ed8caee? - f56¢ - 4156 - 8611 - 55dde24f742a
[ Port Mirroring ]
2018-05- 14 22:48:26 UTC|[ info] Interface inside vpp is
VirtualEthernet0/0/1 for Openstack port: ed8caee2 - f56¢ - 4156 - 8611 -
55dde24f742a

2018-05-14 22:48:26 UTC [ info] Port:ed 8caee2 - f56¢c - 4156- 8611 -

' Use the debug flag to troubleshoot the Linux/VPP commands that are used to set up tharpart

5. Use the tap device as a standard Linux interface and use tools such as tcpdump to perfonapbacket

neutron_vpp_13881 [root@k07 - compute - 1 /]# tcpdump

- leni taped8caee2 tcpdump: verbose output

suppressed, use -v or -wv for full protocol decode

IistenirP on taped8caee?2, link - type EN10OMB (Ethernet), capture size
262144 bytes

16:10:31.489392 fa:16:3e:6a:d3:e8 > fa:16:3e:0e:58:7b, ethertype IPv4
(0x0800), length 98: 10.0.1.4

10.0.1.10: ICMP echo

request, id 32513, seq 25752, length 64

16:10:31.489480 fa:16:3e:0e:58:7b > fa:16:3e:6a:d3:e8, ethertype IPv4
(0x0800), length 98: 10.0.1.10

10.0.1.4: ICMP echo

reply, id 32513, seq 25752, length 64

16:10:32.489560 fa:16:3e:6a:d3:e8 > fa:16:3e:0e:58:7b, ethertype IPv4
(0x0800), length 98: 10.0.1.4

10.0.1.10: ICMP echo

request, id 32513, seq 25753, length 64

16:10:32.489644 fa:16:3e:0e:58:7b > fa:16:3e:6a:d3:e8, ethertype IPv4
(0x0800), length 98: 10.0.1.10
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6. Obtain a list of all the mirroreports.

neutron_vpp_13881 [root@k07 -compute -1 /J#vpp - portmirror - list

VPP interface VPP _____ - side span port Kernel. ... - - side span port Neutron port
VirtualEthernet0/0/0 tapcli -0 tap88b637e4 net - vpp.port :88b637e4 - 43cc -
4ea? - 8a86 - 2c9b940408ec VirtualEthernet0/0/1 tapcli -1 taped8caee2 net -

7. Remove the mirroregort.

neutron_vpp_13881 [root@k07 -compute - 1/J#vpp - portmirror -delete -p
ed8caee2 - f56¢ - 4156 - 8611 - 55dde24f742a
[ Port Mirroring Operation]==

2018-05- 14 23:18:49 UTC|[ info] Interface inside  vpp is
VirtualEthernet0/0/1 for Openstack port.ed8caee2 -f56c - 4156 -
8611 -
55dde24f
742a
Deleted.

2018- 05- 14 23:18:49 UTC [ infg] Port:ed8caee?2 - f56¢ - 4156 - 8611 -
55dde24f742a is now un - mirrored
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VXLANEVPNSetup
VXLAN -EVPN Setup

ChoosesingleVXLAN or multi-VXLAN (multi refersto 2) networkterminatingon the samebox onday-0. Two
vxlan segmentsuchasvxlarntenantand vxlanecn are defined.

For single VXLAN network, define only the vxlaenant. For twe/XLAN network, define vxlarecn segment along
with vxlantenantnetwork.

To enableVXLAN/EVPN in VIM, definethefollowing in thesetupdatafile duringthe Day-0 deployment.
Optionally,you canoverloadthe configuration with that of heaendreplication for static VXLAN configuration.

1. In theNetworking section, define the segment vxismant:

NETWORKING:
networks:
- # only needed when NETWORK OPTION& wvxlan, and

TORis Cisco NCS5500 vlan_id: <2003>
subnet:  <191.168.11.0/25>
gateway. <191.168.11.1>

## 'pool' can be defined with single ip or a range of ip pool:
- <191.168.11.2,191.168.11.5>
- <191.168.11.7 to 191.168.11.12>
- <191.168.11.20>
segments:

vxlan -

tenant

# only needed when NETWORK OPTION& wvxlan, and TORis Cisco NCS5500,
and second VXLAN segment is required
vlan_id: <2005>
subnet: <191.165.11.0/25>
gateway: <191.165.11.1>
## 'pool' can be defined with single ip or a range of ip pool:
- <191.165.11.2,191.165.11.5>
- <191.165.11.7 to 191.165.11.12>
- <191.165.11.20>
segmen
ts:
vxlan -
ecn
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2. Define the vxlan section under NETWORK_OPTIONS, only allowed for Cisco NCS 550iRas

# Optional, only allowed for NCS - 5500 as tor NETWORK_OPTIONS:
vxlan:

vxlan - tenant;

provider_network_name: <name of
provider  network> bgp_as_num: <int
value between 1 and 232 -1>
%ge?@pc)teéerrs ; hljosl ip21 --- > list of min length 1, Peer Route
bgp_router_id: ip3' --- > Indicates the router ID to use for local GoBGP
cluster, part of wvxlan -tenant network but notin the pool
head_end_replication: # Optional, can be brought in as reconfigure
vtep_ips: vni_idl:vni_id2, vni_id3, ... (upto as many

Remote PODvteps, as required) vxlan -ecn:

provider_network name: <name of provider network> bgp _as num: <int
value between 1 and 232-1>bgp_peers :[ipl', 'ip21 --- > list of
min length 1, Peer Route Reflector IPs

bgp_router_id: 'ip3' --- > Indicates the router ID to use for local
GoBGP cluster, part of wvxlan -ecn network but notin the pool
head_end_replication: # Optional and reconfigurable

- vtep_ips: vni_id1:vni_id2, vni_id3, ... (upto as Remote POD many vteps,
as required)

' Following are the assumptions for the HiRture:

+ VNIs canrepeaiacrosgwo or moreremotePOD
* VTEPsfor HA. VNIs cannot repeat for the same

3. In theSERVERS section, define vxlan_bgp_speaker_ip for each contmotde.

' Thevxlan_bgp_ speaker_ip belongs to the vxlan network, but not part of the IP pool defined in the
vxlan senment

control -server -1:

# bgp_speaker_addresses: {vxlan -tenant: <ip address> # <== optional,
only when NETWORK_OPTION& vxlan network, for
controller node only; [P belongs to the wvxlan -tenant network, but not

part of the pool as defined in the network section

1 Setting up the BGP roueflector and accessing it over the VXLAN network from the three
controllers is outside the scopevah
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For heagendreplication option, define Local POD vtep_ips on all servers that act as congpigte

# vtep_ips:{vxlan -tenant:  <ip address>, vxlan -ecn: <ip address>} #IPs
must belong to the associated IP pool of vxlan - tenant and vxlan -ecn
networks

Fromrelease/IM 2.4.9,the BGP sessiorbetweerthecontrollersandroutereflectoris setto beLayer3

adjacentBy default,it is L2 adjacent. To support Layer 3 adjacency, define bgp_mgmt_address for
each controller.

address>} # <== optional, only when NETWORK_OPTIONS

# bgp_mgmt_addresses: {vxlan -tenant: <ip address >, vxlan -ecn: <ip

is vxlan network, for contoller node only, needed when BGP peer is over
L3. IP addresses are unique and are from management network,
but not part of pool.
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HeadEnd Replicatio®ption
Enabling HeaeEnd Replication (HERDption

For the releases VIM 2.4.9 and later, the mUKLAN EVPN based design optionally supports the static
implementation of VXLAN technology using heaghd replication. HER helps leverage the VXLAN technology,
regardless of the hardware or software limitatdd the VXLAN feature set at the remote eofdthe VTEP tunnel.

With the static information defined in the HER setup_data, VPP performs theheéadplication to all defined
remote VTEPSs, and the Lay2rForwardingnformationBase(L2FIB) MAC-IP tableis populatecbasedn flood
andlearn.WhenEVPN coexistswith HER, VIM considergshemastwo different sets of BGP speak&ch
giving the information which ends up in the same etcd FIB table.

In VIM, theEVPN actsasthe primarymechanismandHER asthefallbackmethodologyYou canaddor remove
HERto or from anexistingEVPN pod through VIM reconfigure option.

Following are the assumptions for the HERture:

+ VNIs can be allowed in the range of 1 to 65535.
« VNIs canberepeatedcrosgwo or more
remotePODVTEPsfor HA.

« VNIs cannot be repeated for the same remote
POD VTEP.

 Within the same network segment, no remote POD VTEPs IP address can be repeated.

To enable HER, follow the belosteps:
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1. Ensuregthatmulti-VXLAN featureexistsin day-0 configurationof thesetup_dataAdd anewsection
calledheadendreplicationunderthe NETWORK_OPTIONS> vxlan-> vxlartecn and vxlasienant
sections.

NETWORK_OPTIONS:

vxlan:

vxlan - tenant:

head_end_replication: # Optional and reconfigurable
1. vtep_ips: vni_idl:vni_id2, vni_id3,
(upto as many remote PODvteps as required)
vxlan -ecn:

head_end_replication: # Optional and reconfigurable

2. vtep_ips: vni_id1l:vni_id2, vni_id3, ... (upto as many remote POD vteps
as required)

Update all compute nodes with vtep_ip information under

the SERVERSsection: SERVERS:
Computel:

For head - end- replication option, define vtep_ips on all servers that act
as control and compute node

2. To determine the respective vtep_ip on a per segment and server basis, run the following reconfiguration
commands:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~#

mkdir MyDir

[root@mgmtl ~J# cp /root/openstack -

configs/setup_data.yaml /root/MyDir/ [root@mgmtl ~]# cd
/root/installer - <x.y.z>/tools

[root@mgmtl ~]# ./vtep_ip_server_mapping.py

# Update the setup data to include the HER section and vtep_ip
corresponding to the network segment for the respective servers
[root@mgmtl ~]# cd

/root/MyDir/ [root@mgmtl ~]#

vi setup_data.yam|
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Enabling BGRdjacency
Enabling BGPAdjacency

From release VIM 2.4.9 onwards, the Lagaor Layer 3 BGP adjacency with the peering reeféector issupported.

! For releases prior to vim 2.4.9, only Layer 2 BGP adjacensypiported.

Following aretheassumptionsnadeto moveapodfrom aLayer2 BGP
adjacencyo thatof Layer3:
+ The controllers with the bgp_speaker_addresses peer with the route

reflector over Layer 3.
« Thisoptionis only availablewhenvxlanis enabledas
NETWORK_OPTIONS.
« Every vxlan segment (vxlaecn and vxlasienant) will
have its own IPs.
+ IPsarepickedup from managemergubnetbuttheydo notbelongin
themanagemenool.
« Switching from Layer 2 to Layer 3 peering is only supported, but not
vice-versa.
« Onceenabledtheonly wayto changehebgm_mgmt_address

throughareplacecontroller.
To enable layer BGP adjacency between controllers and peering route
reflector, follow the beloveteps:

1. Update all controller nodes with bgp_mgmt_address where the IPs reside in the management subnet, but not
the management Iool:

! . VXLAN featuremustexistsin day-0
configurationof thesetup dataOneunique IP

SERVERS:
Control1:

# bgp_mgmt_address: {vxlan -tenant. <ip address>, vxlan -ecn: <ip
address>} # These IPs must belong to the
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2. Run the following reconfiguratiooommands:

[root@mgmtl ~]# cd /root/ [root@mgmtl ~J# mkdir MyDir
[root@mgmtl ~J# cp /root/openstack -
configs/setup_data.yaml /root/MyDir  / # update

the setup_data to include HER section and

vtep_ips info [root@mgmtl ~J# cd /root/MyDir/
[root@mgmtl ~]# vi setup_data.yaml [root@mgmtl ~]#

cd ~/installer - XXXX [root@mgmtl ~[# hvim
reconfigure -- setupfile /root/MyDir/setup_data.yaml
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Neutron PorRebinding
Rebinding of Neutron Port to AnothBietwork

Overview

Limitatio

ns

 Prerequisites

» Neutron Rebinding

Overview

In OpenStack implementation, once a Neutron port is created from a Neutron network, the ownership of the port
cannot be changed. In some cases, the administregdito dynamicallychangeheVM port ownershipevenif it

is alreadyboundto aVM. Thisis particularlyusefulin caseof VXLAN, whereit is required to change the VNI
associated with an existing port, to introduce a new WNFin an existing service chain.

For example, you can stavith:

Netli VM1 1 Net2

And the goal is to change:

Netli VM1 1 Net37 VM2 1T Net2
Thenewnetworkthatownsthe port mustbein the sameprojectastheold network.If thenewnetworkandold
networkbelongso a differentproject, ensure that the new network is accessible in the current project. You can

achieve that by utilizing RolBased Access Control (RBAC) feature in OpenStack. For more details on RBAC
configuration, sedttps://docs.openstack.org/neutron/queens/admin/condig.htm!

! Only admin or network_owner can grant accesRBAC.

Limitations

1. This is only tested and supported in ML2/VPP context. Nagtiser development to have consistent behavior
across MLZrivers.
2. The support for OVS may natork.
3. When moving ports from one networkaoother:
a.The security group rules may not work correctly if the move is across different projects honoring
RBAC.
b. Thevpp-agentdoesnottrackthe newlP assignedy OpenStackHence the VM cannotping other
VMs in thesameNeutronnetwork (L2). The workaround is to edit the security group and add
explicit ICMP permit rules or any other traffic you want to. Note that this caveat is not applicable if
the port security is turned OFF for Neutron ports
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Prerequisites

The MAC_address must be unique, so that no-agairess duplication exists in the newly migratetivork.
(@ The Neutron server validates the above limitations and throws error if they aeisfied.

NeutronRebinding
Following are the steps to perform neutrehinding:

1. Remove the fixed_ipn the port. This clears the IP allocation DBs in Neutron and configures the DHCP agent
to have the righinformation:

openstack port set -- no-fixed -ip <PORT_ID>

2. Migrate the port to the nenetwork:

openstack port set <PORT_ID> -- network -id <NEW_NETWORK_ID>

3. Add thefixed_ipof the new subnet back to thert:

openstack port set <PORT _ID> -- fixed -ip subnet=<NEW_SUBNET _ID>
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Managing Provider/Tenant VLRahges
Managing Provider/Tenant VLAIRanges

+ Increasing Provider and Tenant
VLAN Ranges

+ Decreasind’roviderandTenant
VLAN Ranges

» Changing the Pod

You can increase or decrease the provider and tenant VLAN ranges posttatbation.

Increasing Provider and Tenant VLARANnges

Increasing provider/tenant VLAN ranges is available as a Dmptién.

! You must have the tenant and provider networks enabled on the pod frobn Day

ToincreaseproviderandtenantVLAN rangesenterthe TENANT_VLAN_ RANGESand/or
PROVIDER_VLAN_RANGES thesetup_data.yanille and run the reconfigure command throwginclient
as follows:

TENANT_VLAN_RANGESold_vlan_info,

new_vlan_info or/and
PROVIDER_VLAN_RANGES: old_vlan_info, new_vlan_info

Decreasing Provider and Tenant VLAMNNges

To decreasgroviderandtenantVLAN rangesupdatethe TENANT_VLAN_RANGESand/or
PROVIDER_VLAN_RANGES0 beasubsebf the original one in theetup_data.yanflle and run the
reconfiguration command througimclientas follows:

TENANT_VLAN_RANGES:
subset_old_vlan_info

In thefollowing example VLAN from tenantor providerVLAN rangescanbereducednly in blocks,thatis, you can
reducevlansby a, b, c:f or anyother blocks of entry, but cannot reduce it by a subset of the block (for examg)le:

Pre - reduction of VLAN:
TENANT_VLAN_RANGES:

! You cannotremoveandaddnewVLANs atthesameime. Also, if youremoveVLAN, theycannotbe
reducedo lessthantwo VLAN for tenant network, and less than one VLAN for provider network.
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Changing thé>od

To change the pod, copy the setupdiata a local directory and update it manually by running the following
command:

[root@mgmtl ~]# cd
/root/ [root@mgmtl ~J#
mkdir  MyDir

Update the setup_data, by running the followéogimand:

[root@mgmtl ~]#  cp /root/openstack -
configs/setup_data.yaml <my_setup_data.yaml|>

Run the reconfiguration commandfalows:

[root@mgmtl ~]# cd ~/installer - XXXX
[root@mgmtl ~J# ./ ciscovimclient/hvim reconfigure -- setupfile
~/MyDir/<my_setup_data.yaml|>

! While usingauteToR via ACI APIswithoutthe APIC plugin, ensureghatyou updatethe

vim anic networksectinnwith theriaht \/I AN infaormatinn as nart nf the recanfiniiratinon nntinn
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MigrateSRIOV
Migrate SRIOV in VIC/NICPod

To usethis feature ensurghatboththe cardtypesareavailableon the SRIOV computenodesof the podandwith
oneof thecardtypesparticipatingin SRIOV as part of installation, and then execute the following steps:

You canredeploythe SRIOV portshetweer2-X520and2-XL710 in aVIM podwherethe controlplaneanddata
planearerunningOFF CiscoVIC. This is driven through an optional parameter SRIOV_CARD_TYPE listed in
thesetup_data.yaml

It is assumed that all computes patrticipating in SRIOV has two sets of card types. Reconfiguration fails if the card
type with a total of four ports is not availabléCLTech recommendgou havetwo of eachof the cardtype

insertedon a percomputebasis sothatthe correctnetworkportsfrom thetarget network cards are pickbd the
orchestrator. However, if the SRIOV_CARD_TYPE is present during the fresh installation or during add compute
operation, the SRIOV_CARD_TYPE parameter is given preference for the target/configured card type.

You candefinethe SRIOV_CARD_TYPEatapercomputeevel, to overridethe global definition. This option
allowssomecomputego runwith XL-710 and other computes to run with520 for SRIOV ports. It should be
noted that computes without SRIOV caneast in this pod.

1 Take a backup of the setupdata file and update the file manually with the configuratiobdieted

SRIOV_CARD_TYPE: <X520 or XL710>
and/or update the hardware_info at a per compute

level (see example below) compute - xx:
hardware_info  : {SRIOV_CARD_TYPE: <XL710 or X520>}

2 Run the following reconfiguratiooommands:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~J# cp /root/openstack -
configs/setup_data.yaml /root/MyDir/ # update

the setup_data to include the target SRIOV card
type [root@mgmtl ~J# cd /root/MyDir/

[root@mgmtl ~]# vi

setup_data.yaml [root@mgmtl

~J# cd ~linstaller - XXXX
[root@mgmtl ~]# hvim reconfigure -- setupfile /root/MyDir/setup_data.yaml
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Augmenting VIC/NIBods
Augmenting VIC/NICPods

Augmenting M4 VIC/NIC pods witi5

From release VIM 2.4.9 onwards, the augmentation of an existing M4 VIC/NIC based pod (some cheysutes
X520, while others have XL710 for SRIOWjth theM5-basedVIC/NIC (40G)computess supportedTo usethis
augmentatiorfieature you mustdefinethe SRIOV_CARD_TYPEataper compute level (default is X520).

You can add Msbhased 40G VIC/NIC computes into the pod in the follovdognarios:

Use Case 1If you run a pod with Mébased computes having only X520 cards, execute the reconfiguration
operation and define the SRIOV_CARD_TYBEXL710 underthe hardware_infesectionof thetargetcompute,

to addthe computeof M5 with 40G CiscoVIC andtwo XL710 cards,.

UseCaseZ2: If yourunthepodwith M4-basedvIC/NIC computesavingXL710 cardsexecuteheaddcompute

operationanddefinethe SRIOV_CARD_TYPE as XL710 for the target compute, to adébled compute nodes
with XL710 cards.

! The following steps 1 through 3 are not applicable for Use Case 2, and you can directly add/remove
whenreaniiired

(@ Identify if the pod has M4 computes running with two XL710 or not, that is, whether the pod is runnin
Use Case 1 or Use Caze

1. If the pod is running with Use Case 1, execute the followargmand:

# hvim reconfigure

2. Take a backup of the setupdéta and update the file manually with the configuration ligtetbw:

Update the hardware_info at a per compute

level (see example below) compute - xx:
hardware_info: {SRIOV_CARD_TYPE: <XL710 or X520>}

3. Run the following reconfigurationommands:
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Create a working directory with a copy of the
existing setup data: [root@mgmtl ~]# mkdir

/root/MyDir
[root@mgmtl ~]# cp /root/openstack - configs/setup_data.yaml /root/MyDir/

Update the setup data to include the new M5 compute(s)
with  SRIOV card type: [root@mgmtl ~]# vi
/root/MyDir/setup_data.yaml

Augmenting M5 VIC/NIC pods witiv6

Fromrelease/IM 4.4.3onwardsthe augmentatiomf anexistingM5 VIC/NIC basedodwith M6-basedVIC/NIC
computess supported.ForaVIC /NIC compatibility matrix, see sectidupport of M5/M6 BOM in a Pod

To use this augmentation feature, you must define the SRIOV_CARD_TYPE at a per compute level (default is X520
Forexample:

m6computel:
hardware_info: {SRIOV_CARD_TYPE: E810C}

To add the M6 compute(s) into the pod, perform aramdputes operation dallows:

Create a working directory with a copy of the
existing setup data: [root@mgmtl ~]# mkdir

/root/MyDir
[root@mgmtl ~J# cp /root/openstack - configs/setup_data.yaml /root/MyDir/

Update the setup data to include the new M6 compute(s)
with  SRIOV card type: [root@mgmtl ~]# vi
/root/MyDir/setup_data.yaml
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SREVPN
Deploying Segment RoutingVPN

@ Before youBegin

A pair of NCS 5500 acts as the T.o&s vim supports only a single pair of NCS, you must properly
* scale your NCS and choose the ribitS-5500SKU, sothatall portsof all thenodescanbe
. connectedo this singlepair of NCS.Ensurethatyou canincreasdhe port count when selecting the
NCS model.
* You cannotenablebothSREVPN andVXLAN EVPN onthesamevim pod.Only one
. forwardingmechanisntanexistwithin a single pod.
° vim administratorsnustprovidethe SR networkandsubnetnformationfor overlays,and EVI or
* BD label.vim doesnotmanage the SR EVPN, it only attaches to an existing SR EVPN.
You must provide the BGP configuration to the vim installer dudieyjoyment.

PP o TV T HPN [ Y SSRGS T HNAPRIN of o PSR N-OGPRIP [-IPN- P -PUEP (NP U 1 PRPSP [P R} S P e W ¥ e W e ¥ o ¥

For SR EVPN deployment, you must update sktup_data.yanflle as given below:

' vim 3.4.1 does not support VMTP and NFVbench withESAPN.

SERVERS:
control - server -1:
bgp_speaker_addresses: {sr -mpls -tenant: <ip address from sr - mpls -tenant
network but not part of the pool>}bgp mgmt addresses: {sr - mpls - tenant: <ip
address from management network but not part of the pool>} # <== optional,
only when NETWORK_OPTIONS is sr - mpls network, for controller node only,
needed when BGP peer is over
L3
vtep_ips: sr-mpls -tenant:  <ip address from sr-mpls-tenant network and part
of the pool>} # <== needed for compute and control nodes
sr_global_block: {prefix_sid_index: <int between 0 and 8000>, base: <int

between 16000 and 1048576>} # forsr - mpls, unique and must exist for all
controllers/computes, sum of prefix_sid_index and base has to be unique
across all servers

dp_tor_info: {switch_a_hostname: ethx/y, switch_b_hostname: ethxly}  #For
sr - mpls dp_tor_info is mandatory and has no po info
sr_global_block will  exist for all computes and controllers. These are
the segment identifiers used to associate with the Loopback IPs of the
VPP nodes
tor_info will exist only for the control plane links.
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dp_tor_info will  not be port channel. SR being a Layer 3 feature will rely on
ECMPIlinks  for data plane redundancy.

vtep_ips is the loopback IP of the VPP which will be distributed by

BGP LU for VPP reachability. prefix sid is computed from

sr_global_block section where base and index is defined.
NETWORKOPTIONS:
A new NETWORKOPTIONS section called sr-mpls has been

introduced to support SR MPLS. # ######sr - mpls options

HitH#HE

# physnet_name: <unique_name> # Optional. Default is "physnetl1"
# enable_ecmp: <true or false>. # Optional (For SR, it is true.
default is false), and only for vpp# ecmp_private_pool: <cidr> #

Optional, Only if enable_ecmp is true.
# sr-mpls: # mutually exclusive to vxlan; will work with VPP
and NCS 5500 only for now # sr - mpls - tenant:

# physnet_name: <unique_name>

# bgp_as _num: <int value between 1 and 4294967295>

# unique across all AS # bgp_peers: [ipl] --- > list

of length 1, Peer Route Reflector IPs

# bgp_router_id  :'ip3 --- > The router ID to use for local GoBGP cluster
ecmp_private_pool is the range used to burn private IPs for the VPP uplinks

to the aggregation layer. enable_ecmp is used to enable ecmp links
sr-mpls -tenant is the key word to enable sr

provider  networking. bgp_as_num is the bgp as

number of the remote PE device

bgp_peer is the bgp speaker loopback address
bgp_router_id will be the router id address used by the gobgp speakers
NETWORKING:

A new networking  section called sr-mpls-tenant has been

introduced to support SR MPLS. NETWORKING:
Networks:

vlan_id:
<vlan_id>
subnet:  <subnet
in cidr>
gateway: <gateway

address> pool:
- <a.b.cd,efg.h>
1.<ij.k.lto m.n.o.p>

- <q.r.s.t>

segments:
2.sr - mpls - tenant
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gateway is the BVI ip address to be used for the L3
gateway for VIM control plane pool is the address pool of

the public addresses
segments will contain sr - mpls - tenant as a provider network
vlan_id isthe id used to carve a sub interface for SR control plane from
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Cinder Volume Muiattach
Cinder Volume Multiattach withVIM

Overview

« Assumptions and Caveats

Creating Multtattach Volume

Configuring Multiplestorage Backends in Ceph

Overview

Attaching a volume to multiple hosts or servers simultaneously is used for active/active or active/standby scenarios.
This feature is available MIM.
3.4.1 because of upstreampport.

For moreinformationaboutthis feature seethe OpenStackiocumentatiomt
https://docs.openstack.org/cinder/latest/admin/blocksteralyame multiattach.html

Assumptions an€aveats

1. Ensurethata multi-attachor clusteredile systemis usedonthevolumes elsethereis a high probability
of datacorruption.If two VMs attach to the same volume, you must ensure that only one of the two VMs
mounts the file system at a time.

2. By default,secondaryolumeattachmentaremadein reador write mode.This setupcancause
problemsfor operationsuchasvolume migration. This happens even if you create the volume with
readonly permission.

3. Boot from volume is not supported with medtitachvolume.

4. Horizon does not work with volume attachinigtance.

5. Use the nova client instead of OpenStack client for ratiitichvolume.

Creating MulttattachVolume
To attach a volume to multiple hostsservers:

1. To attach a volume to multiple hosts or servers, you need to have thattadlti flag set to true in the volume

details.
$ cinder type - create  multiattach
$ cinder type - key multiattach set multiattach="<is> True"

2. To create the volume, you need to use the volume type you cesslied.

$ cinder create <volume_size> -- name <volume_name> -- volume - type
<volume_type_uuid>

Forexample:

$ cinder create 10 -- name multi - volume - type bb5f35al - bdfd - 4744 - b9f9 -
c0752598881d
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3. Use the nova client to attach the volume toitiséance.

$ nova volume - attach INSTANCE_ID VOLUME_ID  auto

Forexample

$ nova volume - attach testvym3 785959c4 - 889d - 421e - 985e - 074d488ec823

Configuring Multiplestorage Backends @eph

To configure multiple storage backends, enter the followorgmands:
cinder type  -create cephssd

cinder type -key cephssd set

volume_backend_name=ceph -ssd cindertype -
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Forwarding EFKogs
Forwarding EFK logs to External Sysl&grver

VIM supports backup and recovery of the management node. To keep the process predictable and avoid loss of
logs, the software supports the capabiityorwardingthe EFK logsto multiple externalsyslogserverslt
supportsminimumof oneandmaximumof four externalsyslogservers. You can enable EFK forwarding

feature, after the pod is up and running with VIM, through the reconfigure option.

The Syslog export reconfigure option supportsftiewing:

« Forwarding of EFK logs to external Syslog server on a pod that is already up and running.
« Reconfiguration of the existing external Syslog settings to point to a different syslog cluster.

1 Before starting the installation, update #etup data.yanflle with thefollowing:

B
#HHHEHAHE # SYSLOG
EXPORT SETTINGS

BRHHHH AR AR
P
SYSLOG_EXPORT_SETTINGS:

remote_host: <Syslog_ipv4_or_v6_addr> # required IP address of
the remote syslog server protocol : udp # required; only value
allowed is udn

2 Takeabackupof the setupdatdile andupdatethefile manuallywith the configuration
listedin the precedingsection.Then,runthe reconfiguration command as follows:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~J# cp /root/openstack -
configs/setup_data.yaml /root/MyDir/ [root@mgmtl

~J# # update the setup_data to include Syslog

With this configuration,you canexportELK logsto anexternalsyslogserver.Ontheremotehost,verify if the
logsareforwardedfrom the management node.

I Most of the information other than the remote host information is not ne@dky.the client list is
restricted tn Fl Knnlv
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Network FileSystem
Network File System (NFS) for ELEnapshot

VIM optionallysupportdNFSfor ELK snapshotsTheremotelocationspecifiedin the configurationmustallow

userelasticsearck2020)andgroup mercury (500) to read from or write to the path specified in remote_path of
the remote_host server.

Before launching the installation, update sle¢up data.yanflle with thefollowing:

HHHHHHHHHHHH
AHHHHHHHAHT B
ES_REMOTE_BACKUP

T R
#ES REMOTE_BACKUP: # Set if Elasticsearch

backups uses a remote host. # service: 'NFS'

With this configurationthe ELK snapshotarehostedattheremoteNFSlocation.Thereby ensuringthatthe

managememodedoesnotrun out of disk space. You can add this configuration to a pod that is already up and
running.
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TTYLogging
TTY Logging

VIM supports TTY logging on the management node and cluster hosts through the optisetnpheata.yaml

file. By default, the TTY logging feature is not enabled, but available only during installation.

SYSLOG_EXPORT_SETTINGS is configured, the TTY audit messages are avaitabdeal syslog, Kibana
dashboard, and remote syslog.

FortheTTY loggingto takeeffectin themanagememode rebootthe managememntodebasedn
the customeidowntimewindow. At the end of the installation, a messhgmagement node needs

to be rebooted for TTY logging to take effects displayed.

Before launching the installation, update se¢up_data.yanille with the followinginformation:

# TTY Logging with pam.d and auditd. Events available in Kibana and remote
syslog, if syslog export is enabled ENABLE _TTY_LOGGING: <True or False>
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Branding VNVorkload
Branding VMWorkload

You cancustomizehe Manufactureioutputasobservedn the outputof sudo dmidecode -t system . This
featureis availableasaglobaloptionand can be enabled either at Day O or Day 2.

To enable this option on Day 0, update $btup_datavith the following name or value pair before starting the
installation.

To change the value on a per compute basis on Day n, updattupedatand remove or add computedes:

# Optional
CUSTOM_MANUFACTURER_TAG: <string with maximum length of 64 characters in ">

You canalsobring in theoptionthroughCUSTOM_MANUFACTURER_TAGuvia reconfigurationFordetailson
howto enableCUSTOM_MANUFACTURE R_TAG via reconfiguration, s€eneral Guidelines

! You must validate each VNF against the custom tag, to ensure that lifecycle of the sarnrapactet!.
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Option to configure the queue sizeSopv

! This Feature is applicable ONLY for UGSseries computes having Intel X710 family series (X710,
XXV710 X1 710)

Startingfrom VIM 4.4.0,we provideanoptionto configurethe sriov queuegpervf to the maximum

255. By default,thevalueusedis 4. The RULE for this feature is:
INTEL_SRIOV_VFS x SRIOV_QUEUES PER_VF <256

Forexamplejf youhaveINTEL SRIOV_VFS:16n yoursetup_dataghenthenumber
of QueuegerVF canbe15. This feature can be achieved on fagnd Dayn via

remove/add compute, replacentroller.

! To configure SRIOV_QUEUES_PER_VF , it is mandatory to have the INTEL_SRIOV_VFS in the
setlin data vaml
1. For Day0 deployment, the user haggtions.
a. Option:1- Configurethesettingsonaglobalmodein setup_dat#hatwill beappliedto all theserver
role computethathasSRIOV cards in the pod

INTEL_SRIOV_VFS: 16
SRIOV_QUEUES_PER_VF:15

b. Option-2; on a dayo deployment the user can configure this on a per server basis (this will override the
globalconfig)

SERVERS:
compute - 1:

cimc_info: {cimc_ip: 10.10.10.10}
management_ip:
192.168.37.19
rack_info:
{rack_id: RackC}
INTEL_SRIOV_VFS: 32
SRIOV_QUEUES_PER_VF:6

2. ForDay-n deploymentthis canbeachievedy havingthe abovesettingsconfiguredby doingremove/add
computesandreplacecontroller(if it is a micro pod and it has sriov)
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Support for Multiple Netagpackends ominder

Until VIM 4.4.3thesupportfor Netappstorages supportedStartingfrom VIM 4.4.3therewill bea
supportfor Multiple NetappBackendon cinder. In addition to the existing Netabackend, the user

can have multiple netapp backend and the setup_data attribute should be defined as below.
bé/é/ii(tgnt&i% ﬁ&%%ﬁﬁpf@%‘bﬁﬁrb%as% gdd multiple Netapp backends to cinder. For Example: one SSD base
backends or viceersa
« If thecloud_settings (pleasefertheblock definedbelow)is notdefinedin thesetup_datahen
thecinderwill chooseanybackendslefinedin the setup_data.yaml
« If theuserwantsa specificbackendo beused(asdefault)for VM or Volumecreation then
cloud_settingmeedto beupdatedn the setup_data.yaml
o As aprerequisitetheuserneeddo createdefault volumdype andthenthedefaultcanbeset
to avolumetypethatencompasses HDDs/SSDs only. ( If the volume type creation is not done
then volume creation will fail)

To create a volume type "vol_type netapp_hdd" that only uses volumes whose
backend name is "netapp -hdd" run: openstack volume type create

vol_type_netapp_hdd -- property volume_backend_name= netapp - hdd

This means that volumes creates with no volume type specified should end up
nn thig harkend Additinnal volilme tvnec can he created tn tect nther

- glance and nova will only use the first netapp backend. (.i.e. NETAPP section in the
setup_data.yaml)

setup_data.yan€Configuration:

NewNETAPP_MULTI_BACKEND configurationstructureaddedcontainingalist of netappbackendsvith a
similar structureto the existingNETAPP section, with four additions.

cinder_backend_enabledtrue/false

(defaultsto true)

+ cinder_backend_nameuser defined

name.

« cinder_filter_function: (OPTIONAL) A filter functionpassedo cinder.Documentedt:
https://docs.openstack.org/cinder/latest/admin/dtiiNier - weighing.html

+ cinder_goodness_function: (OPTIONAL)A goodness weighing function passed to cind@cumented

at: https://docs.openstack.org/cinder
/latest/admin/drivefilter-weighing.html
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NETAPP: {cinder_nfs_path: /shared_cinder, cinder_nfs_server: 10.10.35.11,
glance_nfs_path: /shared_glance, glance_nfs_server: 10.10.35.11,
nova_nfs_path: /shared_nova, nova_nfs_server: 10.10.35.11,
password: ciscol23!, server_hostname: 10.10.35.11, server_port:
80, transport_type: http, username: vsadmin, vserver: mercury -
svm}

NETAPP_MULTI_BACKEND:
- cinder_backend_name:

netapp - ssd
cinder_nfs_path:
/shared_cinder_2
cinder_nfs_server:
10.10.35.11
password: ciscol23!
server_hostname:

This Feature can be enabled in VIM as agr Day1 (viareconfigure)

* On DayO0 (freshinstall)
o Install with single Netapp Backend
. o Installwith singleNetappBackend+
NetappMultiBackend on Dayl
o Bringing up Netapp Multibackend via "VIiveconfigure"
. ° AddtheNETAPP_MULTI_BACKENDsection
with the details
Day-2 Operations via "VIM reconfigure"
o User can add/delete the backends defined in the NETAPP_MULTI_BACKEND section.
o Any attribute in NETAPP_MULTI_BACKEND can be changed( Note: It is not the same for NETAPP
section)
o Cinder_default_volume_type in cloud_settings section can be changed.
o cinder_default_volume_type in cloud_settings section can be unset ( .i.e. remove the could_settings
section from the setup_data.yaml)

' If theuseris trying to removethe backendwvhichis beingdefinedin cinder_default_volume_typayim will
removeit. Userneedgo changehe cinder_default_volume_type to something else. Otherwise, VM/Vol
creation will fail and receive 500 internal error.

If the user removes the backend, then the existing volume associated to that backenglowdl be

FOR BETTER UNDERSTANDING, ADD FEW SCENARIOSBELOW
Scenario:1

1. backend: SSD

2. Openstack volume type create for ssd backend

3. cinder_default_volume_type : ssd

4. Create Vm/Volume with ssd backend

Scenario:2
1. Adding backend: hdd

a~ NMnanctarl/ vinhhima hina ~rraata far hdd haclzand
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VIMUpgrade

Upgrading VIM in Cloud

UpgradingVIM UsingNetworkInstallation(from CVIM/HVIM 5.0.x)
Upgrading VIM Using FileBased Image (fror®VIM/HVIM 5.0.x)

Upgrading VIM Using USB (fronCVIM/HVIM 5.0.x)

> >> >
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Important:

HVIM 6.0.0 includes OSP 18, in which the openvswitch mechanism driver is deprecated in upstrea
only OVN is supported. Beginning with version 6.0.0, the required mechanism driver is OVN.

You can convert the mechanism driver from openvswitch to OVN in one of two ways:
A B edtadimgehe upgrade to 6.0.0, or
A A tampleting the upgrade to 6.0.0

Note:
Converting the mechanism driver from Openvswitzl©VN requires downtime. Please plan this activi
during a maintenance window.

Option:1: Before starting the upgrade from 5.0.4 to 6.0.0
Steps:
1. Apply a patch (Kindly reach out tos-vim@hcltech.con)
2. Take a copy of the current setup_data.yaml and save it in /root/Save and edit the setup_data.yaml to
replacet he attri bute AMECHANI SM_DRI VERS: openvswi
3. After applying the patch, use the tool to convert the mechansim driver from OVS to OVN

Usage
Assumptions: Patch has been applied

Navigate to /root/installes.0.4/tools

root@milpitas tools] cd /root/installéy.0.4/tools

root@milpitas tools]$ython ovn_migrate_orchestrator.ppewsetupfile
/root/Save/setup_data_ovn.yaml

Option:2: Post the Upgrade to 6.0.0
Usage
Assumptions: Post upgrade steps are completed.

Navigate to /root/installe.0.0/tools

root@milpitas tools] cd /root/install€.0.0/tools

root@milpitas tools]$ python ovn_migrate_orchestrator-pgw-setupfile
/root/Save/setup_data_ovn.yaml
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Upgrading VIM @loud

VIM allows you to upgrade all OpenStack services, infrastructure services such as RabbitMQ, MariaDB, and
HAProxy, and management node contaitigessCobbler,ELK, VMTP, andrepo.You canupgradedo thelatest
release®f OpenStackwithoutredeployinghe CiscoNFVI stackfrom the beginning. During upgrade, you can
expect limited control and data plane outage.

Ensurethattheupgradds performedn anenvironmentike themanagememodeKVM console wherealossof
networkconnectivityto the management node will not kill the shell where the upgrade orchestrator is running.

The following table provides an overview of upgrade methods available to upgrade OpenStack using VIM

Upgrade Without VIM Unified Management With VIM Unified Management
Method
Without
internet * Prepare the USB on a staging * Prepare the USB on a staging
server. PlugheUSBinto the server. PlugheUSBinto the
« managementode. « managementode.
* Follow the upgrade procedure = * Follow the upgrade procedure

without internet. without internet.
With internet

Downloadthe .tgzfile fromthe * Download the .tgz file from the
registry. Follow the upgrade registry.
steps with internet Follow the upgrade steps with

internetprocedure.

Thelnternetoptionsreferto managememodeconnectivityto the Internet.If themanagemenrterveracksinternet
accessastagingserverwith Internet access is required to download the VIM installation artifacts to a USB drive, or
you can use the filbased image options. If you are using Cisco Software Hub, ensure that it is populated with the
target upgrade artifacts. Ensure that you selecipgrade method and stay with it for the full fiéetycle.

VIM upgradds supportedvith podsthatarein connectecdr air-gappednode.Ensurethatyou selectonemethod
andstaywith it for theentireupgrade.

1 UpgradingCVIM/HVIM 5.0.x(x =3, 4 toHVIM 6.00 is supported.

1 Upgrade fronb.0y (y =0, 1, 2) is not supported. Updatestd.x (x =3, 4) and then upgrade &0.Q

1 Plan to upgrade the Unified Management independent of the Cisco VIM upgrade.

1 In case of upgrade failure, do not try to recover the cloud by yourself. For more information on recov,
contactHCLTechSupport.

Consider the following points befougpgrading:

Note
Upgrade from 4.4.x to 5.0.x is not supported if the setup_data.yaml is configured with permit_root_login: F
shown below. Before upgrading, perform a reconfigure operation to set permit_root_login: True.

# Permit Root Login (optional, default True)
# True: admin can ssh to management node with root userid and password
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# False: admin can not use root userid for ssh; must use vim_admin_username
# At least one vim_admin must be configured if this is False permit_root_login: False

For vGPU enabled pod, do not proceed with Upgrade. Contact CVIM Support for details.

For the upgrade, plan for control plane downtime, as the upgrade involves changing thed{siorel

Perform a cloud sanity check before initiating the upgrade, to prevent daultde

Before initiating the upgrade, check CIMC logs for any hardware errors includingrdis.

Ensure no custom (nevilM) docker containers are running on the management node or

control/compute/storageodes.

If Cisco UCS is used, ensure that CIMC of all the servers is running the minimum recommwensoed

Usethevim_upgrade_orchestrator.gcriptavailableaspartof thetargetupgradeversion.Savea copy

of theupgradescriptatthe/root/ location before the upgrade.

7. For disconnected upgrades, the USB must be prepopulated withatdifgets.

8. VIM upgrade is restricted to specific start antipoints.

9. Upgrading cloud is supported in both connected andapipednodes.

10. Upgrading Unified Management on its standalone nodepported.

11. Ensure that you do not change the installation mode duringptirade.

12. No rollbackoptionis availableonceanupgradses initiated. Hence planningmustbe donebeforethe
upgradelf youfaceanyissueafterthe upgrade, reach out to HCLTech TAC to recover the cloud.

13. SeePrerequisites and Assumptidios VIM update/upgrade and ensure that all conditionsraate

14. At ahighlevel,thevim_upgrade_orchestrator.gcriptis brokeninto logical stepsto abortin caseof
failure. In caseof failure, reachoutto HCLTechsupport for recovery. Cisco does not recommend you to
recover the cloud on your own.

15. Upgrades for Central Ceph Pods aresugported.

el A e

16. Ensure that there are no Ceph warnings or Ceph errors before proceeding with the upgrade. Please run the

command shown below manually in one of the storage nodes inside the ceph mon container to see if
HEALTH_OK.

Ceph-Health -Check

[root@aiol ~} # ON A CONTROLLER NODE, THIS COMMAND BELOW WILL RUN 'cepis' INSIDE THE
CEPH MON CONTAINER
[root@aiol ~} cephmon cepts
cluster:
id:  6d62abd34f5-4dd1-998c8d88baedc00f
health: HEALTH_OK

services:
mon: 3 daemons, quorum cegiol,cepkaio2,cephaio3 (age 6d)
mgr. aiol(active, since 6d), standbys: aio2, aio3
osd: 12 osds: 12 up (since 2d),idZsince 2d)

data:
pools: 2 pools, 768 pgs
objects: 89 objects, 658 MiB
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usage: 494 GiB used, 13 TiB / 14 TiB avail
pgs: 768 active+clean

[root@aiol ~§ # ON A CONTROLLER NODE, THIS COMMAND BELOW WILL RUN ‘ceph health' INSIDE
THE CEPH MON CONTAINER

[root@aiol ~} cephmon ceph health

HEALTH_OK

[root@aiol ~¥

If you find any errors (HEALTH_WARN or HEALTH_ERRfix them before proceeding with the Upgrade.

PreupgradeCheck

Usevim_upgrade_orchestrator.meriptto performspre-upgradechecksbeforeinitiating the actualupgradeThe
pre-upgradecheckscanalsobe performed without initiating the actual upgrade by specifying-fitecheck_only
option as seen in the following example:

1  Beforeupgradingrom 4.4.xto 5.0.x:./vim_upgrade_orchestrator.piyconnecteds 4.4.x-n 5.0.x--

precheck_only
The preupgrade checks include the following:

Registry connectivity (if connected, installation is initiated).

Back up the setup_data.yaml file, before translation.

Check and update INSTALL _MODE in the setup_data.yaml file (connected or disconnected).

Run cloud sanity on a cloud from the current workspace using Cisco VIM.

Check for reachability to all nodes including compute, controller, and storage.

No in-progress or failed operation exists in the Rest API database, as parvafigation (check via

ciscovim lastrun-status).

9 Clouds running with VPP must run with GSO disabled. Thechexk relaxes the check for micropod
based controller nodes with compute role that does not host any VMs.

1 During legpp upgrade of RHEL from 8.4 to 9.2, Software RAID is not supported. Convert the nodes that
are using software RAID to hardware RAID before the upgrade. Check for Ceph HEALTH_OK.

9 Check to ensure root login is allowed (permit_root_login:true).

1 Check for Ceph Health and Ceilometer.

Upgrade fronb.0.x t06.0.0
Upgrade from VIM5.0.x (x=3,4) to VIM 6.0.0requires thdollowing:

=4 =4 =8 -8 -8 -9

. Upgrade the RHEL version froé2to 9.4.

. Upgrade the OSP version from 1Wallaby)to 18.0 (antelope)
. Upgrade of Python from 8.16 t03.918

. Upgrade of the REST API of the ViMstaller.

. Upgrade from Red Hat Cepfh(Pacific) to Ceph7 (Ree).

aa A W N P

Here is an overview of the upgrade:

OBefore proceeding witkfuwr for each storage node and the remove/add of storage nodes or-replace

296




HCLTech

controller, please ensure that the Ceph statusiiser HEALTH_ERRnor HEALTH_WARNING with "x
pools have too many placement groups"

Also, ensure ceph is in HEALTH_OK state before initiating each remove/add storage or
replacecontroller operation. If the above mentioned conditions are not met, please
contact HCLTech support.

1. Perform the main upgrade to VIM 5.0.Bor example:/vim_upgrade_orchestrator.pyconnecteds 5.0.4-n
6.0.0
a. Note that none of the nodes will be rebooted during the opjrade.

2. Backup and restore the managenatde.
3. Reboot all cloud nodes using the vim_upgrade_orchestratefifigh_upgrade_with_rebootf(lwr) option.
This is NOT arleapp upgradeHowever, the nodes have to be rebooted using fuwr.
a. -fuwr each controller, one attime
b. -fuwr each storage node, one dinae
c. -fuwr computenodes
4. No need of doingemove/add storaga replace controller fomicropods
5. Run sanity test on the cloud frdsD.4.

Use the target version of tkem_upgrade_orchestrator.pgol to upgrade to the targetrsion.

The following table lists the higlevel summary of the upgrade steps from \BMx (x=3,4)to VIM 6.0.0:

High Maintena Comments

- nce

Leve Window

I

Step

S

Preparati Planned Only neededor air-gappednstallation.Usethe getartifacts.pyprovidedin VIM 6.0.0
on of activity releasewith -U option.For more details, sé¢FVI Installation FileBased Image

6.00 before
artifacts | maintenan

cewindow

1
Upgrade (I;/Iaintenanc
10 winaow L * Upgrade from OSP7lto OSP18
ob * Upgradeof RedHat CEPHfrom CEPH
rom « 5to CEPH7 Automaticallyperformsa
\5/I(5\/IX management node backup Final

o outcome: RHEL9.4 + CEPH7 + OSP

18
° exceptionthenovalibvirtcontaineremainsat OSP17 versionuntil --
finish_upgrade_with_reboat performed

297




HCLTech

Complet Maintenan = Saveacopy(or copies)of the managememodebackupthatwascreatedduringthe

ethe cewindow | previoussteponanotherserver (or servers).

manage 2 ) )

ment Re-installthemanagememodefrom the 6.0.0iso, thenperforma managementode
node restoreusingthe backupthat was created during the upgraéer restoration procedure,
upgrade see Restoring Management Node.

t0 6.00

This stepshould be completedassoonaspossible. Do not perform vim operations
until this stepis completed.

Planne  Maintenan This upgrade is not an Leapp upgrade. However perform the reboot of the cloud nc

d cewindow usingthe vim_upgrade_orchestrator.pyinish_upgrade_with_rebootfgwr) option.
reboot |3 Use thecvim_reboot_status.pgyrovided ininstaller-6.0.0tools/ directory to identity the
of all nodes that need rebodT.opy the6.0.0vim_upgrade_orchestrator.py tool to /root/ and
cloud complete the upgradesing--finish_upgrade_with_reboatr -fuwr for controllers(oneat
nodes atime), storagenodes(oneatatime),and compute nodes.

! Thenodeanustberebootedisingthevim_upgrade_orchestration.pgol --
finish_upgrade_with_reboaipti on. Do notreboot the nodes using ‘reboot’ or
'shutdown-r'.

This step may be split over multiple maintenawir@dows.

This step should be completed as soon psssible.

Comple Maintenan Usetheceph_migration_status.myrovidedin installer-6.0.0/tools/directoryto getthe

te the cewindow @ statusof CephOSDupgrade The st atus would be sho:
Ceph 4 completed the FUWR for the storage node in the previous step.

osD

upgrade

Upgrade fronb.0.x(x=3,4) t06.0.0 using Softwarédub
It is a multistep process to upgrade fr&d.x(x=4,5) 106.0.0.
Perform the following steps to upgrade VIM using Softwdnb.
This can be doneith either an existing 4.4.x SDS server, or with a freshly installed 5.0.48D&r.

Preparing an existing 4.4.x SDS server for 4.4.x to 5.0upgrade

. Make suréwim 4.4.x (x=4,5,6) is installed on the SB&ver

. Perform an SD®ackup

. Install VIM 5.0.4 ISO on SDS Server (choose SDS Option duringihStallation)

. Install VIM 5.0.4tag on SDS Server.{sds_runner/runner.pgommand)

. Perform an SDS restore from backup taken in step 2 (Section: Backup and restore of artifactseme3pS
. The SDS server can now be used to upgrade VIM from 4.46X01é

o A~ W N P

Controlling the order in which compute nodes are upgraded.

Info: This feature can be used for upgrade viabidsed image, USB, connected mode as well.
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The order in which compute nodes are upgraded can optionally be specified by the user.

To control that order, create a file named compute_upgrade_order.yamiroottiestallerxxx/openstaciconfigs
directory containing a list of the managemi#htaddresses of the cloud nodes, for example:

-10.0.1.12
-10.0.1.14
-10.0.1.11
-10.0.1.15
-10.0.1.13

Any nodes not listed in the file will be upgraded before the nodes in that file. Nodes listed in the file that are fot part o
the pod inventory are ignored.
To create a list of compute node IP addresses, perform the following steps:

# cd /root/installexxx/clouddeploy/playbooks
# ./inventory/generate_inventory.pyist > /tmp/inventory.out

Then find the 'nova_compute_all' group in /tmp/inventory.out, it will have aflet the compute node IP addresses.
Copy/paste that list into the compute_upgrade_order fjemnaind reorder the list to be the desired order of compute
node upgrades.

Please note that compute nodes are upgraded in batches of 30%, rounded down to the nearest whole number. This
means that that compute nodes in the same batch will be upgraded at the same time.
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Upgrading/IMUsingNetworkinstallation(from CVIMHVIM
5.0.x, Xx=3,9

The following steps describe how to upgrade \BMx (x =3, 4) to VIM 6.0.0 in connecteanode.

1. Download the vim_upgrade_orchestrator.py script available in &\ artifacts to the management node of
the pod to beipgraded.

2. Execute the upgrade from theot/ directory:
# cd /root/
# chmod +x vim_upgrade_orchestrator.py
# .lvim_upgrade_orchestrator.gyconnecteds 5.0.x-n 6.0.0 fy] # -y if no interactive mode is required.

' CVIM/HVIM upgrade from 5.0.y (y = 0, 1, 2) is not supported. Update to 5.0.x (x = 3, 4) and then upgrad
6.0.0.

1 The upgrade can take more than 6 hours.

1 Execute the upgrade in an environment such as the management node KVM console, where a loss
network connectivity to the management node will not kill the shell where the upgrade orchestrator ig
running.

Do not run this command in background or with nohup option to avoid failure of upgrade.

During upgrade, do not run other Cisco VIM actions.

Ensure that REQUESTS CA BUNDLE is not set as an environment variable on the management n

In case of upgrade failure, ensure that you do not try to recover the cloud by yourself. For more infor
on recovery, contact HCLTech Support.

= =8 —a -9

3. A managememodebackupwascreatedautomaticallyaspartof theupgraden Step2. Copythat
managememodebackupto aremote server (or servers).

4. Install the management node from §@.0 iso and then restore the management node usirgatiep.

5. Perform the upgrade from RHEL2to RHEL 94 by rebooting all cloud nodes using the
finish_upgrade_with_reboatption provided irvi m_upgrade_orchestrator.pyirst reboot all controllers,
one at a timeSecond, reboot all block storage nodes, one at a fiimied, reboot all computeodes(canbe
donein batches).Takethesamevim_upgrade_orchestrator.mpmmandine aswasusedin Step2, and
append-finish
_upgrade_with_rebodbllowed by a commaeparated list of nodes enclosed in quotation ma&i&s.
example:

# cd /root/

# chmod +x vim_upgrade_orchestrator.py

# .Ivim_upgrade_orchestrator.gyconnecteds 5.0.4-n 6.0.0--finish_upgrade_with_reboot "contral’
# ./lvim_upgrade_orchestrator.gyconnecteds 5.0.4-n 6.0.0--finish_upgrade_with_reboot "storagé

# .Ivim_upgrade_orchestrator.gyconnecteds 5.0.4-n 6.0.0--finish_upgrade_with_reboot "comptie compute
2II

Ensure that Ceph is HEALTH_OK state after each medeot.
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Do not reboot more than one controller or block storage node at a time.
No pod management operation is alloyweqtil the reboot of all Cisco VIM nodes is successful.

In case of upgrade failure, ensure that you do not try to recover the cloud by yourself. For he
recovery, contact HCLTech Support.

= —a =9

6. Ensurethe upgrade of Ceph OSD4#Jsethetool providedin theinstaller-5.0.4/toolsMirectory to find out the
Ceph nodes that are pending for completion of Ceph OSD upgrade. To execute the tool, use the command:

cd /root/installet6.0.0/tools
# python ceph_migration_status.py

7. Run cloud sanity to ensure the cloud is up amehing.

In case of upgrade failure, ensure that you do not try to recover the cloud by ydussélélp and recovery, contact
HCLTechSupport.
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Upgrading/IMUsingFile-Basedimagefrom CVIM/HVIM 5.0.x,
x=3,4)

The following procedure describes how to upgrade to VIM fodx (x =3, 4) t0 6.0.0 in an airgapped mode
without usingUSB.

1. Createafile-basedmage for exampleartifacts-6-0-0.img, for VIM 6.0.0 asperthe stepdistedin NFVI
InstallationFile-Basedmageusing thegetartifacts.pyfrom the6.0.0 release artifacts.
2. Copy the6.0.0file-based image tivar/ of the management node running VB\W.x(x=3,4)from where the
upgrade igplanned.
3. Downloadthevim_upgrade_orchestrator.ggriptavailablein VIM 6.0.0 artifactsto the/root directoryof
themanagememodeof thepod to be upgraded.
4. Execute the update from the /roloi¢ation:
# cd /root/
# chmod +x vim_upgrade_orchestrator.py
# ./vim_upgrade_orchestrator.gyconnecteds 5.0.x-n 6.0.0 fy] # -y if no interactive mode is required.

' CVIM/HVIM upgrade from 5.0.(y = 0, 1, 2) is not supported. Update to 5.0.x (x = 3, 4) and then upgrade
6.0.0.

The upgrade can take more than 6 hours.

Execute the upgrade in an environment such as the management node KVM console, where a loss
network connectivity to the management node will not kill the shell where the upgrade orchestrator ig
running.

Do not run this command in background or with nohup option to avoid failure of upgrade.

During upgrade, do not run other Cisco VIM actions.

Ensure that REQUESTS CA BUNDLE is not set as an environment variable on the management n

In case of upgrade failure, ensure that you do not try to recover the cloud by yourself. For more infor
on recovery, contact HCLTech Support.

=a =

= =8 —a 9

5. A managememodebackupwascreatecautomaticallyaspartof theupgraden Step4. Copythat
managementodebackupto aremote server (or servers).

6. Install the management node from the 5.0.4 iso and then restore the management nodehasikigpthe

7. Perform the upgrade from RHEL 9.2 to RHEL 9.4 by rebooting all cloud nodes usig the
finish_upgrade_with_reboaiption provided irvi m_upgrade_orchestrator.p¥irst reboot all controllers, one

at a time. Second, reboot all block storage nodes, one at a time. Third, reboot all compute nodes (can be done

batches)Take the sameim_upgrade_orchestrator.mommand line as was used in Step 2, and append
finish

_upgrade_with_rebodbllowed by a commaeparated list of nodes enclosed in quotation marks. For example:

# cd /root/
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# chmod +x vim_upgrade_orchestrator.py
# ./vim_upgrade_orchestrator.gyconnecteds 5.0.4-n 6.0.0--finish_upgrade_with_reboot "contral
# .Ivim_upgrade_orchestrator.gyconnecteds 5.0.4-n 6.0.0--finish_upgrade_with_reboot "storadgé

# .Ivim_upgrade_orchestrator.gyconnecteds 5.0.4-n 6.0.0--finish_upgrade_with_reboot "comptie compute
2II

Ensure that Ceph is in HEALTH_OK state after each meHeot.
1 Do not reboot more than one controller or block storage node at a time.
1 No pod management operation is allowed, until the reboot of all Cisco VIM nodes is successi

T In case of upgrade failure, ensure that you do not try to recover the cloud by yourself. For he
recovery, contact HCLTech Support.

8. Complete the upgrade of Ce@$8Ds by performing remove/add storage or replace controller as appropriate
to your pod type Ensure that Ceph is HEALTH_OK statebeforeinitiating eachremove/addtorageor
replacecontrolleroperation.Usethetool providedin theinstaller-5.0.4/toolsMdirectory to find out the Ceph

nodes that are pending for completion of Ceph OSD upgrade. To execute the tool, use the command:
cd /root/installei6.0.0/tools

# python ceph_migration_status.py

Run cloud sanity to ensure the cloud is up rmshing.

In case of upgrade failure, ensure that you do not try to recover the cloud by ydussélélp and recovery, contact
HCL TechSupport.
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Upgrading VIM Using USB (from HA/BVK)

The following procedure describes how to upgrade to ivhf5.0.x (x =3, 4) t0 6.0.0 in an airgapped mode using
USB.

Before you Begin

This procedure requires a RHEL/CentOS 9.4 staging server (VM, laptop, or UCS server) with a 128 GB U
stick. You can download the VIM installation files using the staging server with Internet access (wired acc
recommended), and save the fileatdSB stick. You can use the USB stick to load the installation files onto
management node. As the size of the installation files con&sG®& approximately, downloading them to the
USB stick might take several hours, depending on the speed of your Internet connection. Hence, plan acq
and disable the CentOS sleep mode.

1. Onthestagingserveruseyumto installthefollowing
packages:
a. PyYAML (yum install PyYAML)

b. pythonrequests (yum install pytherequests)

2. ConnectotheVIM softwaredownloadsite usingawebbrowserandlogin credentialgprovidedby HCL
accountepresentativeand download the 5.0gktartifacts.pyscript from the external registry:

# download the new getartifacts.py file (see example below)

curl -o getartifacts.pyu dusername:pasw o htippsd/vimregistry.com/mercuryeleases/cvid0-rhel9

ospB/release$.0.0/getartifacts.py

# Change the permission of getartificats.py

chmod +x getartifacts.py

3. Runthegetartifacts.pyscript. Thescriptformatsthe USB 2.0 drive anddownloadgheinstallationartifacts.
Providetheregistryusernamend password, the tag ID, tHeg (upgrade) option, and the USB partition on the
staging server.

For example, to identify the USB stick, executelsdk command before and after inserting the USB stick. The
command displays a list of available block devices. You can find the USB stick location from the delta output and
provide the entire drive path in tiid option instead of any partition.

‘ sudo ./getartifacts.pyt <tag_id>-u <username>p <password>U i d </dev/sdc/>

4. Verify the integrity of the downloaded artifacts and contaimages:

' Do not remove the USB stick durisgnchronization.

# create a directory

sudo mkdir-p /mnt/Cisco

# /dev/sdc is the USB stick, same as supplied in get artifacts.py python script
sudo mount /dev/sdcl /mnt/Cisco

cd /mnt/Cisco

# execute the verification script
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Jtestusb

# failures will be explicitly displayed on screen. A sample success output is shown
# sample output of ./tesisb execution with 4.4.1 release:
[root@mgmtnode Ciscol# ./tessb |

NFO: Checking artifact vim_upgrade_orchestrator.py
INFO: Checking artifact mercusinstaller.tar.gz

INFO: Checking artifact ironiimagesK9.tar.gz

INFO: Checking artifact buildnodi€9-xxxxx.iso

INFO: Checking artifact registrg.6.2xxxxx.tar.gz

INFO: Checking artifact buildnodi9-xxxxx.qcow?2

INFO: Checking required layers:

INFO: xxx layer files passed checksum.
[root@mgmtnode Ciscoj#

5. To resolve download artifact failures, unmount the USB and run the getartifacts command again-wétryhe
option:
‘ sudo ./getartifacts.pyi<tag_id>-u <username>p <password>U 1 d </dev/sdc/>-retry ]

6. Mount the USB and run thestusbcommand to validate if all the files adewnloaded:

# /dev/sdc is the USB stick, same as supplied in get artifacts.py python script

sudo mount /dev/sdal /mnt/Cisco

cd /mnt/Cisco

# execute the verification script

Jtestusb

# In case of failures, the output of the above command will explicitly display the failure on the screen

7. After synchronization, unmount the USBck.
Sudo umount /mnt/Cisco

8. After synchronization, remove the USB stick from the staging server and insert the USB stick into the management
node.

9. Insert the prepopulated USB into the management node of the pod running /M

10. Downloadthevim_upgrade_orchestrator.ggriptavailablein VIM 6.0.0 artifactsto the/root directory of the
management node of the pod to be upgraded.

11. Execute the upgrade from the /rolotation

# cd /root/
# chmod +x vim_upgrade_orchestrator.py
# ./vim_upgrade_orchestrator.gyconnecteds 5.0.x-n 6.0.0 fy] # -y if no interactive mode is required.

' CVIM/HVIM upgrade from 5.0.y (y = 0, 1, 2) is not supportepdate to 5.0.x (x = 3, 4) and then upgrade
6.0.0.

1 The upgrade can take more than 6 hours.
1 Execute the upgrade in an environment such as the management node KVM console, where a log
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network connectivity to the management node will not kill the shell where the upgrade orchestrato
running.

Do not run this command in background or with nohup option to avoid failure of upgrade.

During upgrade, do not run other Cisco VIM actions.

Ensure that REQUESTS CA BUNDLE is not set as an environment variable on the management
In case of upgrade failure, ensure that you do not try to recover the cloud by yourself. For more
information on recovery, contact HCLTech Support.

= =4 —a -9

12. A managememodebackupwascreatedautomaticallyaspartof theupgraddn Stepll. Copythat
managememodebackupto aremote server (or servers).

13. Install the management node from @.0 iso and then restore the management node usirzathep.

14. Perform the upgrade from RHEL2 to RHEL 94 by rebooting all cloud nodes using the
finish_upgrade_with_reboatption provided irvi m_upgrade_orchestrator.piirst reboot all controllers,
one at a timeSecond, reboot all block storage nodes, one at a fiimied, reboot all computeodescanbe
donein batches).Takethesamevim_upgrade_orchestrator.mpmmandine aswasusedin Stepll and
append-finis h_upgrade_with_rebodbllowed by a commaeparated list of nodes enclosed in quotation
marks. For example:
# cd /root/
# chmod +x vim_upgrade_orchestrator.py
# ./vim_upgrade_orchestrator.gyconnecteds 5.0.4-n 6.0.0--finish_upgrade_with_reboot "contral
# .Ivim_upgrade_orchestrator.gyconnecteds 5.0.4-n 6.0.0--finish_upgrade_with_reboot "storadé
# .lvim_upgrade_orchestrator.gyconnecteds 5.0.4-n 6.0.0--finish_upgrade_with_reboot "comptide
compute2"
Ensure that Ceph is in HEALTH_OK state after each meHeot.
1 Do not reboot more than one controller or block storage node at a time.
1 No pod management operation is allowed, until the reboot of all Cisco VIM nodes is successful.
1 In case of upgrade failure, ensure that you do not try to recover the cloud by yourself. For help an(
recovery, contact HCLTech Support.

15. Complete the upgrade of Cef@t&Ds by performing remove/add storage or replace controller as appropriate to
your pod type. Ensure that Ceph is in HEALTH_OK state before initiating each remove/add storage or replace
controller operation. Use the tool provided in ithgtaller-5.0.4/tools/directory to find out the Ceph nodes that are
pending for completion of Ceph OSD upgrade. To execute the tool, use the command:

cd /root/installei6.0.0/tools
# python ceph_migration_status.py

16. Run cloud sanity to ensure the cloud is up and running.

In case of upgrade failure, ensure that you do not try to recover the cloud by yourself. For help and recov
contact HCL Tech Support.
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VIMUpdate

VIM

Update

Prerequisites and Assumptions

UpdatingVIM in Running CloudUpdating VIM
Using USB

Updating VIM Using Network Installation
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Prerequisites an@dssumptions
Prerequisites/Assumptions fopdate

During VIM update, ensure that no interference exists with external monisemiges.

To handlethe potentialof dockercorruptionpostrepo/kernelipdate you mustfollow the belowstepsduringVIM
updaterrespectiveof theupdate methodology (connected or disconnected).

« If HP servers are available in the pod targeted for VIM update, ensure that the rpm for the Integrated Lights
Out (iLO) tool(ssacli4.17-6.0. x86_64.rpmis copiedoverto /root/installerxxx/openstackonfigs/
directory.For detailson whereto downloadthis tool, seeSupportof Third- Party Compute (HP DL 360
Gen9)

+ In case of update failure, ensure that you do not try to recover the cloud by ydeosdi€lp and recovery,
contact HCLTech support.

(=]

If the cloud administrator is planning to update from 5.02.0x4 please contact HCLeEhsupport for
applying patches before triggering the " hvim update "
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UpdatingvIMin RunningCloud
Updating VIM in RunningCloud

VIM allowsyouto updateall OpenStaclandinfrastructureservicessuchasRabbitMQ,MariaDB, andHAProxy,
andmanagementodecontainersuch as Cobbler, ELK, VMTP, and repo containers with almost no impact to the
NFVI implementation.

Updates allows you to integrate VIM patch releases without redeploying the NFVI stack from the beginning.
Updates have minimal service impact because they serially run comybgr@mnponent one node at a time. If

an error occurs during an update, axgliback is triggered to return the cloud to the state that existed before the
update is performed. After an update, you can check for any functional impacts on the cloud. If everything is
fine, you cancommittheupdateto deletethe old containersaandold imagesrom thenodeslf you seeany
functionalcloudimpact,you canperforma manual rollback to start the old containers again.

Before you begin a container update, engoaé

+ Updates are not supported for registejated containers and authorized_keys.

+» You cannotrollbacktherepocontainerson the managememntodeto anolderversiononceupdated,asthe
rollbackdeleteghenodepackages and causes the cloud to destabilize.

+ Cloud sanity check is performed before the update is started, to prevent@dalisle

The following table provides various options to update OpenStack using VIM. The Internet options refer to
management node connectivity to the Internet. If your management server lacks Internet access, you must have a
staging server with Internet accessdtmwnload the VIM installation artifacts to a USB stick. Ensure that you
select either of the two options and stay with it for the entire lifecycle of the pod.

Without VIM Unified Management With VIM Unified Management

Without
Internet * Prepare the USB on a staging * Prepare the USB on a staging
serverPlugtheUSBinto the serverPlugtheUSBinto the
« managementode. « managementode.
* Follow the update procedure * Follow the update procedure with
without Internet. Internet.
With
Internet . Downloadthe.tgzfile fromthe * Download the .tgz file from the

registry. Follow the update registry.
steps with Internet. Follow the update steps with Inter
procedure.
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UpdatingvIMUsinguSB
Updating VIM Software UsingySB

Thefollowing procedurelescribehowto loadthe VIM installationfiles ontoa NFVI managementode
thatdoesnothavelnternetaccess. Installation files includeuildnodeK9.iso, mercunyjinstaller.tar.gz,
registry-2.6.2<xxxxx>.tar.gz, VIM_upgrade_orchestrator.apdall_check sum_file.sigfile.

(@ Before youbegin

This procedure requires a CentOS 8.2 staging server (VM, laptop, or UCS server) with a 64 GB USB drive.
You can save the VIM installation files a USB stick andthenusethe USB stick to loadthe installation

files ontothemanagememnmode.Theinstallationfiles arearound24 GB in size. Downloading them to the

USB drive might take several hours depending on the speed of your Internet connection. Before you|begin,
ensure that you disable the CentOS sleep mode

1. Onthestagingserveruseyumto install the
following packages:
« PyYAML (yum install PyYAML)
« pythonrequests (yum install pythenequests

2. ConnectotheVIM softwaredownloadsite usingawebbrowserandlogin credentialgprovided
by youraccountepresentativand download the getartifacts.py script from the external registry.

# download the new getartifacts.py file

(see example below) curl -0

getartifacts.py -u

'<username>:<password>'

https//ivim  -registry.com/mercury - releases/hvim50 - rhel9 -

ospl7/releases/<5.0.x>/getartifacts.py # Change file permission
of getartifacts.py
chmod +x getartifacts.py

3. Runthegetartifacts.pyscript. Thescriptformatsthe USB 2.0drive anddownloadgheinstallation
artifacts.Providetheregistryusernamend password, the tag ID, and the USB patrtition on the staging
server. For example:

To identify the USB drive, executehelsblk commandeforeandafterinsertingthe USB drive. Thecommand
displaysalist of availableblock devices. The output delta helps to find the USB drive location. Provide the
entire drive path in thid option, instead of any partition.

sudo ./ getartifacts.py -t<tag_id > -u<username> -p <password> -d
</dev/sdc>

! Do not remove the USB drive durisgnchronization.
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4. Verify the integrity of the downloaded artifacts and the contameges:

# create a

directory sudo

mkdir -p

/mnt/Cisco

# /dev/sdc is the USB drive, same as supplied in get
artifacts.py python script sudo mount /dev/sdc

/mnt/Cisco
cd /mnt/Cisco
# execute the verification script

Jtest  -usb
# failures will  be explicitly displayed  on screen,
sample success output below # sample output of

5. To resolve download artifact failures, unmount the USB and run the getartifacts command again-with the

retry option:
sudo ./getartifacts.py -t<tag_id > -u<username> -p<password> -d
</dev/sdc> -- retrv

6. Mount the USB and then run tkestusbcommand to validate whether all the files dogvnloaded:

# /dev/sdc is the USB drive, same as supplied in get

artifacts.py python script sudo mount /dev/sdal
/mnt/Cisco

cd /mnt/Cisco

# execute the verification script

PR R

~

. After the synchronization is complete, unmount the d8&e:

sudo umount /mnt/Cisco

o]

. Remove the USB stick from the staging server and then insert it into the manageme@bnualete
. The following steps to import the NFVI installation artifacts onto the managerdat

©

a. ldentify the USB on the managemeiude:
blkid -L Cisco -vim - <image_tag>
b.  Mount the USB device on the managemaode:

mount < /dev/sdc >
/mnt/ mkdir
/root/cvim - update -
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c. Extract theamport_artifacts.pyscript:

tar -- no- same-owner -xvzf/mnt /Cisco/mercury - installer.tar.gz

d. Unmount the USRlevice:

umount /mnt/Cisco/

e. Import theartifacts:

cd /root/cvim - update - media/installer - <5.x.x>/tools/
Jimport_artifacts.sh

f. Changdirectoryandremove/root/VIM - update - media:

cd /root/
rm -fr /root/cvim - update - media/

10.Execute VIM softwareipdate:

cd /root/
hvim update -- file  /var/cisco/artifacts/mercury - installer.tar.gz

After the update is complete, use only the newly created directory unless a rollpiacked.
11. Commit the update by running the followingmmand:

hvim commit # once commit is done, use anew workspace

12. To revert the update changes before enteringgh@mitcommand, use the followirgpmmand:

hvim rollback # once rollback is done, use the older workspace
' Do not run any other VIM actions when the update ragress.

In VIM, if updates bring in Kernel changes, the reboot of the compute node with VNFs in ACTIVE
state is postponed. This is done to mitightsunpredictabilityof dataplaneoutagewhenthe compute
nodesgo for arebootfor the kernelchangedo takeeffect,during rolling upgrade.

At the end oVIM update, the VIM orchestrator displays the following message on the consdbgsind

13. After the kernel update on management node, reboot the management node for the kernel changes to take
effect.
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Management Nodereboot

[root@test ~#
reboot login

as: root
root@10.84.66.50's

password:

14. At the end olVIM update, the VIM orchestrator displays the following message on the consddgsind

Compute nodes require reboot Kernel updated
<compute_1_with_VM_running>
<compute_3_with_VM_running>
<compute_4_with_VM_running>

“Aanrmmniita 19

wantlh N\ /N2

15. After the Kernel update on management node, reboot the compute nodes before proceeding, baséilion the
rebootstatus'.

Rebootstatus

requ

| NFVI
| NFVI
| NFVI
| NFVI
| NFVI
| NFVI
| NFVI
| NFVI

[root@test ~]# hvim reboot -
status Fetching Nodes that
ire a Reboot

- compute - nodel| Yes I |

- compute - node2| Yes |

-control -nodel|] NO |

- control -node2|] NO |

-control -node3| NO |

- storage -nodel| NO |

- storage -node2| NO |

- storage -node3| NO |

+ -+

+

16. The logs for this run are availabie

<mgmt._ip_address

>:/var/log/mercury/<UUID>

For Micropod, if the VM landed on the server has dual roles (control and compute), reboot the server and run VIM

clusterrecovery

As theredundancyn controllerandstoragenodesarebuilt into the product,the rebootof those
nodesareautomatediuringthe software update.

The computeghatdoesnot haveany VNFsin ACTIVE stateareautomaticallyrebootedduring
softwareupdate.To monitor and reboothe computenodesthroughvim cli, seethe sections
ManagingRebootof vim NodesandManagingRebootStatusof vim Nodes.
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UpdatingvIMUsingNetworkinstallation
Updating VIM Software Using Networkstallation

1 From the download site that is provided by your HCLTech account representative, downioadcilmgy

installer.gz
curl -0 mercury -installer.tar.gz - U '<username>:<password>'
https://vim - registry.com/mercury - releases/cvim50  -rhel9 -

The link to the tar ball preceding is arample.
2 Execute the update from the old workitigectory:

! Do not run any other vim actions during @rdate.

cd /root/installer - <tagid>
hvim update -- file  /root/mercury - installer.tar.gz

After the update is complete, use the newly created directory unless a rollpkainid.
3 Commit the update by running the followingmmand:

hvim commit

4 To revert the update changes before entering the commit comerded,

hvim rollback # and then use older workspace

If theupdatedringin Kernelchangestherebootof the computenodewith VNFsin ACTIVE stateis
postponedThisis doneto mitigatethe unpredictability of data plane outage when the compute nodes go
for a reboot for the kernel changes to take effect, during rolling update. At the éiM opdate, the

VIM orchestrator displays the following message on the console and logs:

Compute nodes require reboot Kernel updated
<compute_1_with_VM_running>
<compute_3_with_VM_running>
<compute_4_with_VM_running>

“anrmnitta 19 aanth \/A riinnin~ ~

After the Kernelupdateonthe managememntode rebootthe computenodebeforeproceedingurther. Thelogs
for thisrunareavailablein <mgm t._ip_address>:/var/log/mercury/<UUID>
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! * Theredundancyn controllerandstoragenodesarebuilt into the product. Therebootof those
. nodesareautomatediuring software update.
The computes that does not have any VNFs in ACTIVE state, are automatically rebooted
« during software update. To moni@ndrebootthe computenodeshroughvim CLI, see
ManagingPowerandReboot> ManaginaReboobf vim NodesandManadging Reboot
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Administration

Administration

Managing Pods

ManagingScheduler

Filters\

Monitoring NFVI

Health

AssessindNFVI

Status Service

Catalog URL

Checking Network Connections

GeneralSchemeof

EnablingOptional

Services

A Managing VIM

Administrators
ManagingPowerand

Reboot Read

only OpenStack Role

VIM AdvancedOpenStack

Policy Security

Storage

Monitoring with VIM-MON

VIM Pod Migration from Micro to Full

Managing Raid controller write cache policy
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ManagindPods
Managing NFVIPods

* NUMA Pinning

« Management Storage IP
« IdentifyingInstaller
Directory

« General Guidelines

» Pod Recovery

» Managing Hosts
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NUMAPINNning

NUMA Pinning

Fromrelease/IM 3.4.0,NUMA pinningof VMs is supportedTo makeuseof this feature you mustadd
hw:pin_to_numan theirV M 6flavor andset its value to 0 or 1. When you spawn VM with that flavor, the VM
uses only the host CPUs from the NUMA that is specified in the flavor.
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Management StoradP

Management Storage Bupport

From release VIM 3.2.2 onwards, along with server management IP (v4 and v6), you can also statically define
the server storage IP during pod installatibmhelpin thetransition,Ciscocreatedatool thathelpsto updatethe

setup_datavith the serverstoragdP informationof a podthatis already up and running.
To run the utility, ensure that the pod is up and running VIM 3.2l&ter

#cd installer -
xxx/tools/

Onsuccess, a messagtatic Address updates in setup_data.yaml comjdedisplayed at the end of than.
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|dentifying InstalleDirectory
Identifying InstalleDirectory

If youareanadministratomndwantto useCLI to managehe pods,you mustknowthelocationof theinstaller
directory.To identify theinstallerdirectory of a pod, execute the following commands:

[root@mgmtl ~]# cd /root/

[root@mgmtl ~J# Is - Irt | grep openstack - configs
Irwxrwxrwx. 1 root root 38 Mar 12 21:33 openstack - configs ->
/root/installer - <taaid>/opnenstack - confias

Fromthe output,you canunderstandhatthe OpenStaciconfigsis a symboliclink to theinstallerdirectory.Verify
if theRESTAPI serveris runningfrom the same installer directory location, by executing the following commands:

# cd installer -

<tagid>/tools

#./restapi.py -a

status

Status of the REST APl Server. active (running) since Thu
2016-08- 18 09:15:39 UTC; 9h ago REST API launch directory:
/root/installer - <tagid>/
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GeneralGuidelines

GeneralGuidelines

You canperformOpenStacknanagementperation®©n NFVI podsincludingadditionandremovalof NFVI
computeandCephnodesandreplacement of controller nodes. Each action is mutually exclusive. You can
perform only one pod management action at a time. Before you perform a pod action, ensure that the following
requirements are met:

« The node is part of an existing pod.

. Thenodeinformationexistsin thesetup_data.yanille if the podmanagemertaskis
removalor replacemenof anode.

« The node information does not exist in Hetup_data.yanille if the pod management
task is to add a node.

For more information on operations that can be performed on poddasegingHosts

Thesetup_data.yanflle is the only usegenerated configuration file that is ugednstall and manage the cloud.
While many instances of pod managemiadicatethatthesetup_data.yanille is modified,theadministratodoes
not updatethe systemgeneratedetup_data.yandlle directly.

' To avoid translation errors, ensure that you do not copy and paste the commands from the documents to the
Linux CI |

To update theetup_data.yandlle, follow the belowsteps:

1. Copy the setup data into a lochdectory:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#
mkdir  MyDir

[root@Mmaomt1 ~1# cd

2. Update the setup dataanually:

[root@mgmtl ~]J# vi my_setup_data.yaml (update the targeted fields for
the setun data)

3. Run the reconfiguratiooommand:

[root@mgmtl ~]# hvim -- setupfile ~/MyDir/<my_setup_data.yaml>
reconfiaure

You can edit and enable a selected set of options setip_data.yanille using the reconfigure option.
After installation, you can change the values of the feature parameters. Unless specified, VIM does not
allow you to undo the feature configuration. During reconfiguration, all pibdmanagemersctivities
aredisabled Postupdatethe normalcloud managemendperationsommencelf reconfiguredOpenStack
services fail, all the subsequent pod management operations are blocked. To resolvditmetsituagh

CLlI, contact Cisco TAC:
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The following table shows the list of features that can be enabled or whose values can be changed post pod
deployment:

FeaturesEnabled Post Comment (Repeated Redeploymer¥alue)

Pod Deployment
Optional OpenStack  * Heat: OpenStack Orchestratiffalse)
services * LDAP: Worksonly with Keystonev3. Full or partialreconfiguratiorcanbe
done.Exceptfor domain,all attributes are reconfigurable. (Partial)
* Barbican(True)
Podmonitoring CVIM-MON: Monitoring host and service level with or without ui_acdqésdse).
Export of Reduces single point of failure on management node and provides data agg!

Elasticsearch,
Fluentd, and Kibana
(EFK) logsto external
syslogserver

NFSfor Elasticsearch | Uses NFS mount point for Elasticsearch snapshot, so that the management

shapshot disk is notfull.

Admin sourcenetworks Allowed list filter for accessing management node admin service over IPv4 o
(True).

NFVBench Tool to helpmeasureloudperformanceThe managementodeneedsa
dedicatedl0G/40GIntel NIC (4x10G 710 or 2x40G XL710 Intel NIC) (False)

EFK settings Enables you to set EFK rotation frequency and @irge).

OpensStack service | Implemented for security reasons, so that OpenStack passwords can be-res:

password demandTrue).

CIMC Password Implemented for security reasons, so that CIMC passwords-$eri€s pod can b
Reconfigure post reset oademandTrue).

installation

TENANT_VLAN_RA You canincreaser decreas¢hetenantandproviderVLAN rangesonapodthatis
NGES up andrunning.lt gives flexibility in network planning (True).

and

PROVIDER_VLAN_ R

ANGES

DHCPreservatiorior | Allow DHCPreservatiorfor virtual machineVIAC addressedp getthe samelP
VMbés MAC addresalwaysregardles®f the host hypervisor or operating system they are
addresses running (True).

Enable Allows virtual functionsto becomerustedby the physicalfunctionandto perform
TRUSTED_VF ona someprivilegedoperations such as enabling VF promiscuous mode and chan
per (SRIOV) VF MAC address of the guest (True).

computebasis

Supportof multiple Ability to offload the OpenStack logs to a maximum of four external syslog
external syslog server s e r v e rirstéllatipnTsue).

MakeNetAppblock Ability to move the NetApp block storage endpoint from clear to TLS post
storage endpoint sect deploymen{False).
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Auto-backupof
managememode

VIM Admins

Ability to enable/disable autbackup of management no(eue).

- Ability to configurenonrootVIM administrators
(True).Ability to configure VIM admins
authenticated by LDAP (True).

EXTERNAL_LB_VIP_| Ability to enable TLS on external_vip through FQDRalse).
FQDN

EXTERNAL_LB_VIP_| Ability to enable TLS on external_vip through an IP add(Eatse).
TLS

http_proxy and/or
https_proxy
Admin privileges for

VNF Manage(ESC)
from atenantdomain

SRIOV_CARD_TYPE Mechanisnto specifyXL710, XXV710, EB10XXVDA2, E810XXVDA4,
E810C,or X520 asanSRIQOV option for Intel NIC settings at a global level and
per compute level through reconfiguration. In the absence of per compute ar
global level, X520 card type is set by default (False).

Resebf KVM console | Aids to recover the KVM console passwords for ser¢Enge).
passwords foservers

HorizonbehindNAT
orwith DNS alias(es)

Login bannerfor SSH

Ability to reconfigure http and/or https proxy servéfsue).

Ability to enable admin privileges for VNF manager (ESC) from a tenant dorr
(False).

Ability to host Horizon behind NAT or with DNS alias@=alse).

Supports configurable login banner for SSH sesqiong).

sessions

Ability toaddLayer3  Ability to switch BGP sessions from Layer 2 to Layer 3 in the presence of VX
BGPsession configuration(False).

Add/removeof head = Ability to add or remove heaendreplication option, in the presence of VXLAN

end replication option

Enabling Cloud
Settings

Vault

Identity, Policy,and
Audit (IPA)
enablement
EnableRAM
andCPU
Allocation Ratio

NTP configuration
change

DNS configuration
change

CEPH_TUNING

configuration(True).
Ability to set horizon and keystone settings as a reconfigurable option (True)

Ability to enable vault on Day @alse).
Ability to enable IPA as a Day 2 opti¢Ralse).

Ability to enable RAM and CPU allocation ratio on a per server basis as a D¢
option(True).

NTP information update listed in NETWORKING section (maximum of 4 entr
(True).

Domain Name Server (DNS) information update listetNETWORKING section
(True).

Ability to configure Ceph parameters for faster OSD failure detection on Day
(True).
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libvirt write-through  Ability to change libvirtirom write-back to writethrough and vice versa on Day

(True).
CUSTOM_MANUFAC Ability to enable CUSTOM_MANUFACTURER_TAG on Day(Zrue).
TURER
_TAG

DisablecertainNova | Ability to enable/disable VM live migration, snapshot, crash dump, and consc
supported actions (True).

CINDER_RBD_FLAT  Ability to flatten volumes created from snapshots to remove dependency fror
TEN_VO volume to shapshdtrue).

LUME_FROM_SNAP

SHOT

! All reconfiguration features contain repeatedieployment option set to True or Falseepeated re
deployment is set to True, the values associattte featurecanbe changedptherwisethefeaturecanbe
deployedonly once.Un-installationof thefeatureis only supportedas an exception.
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PodRecovery
PodRecovery

This section describes the recovery processes for NFVI control node and the pod that is installed through VIM. For
recovery to succeed, a full VIM installation must be done in the past. The recovery is caused by a failure of one or
more controller servicesuch as Rabbit MQ, MariaDB, and other servidé® managementodemustbeup and
running,andall thenodeanustbeaccessibl¢hroughSSHwithout passwordérom themanagement node. You can

also use this procedure to recover from a planned shutdoagtiolental power outage.

For control node recovery, use the followc@mmand:

hvim cluster - recovery

The control node recovers after the network partitioessived.

! Thedatabassynchetweercontrollernodesmighttaketime, which canresultin clusterrecoveryfailure. In
thatcasewait for sometime for the database sync to complete and then rerun chestevery.

(O Forthevim podthathasmechanism_drivenpp ; performing"vim clusterrecovery"will restartthe
neutrorvpp containerin computeand controller leading to data plane downtime (.i.e. All the VM runnin
on the compute will lose the data plane connectivity).

To make sure that Nova services are good across compute nodes, execute the fmlowiagd:

# source /root/openstack
configs/openrc # nova
service - list

To check the overall cloud status, execute the followomgmand:

# hvim cloud - sanity create test all

To view the results of cloudanity, use the followingommand:

#hvim cloud - sanity show result all -- id <uid of the test >

In case of a complete pod outage, you must follow a sequence of steps to bring the pod back. The first step is to
bring up the management node, and chietthe managememodecontainersareup andrunningusingthedocker

psia commandAfter you bringup the managememode,bring up all the other pod nodes. Ensure that each node

is reachable througbasswordess SSHrom the management node. Verify that no network IP changes have
occurred. You can get the node SSH IP access information'footopenstaciconfig/mercury_servers_info

Execute the following commarsgquence:

1. Check the setup_data.yaml file and runtime consistency on the managewtent
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# cd /root/installer -
<tagid>/tools # hvim

N

. Execute the cloud sanity usiMdM command:

#hvim cloud - sanity create test all

3. To view the results afloud-sanity,use thecommand:

#hvim cloud - sanity show result all - id
<uid of the test >

4. Check the status of the REST API server and the corresponding directory wheueriing:

# cd/root/installer -

<tagid>/tools #./restapi.py

- a status

Status of the REST APl Server. active (running) since Thu

5. If the REST API server is not running from the right installer directory, execute the following to get it running
from the correctlirectory:

cd/root/installer -

<tagid>/tools

#./restapi.py -a

setup

Check if the REST APl server is running from the

6. Verify whether the Nova services are good across the compute nodes by executing the fotiowiagd:

# source /root/openstack -
configs/openrc # nova

7. If cloud-sanityfails, executeclusterrecovery(hvimclusterrecovery, andthenre-executehe
cloud-sanityandnovaservicelist stepsas listed above. The recovery of compute and OSD nodes
requires network connectivity and reboot, so that they can be accessed using SSH without password
from the management node.

8. To shut down, bring the pod down in the followsgguence:

a. Shutdownall VMs, thenall thecomputenodesit shouldbenotedthatgracefulshutdownof VMs
is important.Checkthe VM status from the output openstack server listall-projects which must
show that all VMs are in SHUTOFF State before you proceed.

b. Shut down all computeode(s).
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c. Shut down all storage nodes serially. Before proceeding to next step, ensure that you wait until the storag
node shutdown isompleted.

d. Shut down all controllers, but one at a time. Before proceeding to next step, wait for the controller node
shutdown tacomplete.

e. Shut down the managemeride.

Shut down the networkingears.

-

! To shut down a node, SSH to the node or connect to CIMC KVM console and issue the shutdown
commancdshiitdown - h now

9. Bring the nodes up in reverse order, tefking up the networkingears.
a.Bring up or power ON the management node via CIMC/BMC/ILO as part of the vimpdor
b. Bring up or power ON the control nodes via CIMC/BMC/ILO as part of the vemgder
c. Bring up or power ON the storage nodes and control nodes via CIMC/BMC/ILO as part thetypador
d. Wait until the Ceph health reports are fine and then proceed tetepxt
e. Bring up or power ON the compute nodes via CIMC/BMC/ILO as part of the véyyhar

! Ensure that each node type is completely booted up before you move on to the ngjtenode

10. Run the cluster recovery command, to bring up the pod post pmuege:

# hvim cluster - recovery

(@ For the vim pod that has mechanism_driver: vpp ; performing "hvim clteterery" will restart
the neutrorvpp container in compugndcontrollerleadingto dataplanedowntime(.i.e. All the
VM runningonthecomputewill losethedataplaneconnectivity).

11. Run the cloud sanity using tltemmand:

# hvim cloud - sanity

12. Execute docker cloudpulsteck to ensure that all containers ape

cloudpulse run -- name docker_check

13. Validate the Cisco API server by running the followgmnmand:

# hvim run -- perform 13 -y

14. Bring up all VMs andvalidateif theyareall up (notin shutdownstate).If anyof theVMs arein down
state bringthemup usingthe Horizondashboard.

327



HCLTech

! hvim clusterrecoveryprogrammatically attempts to recovepad.

(O For the vim pod that has mechanism_driver: vpp ; performing "blisterrecovery” will restart
the neutrorvpp container in computndcontrollerleadingto dataplanedowntime(.i.e. All the
VM runningonthecomputewill losethedataplaneconnectivity).

If clusterrecoveryfails to recover for some reason, figeee option as giverelow.

[root@hiccup ~J# hvim help cluster - recovery

usage: hvim cluster -recovery|[ -- run-disk -checks] [-fl[ -V]

Recover the Openstack cluster after a network

partition or power outage Optional arguments:
-- run - disk -checks Flag to run disk - checks during cluster - recovery
-f, -- force Option to perform force cluster - recovery
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Managind-osts

ManagingHosts

In VIM, a node can participate in multiple roles based on the pod type. The following rules apply for hardware
management of aode:

1. If anodeis a Micropodnodethatactsascontroller,computeandCeph,thenodecanonly gothroughthe
actionof replacecontrollerfor its swap. You can perform this action on one node at a time.
2. If anodeis ahyperconvergedode(thatis, actingasbothcomputeandCeph),the nodeis treatedasa cephnode
from hardwaremanagement point of view and the node can only go through the action of addition or removal of
Ceph. This action can be done only on one node at a time.
3. If anodeis a standaloneomputenode,thenodecanonly gothroughthe actionof additionor removalof
compute.You canaddor remove multiple nodes at a time, but you cannot operate the pod with zero compute at
any given time.
4. If anodeis adedicatectontrollernode,thenodecanonly gothroughthe actionof replacecontrollerfor its swap.
This actioncanbedoneonly on one node at a time.
5. If anodeis adedicatedCephnode thenodecanonly go throughtheactionof additionor removalof Ceph.This
actioncanbedoneonly onone node at a time, and you cannot have a pod with less than two node Ceph at a time.
6. For nano pod, host management ispasible.

For podmanagemeruactions seethefollowing table.If youlogin asroot, manuallychangehedirectoryto
/root/installerxxxto getto the correct working directory for these NFVI pod commands.

Action Steps Restrictions
Rem
ove 1. Remove the node information ~ * You can remove multiple compute nodes, but only one stor:
block from the ROLES and atime.
_S SERVERS section of the * Thepodmusthaveaminimum of onecomputeandtwo
torag setup_data.yaml file for the storagenodesafterthe removal action.
eor specificnode. * In VIM, thenumberof CephOSDnodesvaryfrom 3 to 20.
comp 2. Enteroneofthefollowing You canremoveone OSD node at a time as part of the pod
ute commands: For compute management.
node nodes:
hvim remove -
computes - :
setupfile 1. OnaMicropodor edgepodexpandedvith standalone
~/ MyDir/my_setup_data. computesonly the standalone compute nodes can be
yaml removed. Pod management operation for storage nod
<"compute -1,compute - is not supported for Micro or edge pod.
2"> [-- force] 2. Computamanagementperationsarenot

supportedor hyperconverged nodes.

3. In UMHC or NGENAHC pod, if a VM is running
on the storage node, remest®rageoperatiorfails
in pre-validationandgivesawarningto you about
the running VM's. Use force option to forcefully
remove the storage node.

For storagenodes:
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hvim remove - 4. In Cephpod,pod managementperationgor compute

storage -- are not supported. Removabf storagenodeis only
setupfile allowedfor serverghatareexclusively available with
~/MyDir/my_setup_data. cephosd roles.
yaml
<'storage -1">[ --
force]
Add
block 1. Addthenodeinformationfrom * You can add multiple compute nodes and only one storage
_S theROLES and SERVERS at atime.
torag section of the setup_data. yam * Thepodmusthavea minimumof onecomputeandtwo storage
eor file for the specific node. nodesheforethe addition action.
comp 2. Enteroneof thefollowing * Thenumberof cephOSDnodescanvary from 3to 20.You can
ute commands: For compute addoneOSDnode at a time as part of the pod management.
node nodes:

hvim add-
computes -
setupfile

~/MyDir/my_setup_data.

yaml

<"compute -
1,compute - 2">
[ - skip_vmtp]

For storagenodes:

hvim add-
storage -
setupfile
~/MyDir/
my_setup_data.y
aml

<"storage

“1"> [ --
skip_vmtp

]

! On a Micro or edge pod expanded with
standalone computes, you can adty the
standaloneomputenodes Podmanagement
operatiorfor storage node is not supported.

: In hyperconvergednode,computemanagement
operationsarenot supported fohyperconverged
nodes.
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Replace
controll
ernode

1. If the controller node is in
a rackbased deployment
(UCS Gseries or Quanta
based pod), update the CIM(
information noden the
SERVERSsectionof the
setup
_data.yamfile for the specific
node.
2. Enter the following
commands:
hvim [ePIace -
controlle -

setupriie
~/ MyDIr/my_setup_data.
yarwly y_ p_

<'control -1"> | --
force]
[ -- skip_vmtp]

° You canreplaceonly onecontrollernodeat atime. Thepodcan
haveamaximumof three controller nodes.
* The replace controller node operation is supportédiénopod.

While replacingthe controllernode,the IP addressand
hostnameare reused.So, do not update any controller
informationotherthanCIMC access and hardware information
for C-series.

For micro, edge and Ceph pods, this operation is supported on
the AIO (all in one), computeontrol, and ceph control nodes,
respectively. In a micror edgepod,if aVM is runningonthe
controllernode thereplace controlleoperatiorfails during
prevalidatiorandgivesawarningabout the running VM's. Use
force option to forcefully replace the controller.

! For removecompute, removstorage, and replaamntroller operations, vim attempts to change the host
OS boot mode to single user and powtrthoseserver(s}o avoidthe creationof duplicatelP addres®n
themanagemerdndstoragenetworks,andto preventtheremove/ replace server from connecting back to
the deployment.

If theremove/replacserveris poweredoff beforetriggeringvim remove/replaceperationthenthe server
mustnotbebroughtbackonthe network as it may create duplicate IP address when connected to depl
with valid credentials.

To nower 110 those removed/renlacerver(s):

Whenyou adda computeor storagenodeto arack-basedod (UCS C-seriesor Quanta)you canincreasehe
management/provisicaddresool. Along with server information, these are the only items you can change in
thesetup_data.yanflle after the pod is deployed.

To makechangego themanagemenr provisioningsectionsyou mustnot changeheexistingaddresdlock as
definedon Day 0. You canaddonly to the existing information by adding new address pool block(s) of address pool
as shown in the following example:
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NETWORKING:

networks:

vlan_id: 99
subnet:
172.31.231.0/25
gateway:
172.31.231.1

## 'pool' can be defined with single ip or a range of ip pool:

- 172.31.231.2,172.31.231.5 - IP address pool on Day -0
- 172.31.231.7 t0 172.31.231.12 - IP address pool ext. on Day
- 172.31.231.20

segments:

## CIMC IP allocation. Needs to be an external routable network

1. cimc

vlan_id: 2001

subnet:

192.168.11.0/25

gateway:

192.168.11.1

rt_prefix: < Local to POD> #optional, only for segment
management/provision, storage, tenant and ToR - type NCS - 5500
rt_suffix: < Region>:< pod_region_number > #optional,

only for segment management/provision, storage, tenant
and ToR - type NCS - 5500
## 'pool’ can be defined with single ip

or a range of ip pool:
- 192.168.11.2t0 192.168.11.5 - IP address pool on Day -0
- 192.168.11.7 t0 192.168.11.12 IP address pool on day -n

2. 192.168.11.2
0 IP address
pool on day-n

segments:
## management and provision goes together
3. management

4. provision
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You can change only the IP address pool in the networking space of the specified networks
management/provision. The overall network must have enadgdfesspaceao accommodatéor future
enhancemerdn Day 0. After makingthe changego serversroles,andthe correspondingddress pool, you can
execute the add compute/storage CLI shown above to add new nodes to the pod.

For C-seriesM5 pods,with CiscoNCS5500asToR with splittercableconnectiorontothe server you haveto adjust
theentryfor thesplitter_opt_4_1n respective SWITCHDETAILS for the Cisco NCS 5500 ToR paiith the
server (cimc_ip), and connection (tor_info, dp_tor_info, sriov_tor_info) details.

For example, to add compute or storage with Cisco NCS 5500 as ToR with splitter cable, add the following entry to
the respective Cisco NCE500:

TORSWITCHINFO:

CONFIGURE_TORS:true #

Mandatory TOR_TYPE:

NCS 5500 # Mandatory
ESI_PREFIX:91.<Pod_number>.<podregion_number>.00.00.00.00
#optional - only for NCS 5500 SWITCHDETAILS: -
hostname: <NCS 5500- 1> # hostname

of NCS 5500- 1 username: admin

password: <ssh_password of NCS -5500- 1>

splitter_opt_4_10: 'FortyGige<C/D/X/Y>,HundredGigE<E/F/A/B>,
# Optional for NCS 5500, only when

splitter is needed on per switch basis (i.e. the peer

switch may or may not have the entry)

ES| PREFIX:91.<Pod_number>.<podregion_number>.00.00.00.00 #optional for NCS -
5500 only

To removea computeor astoragedeletetherespectivénformation.To replacethe controller,swaptherelevantport
informationfrom which thesplitter cables originate.

' Forreplacecontroller,you canchangeonly a subsebf theserverinformation.For C-seriesyou can
chanadheserverinformationsuchas CIMC IP, CIMC Username, CIMC password, rack id, and tor inf
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Managing Schedulé&ilters
Managing Scheduler Filters and U&sta

OpensStaciNovais anOpenStaclcomponenthatprovideson-demandacces$o computeresourcedy
provisioninglargenetworksof virtual machines (VMs). In addition to the standard Nova filters, VIM
supports the following additional scheduler filters:

« ServerGroupAffinity Filted Ensures that an instance is scheduled onto a host from a set of group hosts. To
use this filter, you must create a sergeyupwith anaffinity policy andpassaschedulehint usinggroupas
thekey andthe servergroupUUID asthevalue.Usethe novacomm andine tool and the-hint flag. For

example:
$ nova server  -group -create -- policy affinity group -1
* $ nova boot -- image IMAGE_ID -- flavor 1 -- hint group=SERVER_GROUP_UUID

ServerGroupAntiAffinityFilted Ensureghateachgroupinstances onadifferenthost.To usethisfilter,
you mustcreatea servergroupwith an antiaffinity policy and pass a scheduler hint, using group as the key
and the server group UUID as the value. Usenthea commandine tool and the-hint flag. For example:

$ nova server - group -create -- policy anti - affinity group -1

$ nova boot -- image IMAGE_ID -- flavor 1 -- hint group=SERVER_GROUP_UUID
SameHostFiltéy Within aninstanceset,it schedule®neinstanceonthe samehostasanotherinstanceTo use
thisfilter, passa schedulehint usingsame_hosts the key and a list of instance UUIDs as the value. Use the
novacommandine tool and the-hint flag. For example:

$ nova boot -- image IMAGE_ID -- flavor 1 -- hint same_host=INSTANCE_ID
server -1

* DifferentHostFilte® Within an instance set, schedules one instance on a different host than another instance.
To use this filter, pass a scheduler hisingdifferent_host asthekey andalist of instancdJUIDs asthe
value.Thefilter is the oppositeof SameHostFiltetUsethe novacommand-line tool and the-hint flag. For

example:
$ nova boot -- image IMAGE_ID -- flavor 1 -- hint
different host=INSTANCE ID server -1

In additionto schedulefilters, you cansetup userdatafiles for cloudapplicationinitialization. A userdata

file is aspecialkeyin themetadataservicethat holdsafile thatcloud-awareapplicationsn theguestinstance
canaccesskor example pneapplicationthatusesuserdatais the cloudinit systemwhich is an opefsource
package that is available on various Linux distributions to handle early cloud instance initialization. The
typical use case is to pass a shell script or a configuration file as the user data during the Nova boot, for

example:
$ nova boot -- image IMAGE_ID -- flavor 1 -- hintuser - data FILE_LOC
server -1
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Monitoring NF\Hlealth
Monitoring NFVI Health withCloudPulse

You can query the state of various NFVI OpenStack endpoints using an OpenStackheziihg tool called
CloudPulse. By default, the tool automatically polls OpenStack Cinder, Glance, Nova, Neutron, Keystone,

Rabbit, Mariadb, and Ceph every four minutédswever, you can use a CLI REST API call from the

management node to get the status of these services in real time. You can integrate the CloudPulse API into your
applications and get the health of the OpenStack services on demand. You can find athddaromeation about

using CloudPulse in the following OpenStattes:

« https://wiki.openstack.org/wiki/Cloudpulse
« https://wiki.openstack.org/wiki/Cloudpulseclient

https://wiki.openstack.org/wiki/Cloudpulse/D
eveloperNotes

https://wiki.openstack.org/wiki/Cloudpulse/O

peratorTests
« https://wiki.openstack.org/wiki/Cloudpulse/APIDocs

CloudPulsesupportdwo setof tests:endpointbasedest(runsasacronor manually)and
operatottest(runmanually). The endpoint based test group include:

« nova_endpoint

neutron_endpoi
nt

Leystone_end po
int
glance_endpoin

t

+ cinder_endpoint

Operator tests include:

+ ceph_checkExecutegshecommandeph-f jsonstatuson the Cephmonnodesandparsegheoutput.If the
outputis notHEALTH_OK, the ceph_check reports an error.

« docker_checkFindsoutif all the Dockercontainersarein therunningstatein all thenodes|t reportsan
error if anycontaineris in theexited state. It runs the command

docker ps -aq -- filter 'status=exited'

« galera_check: Executes the commamgsgl SHOW STATUS the controller nodes and displays the status.
» node_checkChecksf all thenodesn thesystemareup andonline.It alsocomparesheresultsof nova
hypervisorlist andfinds outif all the computes are available.
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« rabbitmqg_checkRunsthecommandabbitmqctlcluster_statusnthecontrollernodesandfinds outif the
rabbitmqclusteris in quorum.If nodes are offline in the cluster rabbitmq_check, the report is considered as
failed.

CloudPulseserversareinstalledin containersn all controlnodesThe CloudPulseclientis installedon the
managememodeby theVIM installer.To execute CloudPulse, source the openrc file in the opernstadiks
directory and execute the following:

[root@MercRegTB1 openstack - configs)#
cloudpulse  -- help usage: cloudpulse [ -
- version] [ -- debug][ -- os-cache]

[ - os-region -name

<region -name>][ -- 0S-

tenant -id <auth -

tenant -id>][ --

service - type <service -

type>]

[ -- endpoint - type <endpoint - type>]

[ -- cloudpulse - api - version

<cloudpulse -api -ver>][ -- 0s-

cacert<ca - certificate>] [ --

insecure]

[ - bypass -url <bypass -url>] [-- os-auth -
system <auth - system>][ -- 0s-username
<username>][ -- 0s- password <password>]

[ - os-tenant - name <tenant -name>] |[--
os-token <token>][ -- os-auth -url

<auth - url>]

<subcommand> ..

To check the results of periodic CloudPulse, enter the follos@ngmand:
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[root@MercRegTB1 openstack - configs]# cloudpulse result

+ Foemeee F o e + + +
| uuid |id | name | session | state

|

+ R — S — P — +
| 4f4c619a - 1bal- 44a7 - b6f8 - 3a06b5903260 | 7394 | ceph_check periodic | success
| 68b984fa -2edb-4d66 - 9d9b- 7c1b77d2322e | 7397 | keystone_endpoint | periodic | success |
| c53d5f0f -a710-4612- 866d- caa896e2d135 | 7400 | docker_check | periodic | success |
| 988d387c - 1160 - 4601 - b2ff - 9dbb98a3cd08 | 7403 | cinder_endpoint | periodic | success |
| 5d702219 - eacc - 47b7 - ae35- 582bb8e9b970 | 7406 | glance_endpoint | periodic | success |
| 033ca2fc -41c9-40d6 - b007 - 16e06dda812c | 7409 | rabbitmg_check | periodic | success |
| 8476b21e - 7111 - 4bla- 8343- afd634010b07 | 7412 | galera_check | periodic | success |
| a06f8d6e - 7b68- 4el4 - 9b03 - bc4408b55b48 | 7415 | neutron_endpoint | periodic | success |
| ef56b26e -234d - 4c33 - aeel - ffic99de079a8 | 7418 | nova_endpoint | periodic | success |
| f60021c7 -f70a - 44fb - b6bd- 03804e5b7bf3 | 7421 | node_check | periodic | success |
+ R — S — R  Je— +

By default, 25 results are displayddsel number argument to get desired number (up to 240) of resultex&wople,

[root@MercRegTB1 openstack - configs]# cloudpulse result - number 100

To view all CloudPulse tests, use the followomnmmand:

# cd
/root/openstack
configs # source

To run a CloudPulse test demand:

# cd
/root/openstack
configs # source
openrc

# cloudpulse run -- name

To run a specific CloudPulse testdemand:

# cloudpulse run -- name neutron_endpoint

+ S — +
| Property | Value [
+ B S |
| name | neutron_endpoint |
| created_at | 2016 - 03-29T02:20:16.840581+00:00 |
| state | scheduled |
| result

| testtype | NotYetRun

| id manual

| uuid 3827

" e DD T T I
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To show detailed results of a specific CloudPulse

#cloudpulse show 5cc39fa8 - 826¢ - 4291 - 9514 - 6c6de050e503

+ e — +

| Property | Value I

+ e — +

| name | neutron_endpoint |

| created_at | 2016 - 03- 29T02:20:16+00:00 |

| updated_at | 2016 - 03- 29T02:20:41+00:00 |

| state | success

| result | success |
| testtype | manual |

| id | 3827 |
| uuid | 5cc39fa8 - 826¢ - 4a91 - 9514 - 6¢6de050e503 |

+ e — +

To see the CloudPulse options, source the openrc file in opefstafigs directory anéxecute:

#cloudpulse -- help

TheCloudPulsausesa RESTfulhttp servicecalledthe OpenstackealthAPI to allow youto list the CloudPulse

tests createnewCloudPulsdestsand see the CloudPulse results.

The API calls require keystone authentication. From release VIM 3.0.0 onwards, only keystosigpy®ited.

Theidentity servicegenerateauthenticatiookensthatpermitaccesso the CloudPulseRESTAPIs. Clientsobtain
thistokenandthe URL endpointdor other service APIs, by supplying their valid credentials to the authentication
service. Whenever you make a REST API request to CloudPulse, you must provide your authentication token in the
X-Auth-Token request header.

! CloudPulse is not applicable for Cepdd.
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Assessing NF\Btatus
Assessing NFVI Status with Clousianity

Thecloud-sanitytool is designedo give you a quick overallstatusof the pod health.Cloud-sanitycanruntestson all
nodetypesin the pod: management, control, compute, and ceph storage.
The following are test areas supported in cleadity:

RAID Disk healthchecks.

Basic network connectivity between the management node and all other nodgsoith the
Mariadb clustesize.

RabbitMQ operation anstatus.

Nova service and hypervistist.

CEPHMON operation anstatus.

CEPHOSD operation argfatus.

N o g s> N E

To runthecloud-sanitytool, login to themanagememodeandrunthe VIM commandwith the

cloud-sanityoption. Cloudsanity user workflow:

1. Use "hvimclouds ani ty create é"tettommand to initiate a

2.Use "hvimclouds ani ty | ist €é" command to jobs.ew summary/ st e
3. Use "hvimclouds a ni t y --isl klID>Vkcommand to view detail testsults.

4.Use "hvimclouds ani t y -ddeID=®'toeelete test results no longereded.

The results are maintained so that you can view thentirary

' Delete the results which are no longeeded.

Following are the steps to assess thegiatlis:

1. To run the cloud sanity, complete the followistgps:

# hvim help cloud - sanity

usage: hvim cloud -sanity [--id <id>] [--
skip -disk -checks] [-V]
create|delete|list|show test|result
all|control|compute|cephmon|cephosd|managem
ent

Run cloud - sanity test

suite Positional

arguments:

create|delete|list|show The control
command to perform test|result The

identity of the task/action
all|control|compute|cephmon|cephosd|manag
ement
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2. Torunthecloudsanitytest,you needto createatestjob. Oncethetestjob is createdthe systemdisplaysa
messageavith thetime andthe ID when the test job is created.

Run the following command to create a jebt

# hvim cloud - sanity create testall+  ----me-mee-
+ —— o+
S — e, + !
| command | create |
| created_at | 2018 - 03- 07T15:37:41.727739 |
| id | c000ca20 - 34f0 - 4579-a997 - 975535d51dda |
| result | not_run |
| status | all |
| test_name
| updated_at | None |
[ — ommmmmmmmmmmmmmmmemeeeeee s +
The user can create different test suites based on target roles. All, management, control, compute,
cephmon and cephosd. Only one test will be run at any time.
Example test create commands:
9 hvim cloud -sanity create test control
Runs control node tests only
hvim cloud -sanity create test compute
Runs compute nodes tests only

hvim cloud -sanity create test management
Runs management node tests only

hvim cloud -sanity create test cephmon
Runs cephmon tests only

hvim cloud -sanity create test cephosd

= =4 & A —a -4 -8 _—a

Thecloudsanitytestsusethe disk-maintenancendosdmaintenancéools,to assessverallhealthand
statusof the RAID disksandOSD status.

! Failuresdetectedn RAID disk healthand CEPHOSDoperationabktatuscanbe evaluatedvith the disk-
maintenancandosd maintenance tools.

3. Use the VIM clouesanity list command to monitor a currently running test or just view all the tests that have
been run/completed in thpast:
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-03-07 15:37:41 |
- 03-07 15:52:27 |
- 03-07 15:55:01 |
- 03-07 16:11:07 |
-03-07 16:14:29 |

| 2018 - 03- 07 16:16:44 |

# hvim cloud - sanity list test all

+ + + +

| ID | Sanity Check | Status |
Created |

+ + + +

| c000ca20 - 34f0 - 4579 - a997 - 975535d51dda|  all | Complete | 2018
| 83405cf0 - e75a- 4ce2 - a438 - 0790cf0al96a | cephmon | Complete | 2018
| 6beceb00 - 4029 - 423b - 87d6 - 5aaf0ce087ff | cephmon | Complete | 2018
| 2707a2el - d1b5- 4176 - 8715 - 8664a86bbf7d | cephosd | Complete | 2018
| b30e1f49 - a9aa- 4f90 - 978a- 88balf0b5629 | control | Complete | 2018
| f024ff94 - ac3e - 4745 - ba57 - 626b58ca766b | compute | Running

+ + + +
We can filter on cephmon if needed

# hvim cloud - sanity list test cephmon

+ + + +

| ID | Sanity Check | Status
Created |

+ + + +

| 83405cf0 - e75a- 4ce2 - a438 - 0790cf0al96a | cephmon | Complete | 2018
| 6beceb00 - 4029 - 423b - 87d6 - 5aaf0ce087ff | cephmon | Complete | 2018

+

Example cloud
- hvim
- hvim
- hvim
- hvim
- hvim

cloud - sanity
cloud - sanity
cloud - sanity
cloud - sanity
cloud - sanity

- sanity list

list
list
list
list
list

commands:
control
compute
management
cephmon
cephosd

+.

+ +

- 03- 07 15:52:27 [
- 03- 07 15:55:01 |

4. Usethefollowing commandgo view thetestsanityresults.Cloudsanitytestresultscanbe passediailed,
or skipped A skippedtestis onethat is not supported on this particular POD (for example, RAID test is only
supported with Hardware RAID.) A skipped test does not count to the overall pass/fail status.

# hvim cloud -sanity show test all --id ¢000ca20 - 34f0 -
4579 - 2997 - 975535d51dda Cloud sanity Results+

+ N .
| Role
I
Ta
sk
| Result B —— +
Hommmmmees + | Management | Management - Disk Maintenance RAID Health
*kkkkkkkkkkkkkkk
| PASSED |
|1 | Management - Container Version Check |PASS || |
I M an ag e m kkkkkkkkkkkkkkkkkkkkk E D
| e | | e M | pass || I
Management - Disk Maintenance VD Health
M an a_g e m *kkkkkkkkkkkkkkkhkk E D
ent
| | o | |
| Control | Contral,, 5, Ehegk RabbitMQ is Running | PASS |
ED
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Cont
rol
Cont

rol

Control

Control

Control

Cont
rol
Cont
rol
Cont
rol
Comp
ute
Comp
ute
Comp
ute
Comp
ute
Comp
ute
Ceph
OSsD
Ceph
OSD

Control - Check RabbitMQ Cluster Status
kkkkkkkkkkkkkkkkkk

I
Control - Container Version Check
kkkkkkkhkkkkkhkkkkkkhikkkiikk
Control - Check MariaDB Cluster Size

kkkkkkkkkkkkkkkkkkkkk

ontrol mg All Controller Nodes

*khkkkkkkkhkkkhkkkkhkkk

ontrol - Check Nova Service List

kkkkkkkkkkkkkkkkhkkkkkkkk

Control - Ping Internal

*kkkkkkkkkkkhkhkkkkkkkkkhkkkkkkkk C 0 nt ro I

Disk Maintenance RAID Health
*kkkkkkkkkkkkkkkkkk Control - DIS
Maintenance VD Health
kkkkkkkkkkkkkhkkkkkkkk CO m pute - C hec
Nova Hypervisor List
*kkkkkkkkkkkkkkkkkkkk CO m pute - D |S
Maintenance RAID Health
kkkkkkkkkkkkkhkhkikkkk CO m p ute - P | ng AI I
CO m p ute N Od eS kkkkkkkkkhkkkkkkkkkkhkhkikkkk

Compute - Container Version Check
*kkkkkkkkkkhkkkkkkkkikkkkk Compute - DIS
Maintenance VD Health
kkkkkkkkkkkkkhkhkkkkkkk Ce p h o S D - P | n g AI I
Sto rage N Od es *kkkkkkkkkkkhkkkkhkhkkikikikkkk

CephOSD - Check OSD Result Without
OSDInfO kkkkkkkkkkkhkikikk CephOSD -
Overall Status

kkkkkkkkkkkkkkkkkkkkkkkkkkkkk Ce p h OS D
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ED
PASS

ED

PASS
ED

PASS
ED

Pégs
PASS
ED
PASS
ED
PASS
ED
PASS
ED
PASS
ED
PASS
ED
PASS
ED
PASS
ED
PASS
ED
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5.

Ceph Check OosD Result With OSDinfo ' PASS
OSD kkkkkkkkkkkkkkkkkk CephMon - Check ED
Ceph Cephmon Status PASS
OS D *hkkkkkkkkkhkkhkkhkkhkkhkhkhkhkhiik Ce p h M O n - E D
Ceph Ceph Cluster Check PASS
Mon *kkkkkkkkkkkkkkkkkkkkkkkkkkkk CephMon - ED
Ceph Check Cephmon Results PASS
M O n *kkkkkkhkkhkkkkhkkhkkkkhkkhkkkkkhkik E D
Ceph PASS
Mon ED
|
CephMon | CephMon - Check Cephmon is Running | PASS |
*kkkkkkkkkkkkkkkkkkkkkk E D
I
R —— +
-+ +
[PASSED] Cloud Sanity All Checks Passed
To delete the cloud sanity test results, run the followmmgmand:
# hvim cloud -sanity delete test all --id c000ca20 - 34f0 -
4579 - a997 - 975535d51dda Perform the action. Continue (Y/N)Y
Delete of UUID c000ca20 - 34f0 - 4579 - a997 - 975535d51dda
Qiirraccfiul
| ID | Sanitv Check | Status | Created
+ S — E —
- +

| 83405cf0 - e75a- 4ce2 - a438 - 0790cf0al96a | cephmon |
Complete | 2018 - 03- 07 15:52:27 |
| 6beceb00 - 4029 - 423b- 87d6 - 5aaf0ce0871f | cephmon |
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The cloudsanity tests use the dishaintenance and osdaintenance tools to assess overall health and status of
RAID disks and OSDBtatus.

! Failuresdetectedn RAID disk healthand CEPHOSDoperationabktatuscanbe evaluatedvith the disk-
maintenancandosd maintenance tools.
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Service Catalog/RL
Service CatalotyRL

« Get Token from Keystone
« GetServiceCatalogURL for
CloudPulse
« CloudPulse APIs
o List of CloudPulse
Tests Get
DetailedTestResult
o Get List of Tests Available
o Schedule a manual CloudPulse test:
o Remove Test Results

The OpenStack Keystone service catalog allows API clients to dynamically discover and navigate to cloud services.
CloudPulse has its own service URL whishaddedto the Keystoneservicecatalog.You needto senda token
requesto Keystoneto find theserviceURL of CloudPulseThetokenrequest lists the catalog of available services.

Get Token fronmKeystone

To get the token from keystone, run the followaggnmands:
ResourceURI
Verb  URI

POST http://<controller_lb_ip>:5000/v:
auth/tokens
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Example

JSON Request
POST
Iv3/auth/tokens
Accept:
application/json

"auth": {

"passwordCredenti

als":{
"username": "admin",
"password":
"iIVP1YciVKoMGId10"}

}
}
JSON Response

200 OK
Content - Tvne: annlication/ison

Get Service Catalog URL f@loudPulse

ResourceURI

Ver URI
b

GET http://<controller_ip>:35357/v
/endpoints

Example:
JSON Request
GET
Iv3/endpoints
Accept:
application/json
JSON Response

200 OK
Content - Type: application/json
{"endpoints": [
Mintarnalirl":
CloudPulseAPIs

Thefollowing is thelist of APIs andtheir correspondindgunctions.The CloudPulseAPl is accessedith the X-
Auth-tokenwhichis receivedrom the Keystone token generation API .
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List of CloudPulsdests

To get the list of cloudpulgests:

ResourceURI

Ver  URI
b

GET http://<controller_ip>:99:
9/cpulse

Get Detailed TedResult
To get detailed tesesult:

ResourceURI

Ver  URI
b

GET http://<controller_ip>:9999/cp
se/<uuid>

Uuid : uuid of thetest
Example

JSON Request
GET /cpulse/e6d4de91 - 8311-4343-
973b - c507d8806e94 Accept:

application/json
JSON Response

200 OK
Content - Type: application/json
{
"name": "galera_check " "state": "success",
"result":"ActiveNodes:16.0.0.37,16.0.0.17,16.0.0.2
7,
"testtype": "periodic”, "id": 4122,
"uuid": " e6d4de91l - 8311-4343-973b- c507d8806e94"

Get List of Testéwvailable

To get a list of available cloudpulgests:

ResourceURI
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Ver  URI
b

GET http://<controller_ip>:9999/cpu
eflist_tests

Example
JSON Request
GET
/cpulsellist_tests
Accept:
application/json

JSON Response
200 OK
Content - Type: application/json

{

"endpoint_scenario":

Schedule a manual CloudPulssst:

To schedule a manual test of CloudPulse, run the folloaangmands:

ResourceURI

Verb URI

POST http://<controller_ip>:99
9/cpulse

Example

JSON Request POST
/cpulse Accept:
application/json

"name": "galera_check"

}
JSON Response

200 OK
Content - Type: application/json

{

"name":
"galera_check",

Remove TefResults

To remove the tesesults:

ResourceURI
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Verb  URI

DELE | http://<controller_ip>:9999/cp
TE se/<uuid>

Uuid : uuid of thetest
Example

JSON Request
DELETE /cpulse/68ffaae3 - 9274 - 46fd -

b52f - ba2d039c8654 Accept:

application/json
JSON Response
204 No Content
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Checking Networkonnections

Checking NetworkConnections

You canuseVirtual MachineThroughPut(VMTP) to checkLayer-2 andLayer3 dataplanetraffic betweerNFVI
computenodesVMTP performsping connectivity, round trip time measurement (latency), and TCP/UDP throughput
measurement for the following NFVI east to west ¥WVM flows:

« Same network (private fixed IP, flow number 1).
« Different networkusing fixed IP (same as inttanant L3 fixed IP, flow number 2).
- Different network using floating IP and NAT (same as floating IP itgeant L3, flow number 3).
« When an external Linux host is available for testing north to south flows, external host to VM download and
upload throughput and latency (L3
/floating IP, flow numbers 4 aris).

Thefollowing figure showsthetraffic flows VMTP measuresCloudtraffic flows arecheckedduringVIM
installationandcanbecheckedatanylatertime by entering the following command:

$ hvim run -- perform 8 -y

The following figure depicts the VMTP cloud trafficonitoring.

tenant 1 tenant 2
Client Client Client
VM VM Server VM VM
@ TAA A J
Q D @ p) Q D
p—
[ —

virtual router

®

Client
VM
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General Scheme of Enabling Optiddaitvices

General Scheme of Enabling Optional Services Post bddloyment

Beforerunningthereconfigureoption, it is recommendetb run the cloudsanityto ensurghatthe NFVI is upand
runningandno faultsexists.After the successful execution of cloud sanity, take a backup of the setup_data file and
update it manually with the configuration details by running the followorgmand:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~#
mkdir  MyDir
[root@mgmtl ~J# cp /root/ openstack - configs/setup_data.yaml/root/MyDir/ #

update the setup data to for the targeted change
[root@mgmtl ~]# cd

/root/MyDir/ [root@mgmtl

~J# vi setup_data.yaml

[root@mgmtl ~]# cd

~/installer - XXXX
[root@mgmtl ~]# hvim reconfigure -- setupfile /root/MyDir/setup_data.yaml
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Managing VIMdministrators
Managing VIMAdministrators

Additional VIM Administrators

Enabling VIM Administrator with LDAP
AuthenticationEnabling Root LogirPost VIM
InstallationDisablingRoot Login

Additional VIM Administrators

The VIM administrator can log into the management through SSH or the console using the configured password.

Administrators have their own accounts. AtteeVVIM administratoaccountreationtheadministratocanmanage
theirownpasswordisingtheLinux passwacommandYou canchangeghevi m_admingarameter to add and remove
VIM administrators during reconfiguration, while the passwords for existing accounts remain unchanged.

vim_admins:

1. vim_admin_username:
<username>
vim_admin_password_has
h: <sha512 - password -

hancrh~

1. Before launching the installation, take a backup okttep_data.yanflle and update the file manually with
the configurations listedelow:

2. Run the following reconfiguratiooommands:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~#

mkdir  MyDir

[root@mgmtl ~J# cp /root/openstack -
rnnfine/catiin data vaml Irant/NvDir | # 1indata

Enabling VIM Administrator with LDAPAuthentication

VIM supports management of the VIM administrators whose access to the management node can be authenticated

through an external LDAP server (Open LDAP or Microsoft Active Directory (AD) based). Since VIM
management node is not a general purpose Linux Haxsars accessing the managemedehavethesame
administrativeprivileges,thatis, the enforcemenis limited to userauthenticatiorandnot authorizationlt canbe
addedas part of Day 0 or Day 1 activity. Multiple LDAP entries are allowed, as onlyaimain_namend
Idap_uriin each entry are mandatory. Ensure thatdhp_urisis secured over LDAPs and the TLS is enabled for
the external api (external_lb_vip_tls: True). For LDAP certificate management, instabhplyeover the CA root
certificate file of the LDAP server onto the management node and append itrmotfgpenstack
configs/haproxyca.crt chain.
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Startingfrom VIM 4.4.2LDAP authenticatiorwith bothsecureandnon-securghroughanexternalLDAP server
(OpenLDAP or Microsoft Active Directory (AD) based) is supported.

To obtain sud@ccess to the management node and execute VIM commands, you can choose one of the following
options:

+ If sudoers_group_nanienot enabled,manuallyaddthe userwith root privilegesto thewheelgroupin the
correspondindg. DAP domain,for example, usermodaG wheel userl

» Usetheoptionalparametesudoers_group_namsothatall memberdistedin sudoers_group_nangain
root privileges.This optional parametas available only from VIM 3.4.6 onwards. Also, ensure that you
enable the pod with external TLS before using plaisameter.

To enableVIM administratorsvith LDAP authenticatioroversecurg(i.e.,ldap_uri : Idaps.// <>) or non
secure(.i.eldap_uri : I[dap://<>) performthe following steps:perform the following steps:

1. Take a backup of the setupdata file and update the file manually with the configuration listed below during
installation:

VIM_ldap_admins:
- domain_name: corp_ldapl

Idap_uri:
"ldaps://<ip_address_1:[port_1]>,Idaps://<ip_address_2:[port_2]>" or
Idap_uri: "ldap://<ip_address>"

Idap_search_base:

"dc=cisco,dc=com" Idap_schema:

rfc2307 # Optional

Idap_user_object_class:

posixAccount  # Optional
I[dap_user_uid_number: uidNumber

# Optional Idap_user_gid_number:

gidNumber # Optional

I[dap_group_member: memberUid #

Optional

[dap_enumerate: True or False # Optional,
defaults is True Idap_debug_level: <int> #
Optional, defaults(4)(4 -9)

- domain_name: corp_ldap2
|dap_uri:

“ldaps :/l/<ip_address_3:[port_3]"
I[dap_search_base:
"dc=cisco,dc=com"

Idap_schema: rfc2307 # Optional, supported possible  values
'rfc2307' or 'ad'ldap_user_object class: posixAccount #
Optional

I[dap_user_uid_number: uidNumber

# Optional Idap_user_gid_number:

uidNumber # Optional
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I[dap_group_member: memberUid #

Optional Idap_default_bind_dn:

"<string>" # Optional

Idap_default_authtok: "<string>"

# Optional

Idap_default_authtok_type: "<string>" #  Optional
(password|obfuscated_password) Idap_group_search_base:
"<string>" # Optional

I[dap_user_search_base: "<string>"

# Optional access_provider:

"<string>" #

Optional simple_allow_groups:

"<string>" # Optional

[dap_id use_start _tls: <boolean>

# Optional

|dap_tls_reqcert: "<string>" # Optional
(neverlallow|try|Jdemand) chpass_provider:

"<string>" # Optional

(Idap|krb5|ad|none)

sudoers_group_name: <list> # Optional  (list of group that should
able to execute ‘"sudo")Ildap_enumerate: True or False # Optional,
defaults is True

|dap_debug_level: <int> # Optional, defaults(4)(4 -9)

! |dap_default_authtoks mandatory if the LDAP server does not support anonyiiogtngs.

2. To support AD with or without Kerberos, provide the additional parameters astgilmmn

vim_ldap_admins:

- access_provider: simple
# modified attribute values
Idap_schema: rfc2307 # supported possible values
'rfc2307' or 'ad' [dap_user_object_class: person #
supported possible  values ‘'posixAccount’, '‘person’
# new attributes (for AD with LDAP or Kerberos)
realm_name: <string> # optional, mandatory if krb5
is the auth_provider id_provider: I[dap # optional,
default is Idap
auth provider: krb5 # optional, possible  values Idap

be

Multiple entriesof theLDAP domainareallowed.Foreachentry,only domain_nameandldap_uriinfo aremandatoryEnsurethatthel dap_uriis
secured over LDAPs. As part of reconfiguration, you can adddoewain _nameyut thedomain nameannot be changed once configured.
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3. To adjust the sssd debug logging level, provide the additional parameters dsefven

management_node_settings:

# Optional, SSSD [sssd]
debug_level # Default:

4
# Type: Integer, Allowed range: 4 to 9
# Only used when

vim_ldap_admins is enabled
sssd_sssd_debug_level: 4

4. To reconfigure the VIM administrator, run the followiogmmands:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~J# cp /root/openstack -
configs/setup_data.yaml /root/MyDir/ #

update/include the vim_Idap_admin in the

Enabling Root Login Post VINhstallation

VIM supportsanoptionto enable/disableoot accesstlogin. By default,this optionis setto True.You canoptionally
disablethis facility throughreconfiguration.

Following are the steps to enable the dogtn:

1. Take a backup of theetupdatdile and update the file manually with the configurations listelbw:

permit_root_login: <True or False> # if set to false, use su to drop
down to root and execute administrator functionalities.

2. Run the following reconfiguratiooommands:

[root@mgmtl ~]# cd /root/ [root@mgmtl ~]# mkdir MyDir
[root@mgmtl ~J# cp /root/openstack -
configs/setup_data.yam| /root/MyDir/ # update

the setup_data to include vim_admin info

[root@mgmtl ~]# cd /root/MyDir

[root@mgmtl ~]# vi setup_data.yaml [root@mgmtl ~]#

cd ~/installer - XXxx [root@mgmtl ~# hvim --
setupfile /root/MyDir/setup_data.yam| reconfigure
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Disabling Root_ogin

You can disable the root login using the belmwnmand:

# Permit Root Login (optional, default True)
# True: admin can SSH to management node with root userid and password
# False: admin cannot use root wuserid for ssh; must use vim_admin_username #

At least one vim_admin must be configured, if it is False
permit_root_login: True
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Managing Power arireboot

Managing Power angeboot

« PowerManagemenof C-
SeriesComputes

+ Poweron Compute Nodes

« Managing Reboot of VIM Compute Nodes

« VIM ClientRebootandRemoveCompute
UsingForceOption

« Managing Reboot Status of VIM Nodes

« ManagingRebootof VIM Managemeniodeand
Standalon€ontrolandCephNodes

« Option to modify Power restore policy for U&Sseries
servers.

Power Management of-SeriesComputes

(@ Before youbegin

The power managementunction of computesoptimize the overall powerconsumptiorof the datacenter.
Poweringdowntheserverthroughan API/CLIhelpsyouto haveapowerbackup.Thisprocedurés applicable

1. To poweroff one or more compute nodes, run the followtognmands:

Run vim power - off

help command # hvim

help power - off

usage: hvim power - off -- setupfile SETUPFILE [ -]

<nodel,node2,...> Power Off compute - nodes
Positional arguments:
<nodel,node2,...> Power off

Compute Nodes Onptional

2. To list all the nodes in the Openstack cloud, run the followorgmand:

# hvim list - nodes

w

. Choose one or more active compute node to be powéred
. Run the followingcommand:

IN

# hvim power -off <compute - server -1, compute -server -2, ... > -- setupfile
<path_setup_data.yaml>

5. Run the following command to verify that the computes are poffer
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# hvim list - nodes

. The status of the compute nodes that are powered off musAtta/e.

* To prevent cloud destabilization, you must ensure that at least one compute ndddiiestate.
. You cannotperformthe pod managemeniperationsuchasupdateyeconfigureandsoon, to

theentirepod, if oneor more compute nodes are powered off.

You cannotturn OFFthe powerof computesvhichrun VMs, or which provideotherrolessuchasAll -

in-one(AlO) nodesin aMicropod, using this API. Power errbandling methods are added to hanc

Poweron ComputeNodes

Following are the steps to powen the computeodes:

1 Run the following command to powen one or more computedes:

w

Run vim power - on

help command # hvim

help power - on

usage: hvim power-on -- setupfile SETUPFILE [ -vV]

<nodel,node2,...> Power On compute - nodes
Positional arguments:
<nodel,node2,...> Power on

Compute Nodes Optional
To list all the nodes in the OpenStack cloud, enter the follosangmand:

# hvim list - nodes

Choose one or more active compute nodes to be powered
Run the followingcommand:

# hvim power -on <compute - server -1,compute -server -2,....
<path setun data.vaml>

Run the following command to verify whether the compute(s) are powared

# hvim list - nodes

! The status of the compute nodes that were powered on méstibe
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Managing Reboot of VIM Computgodes

UseVIM CLI to reboottheVIM nodesDuring softwareupdate the corelibrarieslike kernel,glibc, systemand
soonrequirerebootingof the systemto run the latest version. With VIM, you can reboot nodes (if needed)
during an update, but Cisco defers the update of <col

Reboot the nodes using the CLI before migrating the VMs on another computes dsegpven

1. Run the following command to reboot one or more compotes:

Run hvim reboot

help command #

hvim help reboot

usage: hvim reboot [-vY]
<nodel,node2,...> Reboot
compute - nodes

[ WL P | e e ——a

2. Run the following command to select one or more compaodes:

# hvim reboot<compute -server -1, compute - server -2, >

» You cannotrebootall thecomputenodessimultaneouslyEnsurehatat leastonenodeis Active
to preventthe cloud destabilization.
You cannotrebootthe computeon which VMs arerunning.The nodeswhich areassociated
with multiple roles,for example, Altin-one (AIO) nodes in a Micropaat Hyperconverged
can be rebooted one at a time.

VIM Client Reboot and Remove Compute Using Fadpgion

WhenVM's arerunningon a particularcomputenode you cannotrebootor removethatcomputenode.VIM
installerinternallychecksfor the presence of VM's and aborts the operation, if VM is running on the target
compute node.

To executeemovecomputeoperatiorwithout anyfailure, migrateor terminatethe VMs runningon compute
nodesandthenexecuteremoveor reboot operations using the below option in VIM client:

-f/ -- force

I Before executing reboot or remove compute operationsfaritie option:

- If a remove compute operation is executed with a force option, the VMSs running on that compt
aredeleted.
If arebootcomputeoperations executedvith aforceoption,theVVMs arerestoredo lastrunning

Example of RemoveCompute
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# hvim help remove - computes

usage: hvim remove - computes -- setupfile SETUPFILE [ -
yl [-f] <nodel,node2,...> Remove compute - nodes from
the Openstack cloud

Positional arguments:

<nodel,node2,...> Remove

compute nodes Optional

arguments:

-- setupfile SETUPFILE <setupdata_file>. Mandatory
for any POD management operation.

-y, -- yes Yes option to perform the action

Example of Removing Multiple Computes

# hvim remove - computes -- setupfile
/tmp/remove_computes_setup_data.yam| gg34-1, gg34-2 -y -

' For removecompute operation, vim attempts to change the host OS boot mode to single user and
poweroff those compute node(s) to avaiek creationof duplicatelP addres®nthe managemerand
storagenetworks,andto preventthecomputenode(s)rom connecting back to the deployment.

If thecomputenode(s)o beremovedarepoweredoff beforetriggeringvim removecompute
operationtheservermustnot be brought back on the network as it may create duplicate IP address
when connected to deployment with valid credentials.

To power up the removed computede(s):
1 network isolate the compute node(s) (shutdown of corresponding ToR switchports or unplug the

If TOR_TYPE is Cisco NCS 5500, you must manually remove all thérdaldaces that are manually configured
on the NCS switch, as the VIM automatidomesnot unconfigure/configuréhe subrinterfacedor whichthe

VLANSs arenotdefinedin thesetup_data.yamlf subinterfacesarenot removedit results in removeompute
operation.

Example of RebootCompute

# hvim help reboot
usage: hvim reboot [-y] [-f]
<nodel,node2,...> Reboot compute -

nodes

Positional arguments:

<nodel,node2,...> Reboot

Compute Nodes Optional

arguments:

-y, -- yes Yes option to perform the action
-f, -- force Force option to

perform the action # hvim

rebootgg34 -4 -y -- force

monitoring reboot (gg34 - 4)
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Example of Rebooting Multiple Computes

# hvim reboot compute - server -hostnamel,compute -server -hostname2 -y -- force

Managing Reboot Status of VIModes

You canfind whichVIM nodesrequirearebootafteranupdateusingthe CLI. Rebootthe nodesafteran
update sothatthecloudis runningthe latest host packages.

! Itis mandatory for the operator to reboot nodes to be able to perform next update or pod management
nneration

Run the following command to check the reboot pending status for nodes in the pagddptest

Run hvim reboot -status help command # hvim help reboot -

status
usage: hvim reboot - status
List of Openstack Nodes that require a reboot Sample command

execution:

# hvim reboot - status

Fetching Nodes that require a Reboot

+ +-- +

[Node ™ Name o | Reboot Required |
+ +-- +

| compute - server - hosthamel | No [

Managing Reboot of VIM Management Node and Standalone Control and\Ddph

You must reboot the nodes that constitute the control plane of VIM with utmost care, only during a maintenance
window. Execute th&IM cluster recovery iinyof the controllersarerebooted Checkthe cephstatuspost
rebootof the Cephnodesandwait until CephreachetHEALTH_OK state.

To reboot the nodes one at a time, execute the follogongmand:

# shutdown -r now

The nower down of nodes must he done aracefullv hut not via CIMC/BMC/ILO to avoid notential disk

Option to modify Power restore policy for U&Sserieservers.
From VIM 4.4.0 we have an option for setting the power restore policy for theQJs&EBieservers.

In anaccountof poweroutagein the datacentreandwhenthe powerresumesacktheserverswill bein the
poweredoff state With this newfeaturethe pod administrators can configure the power restore policy via the
setup_data option.

361



HCLTech

Thepowerrestorepolicy determinefow poweris restoredo the serveraftera chassigpowerloss.

By default, it will be " lasistate "

Configure power restorpolicy

1. Stay-off

POWER_RESTORE_P
OLICY:
SET_POLICY:

ctav - nff
2. POWEFON
a. poweron delay type asandom
POWER_RESTORE_POLICY

SET_POLICY: power -on
POWER_ON_DELAY_TYPE:

b. Power on delay type as fixed and providing a value for delagdands

POWER_RESTORE_POLICY:
SET_POLICY: power -on
POWER_ON_DELAY_TYPE:
fixed
POWER_ON_DELAY_VALUE:
60

3. laststate(default)

POWER _RESTORE_POLICY:
SET POLICY: last - state

This feature can be achieved only on Eageployment. please see the below snippet from
setup_data.yaml.C_Series EXAMPLE
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HHHHHHH R R R R R

HHHH
# Power Restore Policy setting; Optional
# M Supported only on UCS C - series servers. mi

# Specifies the action to be taken when
chassis power is restored #

# Available settings:

# stay - off: Server power will remain off until manually turned on.
# last - state: Default  setting. Server power

will  return to the state # before chassis power

was lost.

# power - on: Server power will be turned on when chassis power is restored.
# POWER_ON_DELAY_TYPESpecifies whether server power will

be restored after a fixed or # random time. The default

is fixed. This option is accepted only

# if the power restore action is power - on.

# POWER_ON_DELAY_VALUE: Specifies the delay time in seconds. The range is 0
to 240; the

# default is 0. This option is accepted only if
SET_POLICY is set to power-on # and POWER_ON_DELAY_TYPE is set

to fixed.

#

P R R R R
AR HHHHHHHR AR A POWER_RESTORE_POLICY:
SET POLICY: <last -state or power-on
or stay - off> POWER_ON_DELAY_TYPE:
<random or fixed>
POWER_ON_DELAY_VALUE: 0

From 4.4.1; these settings can be supported on-a datjvities on a per server basis via add/rentovepute/storage.

! Needproperplanningfor storageandcontrollersbecauseim clusterrequiresall the 3 controllersneedgo
beup andrunningsimilarly the storage nodes for the data resiliency.
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Readonly OpenStacRole

Readonly OpenStaclRole
By default, VIM 5.0.4deployment of OpenStack suppditisee user rolessdmin, member, anegader.

« Userswith adminonthe systemshouldbe ableto managesveryaspecof thedeploymentUserswith adminon
aprojectshould nobeableto manage things outside the project because it would violate the tenancy of their

role assignment
« Users with member can list and change resources within the system, a domain, or a project depending on the
assignment scope.
+ Thereaderole providesreadonly accesgo resourcesvithin the systemadomain,or a project.Depending
ontheassignmenscopetwo users with the reader role can expect different APl behaviors. For example, a
user with the reader role on the system can list all projects within the deployment. A user with the reader role
on a domain can only list projects within their domain.

Optionally,VIM providesOpenStackiserrole whichis readonly administratoior readonly.Usethe
optionalparameter ENABLE_READONLY_ROLE to enable this feature.

The OpenStack reaahly usercan:

» Accesgheprojectandidentity dashboarddyut notthe
admindashboard.

« View all the project resources but cannot make any
changes to them.

Theadmincanonly assigrthereadonlyrole usingthe Horizondashboarar OpenStaclkCLI, to thetargetuserfor
accessin@achproject.A usercanbe given the readonly role to multiple projects.
' Ensurethattheadminrole is not givenfor theuserhavingonly readonlyaccessasthe conflict of acceswill
not constrairnthe userto readonly operations.

Enabling this feature provides the following enhancements to thepdtvi

+ readonlyrole is added to the OpenStack deployment.

+ OpenStack service policies are adjusted to grant read permissions Bsichrashow but notcreate, update

or delete.

« AllProjects tabis addedo theHorizoninterface.This allowsthereadonlyuserto seeall instancegor which
theuserhaveaccessUnderthePro ject tab, you can see the resources for a single project. You can change the
projects using the Project pulldown in the header.

To enable reatnly OpenStack role and create ready OpenStack administrator, perform the followstgps:

1. Before launching the installation, take a backup of the setupdata file and update the setup_data.yaml file with
the followinginformation:

ENABLE_READONLY_ROLETrue
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2. If the OpenStack user role is not enabled on the Day 0, you can enable it by executing the following
reconfiguratiorcommands:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir MyDir

[root@mgmtl ~J# cp /root/openstack -
configs/setup_data.yaml /root/MyDir/ # update

the setup_data to include ENABLE _READONLY_ROLE:
True [root@mgmtl ~]# cd /root/MyDir/

[root@mgmtl ~]# vi

setup_data.yaml [root@mgmtl

~J# cd ~/installer - XXXX
[root@mgmtl ~]# hvim reconfigure -- setupfile /root/MyDir/ setup_data.yaml

When the feature is enabled, an OpenStack administrator can create new user accounts that will have the
special privileges of a Reddnly user.
3. From the management node, load the OpenStack authenticatiables:

[root@management - server - cisco ~]# source ~/openstack - configs/openrc

4. Create a new user account with a strpagsword:

[root@management - server -cisco images]# openstack user create -- password - prompt reader
User Password:
Repeat User  Password:

+ + -+
| Field | Value |

+ + -+

| email | None |

| enabled | True

| id | e2f484dele7d4faa9c9de2446ba8c3de | |
| name | reader |

| username | reader

5. Assign the project and role to that uaecount:

[root@management - server -cisco images]# openstack role add -
- project admin -- user reader readonly

\ S— S S RR—— +
| Field | Value |
 S—— S S RR—— +

| domain_id | None |
| id | ed2fb5b2c88e4241918573624090174b |

| Nnamn | raadnnh;, |

Alternatively,the OpenStacladminloggedinto the Horizondashboardanperformthe abovesteps.You can
performtheactionscorresponding to the CLI commands on the Identity/Users panel in the dashboard.

After deployment, the administrators can create new users assigned wittethis
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! If theENABLE_READONLY_ROLEis False(by default),the readonlyrole will not havespecial
permission®r restrictions but have thecreate update anddeletepermissiongo projectresources
similar to that of project member.You needto assignthe userswith readonly role, when
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VIM Advanced OpenStacRolicy

VIM advanced OpenStack supports the following roles for VIM pod

. Admin: View and manageeveryaspecbf thedeploymenincludingsystemandprojectresources
aspertheassignmenscope.

« Member:View and change the project resourceswithin the system,a domain, or a project
dependingntheassignmenscope.

+ Reader: Depending on the assignment scope;aelgdaccess to resources within the system, a
domain, or a project.
« Readonly: Optionally available to view the project resources regardless of ENABLE _READONLY_ROLE
setting.
+ Operator: Available as a tech preview option from VIM 4.2.0, allows a user to start, stop, and reboot
servers (instances) with read only privilegesomVIM 4.4.1,it alsoallowsauserto showservers
(instances)accesa server(instanceonsolelist andshowflavors,andlist and show aggregate®nly
the admin can assign this operator role using the Horizon dashboard or OpenStack CLI, to the target user
for accessing one or more projects.

Ensurethattheadminroleis not givenfor the peoplehavingonly operatorole, asthe conflict of access
will notconstrairnthe userto operatorole.

« If advanced roles is enabled]l Projects tab is visible in the Horizon interface. This allows the user with
operatorrole, to seeall instancegor whichtheuserhaveaccessUndertheProject t ab, you can see the

resources for a single project. You can change the projects using the Project pulldown in the header.
« To enable operator OpenStack role and create operator OpenStack administrator, perform the following:

1. Before launching the installation, take a backup okttapdatdile and update theetup_data.yantlle with
the followinginformation:

ENABLE_ADVANCED_ROLES: <True or False> # default is False

2. If the operator OpenStack role is not enabled on the Day 0, you can enable it by executing the following
reconfiguratiorcommands:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~J# cp /root/openstack -
configs/setup_data.yaml /root/MyDir/ # update

the setup_data to include ENABLE_ADVANCED_ROLES:
WhentheadvancedpenStackolesis enabledthe OpenStacladministratoicancreatenewuseraccounts

that havespecialprivilegesof an operator role.
3. From the management node, load the OpenStack authentication variables for creatingouses:

[root@management - server - cisco ~]# source ~/openstack - configs/openrc
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4. Create a new user account with a strpagsword:

[root@management - server -cisco images]# openstack user create -- password - prompt operate
User Password:

Repeat User  Password:

+ + -+

| Field | Value

+ + -+

| email | None

| enabled | True

| id | e2f484dele7d4faa9c9de2446ba8c3de

| name | operate |
| username | operate |

+ + -+

5. Assign the project and role to that created aseount:

[root@management - server - cisco images]# openstack role add -- project
admin -- user operate operator

R S +

| Field | Value |

R S +

| domain_id | None |

| id | ed2fb5b2c88e4241918573624090174b |

| name | operator |

R S +

Alternatively,the OpenStacladminloggedinto the Horizondashboardanperformthe abovesteps.You can
performtheactionscorresponding to the CLI commands on the Identity/Users panel in the dashboard.

After deployment, the administrators can create new users assigned wittethis
' If theENABLE_ADVANCED_ROLES:is False(by default),theoperatorrole will nothavespecial

permission®r restrictionsputhave the create, update, and delete permissions to project resources
similar to that of project member. You need to assign the users with operator role, when
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Security
Security

Info: Starting fromVIM 5.0.4all the openstack services and mercury restapi
services will be communicating over TLSv1.3
There is an exception for Grafana service where it will be communicatedloS8ef.2 but the Vulnerabi

ciphers were suppressed.

The following topics describe NFVI network and application security andobedtices.

« Verification

TReconfiguratiorof VIM Parameters
+ Cloud Settings

« FerneKey

Operations

» Certificates

« LDAP AD Supportwith
Keystonev3

* NetApp from http to

https

» Hardening VIM Deployment
« Securing Management Node
« LDAP Authentication

for Kibana

« Enabling Barbican

« EnablingManagement
NetworkoverTLS

+ Usage of Prencrypted
Images

» Improving Network Security with sysctl variables
« CIMC Passworgkncryption
supportin setupdata.

+ Option to change the umask
value

1 Securing Memcached

1 TOR Password encryption support in setup data
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Verification

Verification

« Verifying Managemenhiode
Network Permissions

+ Verifying Management Node File
Permissions

« Viewing Administrator
AccessAttempts

« Verifying SELinux

« Validating Port Listening Services
« ValidatingNon-RootUsersfor
OpenStaclServices

« Verifying Password Strength

Verifying Management Node NetwoRermissions

TheNFVI managememtodestoressensitiveinformationrelatedto NFVI operationsAccesso themanagemerntode
canberestrictedo requestgoming fromlIP addresseknownto be usedby administratorsThe administratoisource
networksareconfiguredin thesetupfile, underfNETWOR KING] usingtheadmin_source_networksparameter.

To verify this host based firewall setting, log into the management node as an admin user and list the rules currently
enforces by iptables. Verify that the sounegworksmatchthevaluesconfigured.f no sourcenetworkshavebeen
configuredthenall sourceraffic is allowed.However,notethatonly traffic destined to ports with known admin

services is allowed to pass. Taemin_source_networksvalue can be set at install time or changed through

reconfiguration.
[root@control -server -1 ~J#
iptables -- list Chain INPUT

(policy ACCEPT)

target prot opt source
destination ACCEPT icmp -

- anywhere anywhere

ACCEPT tcp -- 10.0.0.0/8 anywhere
tcp dpt:ssh ACCEPT tcp -
172.16.0.0/12 anywhere tcp dpt:ssh
ACCEPT tcp -- 10.0.0.0/8 anywhere

tcp dpt:https ACCEPT tcp -
172.16.0.0/12 anywhere tcp
dpt:https ACCEPT tcp -- 10.0.0.0/8

anywhere tcp dpt:4979 ACCEPT tcp -

179 12 N NI1TD anmnrthAara ten
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Verifying Management Node FilRermissions

The NFVI management node stores sensitive information related to NFVI operations. These files are secured by
strict file permissions. Sensitive files incluskecrets.yamippenrc*.key, and*.pem. To verify thefile

permissionslog into themanagementodeasanadminuserandlist all of thefiles in the~/openstaciconfigs/

directory. Verify that only the owner has read and write access to these files. For example:

[root@control -server -1 ~# Is -|

~/openstack - configs/ total 172

Y E— . 1 root root 3272 Jun 21 17:57 haproxy .key
STy — . 1 root root 5167 Jun 21 17:57 haproxy.pem
Y — . 1 root root 223 Aug 8 18:09 openrc

- W ------- . 1 root root 942 Jul 6

Viewing Administrator Accesattempts

As theUCSserversarepartof thecritical NFVI infrastructureHCLTechrecommendsnonitoring
administratotogin accesgeriodically.To view the access attempts, usejtuenalctl command to

view the log created by ssh. For example:

[root@control - server -1 ~J# journalctl -u sshd

--  Logs begin at Tue 2016 -06-2117:39:35 UTC, end at Mon 2016 -08-08 17:25:06
uTC. --

Jun 21 17:40:03 hh23 - 12 systemd[1]: Started

OpenSSH server daemon. Jun 21 17:40:03 hh23-12

systemd[1]: Starting OpenSSH server  daemon...

Jun 21 17:40:03 hh23-12 sshd[2393]: Server
listening on 0.0.0.0 port 22.Jun?21 17:40:03
hh23 - 12 sshd[2393]: Server listening on :: port

22.

\[Jajrrée%ulthll7:40:43 hh23 - 12 sshd[12657]: Connection closed by 171.70.163.201
Jun 21 17:41:13 hh23-12 sshd[12659]: Accepted password for root
from 171.70.163.201 port 40499 Jun 21 17:46:41 hh23 -12

systemd[1]: Stoppina OpenSSH server daemon...

Verifying SELinux

To minimizetheimpactof a securitybreachonaNFVI servertheVM enablesSELinux(SecurityEnhanced

Linux) to protecttheservemresources. To validate that SELinux is configured and running in enforcing mode, use
the sestatus command to view the status of SELinux and verify that its status is enabled and in enforcing mode.
For example:
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[root@mgmtl ~J# [usr/sbin/sestatus -V
SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux

SELinux root directory: [etc/selinux
Loaded policy name: targeted

Current mode: enforcing

Mode from config file: permissive

Policy MLS status: enabled
Policy deny_unknown status: allowed
Max kernel policy version: 28

Validating Port Listeningervices

To preventaccesdy unauthorizedisersandprocessed\FVI hasno extraservicedisteningon networkports.To
verify this, usethenetstatplnt command to get a list of all services listening on the node and verif that no

unRkhQbsed sesvices agadistening. or example:

Active Internet connections (only servers)

Proto Recv-Q Send- Q Local Address Foreign Address State PID/Program
name

tcp 0 0 23.23.4.101:8776 0.0.0.0:* LISTEN 24468/python2
tcp 0 0 23.23.4.101:5000 0.0.0.0:* LISTEN 19874/httpd

tcp 0 0 23.23.4.101:5672 0.0.0.0:* LISTEN 18878/beam.smp
tcp 0 0 23.23.4.101:3306 0.0.0.0:* LISTEN 18337/mysqld
tcp 0 0 127.0.0.1:11211 0.0.0.0:* LISTEN 16563/memcached
tcp 0 0 23.23.4.101:11211 0.0.0.0:* LISTEN 16563/memcached
tcp 0 0 23.23.4.101:9292 0.0.0.0:* LISTEN 21175/python2
tcp 0 0 23.23.4.101:9999 0.0.0.0:* LISTEN 28555/python

tcp 0 0 23.23.4.101:80 0.0.0.0:* LISTEN 28943/httpd

tcp 0 0 0.0.0.0:4369 0.0.0.0:* LISTEN 18897/epmd

tcp 0 0 127.0.0.1:4243 0.0.0.0:* LISTEN 14673/docker

tcp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN 2909/sshd

tcp 0 0 23.23.4.101:4567 0.0.0.0:* LISTEN 18337/mysqld
tcp 0 0 23.23.4.101:15672 0.0.0.0:* LISTEN 18878/beam.smp
tcp 0 0 0.0.0.0:35672 0.0.0.0:* LISTEN 18878/beam.smp

tcp 0 0 127.0.0.1:250.0.0.0:* LISTEN 4531/master

tcp 0 0 23.23.4.101:35357 0.0.0.0:* LISTEN 19874/httpd

tcp 0 0 23.23.4.101:8000 0.0.0.0:* LISTEN 30505/python

tcp 0 0 23.23.4.101:6080 0.0.0.0:* LISTEN 27996/python2
tcp 0 0 23.23.4.101:9696 0.0.0.0:* LISTEN 22396/python2
tcp 0 0 23.23.4.101:8004 0.0.0.0:* LISTEN 30134/python

tcp 0 0 23.23.4.101:8773 0.0.0.0:* LISTEN 27194/python2
tcp 0 0 23.23.4.101:8774 0.0.0.0:* LISTEN 27194/python2
tcp 0 0 23.23.4.101:8775 0.0.0.0:* LISTEN 27194/python2
tcp 0 0 23.23.4.101:9191 0.0.0.0:* LISTEN 20752/python2
tcp6 0 0 :::9200 :::* LISTEN 18439/xinetd

tcp6 0 0 :::4369 :::* LISTEN 18897/epmd

tcp6 0 0 :::22 :::* LISTEN 2909/sshd

tcp6 0 0 ::1:25 :::* LISTEN 4531/master

Validating NorRoot Users for OpenSta8ervices

To preventunauthorizeciccessNFVI runsOpenStaclprocesseasa nonrootuser.To verify OpenStack
processearenotrunningasroot, usethe ps command to get a list of all node processes. In the following example
the user is 162:

[root@control - server -1 ~J#ps - aux | grep nova - api
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[18¥@control 11098rveP-2 1 §40pk27664 L% {1H8p nova - apiSs Mayl4  23:22 /usr/bin/python3 /usr/bin/nova - api
nova 111292 0.0 0.0 138340 119600 ? S May14 0:17 /usr/bin/python3 /usr /bin/nova - api
nova 111293 0.0 0.0138204 119416 ? S May14 0:07 /usr/bin/python3 /usr/bin/nova - api
nova 111294 0.0 0.0 138116 119436 ? S May14 0:18 /usr/bin/python3 /usr/bin/nova - api
nova 111295 0.0 0.0138152 119416 ? S May14 0:21 /usr  /bin/python3 /usr/bin/nova - api
<snip>

Verifying Passwordtrength
NFVI passwords can be generated in two ways dunistgllation:

« TheNFVI installergeneratesiniguepasswordsiutomaticallyfor eachprotectedservice.You can provide
an input file containing the passwords you prefer..

Thepasswords generategeunique,long, andcontaina mixture of uppercasdpwercaseandnumberslf you
providethe passwordspassword strength is your responsibility.

You can view the passwords by displaying the secrets.yaml filexaonple,

[root@mgmtl ~]# cat ~/openstack -
configs/secrets.yaml
ADMIN_USER_PASSWORD: QOZGSjVQzgu7ejvl
CINDER_DB_PASSWORD: TP2h70OAfaOVHZBb2
CINDER_KEYSTONE_PASSWORD:
0jko2Vc76h005eP9
CLOUDPULSE_KEYSTONE_PASSWORD:
VuovewdPe5jc5kGp

COBBLER_PASSWORD: 8bhVOeciqw5jUyY5
CPULSE_DB_PASSWORD:
2DwLEOIsavQWEfMn

When Vault is used, it provides information about the following
password only: "CVIM_MON_PASSWORD",
"CVIM_MON_READ_ONLY_PASSWORD",
"CVIM_MON_SERVER_PASSWORD",
"ADMIN_USER_PASSWORD"'KIBANA_PASSWORD",
ACVI M_MON_PROXY_PASSWORD" ,

"HAPROXY_PASSWORD".
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# hvim list -secrets -- getpassword
<PASSWORD_KEY> For example,

# hvim list - secrets -- getpassword
ADMIN_USER_PASSWORD

+ +

+

|Secret  Key | Secret
Value

+ +

+

| ADMIN_USER_PASSWORD|
D1g806Ws2Woav7Ye
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Reconfigurationf VIMParameters

Reconfiguration of VIMParameters

« Reconfiguring Passwords and
OpensStack Configurations

» ReconfiguringGlanceClient Key for
CentralCephCluster

« ReconfiguringCIMC/BMC Passworan
ExistingInstallation

» Reconfiguring Administrator Source
Networks

» Password Reset for VIM Management Node

Reconfiguring Passwords and OpenSt@ckfigurations

You can reset some configurations after installation including the OpenStack service password and debugs, TLS
certificates, and log rotation configurations. Heerets.yamhndopenstack_config.yamlhich are located in :
/root/installer{tag id}/openstaciconfigs/contain the passwords, debug@ksS file location,andELK

configurationsAlso, Elasticsearclisesdisk spacdor thedatathatis sentto it. VIM hasconfigurationvariables

that establishes the frequency and file size.

VIM installergeneratetheOpenStaclserviceanddatabaseasswordsvith 16 alphanumericharacterandstores
thosein /root/openstaciconfigs/ secrets.yamlYou canchangethe OpenStaclserviceanddatabasgasswords
usingthe passwordeconfigurecommandnthe deployedcloud. The command identifies the containers affected
by the password change and restarts them so the new password can take effect.

Always schedule the password reconfiguration in a maintenance window as the container
might disrupt the control plane.

Run the following command to view the list of passwords@mdigurations:

[root@mgmtl ~ installer -xxxxJ# hvim" help reconfigure
usage: hvim reconfigure [ -- regenerate_secrets] [ -- setpassword
<secretkey>] [ -- setopenstackconfig <option>]

Reconfigure  the openstack cloud

Optional arguments:

-- regenerate_secrets Regenerate All Secrets

-- setpassword <secretkey> Set of secret keys to be changed.
-- setopenstackconfig <option> Set of Openstack config to be changed.
[root@mgmtl ~J# hvim list -openstack -configs+ —-------------m--mmoommoemeee

oo eoun o —— +
| Name | Option
e

oo eoun o —— +
| IRONIC_DEBUG_LOGGING | True

I

| OPFLEX_DEBUG_LOGGING | True

I
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GNOCCHI_VERBOSE_LOGGING |
AIM_DEBUG_LOGGING |
CINDER_DEBUG_LOGGING |
KEYSTONE_DEBUG_LOGGING |
log_rotation_size |
CLOUDPULSE_VERBOSE_LOGGI! |
OCTAVIA_VERBOSE_LOGGING |
MAGNUM_VERBOSE_LOGGINC |
NOVA_DEBUG_LOGGING |
NEUTRON_VERBOSE_LOGGING |
external_lb_vip_cert |
GLANCE_VERBOSE_LOGGING |
elk_rotation_frequency |
CEILOMETER_VERBOSE_LOGGIN |
NOVA_CPU_ALLOCATION_RATIO |
CLOUDPULSE_DEBUG_LOGGIN: |
log_rotation_frequency |
HEAT_DEBUG_LOGGING |
KEYSTONE_VERBOSE_LOGGIN! |
external_Ib_vip_cacert |
GNOCCHI_DEBUG_LOGGING |
MAGNUM_DEBUG_LOGGING |
OCTAVIA_DEBUG_LOGGING |
log_rotation_del_older |
CINDER_VERBOSE_LOGGING |
elk_rotation_size |
IRONIC_VERBOSE_LOGGING |
elk_rotation_del_older |
NEUTRON_DEBUG_LOGGING |
HEAT_VERBOSE_LOGGING |
CEILOMETER_DEBUG_LOGGINC|

ES_SNAPSHOT_AUTODELETE |

/root/openstack

/root/openstack

True

True

False

False

100M

True

True

True

True

True

- configs/  haproxy.pem

True
weekly
True
16.0
False
weekly
False

True

- configs/haproxy

False

True
False

8

True

True
8
True
True

False

{u'threshold_warning'": 60, u'enabled": True, u'period":
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u'threshold_high': 80, u'threshold_low":

00:52:22+00:00
T
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
DRS337H 008,
00:52:22+00:0
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00
00:52:22+00:00

I

|

| GLANCE_DEBUG_LOGGING | False

I

| NOVA_VERBOSE_LOGGING | True

I

| NOVA_RAM_ALLOCATION_RATIO | 15

I

+

Thecommand into-getthe-list of all *---passwords: F oo

[root@mgmtl installer -xxxxJ# hvim list - secrets

+ o -

B +

| Secret Key | Created At | Updated At

. VOLUME_ ENCRYPTION_KEY L[ 20200419 00:52:22+00:00 - 20200419 00

004-1 004-1

| Al PO | Beoliide e 1| B8k

| CEILOMETER B_PASSWORD | 2020- 04- 22+0! | 4-19

| CEILOMETER_KEYSTONE_PASSWORL | 2020-04-19 00:52:22+00:00 | 2020-04-19

| CINDER_DB_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020-04-19

| CINDER_KEYSTONE_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020-04-19

| CLOUDPULSE_KEYSTONE_PASSWORI | 2020-04-19 00:52:22+00:00 | 2020-04-19

| COBBLER_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020-04-19

| CPULSE_DB_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020-04-19
ro\& %\{IER PASSM[)Q(@D | 2020-04-19 00:52:22+00:00 | 2020-04-19

T %ﬁﬁWO can fetch informaiaP - 04aB8utC0ihe: 2%69&1\99 | uggzofa%‘hglg

ICVI& OB DCVIM | MON_RERD?H P4p AS SRR 32+ 00: 00’ |"2020-04"19

hCGHANGENDBERAERVORSS WORD'ADMIN | s@ﬁ%@s%ﬁ%@?&%ﬂ%oﬁmsw&ﬂ@ 04-19

FCHANEAPROINB AT AP RO LIRS ORCAC 52:22+0000 | 2020"04-19

| HAPROXY_PASSWORD -04-19 00:52:22+00:00 | 2020-04-19

| GNOCCHI|_DB_PASSWORD | 2020 04-19 00:52:22+00:00 | 2020-04-19

| GNOCCHI_KEYSTONE_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020-04-19

| HEAT_DB_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020-04-19

| HEAT_KEYSTONE_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020-04-19

| HEAT_STACK_DOMAIN_ADMIN_PASSWO | 2020-04-19 00:52:22+00:00 | 2020-04-19

| HORIZON_SECRET_KEY | 2020-04-19 00:52:22+00:00 | 2020-04-19

| IRONIC_DB_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020- 04- 19

| IRONIC_KEYSTONE_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020-04-19

| KEYSTONE_DB_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020-04-19

| KIBANA_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020-04-19

| METADATA_PROXY_SHARED_SECRET | 2020-04-19 00:52:22+00:00 | 2020-04-19

| NEUTRON_DB_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020-04-19

| NEUTRON_KEYSTONE_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020-04-19

| NOVA_DB_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020-04-19

| NOVA_KEYSTONE_PASSWORD | 2020-04-19 00:52:22+00:00 | 2020- 04- 19

| RABBITMQ_ERLANG_COOKIE | 2020-04-19 00:52:22+00:00 | 2020-04-19

| RABBPASSWORD | 2020-04-19 00:52:22+00:00 | 2020-04-19
| VOLUME_ENCRYPTION_KEY | 202004-19 00:52:22+00:00 | 202004-19
| VPP_ETCD_PASSWORD | 20200419  00:52:22+00:00 | 202004-19
| WSREP_PASSWORD | 202004-19 00:52:22+00:00 | 202004-19

377

00:52:22+00:00

50}

—_—_———— e —————— e —



HCLTech

You canchangespecificpasswordandconfigurationidentified from theavailablelist. Run

the reconfiguration command as follows:

# hvim help reconfigure
usage: hvim reconfigure [ -- regenerate_secrets]

[ -- setupfile <setupdata_file>]
[ -- alertmanager_config <alertmanager_config_file>]
[ -- alerting_rules_config <alerting_rules_config_file>]
[ -- setpassword <secretkey>]
[ -- setopenstackconfig <option>]
[ -- setopenstackconfig_file <config_file>]
[ -- cimc_password] [-- rma_tors <torl,tor3,...>]
[ -- regenerate_ceph_keyring] [ -yl
Reconfigure the Openstack cloud
Optional  arguments:
-- regenerate_secrets Regenerate All Secrets
-- setupfile <setupdata_file> User setup_data.yaml
-- alertmanager_config <alertmanager_config_file>
User alertmanager_config.yaml
-- alerting_rules_config <alerting_rules_config_file>
User alerting_rules_config.yaml
-- setpassword  <secretkey> Set of secret keys to be changed.
-- setopenstackconfig <option> Set of Openstack config to be changed.
-- setopenstackconfig_file <config_file>
Set of Openstack configs to be changed from
file.
-- cimc_password Reconfigure CIMC password
- rma_tors  <torltor3,..> Commaseparated list of ToRs
-- regenerate_ceph_keyring Regenerate Ceph Keyring
-y, - yes Yes option to perform the action to reconfigure the Openstack cloud
[root@mgmtl ~]J# hvim reconfigure -- setpassword ADMIN_USER_PASSWORD,NOVA_DB_PASSW®ORIBtopenstackconfig

HEAT_DEBUG_LOGGING,HEAT_VERBOSE_LOGGING
Password for ADMIN_USER_PASSWORD:

Password for NOVA_DB_PASSWORD:

Enter T/F for option HEAT_DEBUG_LOGGING:T

Enter T/F for option HEAT_VERBOSE_LOGGING:T

Thepasswordnustbealphanumeri@andcanbe maximum32 characterin length.

Following are the configuration parameters for OpenStack:

Configuration Allowed Values
Parameter

CINDER_DEBU | T/F (True orFalse)
G_LOGGING

CINDER_VERBOQO T/F (True orFalse)
SE_LOGGING

CLOUDPULSE__ | T/F (True orFalse)
DEBU
G_LOGGING

CLOUDPULSE_ | T/F (True orfFalse)
VERB
OSE_LOGGING
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GLANCE_DEBU
G_LOGGING

T/F (True orFalse)

GLANCE_VERB
OSE_LOGGING

T/F (True orFalse)

HEAT DEBUG_
LOGGI NG

T/F (True orFalse)

HEAT_VERBOS
E_LOGGING

T/F (True orFalse)

KEYSTONE_DE
BUG_L OGGING

T/F (True orFalse)

KEYSTONE_VE
RBOS
E LOGGING

T/F (True orFalse)

NEUTRON_DEB
UG_L OGGING

T/F (True orFalse)

NEUTRON_VER
BOSE

T/F (True orFalse)

_LOGGING

NOVA_DEBUG_ | T/F (True orFalse)
LOGGING

NOVA_VERBOS | T/F (True orFalse)
E LOGGING

elk_rotation_del_¢
der

Days after which older logs apairged

elk_rotation_frequ
ncy

Available options: daily, weekly, fortnightlynonthly

elk_rotation_size

Gigabytes (entry of type float/int &lowed)

log_rotation_frequ
ency

Frequency to rotate the logs on all the servers. Available options: daily, weekly, monthl
yearly

log_rotation_size

Indicategshemaximumfile sizeto starttherotation
of thelog files. Value is a float number + the unit
(available options: k, M, G)

Examples: 100M indicates that rotation happens when the log file size exceadeddliytes

5.1G indicates that rotation happens when the log file size excee@galiytes.

log_rotation_del_¢
der

Number of files (already rotated) to keep before deleting théledd

external_Ib_vip_c
cert

Location of the HAProxy CAertificate

external_Ib_vip_c

rt

Location of the HAProxyertificate

379



HCLTech

NOVA_RAM_AL | Mem oversubscription ratio (from 1.0 4c0)
LOCAT
ION_RATIO

NOVA_CPU_AL | CPU allocation ratio (from 1.0 t86.0)
LOCAT
ION_RATIO

ES_SNAPSHOT_ The autedeletion of the old snapshots done to to the elasticsearch databagsencanaged b
AUTO DELETE  the followingparameters:

enabled{True|False} Enable/Disablehe cronjobin the managementode.If thecronjobis
disableddisk spacdn the management can be consumed by the periodic snapshots ma
Curator

period:[hourly, daily, weekly, monthly] # Frequencyof cronjob to checkfor disk space
consumedy the Elasticsearclsnapshots

threshold_warning: <99> # % of disk space occupied to start displaying a wamaggage.
threshold_low=1-99># % of disk spaceoccupiedaftercleaningup

snhapshots. threshold_high:-99> # % of disk space when starting to

delete snapshots.

Alternatively, you can regenerate all passwords using regenerate_secrets command fotitiars as

[root@mgmtl ~]# cd ~/installer - XXXX
[root@mgmtl ~]# hvim reconfigure -- regenerate_secrets

In additionto the servicegpasswordsyou canchangehe debugandverboseoptionsfor Heat,Glance Cinder,
Nova,Neutron,KeystoneandCloudpulse infroot/openstaciconfigsbpenstack config.yamYou can modify the
other configurations including the ELK configuration parameters, APl and Horizon TLS certificates, Root CA,
NOVA_RAM ALLOCATION_RATIO, NOVA CPU_ALLOCATION_RATIO, and
ES_SNAPSHOT_AUTODELETE. When

reconfiguringtheseoptions(For ExampleAPI andTLS), somecontrol planedowntimewill occur,soplanthe

changesluringmaintenancevindows. The command to reconfigure these elements are:
hvim reconfigure
The command includes a buiitt validation to ensure that you do not enter typos in the secrets.yaml or

openstack_config.yanfiles.

Whenreconfiguratiorof passwordr enablingof openstaciservicedails, all subsequerppod managemendperations
areblocked.In suchcaseyoucan contact Cisco TAC to resolve the situation.

FromVIM 3.4.1,youcanenableNOVA_ RAM_ALLOCATION_RATIO and
NOVA_ CPU_ALLOCATION_RATIOonaperserverbasisduringDay 0 installation or Day 2 as part of pod
management.
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* ForpodoperationsPQpenStackiseshe serviceaccountsuchasadmin,cinder,glance heat,
heat_domain_admimeutronnova, placement, and cloudpul3déese accounts use passwords to
, authenticate each other for standard operations. You must not ¢hapgsswordisedby these
accountsptherthanusingthevim reconfigureoperation.To enforcethis behavior startingvim
2.4.5, the "change password" panel is disabled on the Horizon dashboard for these accounts.

Reconfiguring Glance Client Key for Central Cepluster

From release VIM 3.0.0, the installation of a central ceph cluster is automated to serve the images to edge pods
through Glance service. No local ceph cluster for edge pods as they have constraints on power and space. The edge
pods do not need any persigtetorage and provide services via a central ceph cluster for glance. For the edge pods

to communicate with central ceph cluster using a cluster id, a GLANCE_CLIENT_KEY is required.

Follow the below steps to reset tBEANCE_CLIENT_KEY:

1. Regenerate the client keyring fglance.
a.  On the central ceph cluster, ssh to the management node and exefalteving:

# hvim reconfigure -- regenerate_ceph_keyring -- setupfile
Iroot/Save<setun data.vaml> -V

Alternatively, you can regenerate the key via the corresponding ResthPI

#curl - u<user>:<password> - X POST
https://<ip|host>:8445/v1/misc -- header "Content - Type:

2. Retrieve the generated client keyring for glance. From the management node, execute the following commar
to get the clustddUID:
# cat /root/openstack - configs/ceph/fetch/ceph_cluster_uuid.conf
<cluster_uuid>
# cat /[root/openstack -
configs/ceph/fetch/<cluster_uuid>/etc/ceph/ceph.client.glance.keyrin

g [client.glance]
key = <GLANCE_CLIENT KEY>

3. Reconfiguregheedgepodto usethe newkeyringgeneratean centralceph.SSHto the managementodeof
eachedgepodandexecutethe following:

[root@mgmtl ~]# cd /root/ [root@mgmtl ~]# mkdir MyDir
[root@mgmtl ~]# cd MyDir [root@mgmtl ~# cp
/root/openstack - configs/setup_data.yaml
<my_setup_data.yaml> [root@mgmtl ~]#
cp<my_setup_data.yaml> <my_setup_data_original.yam|>
[root@mgmtl ~J# vi my_setup_data.yaml (update the
GLANCE_CLIENT_KEYwith the new info) [root@mgmtl ~]# cd
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4Optional butrecommendetb doit onahandfulof pods.Oncereconfiguratioris donetestif thekeyring
worksby creatinganddeletingglanceimages.

Reconfiguring CIMC/BMC Password on Existifrgstallation

VIM allowsyou to reconfigurethe CIMC/BMC passwordn anexistinginstallation.By default,the CIMC/BMC
passwordsf theserverdefinedin SERVERS and MANAGEMENT _SERVERS section are updated together.

' You must have a Cisco-§eries or Quanthased pod up and running with Cisco to reconfigure the CIMC
nassword

1. Updatethe cimc_passworih the CIMC-COMMON section,and/ortheindividual
cimc_passwordor eachserverandthenrunthe reconfigure option provided by vimclient:

CIMCG COMMON:
cimc_username: "admin"
cimc_password:  <"new
password">

SERVE
RS:

Optionally,updatethe CIMC passwordor theserverdn the MANAGEMENT _SERVERSsectionwhen
CIMC passwordor thoseserversaredifferent:

MANAGEMENT_SERVERS:

<hostname>:
cimc_info: {'cimc_ip" '<ip_addr>', ‘cimc_username': ‘admin’,
‘cimc_password': <'update  with new password'>} # only needed if each

server has specific password

2. To changehe CIMC passwordor the pod,copythesetupdaténto alocallocationandupdateit manually
with the CIMC passwordasshownin the snippet above. The new password must satisfy atleast three of the
following conditions:

« Mustcontainatleastone
lower casdetter.

« Mustcontainatleastone

uppercasdetter.

« Must contain at least one digit between 0 to 9.
« One of these special characters
ISH@%N_+=*&

 Your passworchasto be8to 14

charactersong.
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' Do not change CIMC password directly into the exitiegpt/openstaciconfigs/setup_data.yarfile.

3. Run the VIM reconfiguration command, to post update the setup_datias:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~]# cd

MyDir

[root@mgmtl ~J# cp /root/openstack -

! After successfutompletionof the CIMC Passwordreconfigureoperatiortriggersanautoback
whenthe managementodeauto back recovery feature is enabled. If the CIMC Password

Reconfiguring Administrator Sourdéetworks

To access the administrator services, VIM provides source IP based filtering of network requests on the
management node. These services incl@8¢landKibanadashboardccessWhenthe servicesareconfigured,
all adminnetworkrequestsnadeto themanagementodearedroppedgexcept the addresses in the allowed list.
Reconfiguration of administrator source network supports the folloagtigns:

« Setadministratoisourcenetworklist: You canaddor deletethe networkaddressefom theconfiguration.The
entirelist is replacedduringreconfiguration.

+ Removeadministratoisourcenetworklist: If theadmin_source_networksoptionis removedthesource
addressloesnotfilter theincoming admin service requests.

1. Configure the following commands in the setup_data.yienl

admin_source_networks: # optional, host based firewall to include the
allowed list of admin's source IP

- 10.0.0.0/8

! Care must be taken while updating the source networks. If the list is misconfigured, operators are
locked out of access to the managemnmentethroughSSH.If it is locked,the operatomustlog into

thamananamanmhndathrniinhtha rnnenlonnrttn ranairtha ranfiniiratinn

2. To initiate the integration, copy the setupdata into a local directory by running the folloavimgand:

[root@mgmtl ~J# cd /root/ [root@mgmtl ~]#
mkdir  MyDir [root@mgmt1 ~J# cd MyDir
[root@mgmtl ~]# cp {r\oot/openstack - configs/setup_data.yaml

Zmiv eotiin Aata viam

3. Update the setupdata by running the followtognmand:

[root@mgmtl ~]# vi my_setup_data.yaml (update the setup_data to include
Admin Source Network information
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4. Run the reconfiguration commandfaliows:

[root@mgmtl ~]# cd ~/installer - XXXX
[root@mgmtl ~]# hvim reconfigure -- setupfile ~/MyDir/<my_setup_data.yaml>

Password Reset for VIM Managemétade

Run the following command to reset the root password of VIM managemenRhtitle7 / system

1. Boot your system and wait until tii&RUB2 menuappears.

2. In theboot loader menu, highlight any entry and press
3. Find the line beginning with linux. At the end of this line, appenddt@wing:

init=/bin/sh

If you face any alarm, instead mf, changerw to sysrootas shown in the followingxample:

rw init=/sysroot/bin/sh

4. Pres<Ctrl+X to bootthe systemusingthe optionsyou edited.Oncethe systemboots,you canseethe shell
promptwithout havingto enterany username or password:

sh-4.2#

5. Load the installed SELinux policy by running the followicmmmand:

sh - 4.2# Jusr/sbin/load_policy -i

6. Execute the following command to remount your nuentition:

sh4.2#
mount - o remount,rw /

7. Reset the root password by running the followdingimand:

sh4.2# passwd  root

Whenprompted enteryour newroot passwordandclick Enterkey to confirm. Enterthe passwordor the
secondimeto ensurehatyoutypedit correctly and confirm witlEnteragain. If both the passwords match, a
confirmation message appears.

8. Execute the following command to remount the root partition again, this time agnigad

sh4.2#
mount - 0 remount,ro /
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9. Rebootthe systemNow, you canlogin astheroot userusingthe newpasswordetup duringthis
procedureTo rebootthe system gnterexit, leave the environment, and reboot the system. For more details
on changing root password, deés://access.redhat.com/solutions/918283
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CloudSettings
Cloud Settings

You canenablespecificcloudsecurityhardeningsettingsasa Day O or Day anoptionvia reconfiguration.
Listedbelowarethe settingshatare allowed in VIM.

cloud_settings:

# Optional, number of incorrect password attempts
before the wuser is locked out. # Defaultis O for no
lockout.

# Type: Integer, Allowed range: O to 10
keystone lockout_failure_attempts: 6

# Optional, number of seconds for which a user s
locked out after exceeding#
keystone_lockout _failure_attempts.

# Default is 1800 (30 minutes).

# Type: Integer, Allowed range: 300 (5 minutes) to 86400 (24 hours).
keystone lockout_duration: 1800

# Optional, number of last passwords to

compare with the new one. # Default is O for
no history check.

# Type: Integer, Allowed range: 0 to 10
keystone_unique_last_password_count: 5

# Optional, minimum number of days allowed
between password changes. # Default is O for
no limit.

# Type: Integer, Allowed
range: 0 to 7
keystone_minimum_password_ag
el

# Optional, enable logging of
keystone user logins # Default is
False

# Type: Boolean, Allowed values:
True or False
keystone_log_user_logins: False
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# Optional, number of seconds of inactivity before the
Horizon dashboard session # is logged out.

# Default is 1800 (30 minutes).

# Type: Integer, Allowed range: 300 (5 minutes) to 86400 (24
horizon_session_timeout: 1800

# Optional, disable certain  actions typically

supported by Nova for instances # Default is False

for each

# Type: Boolean, Allowed values:
True or False
nova_disable_vm_live_migration:
False nova_disable_vm_snapshot:
False nova_disable_vm_crashdump:
False nova_disable_vm_console:

False

# Optional, controls initial state of new nova-
compute service instances. # When True, new nova-
compute service instances are automatically enabled
# when they start. When False, new nova - compute
service instances are

# disabled, excluding them from VM scheduling, and
must be manually enabled. # For example: openstack
compute service set -- enable <host> nova - compute

# Default is True

# Type: Boolean, Allowed values:
True or False
nova_enable_new_services: True

# Optional, data source used to the populate the host
"serial" UUID exposed to # guest in the virtual BIOS.
# Default is unique.

# Type: String, Allowed values:
auto or unique
nova_sysinfo_serial: unique

# Optional, which cinder volume type to set as the
default for volume creation. # When set,
default_volume_type is set to this value in

cinder.conf

# Note: VIM does not create the volume type,

it must be created. # Default is _ DEFAULT

# Type: String, Allowed values: __ DEFAULT _ or the name of the volume
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cinder_default_volume_type: __ DEFAULT

# Setumask  value to 027 in /etc/bashrc and letc/profile.
# Files and directories created by the user wil have
permissions of 640 and 750. # Default umask value is

022.

# Default is False

# Type: Boolean, Allowed values:
True or False enable_umask_027:
True

Opensourcedocumentatiomf cloudsettingds availableat:
https://docs.openstack.org/keystone/latest/admin/configuration.html#semomilianceand pci-dss

Toinitiate theintegrationof cloud settingson anexistingpod,copythesetupdatainto alocal directoryandupdateit
manuallywith theinformationlisted above, and then run tleconfigurecommand as follows:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~]# cd

MyDir

[root@mgmtl ~J# cp 1root/openstack - configs/setup_data.yaml

<my_Setup_data.yaml>
[root@mgmtl ~J# vi my_setup_data.yaml (update the setup _data to

include  cloud_settings related  info) [root@mgmtl ~J# cd ~/installer -
XXXX
[root@mgmtl ~]# hvim reconfigure -- setupfile ~/MyDir/<my_setup_data.yaml|>
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Fernet Keyperations

Fernet KeyOperations

Keystone fernet token format is based on the cryptographic authentication mE#radt. Fernet is an

implementation of Symmetric Key Encryption. Symmetric key encryption is a cryptographic mechanism that uses
the same cryptographic key to encrypt plexitand the same cryptographic key to deccyptertext.Fernet
authenticatioomethodalsosupportanultiple keyswhereit takesa list of symmetrickeys,performsall encryption
usingthefirst key in a list and attempts to decrypt using all the keys fiwt list.

TheNFVI podsusedernetkeysby default. Thefollowing operationcanbe
carriedoutin NFVI pods. To check if the fernet keys are successfully

synchronized across the keystone nodes.

[root@mgmtl ~]# cd

~/installer - XXXX [root@mgmtl
~[# hvim help check -fernet -
keys usage: hvim check -

fernet - keys

ggggg whether the fernet keys are successfully synchronized across keystone

To forcefully rotate the fernédeys:

[root@mgmtl ~]# cd

~/installer - XXXX [root@mgmtl
~# hvim help rotate -fernet -
keys usage: hvim rotate -

fernet - keys
Trigger rotation of the fernet keys on keystone

To resync the fernet keys across the keyshmues:

[root@mgmtl ~]# cd

~/installer - XXXX [root@mgmtl
~# hvim help resync -fernet -
keys usage: hvim resync -

fernet - keys
Resynchronize the fernet keys across all the keystone nodes
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Certificates

Certificates

« Managing Certificates
« Reconfiguring TLS Certificates
« VIM RestAPI Endpoints
OpensStaclaPI
o Endpointghaproxy)
Fluentd Services
o (clientside
certificates)
« Verifying TLS
Certificates

ManagingCertificates

When TLS protection is configured for the OpenStack APIs, the two certificate files naapebxy.penand
haproxyca.crt,are stored in th&oot

/openstackconfigs/directory.To verify cloud authenticity the clientsrunningon serversoutsideof the deployed
cloudneeda copyof theroot certificate(h aproxyca.crt). If the installed certificate is signed by a wiliown
certificate authority , no additional configuration is needed on client servers. However, i§igisetf or local CA

is used, copy thhaproxyca.crtto each client. Following instructions are specific to the client operating system or
browser, to install the certificate as a trusted certificate.

Alternatively,you canexplicitly referencehecertificateusingtheenvironmentwariableOS_CACERTor

commandine parameter cacert ifOpenStack CLI is used.

While NFVI is operationala daily checkis madeto monitorthe expirationdatesof theinstalledcertificatesIf
certificatesarenot nearingexpiration,an informational message is loggéa the certificate approaches expiration, an
appropriate warning or critical message is logged.

2017 - 04- 24T13:56:01 INFO Certificate for OpenStack Endpoints at
192.168.0.2:5000 exnires in 500 dav

Reconfiguring TLertificates

VIM providesaway to configureTLS certificateson-demandor anyreasonFor examplecertificateexpiration
policiesgoverningcertificatemanagement.
Reconfiguration of certificates in general is supported in the folloaamgponents:

VIM RestAPI Endpoints
To reconfigure certificate files, follow the bel®teps:

1. Copy the new key, CA root, and certificate files into the /openstaciconfigsfolder under the following
filenames:

! vim RestAPlendpoint supports IP based CN (common name) Gdr&ficate.
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mercuryca.crtmustcontainentiretrustchainincluding RootCAandanyintermediateCA. mercury.penmust
containthe TLS certificateandthe private key. The private key must not have any passphraser{oompted

key).
Cp <new-ca-root -cert> /root/openstack -
configs/mercury - ca.crt cp <new - key - file>
/root/openstack - configs/mercury.key
cp <new - cert - file> /root/openstack - configs/mercury.crt

2. Once copied, run the below reconfigurat@mmmand:

cd /root/installer - Xxxx/tools/
[restapi.py - a reconfigure - s

3. If the copied certificate in Step 1 is FQDN based, use the following opti@eaafigure:

cd /root/installer - Xxxx/tools/

Jrestapi.py - a reconfigure -

tls -d <FQDN> For e.g.

Jrestapi.py - a reconfigure -tls -daag34 - bn.cisco.com

4. To get the FQDN name from certificate, use followirmgnmand:

# openss| x509 - in /root/openstack - configs/mercury -ca.crt -text -noout
Subject: C=US, ST=California, L=San Jose, O=IT, CN=gg34 - bn.cisco.com
5, Execute VIM reconfigure to deploy TLS certificate to other services like Kibana, amd so

OpenStack APl Endpoinfsaproxy)

It is importantto replacethe certificatesbeforetheyexpire.After NFVI is installed,you canupdatethe
certificateshy replacingthehaproxy.pemand haproxyca.crt files and running the reconfigure commarral.
reconfigure certificate files, follow the below steps:

1. Copy the new key, CA root, and certificate files into-thepenstaciconfigsfolder under the following
filenames:

' haproxyca.crtmust contain entire trust chain including RootCA and any intermediate CA. If LDAP
certificate for keystone authenticatimissuedby a differentauthoritythanthatof haproxy

certificate theentiretrustchain(RootCAandanyintermediateCA) for LDAP certificate must be
annended tn the file

Cp <new- ca-root -cert> /[root/openstack -
configs/haproxy - ca.crt cp <new -cert -
file> /root/openstack -
configs/haproxy.pem

391



HCLTech

2. Once copied, run the below reconfiguratgtaps:

mv /root/openstack - configs/openrc
/root/<your_dir >/ cd
/root/installer - XXXX

hvim reconfigure
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3. For generating thirgharty certificatesfollow the below:

a. If external_Ib_vip_fqdis defined in thesetup_datagenerate the certificate using the
external_Ib_vip_fgdasDNS.
b.If external_Ib_vip_ipv6_address defined but nogéxternal_Ib_vip_fqgdngenerate the certificate using
theexternal_Ib_vip_ipv6_address
as IPAddress.
c.If thesetup_dataontainsonly external_Ib_vip_addresbut neitherexternal_Ib_vip_ipv6_address
norexternal_Ib_vip_fgdrgenerat the certificate using thrternal_|b_vip_addresss IP
Address.

Fluentd Services (clierdidecertificates)
This is applicable only when MGMT_TLS is setfnie.

1. Forthe Fluentdaggregatoserviceon the managememode boththe key andcertificatefile are
reconfiguredaspartof thereconfigureoperation.

2. For the Fluentdervice on the controllers, compute and storage nodes, the certificate file is reconfigured as par
of the reconfigure@peration.

3. Copy the key and certificate files to théeopenstaciconfigsfolder on the management node, and run the
reconfiguratiorcommand:

cp <new - key - file> /root/openstack -

configs/logstash - forwarder.key cp <new- cert -
file>  /root/openstack - configs/logstash -
forwarder.crt cd ~/installer - XXXX

hvim reconfigure

Verifying TLS Certificates

VIM providesatool to checkthe expirationdateof theinstalledcertificatesIf acertificateis expired,you may
notbeableto accessheHTTPS endpoints. Checks are run daily, and a syslog message is created if a certificate
is nearing expiration.

In addition, a tool is provided to check certificate expiration on demand using the follcovimgand:

# cd /root/installer - Xxxx/tools
# python3 certificate - check.py - help

To check all certificates, run the followimgmmands:

# cd /root/installer -
xxxx/tools # python3

To check a single certificate, run the followicgmmands:
# cd /root/installer - Xxxx/tools

# python3 certificate - check.py -s openstack
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LDAP AD Support with Keystorge
LDAP AD Support with Keystong3

With the introduction of KeystoneV3, the openstack service authentication can be delegated to an external LDAP/AD
server. In VIM, this feature has been introduced optionally if the authorization is done by Keystone v3. Just like
Keystonev3, this feature mde enabled on an existing pod running VIM. &wil this feature post pod deployment,

the setup_data needs to be augmented with the following information during the pod installation.

An importantpre-requisitefor enablingAD/LDAP integrationis thatthe AD/LDAP endpointMUST bereachable
from all the Controllernodeghatrun OpenStack Keystone Identity Service.

LDAP:
domain: <Domain specific name>
user_objectclass: < objectClass for Users> # e.g

organizationalPerson group_objectclass:

<objectClass for Groups> # e.g. groupOfNames
user_tree_dn: '<DN tree for Users>' # e.g.
'‘ou=Users,dc=cisco,dc=com' group_tree_dn: '<DN
tree for Groups> # e.g.

'ou=Groups,dc=  cisco,dc=com’ suffix: '<suffix for

DN>' # e.g. 'dc=cisco,dc=com'

url:  '<ldap:// host:port>' # e.o.

'[dap://172.26.233.104:389' or

url: '<ldaps|ldap>://[<ip6 - address>]:[port]'
e.g.ldap://[2001:420:293:2487:d1ca:67dc:94b1:7e6¢]:389 - >

note the mandatory "[.. ]"around the ipv6 address

user:. '<DN of bind wuser>' # e.g. 'dc=admin,dc=cisco,dc=com’,
Optional but need to added along with password.

password: <password> # e.g. password of bind user, Optional
but need to be added along with DN of bind user.

user_filter = (memberOf=CN=0s - users,0U=0S -
Groups,DC=mercury,DC=local) user_id_attribute =

sAMAccountName

user_name_attribute =

sAMAccountName

user_mail_attribute = mail #

Optional group_tree_dn = ou=0S

Groups,dc=mercury,dc=local

group_name_attribute =

sAMAccountName
group_filter: '(&(objectClass=group)(|(cn=server -
ops)(cn=admins)))' # Optional group_member_attribute:

maoamharl lid # Nntinnal
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Condition for LDAP user and password parameters af@law/s:

« 17 Can be optional
« 271 Should be mutually inclusive
« 317 If defined, it cannot be empty

To initiate theintegrationof LDAP with Keystonev3 on anexistingpod,copythe setupdatanto alocal directory,
updateit manuallywith therelevantLDAP configuration, and then run the following reconfiguration commands:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~#

mkdir MyDir

[root@mgmtl ~]# cd

MyDir

[root@mgmtl ~J# cp /root/openstack -
configs/setup_data.yaml <my_setup_data.yaml>

[root@mgmtl ~J# vi my_setup_data.yaml (update the
setup_data to include LDAP info) [root@mgmtl ~]# cd

~/installer - XXXX
[root@mgmtl ~]# hvim reconfigure -- setupfile ~/MyDir/<my_setup_data.yaml|>

The reconfigure feature supports a full or partial reconfiguration of the LDAP integsatigine.

' All the parameters within the LDAP are configurable with the exception of the dpaameter.

Integrating identity with LDAP over TLS : The automation supports keystone integration with LDAP over TLS.
To enable TLS, the CA root certificate mbstpresentecspartof the/root/openstaciconfigs/haproxyca.crtfile.
Theurl parametewithin the LDAP stanzanmustbe setto Idaps.Additionally, the url parameter supports the
following format: url: '<ldaps | Idap>://<FQDN |-#ddress>:[port]' The protocol can be one of the following: Idap
for non ssland Idaps when TLS needs to be enabled.

The Idap host can be a fulyualified domain name (FQDN) or an IPv4 or v6 address depending on how the SSL
certificates argenerated.

The port numberis optionalandif not providedassumeshattheldapservicesarerunningon the defaultports.For
example389for nonssland636for ssl.However if thesearenotthe defaultsthenonstandargortnumberanust
be provided.Exceptfor thedomain,all otheritem valuescanbechanged via the 'reconfigure' option.
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NetApp from http thittps
Moving Netapp transport from http kdtps

For deployments with NetApp running over http protocol, you can migrate it to httpdgpeyment.

1. To initiate the change, copy teetupdatanto a local directory and manually update the name/value pair in the
NetAppsection:

NETAPP:

server_port:
443
transport_type:
https

netapp_cert_file: <root ca path for netapp cluster only if protocol is
https>

2. Execute the following commands, to update the Netégagion:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~#

mkdir  MyDir

[root@mgmtl ~]# cd

MyDir

[root@mgmtl ~J# cp /root/openstack - configs/setup_data.yaml

<my_Setup_data.yaml>
[root@mgmtl ~J# vi my_setup_data.yaml (update the setup_data to

netapp section as listed above) [root@mgmtl ~]# cd ~/installer - XXXX
[root@mgmtl ~]# hvim reconfigure -- setupfile ~/MyDir/<my_setup_data.yaml>
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Hardening/IMDeployment
Hardening VIMDeployment

VIM configuregheservergo allow networktraffic thatis necessaryor its operationand

to dropanyothertraffic. If you want to harden the VIM deployment, setup the firewalls

ahead of the external interfaces.

The following table provide information about the expected traffic from the management node interfdbes of

Interf Direction
ace

br_api incoming
br_api incoming
br_api incoming

br_api incoming

br_api incoming
br_api incoming

br_api outgoing
br_api outgoing
br_api outgoing

br_api outgoing

br_mg incoming

mt

br_api outgoing

br_api outgoing

localh incoming/
ost | outgoing

br_api outgoing

br_api incoming

Proto  UDP/
col TCP

HTTP TCP
S

HTTP TCP
S

HTTP TCP
S

HTTP TCP
S

SSH TCP

HTTP TCP
S

NTP UDP
DNS UDP

Syslo UDP
g
HTTP TCP

S

HTTP TCP
HTTP TCP
HTTP TCP
HTTP TCP
SNM UDP

P
HTTP TCP

Por Application
t

844 RestAPI
5

800 RestAPllogs
8

900 Unified
0 Managementl

560 Kibana
1

22 SSH

300 Grafana
0

123 NTP
53 DNS
514 Syslog

443 VIM artifacts

708 Fluentdaggr
1

909 Prometheus
0

909 Alertmanager
3

116 SNMP/
2 VIM_MON

162 SNMP

22 SERVER_MON
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514.

Downloadartifactsfrom SDS

Fromall nodeso mgmtnode

Internal communicatiorbetween
processes

UserdefinedDefaultvalueis 162

FromCIMC of theUCSservers.
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br_api incoming Syslo UDP
g

br_api outgoing LDAP TCP

br_api outgoing LDAP TCP
S

br_api outgoing SSH TCP

br_api outgoing HTTP TCP

br_api outgoing HTTP TCP
S

br_mg incoming NFS UDP

mt

514 SERVER_MON

0
389
636

22
80
443

111 RemoteNFS
backupfor ELK

+ Syslog
LDAP
LDAPS

CiIMC
CIMC
CiMC

FromCIMC of theUCSservergo
themanagementode

Default: 3890r definedin setup_datz
Default: 636 0r definedin setup_datz

SSHAccesgo CIMC

Portmappeto gettheportnumber
for nfsd

The following table provide information about the expected traffic from the control node interfadét of

Interface Direction
external_lb_v incoming
p
external_|b_v incoming
p
external_|b_v incoming
p
external_lb_v incoming
p
external_|b_v incoming
p
external_lb_v incoming
p
external_|b_v incoming
p
external_lb_v incoming
p
external_|b_v incoming
p
external_|b_v incoming
p
external_|b_v incoming
p

external_lb_v incoming
p
external_|b_v incoming
p

Protocol

HTTP

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

UDP/TC Port

P
TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

80

443

8774

6080

9696

8776

9292

8000

8004

9999

8777

8041

8778
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Redirectdo 443
Horizon

Nova
NovaNoVNC
Proxy

Neutron

Cinder

Glance

Heat

Heat

Cloudpulse

Ceilometer

Gnocchi

Placement



external_Ib_v incoming HTTPS

p
br_mgmt

br_mgmt
br_mgmt

br_mgmt

outgoing HTTP
outgoing LDAP
incoming LDAPS

incoming HTTP

TCP 5000 | Keystone
TCP 15672 RabbitMQ From managementodeonly
monitoring

TCP 389 LDAP Default: 3890r definedin
setup_data

TCP 636 LDAPS Default:6360r definedin
setup_data

TCP 7081  Fluentd To managementode

The following table providénformation about the expected traffic from the VIM Software Hub Server node interfaces

of VIM.

Interf Direct
ace ion

br_pub outgoi
lic ng
br_pri incomi
vate ng

br_pri incomi
vate ng

br_pubincomi
lic ng

br_ad incomi
min ng

Proto UDP/ Po Applica Note

col TCP
NTP UDP

HTTP TCP
S

HTTP TCP
S

SSH TCP

SSH TCP

rt tion
123 NTP

443 HTTPD Browsingartifactsonawebbrowserandusing
reverseproxy for dockerregistry

844 HTTPD VIM podregistrationon SDSSoftwareHub

1

22 SSH For SDSserversvithoutanADMIN (br_admin)
network.

22 SSH ForSDSserversvith anADMIN (br_admin)
network.

The following table providénformation about the expected traffic from the Unified Management node interfaces of

VIM.

Interf Direct Proto UDP/ Por Application

ace ion

br_apioutgoi HTTP TCP | 844 Unified

ng

br_apiincomi HTTP TCP A 900 HTTPD

ng

col TCP
S

S

Note

t

Connecto VIM management
5 Managemeni nodeRestAPI

ul
0

br_apiincomi SSH TCP 22 SSH

ng
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Securing ManagemeNbde
Securing VIM ManagemeriNode

« Overview

« Constraints

« EnablingManagement

NodeSecurity

« Operation Details
o Check Password Age Policies
o View/ResetAuthentication
FailureRecords
o View/Unlock Inactive
Accounts

! After anupdateto vim 3.4.6,ensureghatyou run a plain reconfiguratiorif
PASSWORD_MANAGEMENTor SSH_ACCESS_OPTIONS settings are defined in setup data prior
to update.

Overview

You canmatchthe managememodewith customer'sT policiesfrom SSHandpasswordrotocolspoint of view.
Thefollowing sectiondescribesarious options to track user activity and ways to get out of a block or failed state.
Listed below are the optionaétup_entriesised to further harden the management node security.
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PASSWORD_MANAGEMET

## Password
Hit

# a. Minimum length of the password must be 8.

# Db. 5 characters in the new password must NOT be
present in the old password. #  c.Passwords should
satisfy at least three of the following conditions:

# - at least 1 Iletter

between a to z # - at

least 1 letter between A to Z

# - at least 1 number

between 0 to 9 # - at

least 1 other character

T’élass' Each of the mentioned condition can be called as

# d. Max number of 3 allowed consecutive same characters
(‘aaa..".

# e. Max number of 4 allowed consecutive characters of
the same class ('1234..). # f. Username should NOT
## Password expiration policies:

HH

# a. Not applicable to root user.

# b. Force users to change password on first login.

# c. max_days can only be used in conjunction with

warning_age and vice versa.

# Optional, max days after which the user is forced

to change self -password. # Type: Integer, Allowed

range: 90 to 99999 (default).
maximum_days: 90

# Optional, number of days before the expiry of
password; users will get expiry# notification upon
login.

# Should be less than the value of maximum days.

# Type: Integer, Allowed range: 1 to 99998,
Default: 7. warning_age: 7

# Optional, number of last passwords to compare with
new one.
# Type: Integer, Allowed range: 2 to 12, Not enabled

by default. history_check: 2
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SSH_ACCESS_OPTIONS:

# Optional, defaults to 3600 Secs
# Type: Integer, Allowed range:
300 to 3600.

session_idle_timeout: 3600

# Optional, only one active SSH session or KVM/serial console.
# Type: Boolean, Options: True and False. Not enabled
by default. enforce_single_session: <True or False>

# Optional, number of login attempts.
# Type: Integer, Allowed range: 3 to 6, By default not
enabled. session_login_attempt: 3

# Optional, lockout session for a duration in
seconds for the user who # exceeded the
session_login_attempt using incorrect

passwords.
# Defaults to 600 secs, when
session_root_lockout duration is defined, #

otherwise not enabled.

# Type: Integer, Allowed range:
300 to 86400.
session_lockout_duration: 300

Constraints

Though both PASSWORD_MANAGEMENT and SSH_ACCESS_OPTIONS are optional, the following constraints
areapplicable:

1. IPA and PASSWORD_MANAGEMENT keys are mutuadlyclusive.

2. Underthe PASSWORD_MANAGEMENTsection theattributeof maximum_daysanonly beusedin
conjunctionwith warning_ageandvice versa.

3. IPA and SSH_ACCESS_OPTIONS keys are mutuatisiusive.

4. ForSSH_ACCESS_OPTION$eattributeof session_lockout duratiandsession_root_lockout_duration
canonly exist,if thesessiorlogin attempts exist. Theession_login_attempannot exist if
session_lockout_duraticor session_root_lockout_duratias not defined.

5. If permit_root_login is False and SSH_ACCESS_OPTIONS is enabled, the administrator must take care of
using it to avoid lockout from the systdor along duration.If permit_root_logirs setto True,the Admin
(root) canintervenewhenever user(VIM admin)is blockedfrom the system either due to invalid access or
inactivity.

6. Theattributeof enforce_single_sessiamderSSH_ACCESS_OPTIONIS applicablevhenaccessinghe
managememntodevia SSHsession or KVM/serial console.

7. Thepasswordexpirationpolicy doesnotapplyto therootuser.However therootuserneeddo abideby the
passwordtrengthcheckswhile setting/resetting the password for self or others.

8. Enforce single session does not apply to the uset.
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9. Carefulplanningmustbe doneto enforcesinglesessiorfor nonroot usersto avoidlockoutdueto networking
issuessuchasthe disconnection of the VPN access in the middle of the SSH session.

10. Passwordnanagemerforcesthe VIM adminsto changeheir passwordnthefirst login. Thisis notapplicable
whenthefeatureis enabledsia reconfiguration, as the VIM admins would already be using the system. The VIM
admins must also change their password, after the expiry of maximum_days from the date on which their
password is set.

11.  Thelockout_inactive_usersetting is applicable only to users who have logged into the system aireast
Following SSH_ACCESS_OPTIONS subkeys are not allowed when VIM_Idap_adneimahied:

a. session_log_attempt
b.session_lockout duration
c.session_root_lockout_duration
d.lockout_inactive_users
e.enforce_single_session

Enabling Management Nodg&ecurity

You canenablethis featureon Day 0 aspartof thefreshinstallationor lateron via reconfigurationOnceenabled,
you cannotdisablethefeature/attributes. To enable this feature via reconfiguration, follow the below steps:

1. Take a backup of the setup data file and update the file manually with the configuratioalisted
2. Run the following reconfiguratiooommand:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#
mkdir MyDir
[root@mgmtl ~]# cp /root/openstack - configs/setup_data.yaml /root/MyDir/

[root@mgmtl ~J# # update the setup data to include
PASSWORD_MANAGEMEMT/or SSH_ACCESS_OPTIONS [root@mgmtl ~]# cd
/root/MyDir/

[root@mgmtl ~]# vi

setup_data.yaml [root@mgmtl

~J# cd ~/installer - XXXX
[root@mgmtl ~]# hvim reconfigure -- setupfile /root/MyDir/setup_data.yaml

OperationDetails

As theVIM adminscanenterablockedstatedueto invalid passwordisageor inactivity, theroot user
cantrackandrectify suchactivities. Listed below are some of the operations the root administration can

do to get the VIM admins out of the bind.

Check Password Adeolicies

Admin (root) user can check the password policy for a particular VIM admin, or VIM admins can also check theirs vie
the below ‘chageitility .

#chage -1 <VIM_admin_user_name>

Last password change 2

an 13,
2020
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Password expires 26\ 622
Password inactive never
Account expires - never
Minimum number of days between - 0
assword change
aX|mum number o’r days between ;100
assword
umbergr da;(/s 0 warnlng before T3
passwor

View/Reset Authentication FailuRecords

TheVIM_adminscannotaccessheir accountfor session_lockout_duratiahthe sessioriogin attemptsareexceeded.
Admin (root) usercanintervenef required.

Display authentication

failure records: #

faillock -- user Val
<vim_admin_user_name> id
<vim_admin_user_name>:

When Type Source

2020- 01- 15 15:25:17 RHOST

10.65.252.219

2020-01-1513:41:31 RHOST

- T <

Reset authentication failure records
for a vim_admin user: # faillock -- user
<vim_admin_user_name>  -- reset

View/Unlock Inactivédccounts
TheVIM_admin accounts lockedoutif thelogin to the managememodeis not performedor a predetermined
numberof daysspecifiedagainstockout_inactive users.

View user account status:
# passwd -S <vim_admin_user_name>

Reset user  passwords:
# passwd <vim_admin_user_name>

Unlock user account:
# passwd -u

<vim_admin_user_name>
#su -

! Usage of any other commands outside the contextrofvim CLI) is strictly notallowed.
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LDAP Authentication fétibana
LDAP Authentication folKibana

« EnablingLDAP Authenticatiorfor
KibanaEnabling

+ LDAP on Kibana Post VIM
Installation

Enabling LDAP Authentication fdkibana

From VIM 3.4.6, you can accessKibana (in the EFK solution) on the managemenhode using LDAP
credentialsif LDAP is enabledn Day 0 asa reconfigurableption.To enableLDAP, configuretheconnection
to the LDAP serverandsetavalid filter to accesKibanawith therelevantLDAP credentials.

The Kibana supports the role \dieweronly, as there is no option to modify the existing dashboaribana.

. If youareusingFQDN asldap_uri, themanagememodemustbe
ableto resolveit. Only one LDAP server is allowed for

ArithAantiantianm in IilkhAanaAa

To enableLDAP for Kibana,modify thesetup_data.yanille to includealdap sectionunderthe KIBANA asgiven
below (replaceexamplevaluesasappropriate):

KIBANA:
Idap:
domain_mappings:
- attributes: {email: email, name: givenName,

surname: sn, username: uid} bind_dn: <bind_dn>
bind_password:
<bind_password>
domain_name:
<domain_name>
group_search_base_dns:
['ou=Groups,dc=org,dc=com’]
group_search_filter:
(&(objectClass=posixGroup)(memberUid=%s))
group_search_filter_user_attribute: uid
Idap_uri:
Idaps://<Idap_ip/ldap_fgdn>
group_attribute:
<group_attribute>

Aratin attrihinitAa e Ane
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Following are the list of properties used to enalidé\P:

Property Field Description
Requir
ed
search_filter Mandator It is the filter for thequeries.
y
search_base_dnsMandator It is the base DNS name used foraaleries.
y
Idap_uri Mandator Default port is 389. Takes the value 636)3&_ssk True and port is natefined.
y
group_mappings Mandator Must contain at least one group with org_rdlewer.
y

Optionally, you can add a second group with org_Yoésver.

You can add multiple LDAP groups mappedtg_role
domain_name  Mandator Any nortempty name iacceptable.

y
domain_mappingsMandator Must contain one domaiexactly.
y
bind_password | Conditio Mandatory, if LDAP supports binding. Not required for anonymuing.
nal
bind_dn Optional Mandatory, if LDAP does not support anonymairsl.
attributes Optional  Mandatory key but individual attributes arptional.
use_ssl Optional ' Optional. If not provided, defaults fealse.
start_tls Optional ' Optional. If not provided, defaults tealse.
client_cert Optional ' Authentication against LDAP servers requiring clieattificates.
client_key Optional ' Authentication against LDAP servers requiring clieattificates.
root_ca_cert Optional | Indicates the path to your root GA&rtificate.

group_search_filte Optional = Used to search groupembers.

group_search_ba¢ Optional Base DN to searcgroups.
_dns

group_search_filte Optional  Indicates the distinguished name of the cliesgrname.
_user_attribute

group_attribute_is Optional Defaultis True.If True,thedistinguishedhameof theclientusernamés usedfor
dn checkinggroup membership, otherwise, the client username is used.

group_attribute  Optional  Default value is membedid.

Enabling LDAP on Kibana Post ViNhstallation

To enable LDAP on Kibana post VIM installation via the reconfiguration option, follow the |stéps:
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1. To initiate the integration, copy the setupdata into a local directory by running the folloavimgand:

[root@mgmtl ~]#  cd
/root/ [root@mgmtl ~1#
mkdir  MyDir

[root@mgmtl ~]# cd

2. Update the setupdata by running the followtognmand:

[root@mgmtl ~J# vi my_setup_data.yaml (update the setup_data to include
ladp section under KIBANA

3. Run the following reconfiguratiooommand:

[root@mgmtl ~]# cd ~/installer - XXXX
[root@mgmtl ~]# hvim reconfigure -- setupfile ~/MyDir/<my_setup_data.yaml|>
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EnablingBarbican

EnablingBarbican

« Overview

« ConfiguringSecret
StoreBackend
o Simple Crypto
Plugin
o PKCS#11Crypto
Plugin
+ Protecting HSM
PIN

Overview

You canoptionallyenableBarbicanduringinitial installationof VIM or lateron aspartof reconfiguratioroperation.
You cannotdisableonceenabledTo enable Barbican, adihrbicanto the OPTIONAL_SERVICE_LIST in your

setup data file. For example:

OPTIONAL_SERVICE_LIST: [heat, barbican]

Configuring Secret Store Baekd
Barbicanstoressecretsn asecretstore.VIM supportghe
following secretstorebackends:

« Simple Crypto Plugin
« PKCS#11 (Publigkey Cryptography Standard) Crypto Plugin via HSM

Simple CryptdPlugin

The Simple Crypto Plugin implements encryption in software and stores the encrypted secrets in the Barbican
database. To use the Simple Crypto Plugimply addbarbicanto the OPTIONAL_SERVICE_LIST.No
additionalVIM configurationis required.VIM automaticallygeneratesheencryptionkey.

PKCS#11 Cryptdlugin

The PKCS#11CryptoPluginenablesiseof a HardwareSecurityModule (HSM) via the PKCS#11Cryptographic
TokenlInterface VIM supportgshe ATOSHSM. To use ATOS HSM, place the HSM certificate, key, and
softwareisofiles in theinstaller-xxxxx/openstackonfigs/directory on the management node, and update the
information in the setup data file:
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OPTIONAL_SERVICE_LIST: [barbican]

BARBICAN:
pl1_crypto_plugin:
pll_hsm_type: atos <required: must be set to ‘atos™>
pll login: <optional: your HSMPIN, you must provide the value in the

BARBICAN_PKCS11 PASSWOR$2cret if itis not provided here>
pll_mkek_label: <required: your
mkek label> p11 _hmac_label:
<required: your hmac label>
pll_slot_id: <deprecated: use
pll token_labels> pll token_labels:

<required for pll hsm_type atos>
1. <required: label of first HSM's token>
2. <required: label of second

HSM's token if second HSMis used>
atos_info:
atos_iso_file: <required: your HSM software iso file (e.qg.
Proteccio3.00.03.is0)> atos_client_cert_file: <optional: your HSM
client  certificate file (e.g. hsm_client.crt)>
atos_client_key file: <optional: your HSM client key file (e.g.

hsm_client.key)> atos_server_info:
Aatos_server_ip_address: <required: your HSM server -1IP address>
atos_server_cert_file: <optional: your HSM server - 1 certificate file
(e.g. hsm_server_1l.crt)>

Protecting HSMPIN

WhenusingBarbicanwith a PKCS#11HSM backend,you canprovidethe HSM PIN eitherin the setupdatafile
attributeBARBICAN.p11_crypto_plugin. p11_loginas the useprovided secret
BARBICAN_PKCS11_PASSWORD.

To avoidstoringthe HSM PIN in cleartextfirst enableVault for VIM secretstoragethenprior to Barbican
installation,initialize BARBICAN_PKCS11 PASSWORD by running the following command from the
installer/tools directory:

# cd /root/installer - Xxx/tools/

# ./init_secret.py -- setupfile=/path/to/setup_data.yaml -
password_name=BARBICAN_PKCS11_PASSWORD

To change the HSM PIN after installing Barbican, run the followimmmand:

# hvim reconfigure -- setpassword BARBICAN_PKCS11_PASSWORD

It is possible to bring in the option of Barbican via reconfiguration. For details on how to enable Barbican via
reconfiguration, se&eneralGuidelines
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Enabling Management Network oVes
Enabling Management Network OVELS

« Overview

« Assumptions

« Enabling TLS Management

Networkon Day 0

. Enabling TLS Management

Networkon Day 2

« Monitoring TLS Certificates

» Regenerating Management TLS Certificates

» Regenerating Management TLS Certificates after Expiry

Overview

FromVIM 4.0.0,you canoptionallyenableTLS overmanagememetworkon Day 0 or Day 2. If enabledyou
cannotdisableTLS. To balance between content and time, you can enable it for the required set of features.

Assumptions

Thefollowing assumptionaremadewhenenabling
managememetworkoverTLS:

» Applicable only for a fullon pod.

« Theexternal_Ib_vip_tlsmust be enabled to avail TLS over management network

« The mechanism drivers other than OVS are not suppaitbdnanagement network over TLS.

« All VIM nodes must be part of Layer 2 adjacent from the management node and not supported with central

management VM.

. OpenStaclservicesuchasSwift, Ceilometer SolidFire,Netapp.andlronic arenot supportedvith

managementetworkoverTLS.

« The central ceph or nano pod type is not supported with management network over TLS.

« VIM manages all the certificates for the management netwbdteates a pod specific root certificate which
is used to sign and verify each certificatethe network. It alsocreatesa certificatefor eachinterfaceand
nodeonthe network,distributethem,andensurehattheyareup to date.

« TLSversionl.2is usedfor protocol,andtheciphersuiteis

TLS_AES_256_GCM_SHA384.

« Some services like memcache might not run over TLS.

+ As the storage network for data replication is not encrypted, use the storage network as a prioafiioien

network.

Enabling TLS Management Network on D&y

To enable management network over TLS as part of fresh installation, updseéuihedatavith thefollowing:

410



HCLTech

B R R R R R
# TLS on MGMT Network

# When enabled management network  will

be secured over TLS # If not defined it

will default to False.

Enabling TLS Management Network on Day

To initiate the configurationof managementetworkover TLS onanexistinginstallation,copythe setupdatanto a
local directory,updateit manuallywith the relevant configuration as listed above, and then run the following
reconfiguration commands:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~J#

mkdir  MyDir

[root@mgmtl ~]# cd

MyDir

[root@mgmtl ~]# cp /root/openstack - configs/setup_data.yaml

Monitoring TLSCertificates

VIM providesatool thatcheckghe TLS certificatesandreportsthetime remaininguntil expiration. To perform
this checkvia CLI, runthefollowing command:

[root@mgmtl ~J# cd ~/installer - xxxx/tools
[root@mgmtl ~]# python certificate - check.py[ -s MGMT_TLS]

! Thecertificate expiry is monitored automatically by VIMMON if itemabled.

Regenerating Management TIC®rtificates

TheTLS certificateson the managememetworkaregeneratedvith validity of threeyears An admincan
regeneratéhe TLS certificateswhenthe certificates are close to the expiry date or for some reasons beyond VIM
control. To regenerate the management network TLS certificates for all the nodes includingsigaiself

authority, enter the following commands:

[root@mgmtl ~]# cd /root/
[root@mgmtl ~]# hvim reconfigure -- reconfigure_certificates management_certs

! You cannot reconfigure the external and management TLS certifgiatakaneously.

Regenerating Management TLS Certificates dtquiry

If TLS certificates over management network expires, regenerate the certificates using theobetend:
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[root@mgmtl ~]# cd froot/
[root@mgmtl ~]# hvim  reconfigure -- reconfigure_certificates management_certs

favan

(® starting from vim 4.4.4; openstack image created by downloading the image from web is supported while
mamt_tls isenabled
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Usage of Prencryptedmages

Usage of Preencryptedmages

« Overview

« Generating UKS
Passphrase

+ Creating Encrypted
Image

« Storing Encrypted Image
« Defining Encrypted
VolumeType

+ CreatingEncrypted
BootVolume

« Booting VM from Encrypted Volume

Overview

FromVIM 4.0.0,theusageof pre-encryptedmagess supportedy default.To usepre-encryptedmagesyou
mustenableBarbicanthe OpenStack secret manager. For more details on Barlsieea@penStack Barbican

Generating LUKSPassphrase

To useapre-encryptedmage,theencryptionkey or LUKS passphrastor thatimagemustbeavailablein Barbican.
UsetheBarbicanto createandstore the encryption key. Ensure that you maintain a@oae relationship between

encrypted images and keys, that is, use one key to encrypt one image. To create additional key for each image that
you want to encrypt, use the following command:
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# source /root/openstack - configs/openrc

# openstack secret order create key -- name 'passphrase' -- algorithm aes -- bit -
length 256

| Order  href |
https://[2001:420:293:2569:10:30:116:24]:9311/v1/orders/52e24671 - b679- 4dcl -
9f36 - 17611f5be727

I
| Type | Key

I
| Container href | N/A

I

| Secret href | None
Created | None
Status | None

Error code | None

Error message | None

# openstack secret order get
https://[2001:420:293:2569:10:30:116:24]:9311/v1l/orders/52e24671 - b679 - 4dcl -
9f36 - 17611f5be727

| Field |

| Order href |
https://[2001:420:293:2569:10:30:116:24]:9311/v1/orders/52e24671 -
b679- 4dcl - 9f36 - 17611f5be727 |
| Type I
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Key I
| Container href | N

IA |
| Secret href |

https:/  /[2001:420:293:2569:10:30:116:24]:9311/v1/secrets/9e98h94f -
8725- 4a45- b375- 672926513545 |

| Created | 2020 11 - 16T03:21:54+00:

00 |

| Status |

ACTIVE |
| Error code |

None |
| Error message |

None |

# openstack secret get \
-- payload_content_type 'application/octet - stream' \
-- file luksl.key \
https://[2001:420:293:2569:10:30:116:24]:9311/v1/secrets/9e98b94f - 8725- 4a45 -
b375 - 672926513545

#xxd -p -c32luksl.key
71f3ef71cclObaf3d48caa7a77c043bc549ad1f5e4d7520aa8
cabb1604b53eda

' Ensure that the length of encryption key is exactly 256 bit dny8s.

Creating Encryptetinage

Usethe 32 byte LUKS passphrasto createanencryptedmageonaLinux serverthatis separatérom VIM nodes.
It requiresa softwarethatis not included in VIM.

Following is an example of creating an encrypted image based on the @mags

1. Download the image and convert it from QCOW?2 to famnat:

# yum install cryptsetup gemu -img

# wget http://download.cirros -

cloud.net/0.5.1/cirros -0.5.1 -x86_64 -disk.img #
gemu img convert -fgcow2 -Oraw \

cirros -0.5.1 -x86_64 - disk.img cirros - 0.5.1.raw

2. Uselosetupto find anavailableloopfile, probably/dev/loop0 Whenprompted gnterthe 32 byte LIKS
passphrasw createa LUKS encryptedcontainer:
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# dd if=/dev/zero of=cirros - luks -
container bs=1M count=2000 # losetup

/dev/loopO cirros - luks - container
# cryptsetup luksFormat -- type luksl /dev/loop0

WARNING!

This will overwrite data on /dev/loop0O irrevocably.

3. Mountthe container and copy the CirrOS image intdJise the following filecommand to verify the resulting
file, cirros-luks-container

# cryptsetup luksOpen /dev/loop0 byov
# sudo dd if=cirros -0.5.1.raw
of=/dev/mapper/byov # cryptsetup

luksClose byov
# losetup -d /dev/loop0
# file cirros - luks - container

Storing Encryptedimage

To storeanencryptedGlanceimagebasednthesecretcreatedoy UUID andthecreated.UKS containerfor
examplegirros-luks-container usethe following command:

# source /root/openstack - configs/openrc

# openstack image create -- disk -formatraw  -- container - format bare \
-- file cirros - luks - container -- private \
-- property  cinder_encryption_key id=9e98b94f - 8725- 4a45- b375- 672926513545 \
-- property

cinder_encryption_key deletion_policy=on_image

' The encrypted image is stored with a specified neimes-encrypted.

Defining Encrypted Volum@&ype

You must define a volume type corresponding to LUKS encryption for the creation of encrypted boot Jdiisnie.
a onetime setting for a givepod.

# source /root/openstack
configs/openrc # openstack

volume type create \
-- encryption - provider nova.volume.encryptors.luks.LuksEncryptor \
-- encryption - cipheraes -xts -plain64 \

-- encryption - key - size 256 \
-- encryption - control -
location front -end \ LUKS
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Creating Encrypted Boafolume
You need to create an encrypted volume as you cannot boot thediredg.

1. Get the list of images and the UUID of the encrypted image you wisteto
2. Create an encrypted volume using the below commands and then bootuhs:

# source /root/openstack -
configs/openrc # openstack

image list

+ R ++

| ID | Name | Status |

+ R ++

| dac93186 - 2793-47e8-97cl - e8d54a91a9b0 | RHEL - guest - image | active
| efc0773a - e156- 4e4l-9b64 - 11363d43b359 | cirros - encrypted | active
+ R ++

# openstack volume create -- image efc0773a -el56-4e4l-9b64 -

11363d43b359 -- size 2 -- type LUKS cirros - bootable

Booting VM from Encrypted/olume

To boot the VM from encrypted volume, use the followdognmand:

source /root/openstack - configs/openrc
openstack server create -- flavor <flavor>  -- nic net -id=<ext -net - name> --
volume cirros - bootable  cirros - encrvnted - bhoot
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Improving Network Security with sysatiables

Improving Network Securitywith sysctlvariables Sysctl(systemcontrol) variablescontrol certainkernel
parametershatinfluencethe behaviorof different partf the operating system, for example the Linux network
stack. Many kernel parameters can be changed directly by writing a new value into a parsenelite.
However thesechangesrenot persistecandarelost aftera systenreboot. Thereforejt is recommendetb
configureall changes in a sysctl configuration file to have them applied at every system start.

Starting from VIM 4.4.2, we have an option to change the VIM IPv4 and IPv6 default Network séithmsing
is the list of parameter which are changétknthis setup_dataptionis enabledDefaultvaluefor all these
parameterss listedin parenthesesVhenthis setup_dataptionis notsetor setto falseip stackcomeup with
defaultvalueslistedin parenthesed his featurecanbe enabledeitherasday-0 configurationor turnedon/off as
day-2 configuration. (via hvinmeconfigure operation)

CUSTOM_PARAM _IP_STACK: <True or False> # default is False
net.ipv4.ip_forward = 0 (1 on controller & mgmt node, O

on other nodes) net.ipv4.conf.all.send_redirects = 0 (1)
net.ipv4.conf.all.log_martians = 1 0)

net.ipv4.tcp_timestamps = 0 @

net.ipv4.conf.all.arp_ignore = 2 ©

net.ipv4.conf.all.arp_announce = 2 ©
net.ipv6.conf.all.router_solicitations = 0 ( -1)
net.ipv6.conf.all.autoconf = 0 @
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CIMC Password encryption support in sediapa

Starting from VIM 4.4.4, Improving the security by not displaying plain text password of CIMC in the VIMféetup

Until this release, the cimc passwords will be in plain text, from this release the actual passwords of VIM will not be
displayed in th&/IM
setup_data.yaml rather stored in /root/openstackigs/secrets.yaml

This feature is available as D@yfresh install and Da¥ as reconfigure and can be enabled globally or per server
basis

(D Global config: The value for cimc_passwastiould be'cimc_password_common”

Per server basis: The value for cimc password shouldrne password <computel/controll/storagel>

Global config in setup_data
CIMC- COMMON: {cimc_password: cimc_password_common, cimc_username: admin}

Per - server config in

setup_data  SERVERS:
compute - 1:
cimc_info: {cimc_ip: 10.8.224.9, cimc_password: cimc_password_computel}
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Steps to implement thigature:

Steps to create the cimc_password

1. For Global config, Update the setup_data file on the
CIMCG COMMONection  as follows CIMC - COMMON:
{cimc_password: cimc_password_common, cimc_username:
admin}

2 For Per server basis config, update the SERVERsection in
the setup_data as follows  SERVERS:

compute - 1:
cimc_info: {cimc_ip: 10.10.10.10, cimc_password: cimc_password_computel}
3 Create password for cimc_password_common
cd /installer - <4.4.x>/tools (x=4)
Jinit_secret.py -- password_name cimc_password _common -- setupfile
~/save/setup_data.yaml (After  this command execution it will prompt to enter
the actual password)Enter cimc_password_common:

Re- Enter cimc_password_common:

4 Create password for
cimc_password_compute<> cd

~----finstaller---------- <4:4.x>[tools

(x=4)

Jinit_secret.py -- password_name cimc_password _compute<> -- setupfile
~/save/setup_data.yaml (After  this command execution it will prompt to enter

the actual password)

Entar rimer naccwinrd comniitacsS:

(@ If theadministratooverwritesthe cimc passworgit is mandatoryto run the"hvim reconfigure--
cimc_password-setupfile~/savel setup data.yamy/"
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Option to change the umas&lue

In VIM 5.0.4, the administrator has an option to disable the default umask value of 22 and enable the umafsk value

027. This can be achieved during VIM Day(fresh installation) or Dag via hvimreconfigure

# Set umask value to 027 in /etc/bashrc and [etc/login.defs
# Files and directories created by the user wil have
permissions of 640 and 750. # Default umask value is

022.

# Default is False

# Type: Boolean, Allowed values:
True or False enahle umask 027:

(@ ThisFeaturds supportedrom vim 4.4.4andthe umaskvalueswill beupdatedn /etc/bashr@and
/etc/profileuponchanginghe default umask value via setup datgibute.
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Securing Memcached

Memcached is a genefplrpose distributed memory caching system that is often used to speed up dynamic-database
driven api services by caching data and objects in RAM to reduce the number of times an external data source must
read.

Openstack services are storing the data in Memcached as clear text.

Feature Highlights :
- Starting from 5.0.4 the data in the Memcached are encrypted.
- Only VIM controllers and compute node can only access Memcached service (. i.e., IP table rules open up th
Memcached ports that are only from controllers and computes)

Not Included in this feature:
- Horizon's memcached data will still be in cleartext because the libraries used in OSP17 is not supported yet.

To enable this feature, it can be achieved in-Ddiyesh install) and Dag via reconfigure.
This feature is applicable for all the MECHANISM_DRIVER we support ( openvswitch, ovn, vpp)
Day-0

- Setup_data attribute

-  ENABLE_SECURE_MEMCACHED : True

Day-1
- Enable the setup_data attribute and perform ciscovim reconfigure

To Disable this feature, remove the setup_data attr,]

WARNING: The pod with mechanism_driver: vpgll have a data plane outage during reconfigure.
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TOR Password encryption support in setup_data

Starting from HVIM 5.0.4, Improving the security by not displaying plain text password of TOR (Top of the Rack) in
the hvim setup file.

Until this release, the TOR passwords will be in plain text, from this release the actual passwords of TOR will not be
displayed in thdawvim setup_data.yaml rather stored in /root/openstackigs/secrets.yaml or in vault if VAULT
feature is enabled.

This feature is available ONLY as D&yFresh install.

The value for TOR_passworshould be "switch_password_xxx"
#TORSWITCHINFO:

# CONFIGURE_TORS: true/false

# SWITCHDETAILS: # Please look at this section for N&&®0; max of 2 block
H -

#  hostname: <TOR-hostname>

# username: <TOGR admin username>

H*

password: <switch_password_torl>

# hostname: <TOR-hostname>

# username: <TOGR admin username>

H*

password: <switch_password_tor2>

Steps to implement this feature:

Steps to create the cimc_password

1. Update the setup_data file on the TORSWITCHINFO section as follows
SWITCHDETAILS: {{hostname:tor - 1,password: switch_password_torl, username:
admin},{hostname:tor - 2,password: switch_password_tor2, username: admin}}
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2. Create password for switch_password_xxx

cd /installer - <5.0.4>/tools

Jinit_secret.py -- password_name switch_password_torl -- setupfile
~/save/setup_data.yaml (After this command execution it will prompt to enter the
actual password)

Enter switch_password_tor1:

Re- Enter switch_password_tor1:

Repeat the above step for tor -2 as well

Day- 0 : Fresh installation

After the ISO install completion, perform the above mentioned steps to update the
switch_password in the setup_data file, and perform cvim install.
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StorageArchitecture

StorageArchitecture

OpenStackhasmultiple storagebackends NFVI useshe CephbackendAs Cephsupportdbothblock andobject
storageit is usedto storeVM images and volumes that can be attached to VMs. Multiple OpenStack services that
depend on the storage backend include:

+ Glance (OpenStack image service): Uses Ceph to store images.
. Cinder(OpenStaclstorageservice):UsesCephto createvolumesthat
canbeattachedo VMs.

* Nova (OpenStack compute service): Uses Ceph to connect to the
volumes created by Cinder.

The following figure shows the NFVI storage architecture companenel.
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CephStorage
CephStorage

« CEPH Enhancements in VIMG&4
« UsingJBODfor cephdisk on

M6 storagenode

« Verifying and Displaying Ceph
Storage Pools

« Checkingthe Storage
ClusterHealth

+ Working with Multi-

Backend Ceph

« Ceph Storage Expansion

CEPH Enhancements in VIM 5.0.4
VIM 5 usesRedHat CephStorageb (pacific).
Significantchangesnclude:

1 All ceph containers are built from an image provided
by Red Hat.

1 VIM 5.0.4 supports the successful upgrading and verification of CEPH functionality using the latest CEPH
5.3 distribution from RedHat.

1 VIM 5.0.4 does not support CEPH rollback or downgrade to a lower version of CVIM once it is
upgraded.

1 VIM 5.0.4 skips the CEPH rollback/upgrade during the CVIM rollback process.

1 Note: CEPH downgrade is not supported as per the CEPH functionality.

In additionto thecephmonitorandmanagecontainersthe OSDs
now alsorunin containers.

The ceph containeere deployed by the cephadm orchestrator.

Run 'ceph’ commands on a controller host, rather than from within
a cephmon container.

The ceph container names are managed by ceph and are different from the ceph container names in earlier
VIM versions (see example below).

Examples of the ceph contaimeames:

ceph - a83cd6de - 121c - 11ef - 9eed - b49691c4el191 -
mon ceph - controller -1 ceph -a83cd6de - 121c -
1lef - 9eed- b49691c4e191 - mgr- controller -1
ceph - a83cd6de - 121c - 11ef - 9eed -

b49691c4e191 - osd-0 ceph -
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RHCS 5 provides a 'ceph orch' command that can be used to examine the orchestrator's view of the ceph cluster.
Useful commandmclude:

command  description
ceph orch  List cephhosts
hostls

ceph orcHs | List ceph services (mon, mgrsd)

ceph orchps | List ceph daemons (mon, mgr, and
containers)

Referto theRedHat CephStorageb documentatioffior additionalinformation.

Examples of the 'ceph orch' commands:

[root@control - 1 ~]# ceph orch host Is

HOST ADDR LABELS STATUS

control -1 192.168.47.18 _admin mon mgr

control -2 192.168.47.12 _adminmon mgr

control -3 192.168.47.15 _admin mon mgr

storage -1 192.168.47.13 osd

storage -2 192.168.47.14 osd

storage -3 192.168.47.16 osd

storage -4 192.168.47.11 osd

7 hosts  in cluster

[root@control -1 ~]# ceph orch Is

NAME PORTS RUNNING REFRESHED AGE PLACEMENT

mgr 3/3 2m ago 2d <unmanaged>

mon 3/3 2m ago 2d <unmanaged>

osd.osd_svc_storage -1 5 109s ago 2d storage -1

osd.osd_svc_storage -2 5 109s ago 2d storage -2

osd.osd_svc_storage -3 5 109s ago 2d storage -3

osd.osd_svc_storage -4 4 2m ago 2d storage -4

[root@control -1 ~}# ceph orch ps

NAME HOST PORTS STATUS REFRESHED AGE MEMUSE MEMLIM VERSION IMAGE
B 230eoc(s2 A MG aRass .

AP -3y theRg B8 SRER M M - 10340 -HReEs
bf123ee2cc2c €722d798c998

mgr.control -3 control -3 running  (2d) 5m ago 2d 384M - 16.2.10 -248.el8cp
bfl23ee2cc2c 1301e226549c

mon.ceph - control -1 control -1 running  (2d) 5m ago 2d 955M 2048M 16.2.10 - 248.el8cp
bfl23ee2cc2c 1a94e329cd19

mon.ceph -control -2 control -2 running  (2d) 5m ago 2d 947M 2048M 16.2.10 - 248.el8cp
bfl23ee2cc2c cdcdbe3583ea

mon.ceph - control -3 control -3 running  (2d) 5m ago 2d 949M 2048M 16.2.10 - 248.el8cp
bfl23ee2cc2c cc3593a6b16d

0sd.0 storage -4 running  (2d) 5m ago 2d 110M 439G 16.2.10 -248.el8cp
bf123ee2cc2c 0d30200268b2

osd.1l storage -4 running  (2d) 5m ago 2d 110M 439G 16.2.10 -248.el8cp
bfl123ee2cc2c 58f4409e680a

0sd.10 storage -2 running  (2d) 4m ago 2d 134M 351G 16.2.10 - 248.el8cp
bfl23ee2cc2c 8c241841d9f9

0sd.11 storage -2 running  (2d) 4m ago 2d 114M 351G 16.2.10 - 248.el8cp
bfl23ee2cc2c €8991751e400

0sd.12 storage -2 running  (2d) 4m ago 2d 107M 351G 16.2.10 -248.el8cp
bfl23ee2cc2c 662b79ebeal6b

0sd.13 storage -2 running  (2d) 4m ago 2d 124M 351G 16.2.10 -248.el8cp
bfl23ee2cc2c a578c0690cf0

osd.14 storage -3 running  (2d) 4m ago 2d 110M 35.1G 16.2.10 - 248.el8cp
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bfl23ee2cc2c
0sd.15
bfl23ee2cc2c
0sd.16
bf123ee2cc2c
osd.17
bf123ee2cc2c
0sd.18
bfl23ee2cc2c
osd.2
bfl23ee2cc2c
0sd.3
bf123ee2cc2c
osd.4
bf123ee2cc2c
osd.5
bf123ee2cc2c
0sd.6
bf123ee2cc2c
0sd.7
bf123ee2cc2c
0sd.8
bf123ee2cc2c
0sd.9
bf123ee2cc2c
[root@control

€e3a83707940

storage -3 running  (2d) 4m ago 2d 116M 35.1G 16.2.10 - 248.el8cp
e6e933c478a7

storage -3 running  (2d) 4m ago 2d 89.1M 351G 16.2.10 -248.el8cp
2ea2af601606

storage -3 running  (2d) 4m ago 2d 103M 351G 16.2.10 -248.el8cp
7672c6cc2e29

storage -3 running  (2d) 4m ago 2d 99.4M 351G 16.2.10 - 248.el8cp
2f67a2dc2803

storage -4 running  (2d) 5m ago 2d 135M 439G 16.2.10 -248.el8cp
176558acd971

storage -4 running  (2d) 5m ago 2d 136M 439G 16.2.10 - 248.el8cp
c725ddfb8bd2

storage -1 running  (2d) 4m ago 2d 117M 351G 16.2.10 -248.el8cp
4690c254dcc5

storage -1 running  (2d) 4m ago 2d 124M 35.1G 16.2.10 - 248.el8cp
d03178b8208f

storage -1 running  (2d) 4m ago 2d 92.2M 35.1G 16.2.10 - 248.el8cp
05df5df64857

storage -1 running  (2d) 4m ago 2d 126M 351G 16.2.10 - 248.el8cp
4fadaalalaba

storage -1 running  (2d) 4m ago 2d 98.1M 351G 16.2.10 - 248.el8cp
a730e0f38818

storage -2 running  (2d) 4m ago 2d 97.9M 35.1G 16.2.10 - 248.el8cp
9c745baa70f4
-1 ~#

Refer to the Red Hat Ceph Storage 5 documentation for additidoahation.

(D Startingfrom vim 4.4.4, The cephdiskson M6 serversactsasa storagenodewill beusingthe JBOD,

unlike RAIDO usedin vim 4.4.3 On a Fresh install of M6 platform by default uses JBOD for ceph

disks

0]

Updating the vim pod from 4.4.3 to 4.4.4 on M6 platform requires remove/add storage post th
success completion @im
update.

vim osdmgmt, diskmgmt, replaaesd, replacgournal may NOT work consistently if the ceph disl

A~~~
=

Using JBOD for ceph disk on M6 storage node

Verifying and Displaying Ceph Storag§®ols
Cephis configuredwith four independenpools:imagesyolumesyvms,andbackups(A defaultrbd poolis used

internally.)EachCephpoolis mappedo an OpenStack service. The Glance service stores data in the images pool,
and the Cinder service stores data in the volumes pool. The Nova service can use the vms pool to boot ephemeral

disks directly from the Ceph cluster depending on how the NOVA_BGRDM option in the-/openstack
configs / setup_data.yarsl configured prior to NFVI installation.

If NOVA_BOOT_FROM is set to ceph before you run the NFVI installation, the Nova service boots up from the

Ceph vms pool. By default, NOVA_BOOT_FROMIsetto local, whichmeanghatall VM ephemeratlisksare

storedasfiles in thecomputenodes Changinghis optionafter installation does not affect the use of the vms pool

for ephemeral disks.
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The Glance, Cinder, and Nova OpenStack services depend on the Ceph cluster for backend storage. Therefore,
they need IP connectivity to the controlfedes. The defaultportusedto conneciGlance Cinder,andNovato

the Cephclusteris 3300(startingrom VIM 4.4.xcephv2 portis 3300.1f you are upgrading the pod from 3.4.x to

4.x. you will see both the ports 6789 and 3300) Authentication through cephx is required, which means
authentication tokens called keyrings, must be deployed to the OpenStack components for authentication.

To verify and display the NFVI Ceph storaoeols:

1. Launch a SSH session to a controller nodeefample:

[root@management - server - cisco ~J# ssh root@controller_server -1

2. List the Ceplpools:

[root@controller_server - 1 ~]# ceph osd Ispools
1. device_health_metrics
2. images
3. volumes

3. List the images poajontent:

[root@controller_server -1 ~]$
rbd list images a4963d51 - d3b7 -

Checking Storage Cluster Health

Ciscorecommendshatyou performafew verificationto determinewvhetherthe Cephclusteris healthyandis
connectedo the Glance Cinder,andNova OpensStack services that have Ceph cluster dependencies. The first task is
to check the health of the cluster itself by completing the following steps:

L From the NFVI management node, launch a SSH session to a controller nedenipie:

[root@management - server - cisco ~J# ssh root@controller_server -1

2. Check the Ceph cluststatus:
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[root@controller_server -1 ~1%
ceph status Sample response:
cluster  dbc29438 - d3e0- 4e0c -
852b - 170aaf4bd935 health

HEALTH_OK

monmap el: 3 mons at {ceph - controller_server - 1=20.0.0.7:6789/0,
ceph - controller_server - 2=20.0.0.6:6789/0,ceph -

controller_server - 3=20.0.0.5:6789/0} election epoch 8,

quorum 0,1,2 ceph - controller_server -3,

ceph - controller_server -2,ceph -

controller_server -1 osdmap e252: 25

osds: 25 up, 25in

pgmap v593: 1024 pgs, 5 pools, 406 MB data, 57 objects

2341 MB used, 61525 GB / 61527 GB avail

1024 active+clean

This example displays three monitors, all in good health, and 25 object storage devices (OSDs). All OSDs
show as up and in traduster.
3. To see a full listing of all OSDs sorted by storage neder:

[root@controller_server -1 ~1%

ceph osd tree Sample response:
ID WEIGHT TYPE NAME UP/DOWN REWEIGHT PRIMARY AFFINITY
-1 60.18979 root default

- 2 18.96994 host controller_server -2
1 2.70999 osd.1 up 1.00000 1.00000
52.70999 osd.5 up 1.00000 1.00000

6 2.70999 osd.6 up 1.00000 1.00000

11 2.70999 osd.11 up 1.00000 1.00000
12 2.70999 0sd.12 up 1.00000 1.00000
17 2.70999 0sd.17 up 1.00000 1.00000
20 2.70999 0sd.20 up 1.00000 1.00000
- 3 18.96994 host controller_server -1
0 2.70999 0sd.0 up 1.00000 1.00000

4 2.70999 0sd.4 up 1.00000 1.00000

8 2.70999 o0sd.8 up 1.00000 1.00000

10 2.70999 0sd.10 up 1.00000 1.00000
13 2.70999 0sd.13 up 1.00000 1.00000
16 2.70999 0sd.16 up 1.00000 1.00000
18 2.70999 0sd.18 up 1.00000 1.00000
- 4 18.96994 host controller_server -3
2 2.70999 osd.2 up 1.00000 1.00000

3 2.70999 0sd.3 up 1.00000 1.00000

7 2.70999 osd.7 up 1.00000 1.00000

Q 2 70000 ned O 1in 1 NNNNN 1 NNNNN
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4. After you verify that the Cepbluster is in good health, check whether the individual OpenStack components
have connectivity, and their authenticattokensor keyringsmatchthe CephMonitor keyrings.Thatis,
checkthe connectivityandauthenticatiobetweernCephandGlance, Ceph and Cinder, and Ceph and Nova.

Working with Multi-Backend Ceph

TheOpenStackomponenthatprovidesan API to createblock storageor cloudis calledOpenStaciBlock
Storageserviceor Cinder.Cinderrequires you to configure single backend (by default) or multiple backends.
VIM supports the following Cinder backends either configured in isolatigraiailel.

. Storagenodedull of
SSDsdisks

+ Storagenodedull of
HDDsdisks

Choosingmulti-backendcephis currentlya day-0 option, thatis, the cloudadministratomustchoosesingle
backendor multi-backendstorageoptionat the beginning. It is recommendeadhave four nodes with a minimum
being three nodes for each storage type (HDD or SSD).

To enablesupportfor Cindermulti-backendsupdatethe setup_data.yantb includetheosd_disk typasHDD/SSD
underhardware_infoof thestorage server as given below:

storage -hdd-server -1. --- | Need minimum of 3;
recommended to have 4 cimc_info: {cimc_ip:
<cimc_ip}

hardware_info:

{osd_disk_type: HDD}

rack_info: {rack_id: RackA}

L N T S _r ~

After successful deployment of VIM, follow the below steps to create Cinderbagkiends:

1. Log into Horizon of the cloud and navigateAdmin > Volume > Volume Types.

a.  Specify theNameandDescription (Optional). The Name can belumessdor volumehddfor
SSD or HDDrespectively.

b.SelectView extraspecsrom the dropdown.

c. Click onCreate and update thKey with volume_backend_name

d. Enter theValue as giverbelow:

For SSD, the Value iseph-ssd For HDD, the Value iseph
2. Create volume from Horizon for each backeyyuk:

a.ChooseProject/Volumes/Volumes
b. Click CreateVolume

Volumename: SSDvolume
(example) Description: Optional

Volume Source : use tliefault
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Type : Choose the volume type from the ddapvn. It can be volumesd/volumehdd.
3. Attach the volume tstance.

a.Navigate taProject/compute/instance
b. Select the instance to be attachedvitiame.
c. Select Volume ID from théttach volume drop-down.

Ceph Storage Expansion

Fromrelease/IM 3.0.0,acommandexpandstoragds availableto adddisksto expandanalreadydeployedCeph
storagecluster.You candeploythe storage nodes in the Openstack PoD in one of the two ways given below:

« Combinationof HDD andSSDdriveswith Ceph
deployedwith dedicatedournals.

+ All SSD drives with Ceph deployed with collocated
journals.

(® The expanestorage command is supported on storage nodes with a combination of HDD and SSD dr
as well as SSD onlslrives

' The expanebtorage is supported ONLY for Fuh pod. It is NOT supported for Micro or Hyperconverged

nnd

You mustinstall disk drivesbasedn how the nodeis originally deployedIf you havea storagenodewith al
SSD/4HDDsratio, insertthe diskswith the same SSD/HDD ratio for expanding the storage. The exqiaratje
command looks for the blocks of disks with that ratio during the expansion and installs one block at a time.

Workflow

« Use hvimlist-nodes to find a node with a roleldbckstorage

« Insertablock of disks,basednyourstorage

deploymentnto thetargetnode.

+ Log into the CIMC of the target node and navigate to

the storage panel.

« Verify that no disks are reporting errors.

« If any disk reports foreign configuration, clear the configuration.

« If anydisk hasbeenre-usedfrom existingsimilar systemswhichwill notbereportingasforeign
configuration However this needgo be manually erased.

« Enable JBOD, if RAID controller is used.

* Run cloudsanity and ensure that no failure occurs.

« Runosdmgmicheckosdsto checkthe stateandnumberof

the OSDscurrentlyinstalled.

« Run expanestorage with the name of the target storage

node.

* Run osdmgmt chee&sds to check the state and number of the OSDs .

+ Compare the outputs of the two osdmgmt chestt commands and verify whether the new disks are added as

additional OSDs.
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Theexpandstoragecommandunsin thesamemannerasotherVIM commandsutwith variousstepsexecutedata
time. Thecommandexecutionis stopped in case of any failure. You can view the logs once the command execution is
complete. The steps for the expastidrage command are:

. Hardware
validations

+ Baremetal
. CEPHfor
expansion
« VMTP

Command Help
$ hvim help expand - storage

usage: hvim expand - storage -- setupfile
SETUPFILE [-y] <node> Expand storage node
capacity

Positional arguments:

<node> Expand Storage capacity of
a storage node Optional arguments:

PRSI . AT n e . m Ao M _a £ _ o nA_ N _a

Workflow command examples:

To expand the storage of node-i2B8test, get the current number/state of the OSDs ioltister.

$ hvim list -nodes+ ------------- Fommmeeee e -
R — +
| Node Name | Status | Type | Management IP |
B + + + +
113 - Acllv
&0 l:ontroF | 55.0.0.7 |
L3 - Active | X |
1 ontro 5.0.0.8
Ly3 - Active | X |
2 ontro 5.0.0.5
&IlB - LACtlveé h |
3 omput 5.0.0.6
&IlB - LACtlveé h |
4 omput 5.0.0.10
LE3 - Lﬁcﬂvel X |
|5' 3 og I\7gtorage 5.0.0.11
EGL l)ﬁ)ckstl)rage h5.0.0.9 !
|i1l3 - 27-test| Active | block _storage | 15.0.04
B + + + +
hvim osdmgmt show check -osds -- id <id>+  ------m-m-mmmmmmmo -
B T —— R —— + +
| Message | Host | Role | Server | State
I
+ S SSE— S R——— S S— + +
Overall OSD Status | i13 -25 block_storage | 15.0.0.11 | Optimal
| _ g p
i13 -26 block storage | 15.0.0.9 Optimal
I | p
i13 -27-test| block_storage | 15.0.0.4 Optimal
p
I

I I I I I
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| Number of OSDs [i113 -25 | block_storage | 15.0.0.11
| 10 |

| |il3 -26 |block storage | 15.0.0.9 | 10 |

| | i13 -27-test| block storage | 15.0.0.4 | 12 |

+ S RE— S SRR— S R — + +
S R — + + S — R R — S SRR

| Host | OSDs| Status|ID|HDD Slot | Path | Mount
S + + R — S S —

|i1l3 -27-test|o0sd.2 | up | 2 |4 (JBOD) | /dev/sdal |

| | 0sd.5 | up |5 |3 (JBOD) | /dev/sdbl

| | 0osd.8 | up | 8 |6 (JBOD) | /dev/sdcl

| | 0sd.11 | up [11]2 (JBOD) | /dev/sddl |

| | 0sd.14 | up |14 |5 (JBOD) | /dev/sdel |

| | 0sd.19 | up [1919 (JBOD) | /dev/sdil

| | 0sd.24 | up | 24 | 10 (JBOD) | /dev/sdjl |

| | 0sd.27 | up | 27| 8 (JBOD) | /dev/sdI1 |

| | 0sd.28 | up |28]12 (JBOD) | /dev/isdml |

| | 0sd.29 | up 29|11 (JBOD) | /dev/sdnl |

| | 0sd.30 | up |30]|13(JBOD) | /dev/sdol |

| | 0sd.31 | up |31]|17 (JBOD) | /dev/sdpl |

S + + B U + +

Run the expandtoragecommand:

# hvim expand - storage 13 - 27-test --

setupfile setup_data.yaml Perform the

action. Continue (Y/N)Y

Monitoring StorageMgmt Operation

. .vim  Runner logs

The logs for this run are available in

<ip >:/var/log/mercury/05f068de - 86fd - 479c - afda -
c54b14ffdd3e

HHH R R R R
Virtualized Infrastructure Manager

HHHHHHHHHHHH
HHHHHHHHH

[1/3][VALIDATION: INIT] [ /]
Omin Osec
Management Node Validations!

Omitted for doc

[1/3][VALIDATION: Starting HW Validation,
takes time!l] [ DONE! ] Ended Installation
[VALIDATION] [Success]
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[2/3][CEPH: Checking for Storage
Nodes] [ DONE! ] [2/3][ CEPH:
Creating Ansible Inventory] [

DONE! ]

bmitted for doc

+-

[2/3][CEPH: ' Waitihg for server to come back
first try] [ DONE! ] Ended Installation

[CEPH] [Success]

VMTP Starts

/home/vmtp/.ssh/id_rsa already

exists. Omitted for doc

[3/3][VMTP: INIT] [ DONE! ]

Ended Installation [VMTP]

[Success] The logs for

this run are available in

<ip>:/var/log/mercury/05f068de - 86fd - 479c - afda - c54bl4ffdd3e

Checkthe OSDs
hvim osdmgmt create check - osds+ ----------- -

+ +
| Field | Value |

 — + +

| action |check - osds |

| command | create |

| created_at | 2019 - 01- 07719:00:23.575530+00:00 |

| id | adb56a08 - fdc5 - 4810- ac50 - 4eabc6b38e3f |

| locator | False |

| osd | None |

| result | |

| servers | None |

| status | not_run |

| updated_at | None |

R — + +

hvim osdmgmt list  check - osds+ -

S S — S —— E— -

| ID | Action | Status | Created|

+ S S —— [ — E —

| cd108b85 - 2678 - 4aac - bOle - ee05dcd6fd02 | check - osds | Complete | 2019

| adb56a08 - fdc5 - 4810 - ac50 - 4eabc6b38e3f | check - osds | Complete | 2019

+ R —— B — B ——
hvim osdmgmt show check -osds -- id <id>+ oo
o B + +

| Message | Host | Role Fommmmememe e
Server === emmmemeeeeee-
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| Overall OSD Status | i13
15.0.0.11 | Optimal |

- 25 | block_storage |

| |il3 -26 | block_storage |
15.0.0.9 | Optimal |
| |il3 - 27-test| block storage |
15.0.0.4 | Optimal |
I I I I
| I
| Number of OSDs |i13 -25
| block_storage | 15.0.0.11 | 10
|
| |13 -26 | block_storage
| 15.0.0.9 | 10 |
| | 113 -27-test| block_storage
| 15.0.0.4 | 16 |
+ S SRR— S SRR—
S SR— + — o+
S SREEE— + + S S—
S SR— S SRR -
| Host | OSDg Status |ID|HDD Slot |
Path | Mount
S — + + B U
B B -
[i13 - 27-test | osd.2 | up | 2 |4 (JBOD)
| /dev/sdal |
| | 0sd.5 | up |5 |3
(JBOD) | /dev/sdbl |
| | 0sd.8 | up | 8 | 6
(JBOD) | /dev/sdcl |
| | 0sd.11 | up |111]2
(JBOD) | /dev/sdd1 |
| | 0sd.14 | up |14|5 (JBOD) |
/dev/sdel |
| | 0sd.19 | up [19]9 (JBOD) |
/dev/sdil |
| | 0sd.24 | up |24]10 (JBOD) |
/dev/sdj1 |
| Losd.2rl - up REe5) devisdll
| losd.28 | up IJZB8 [%)2 dev/sdml
| |0sd-291 "p tfl??dlﬁjl dev/sdnl
| | 0sd.30 | up I geov}sld% &JBOlD) |
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| 0sd.31 |
| 0sd.32 |
| 05d.33 |
| 0sd.34 |
| 050.35 |

State

up
up
up
up
up
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Glance

Glance

« Checking Glance Connectivity
« Verifying GlanceandCeph
Monitor Keyrings
« Verifying Glance Image ID on
Ceph

Checking Glanc€onnectivity

TheGlanceAPI containemustbe connectedo the NFVI controllernodes Completethefollowing stepsto
verify the Glanceconnectivityto controller node:

1. From the management node, examine the IP addresses of contrdier

[root@management - server - cisco ~J# cat /root/openstack -
confias/mercurv servers info

2. From the management node, launch a SSH session to a controller nedanipte:

[root@management - server - cisco ~]# ssh root@controller_server -1

. Navigate the Glance ARbntainer:

w

[root@controller_server -1~]# glanceapi

. Check the Glance API container connectivity to the storage IP address of the controller node different from the
one entered in Steh

N

glanceapi_4612 [glance@controller_server -1/]$ curl
<storaoe in of another controller>:3300

glanceapi_4612 [glance@controller_server -1

N$ curl 7.0.0.16:3300 ceph v2

Warning: Binary output can mess up your terminal.
Use "-- output -" to tell Warning: curl to output it

If the connection is not successful, the following messageas/n:
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glanceapi_4612 [glance@controller_server -1 /1% curl
7.0.0.16:3300 curl:  (7) Failed connect to

Theabovemessagéndicateshatthe Cephmonitorrunningonthetargetcontrollernodecontroller_servel
is notlisteningon the specifiedport or there is no route to it from the Glance API container.

5. To ensurghatoneconnectiorpathis availablefor the GlanceAPI, checkingonecontrollernodeis
sufficient. NFVIVI controllernodesrunas part of an HA cluster, you should run Step 3 above targeting all
the controller nodes in the NFVI pod.

6. After you verify the GlanceAPI connectivityto all NFVI controllernodes checkthe Glancekeyringto
ensurdhatit matcheswith the Ceph monitor keyring.

Verifying Glance and Ceph Monitéteyrings
Complete the following steps to verify the Glance API keyring matches the Ceph Mayitimg.

1. Launch a SSH session to a controller nodeefample:

[ root@management - server - cisco ~J# ssh root@controller_server -1

N

. Navigate the Glance ARbntainer:
[root@controller_server -1~J# glanceapi

3. Check the Glance keyring content, édample:

glanceapi_4612 [glance@controller_server -1/]$ cat
/etc/ceph/client.glance.keyring [client.glance] key =

4. On the management node, check the CEPH clukiéD:

[root@management - server -cisco ~J# cat /root/openstack -
configs/ceph/fetch/ceph_cluster_uuid.conf 0e96e7f2 - 8175- 44b3-

(4]

. Display the Ceph Glance keyriggntent:

[root@management - server - cisco ~]# cat

/root/openstack - configs/ceph/fetch/0e96e7f2 - 8175- 44b3- acla -
4f62del12ab9e/etc/ceph/ceph.client.glance. keyring
[mon.]

key =  AQA/pY1XBANHMBAAeS+OWmMhOPLZelXgkIW/pOA==

6. Verify whether the keyring matches the Glance API keyring displayed in3Step
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7. To ensurghatCephandGlanceareconnectedimporta GlanceimageusingHorizonor the GlanceCLlI.
After youimportanimage,comparehe IDs seen by Glance and by Ceph. If the IDs match, it indicates that
Ceph is handling the backend for Glance.

Verifying Glance Image ID of&eph

Thefollowing stepsverify whetherCephis properlyhandlingnewGlanceimagesby checkingthattheimagelD
for anewGlanceimageis thesameas the image ID displayed in Ceph.

1. From the management node, load the OpenStack authenticatiables:

[root@management - server - cisco ~]# source ~/openstack - configs/openrc

. Import any Glance image. In the example below, a RHEL 7.1 gcow?2 imageds

N

[root@management - server - cisco images]# openstack image create
“rhel"  -- disk -formatqcow2  -- container - format bare -- file rhel - guest -
image - 7.1 - 20150224.0.x86_64.qcow?2

3. List the Glancémages:

[root@management - server - cisco images]# openstack image list | grep rhel
| a4963d51 - d3b7-4bl7 - bfle - 2ebac07e1593 | rhel

. Display the contents of the Ceph images!:

N

[root@controller_server -1 ~]$
rbd list images a4963d51 - d3b7 -

5. Verify that the Glance image ID displayed in Step 3 matches with the image ID displa@egtby
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Cinder
Cinder

« Checking Cinder Connectivity
« Verifying CinderandCeph
Monitor Keyrings

« Verifying Cinder Volume ID
on Ceph

Checking Cindeonnectivity

TheCindervolumecontainemusthaveconnectivityto the NFVI controllernodes Completethefollowing steps
to verify thatCindervolumehas connectivity to the controller nodes:

1. From the management node, examine the IP addresses of contrdier

[root@management - server - cisco ~J# cat /root/openstack -
confias/mercurv servers info

2. From the management node, launch a SSH session to a controller nedanipte:

[root@management - server - cisco ~]# ssh root@controller_server -1

3. Navigate to the Cinder volunm®ntainer:

[root@controller_server -1~]# cindervolume

4. Check the Cinder volume container connectivity to the storage IP address of controller node different from the
one entered in Steh

cindervolume_4612 [cinder@controller_server -1/]%$ curl 7.0.0.16:3300

cindervolume_4612 [cinder@controller_server -1
N1$ curl 7.0.0.16:3300 ceph v2

Warning: Binary output can mess up your terminal.
Use "-- output -" to tell Warning: curl to output it

to your terminal anyway or consider " -- output
Warning: " to save to a file.
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If the connection is not successful, the followinglisplayed:

cindervolume_4612 [cinder@controller_server -1 /1% curl
controller_server - 2:3300 curl: (7) Failed connect to

Theabovemessagéndicateshatthe Cephmonitorrunningonthetargetcontrollernodecontroller_servep
is notlisteningon thespecifiedport or there is no route to it from the Cinder volume container.

5. To ensurghatoneconnectiorpathis availablefor the Cindervolume,it is enoughto checkonecontroller
node.As NFVI controllernodes run as part of an HA cluster, repeat Step 3 targeting all the controller
nodes in the NFVI pod.

6. After you verify the Cindervolumeconnectivityto all NFVI controllernodescheckwhetherthe
Cinderkeyringmatcheghe Cephmonitor keyring. Verifying Cinder and Ceph Monitor Keyrings.

Verifying Cinder and Ceph Monitdfeyrings
Complete the following steps to verify whether the Cinder volume keyring matches the Ceph kiymita.

1. From the management node, launch a SSH session to a controller nedeanipte:

[root@management - server - cisco ~J# ssh root@controller_server -1

2. Navigate to the Cinder volunwmntainer:
[root@controller_server -1~]# cindervolume

3. Check the Cinder keyring content, fxample:

cindervolume_4612 [cinder@controller_server -1 /1$ cat

letc/ceph/client.cinder.keyring [client.cinder]
key = AQA/pY1XBANHMBAAeS+0WMh9PLZe1XqkIW/pOA==

4. On management node, check the CEPH clustdb:

[root@management - server -cisco ~J# cat /root/openstack -
configs/ceph/fetch/ceph_cluster_uuid.conf 0e96e7f2 - 8175- 44b3-

5. Display the Ceph Cinder keyrirapntent:

[root@management - server - cisco ~]# cat
/root/openstack - configs/ceph/fetch/0e96e7f2 - 8175- 44b3- acla -

4f62del12ab9e/etc/ceph/ceph.client.cinder. keyring
[client.cinder]
key = AQA/pY1XBANHMBAAeS+O0Wmh9PLZelXqkIW/pOA==
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6. Verify whether the keyring matches with the Cinder volume keyring displayed ir8Step
7. Forfinal verificationof CephandCinderconnectivity,importa CinderimageusingHorizonor the

CinderCLI. After youimporttheimage, compare the IDs seen by Cinder and by Ceph. If the IDs
match, it indicates that Ceph is handling the backend for Cinder.

Verifying Cinder Volume ID orCeph

Thefollowing stepsverify whetherCephis properlyhandlingnew Cindervolumesby checkingthatthe volumelD
for anewCindervolumeis thesameas the volume ID displayed in Ceph.

1. From the management node, load the OpenStack authenticatiables:

[root@management - server - cisco ~]# source ~/openstack - configs/openrc

2. Create an emptyolume:

[root@management - server - cisco ~J# openstack volume create -- size5
ciscovoll

The preceding command creates a new 5 GB Cinder volume reésuedol1.
3. List the Cindewvolumes:

[[root@management - server - cisco ~J# openstack volume list

+ L RE—— S S— R S— R S — +

| ID | Name | Status
Size | Attached to |

+ L RE—— S S— R S— R S — +

| 3017473b - 6db3- 4937 - 9cb2 - bdObalbf079d | ciscovoll | available | 5

+ L RE—— S S— R S— R S — +

4. Display the contents of the Ceph volunpes!:

[root@controller_server -1 ~]$
rbd list  volumes volume -

5. Verify whether the Cinder volume ID displayed in Step 3 matches with the volume ID displayed by Ceph,
excluding thevolume prefix.
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Nova

Nova

« Checking Nova Connectivity

« Verifying NovaandCeph

Monitor Keyrings

+ Verifying Nova Instance 1D
Checking NovaConnectivity

TheNovalibvirt containemusthaveconnectivityto the NFVI controllernodes Completethefollowing stepgo
verify Novahasconnectivityto the controller nodes:

1. From the management node, examine the IP addresses of contvdéer

[root@management - server - cisco ~J# cat /root/openstack -
confias/mercurv servers info

2. From the management node, launch a SSH session to a controller nesanipte:

[root@management - server - cisco ~]# ssh root@Computenode_server -1

3. Navigate to the Nova libvitontainer:

[root@compute_server -1 ~J# libvirt

4. Check the Nova libvirt container connectivity to the storage address of the controller node different from the
one entered in Step

novalibvirt_4612 [root@compute_server -1 /]$

curl  7.0.0.16:3300 ceph v2

Warning: Binary output can mess up your terminal.
Use "-- output -" to tell Warning: curl to output it

If the connection is not successful, a message is displayelionss:

novalibvirt_4612 [root@compute_server -1/1% curl 7.0.0.16:3300
curl: (7) Failed connect to controller_server - 1:3300; Connection refused

Theabovemessagéndicateshatthe Cephmonitorrunningonthetargetcontrollernodecontroller_served
is notlisteningon the specifiedport or there is no route to it from the Nova libvirt container.

5. Toensurghatoneconnectiorpathis availablefor the Novalibvirt, checkingonecontrollernodeis
sufficient. As NFVI controllernodesrunas part of an HA cluster, you should run Step 3 above targeting all
the controller nodes in the NFVI pod.
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6. After youverify theNovalibvirt connectivityto all NFVI controllernodescheckthe Novakeyringto
ensurehatit matcheswith the Ceph monitor keyring.

Verifying Nova and Ceph Monitdfeyrings
Complete the following steps to verify whether the Nova libvirt keyring matches with the Ceph Megiiag.

1. From the management node, launch a SSH session to a controller nedeanipte:

[root@management - server - cisco ~]# ssh root@compute_server -1

N

. Navigate to the Nova libvedontainer:

[root@compute_server -1 ~]J# libvirt

3. Extract the libvirt secret that contains the Nova libk&ayring:

novalibvirt_4612 [root@compute_server -1 [J# virsh secret - list
uuID Usage ...

b5769938 - e09f - 47¢cb - bdb6 - 25b15b557e84 ceph  client.cinder

4. Get the keyring from the libvesecret:

novalibvirt_4612 [root@controller_server - 1 /]# virsh
secret - get - value b5769938 - eQ9f - 47cb - bdb6 -

5. On management node, check the CEPH clustéb:

[root@management - server -cisco ~J# cat /root/openstack -
configs/ceph/fetch/ ceph_cluster_uuid.conf 0e96e7f2 - 8175- 44b3-

o

. Display the Ceph Cinder keyrirggntent:

[root@management - server - cisco ~|# cat
/root/openstack - configs/ceph/fetch/0e96e7f2 - 8175- 44b3- acla-

4f62del2ab9e/etc/ceph/ceph.client.cinder. keyring
[client.cinder]
kev= AORAnY1XOCRRFRAAroXvmiwmISMFvFoXKl/sOA==

7. Verify whether the keyring matches with the Nova libvirt keyring displayed inStep
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' Intheaboveexamplethe Cinderkeyringis checkedeventhoughthis procedurds for the Nova
libvirt keyring. This occursbecause the Nova services need access to the Cinder volumes and t

8. Completeafinal checkto ensureghatCephandNovaareconnectedby attachinga Novavolumeusing
Horizonor theNovaCLI. After you attach the Nova volume, check the libvirt domain.

Verifying Nova InstancéD

From the management node, complete the following steps to verify the Nova instance ID of a guest VM having a
cinder volumeattached:

1. Load the OpensStack authenticatiaariables:

[root@management - server - cisco installer]# source ~/openstack -
confias/onenrc

2. List the Novainstances:

[root@management - server - cisco images]# nova list
+ + + [ —
| ID

| Task |Status |
+ + + Femeeen
| 77€a3918 - 793b- 4fa7 - 9961 - 10fbdc15c6e5 | cisco -V | ACTIVE |

+ + + +

3. Show the Nova instance ID for one of thetances:

[root@management - server - cisco images]# nova show
77ea3918 - 793b - 4fa7 - 9961 - 10fbdc15c6e5 | grep instance_name
| OS - EXT- SR+ ATTR:instance_name | instance - 00000003

TheNovainstancdD in thisexamples instancedD0000003This ID is usedaterwith thevirshcommand.
NovainstancdDs areactuallythelibvirt IDs of the libvirt domain associated with the Nova instance.
4. ldentify the compute node where the VMieployed:

[root@management - server -cisco images]# nova show 77ea3918 - 793b- 4fa7 -

9961 - 10fbdc15c6e5 | grep hypervisor
| OS - EXT- SRV ATTR:hypervisor_hostname | compute_server -1

Thecomputenodein this casels compute_servet. Connecto this computenodeto
call thevirshcommands. Next, you can get the volume ID from the libvirt domain in

the Nova libvirt container.
5. Launch a SSH session to the identified compute node, compute-erver
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[root@management - server - cisco ~]# ssh root@compute_server -1

. Navigate to the Nova libvidontainer:

o

[root@compute_server -1 ~]J# libvirt

7. Get the instance libvirt domain volunie:

novalibvirt_4612 [root@compute_server - 1 /]# virsh dumpxml instance -
00000003 | grep rbd

8. Launch a SSH session to a controfiede:

[ root@management - server - cisco ~]# ssh root@controller_server -1

9. Verify whether the volume ID matches the ID in Step

[root@controller_server -1 ~J# rbd list volumes | grep volume -
dd188a5d - f822 - 4769 - 8a57 - c16694841a23 volume - dd188a5d - f822 - 4769 -

447



HCLTech

Docker Disk Spaddsage
Displaying Docker Disk Spaddsage

Docker supports multiple storage backends such as Device Mapper, thin pool, overlay, and a Union File
System (AUFS). VIM uses the devicemapsgtragedriver asit providesstrongperformancendthin
provisioning.DeviceMapperis a kernetbasedrameworkthatsupports advanced volume management
capability.

Complete the following steps to display the disk space used by Domkiainers.

1. Launch a SSH session to a controller or compute nodexéonple:

[root@management - server - cisco ~]# ssh root@controller_server -1

2. Enter thedocker infocommand to display the disk space used by Dootetainers:

[root@controller_server_1 ~J#

docker info Containers: 24
Images: 186
Storage Driver:

devicemapper Pool
Name: vg_var - docker -
- pool Pool

Blocksize :524.3 kB
Backing Filesystem:

L
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Monitoringvith VIMFMON
Monitoring with VIM-MON

« Alerting Rules Customization
« Alert ManagerandReceiver
Customization

+ Silencing Alerts
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Alerting Rule€ustomization

Alerting RulesCustomization

« Managing Alerting Rules
« Alerting Rules
CustomizationWorkflow

« Custom Alerting Rule File
Format

« Addition of Alerting Rules
« Modification of

Alerting Rules

+ Deletion of Alerting

Rule

VIM monitoris deployedwith asetof built-in alertingrulesthatcoverthe mostimportanterrorconditionsthat
canoccurin thepod.You canview the alerts from the Grafana user interface or alerting dashboard or send them
optionally to a number of supported receivers.
After deployment, the pod administrators can customize the alerting rules based mwytheEments.

Managing AlertingRules

Thealertingrulesdefinehow alertsshouldbetriggeredbasedn conditionalexpressionsn any availablemetric.
Forexampleyou cantriggeranalert when any performance metric such as CPU usage, network throughput or disk
usage reaches certain threshold.

You can add new alerting rules and modify or delete thdpiteexisting alerting rules by following the belmsieps:
1. Create a proper custom alerting rules configurdilen

a. Createacustomalertingrule configurationfile namedalerting_custom_ rules.yminderthe
managememodeopenstaciconfigsdirectory.

b. Add the new rules, modified rules and deleted rules in that file using your favorite editor (see the file format
below)

c. Verify that the custom alerting rule file is valid using a provitied.
2. Once validated, if needed, you can rename it and issue a standard reconfiguration usingdhe VIM

Alerting Rules Customizatioworkflow

Once the custom alerting rules file is validated, you must merge the two files such as defauftioig alerting
rules and custom alerting rules. Whenewvegconfigureoperationwith --alerting_rules_configptionis
performedamergetool startswith the defaultalertingrulesasabasefor all customizationsAny previous
modificationsareoverwrittenbasedn the currentcontentof alerting_custom_rules.yrfile. Themergetool
outputfile consists of:

1. All rules from alerting_custom_rules.yml that do not belong to group chaite® or deleteules.
2. Rules fromdefault_alerting_rules.ymi:

« Thatdonotduplicatefrom
customfile rules.
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« That are not supposed to be
deleted.
« That can be modified based on changies input.

Custom Alerting Rule Fil&ormat

Thealerting_custom_rules.yrfile mustfollow theformatdefinedin this section.This formatis identicalto theone
usedby the Prometheusonfiguration file, with a fevadditional semantic extensions to support deletion and
modification of prebuilt existing rules.

General Format

Thegroupentrycontainsalist of groupsidentifiedby (group_namehereeachgroupcanincludeoneor more
rules.Usethelabelsto determinghe severity and other snmp trap attributes.
Following are the limitations to sktbels:

. severity,snmp_fault codeandsnmp_fault_severitynustbe setto oneof the
valuesspecifiedin theexamplebelow.

« snmp_fault_sourcehould indicate the metric used in the alert expression
« snmp_node must not be changed.
« snmp_podid must be same as the pod name specified insetup_data.yaml
groups:
- name:
{group_name}
rules:
- alert:
{alert_name}
annotations:
description:
{alert_description}
summary:
{alert_summary}
expr:
{alert_expressio
n} for:
{pending_time}
labels:
severity:
{informational/warning/critical}
snmp_fault_code:
{other/resourceUsage/resourceThreshold/serviceFailure/hardwareFailure/
networkConnectivity} snmp_fault_severity:
{emergency/critical/major/alert/informational}
snmp_fault_source:
{fault_source} snmp_node:
{ $labels.instance I

—————— em =l e I
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Addition of AlertingRules

Any alertrule specifiedundera groupotherthanchangerules groupor deleterules groupis populatedo the
mergedoutputfile. You canprioritize the custom rules over the pe&isting rules if there are two alerts with the
same name in both the files, such that only the one from custom file is kept as a result of the merge.

Modification of AlertingRules

You can modify any prexisting rule using the followingyntax:

groups:
1. name: change -
rules rules:

2, alert: {alert_name}
expr: {new_alert_expression}
annotations:

Theabovemergescriptfinds only thegroupnamedchangerules andmodifiesthe expressiorand/or
summaryof the correspondinglert. If the alert to be changed does not exist, it will not be created, and
no changes are made.
Deletion of AlertingRule
You can delete any builh rule using the followingonstruct:
groups:

name: delete -

rules rules:
alert: {alert name/reqular expression}

The above merge script finds only the group nadedterules and deletes the pexisting rules that match the alert
name or regulagxpressions.

If the alert to be deleted does not exist, ho changesade.

Example

The following custom configuration file includes examples of new alerting rule, modified alerting rule and deleted
alertingrules:
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groups:
1. name: cpu

rules:
2, alert: cpu_idle
annotations:
description: CPU idle usage is too higlesources undattilized summary: CPU
idle too high
expr: cpu_usage_idle > 80 for: 5m
labels:
severity: informational snmp_fault_code:
resourceUsage snmp_fault_severity:
informational snmp_fault_source:
cpu_usage_idle snmp_nodg: $labels.instance
1} snmp_podid: pod7
3. alert: cpu_iowait
annotations:
description: CPU iowait usage is too high summary: CPU
iowait too high
expr: cpu_usage_iowait > 10 for: 3m
labels:
severity: warning snmp_fault_code:
resourceUsage snmp_fault_severity: alert
snmp_fault_source: Cpu_usage_iowait
snmp_node: {{ $labels.instance }}
snmp_podid: pod7
4. name: changeules
rules:
5. alert: disk_used_percent
expr:disk_used_percent99
annotations:
summary: Disk used > 99%

Validation Script

Validate any custom configuration file prior to reconfiguration, by executing the following CLI command from any
location on the managemamide:

# check_promtool -v <custom_alerts_file>

Thevalidationscriptuseshe Prometheugromtoolscriptbut skipssomeof its checksfor updatinganddeleting
rules.lIt alsochecksf the SNMP severities and fault codes are supported.

The following example shows the output of gfremtoolscript in case of a successtallidation:

Output of validation script in case ofsuccess

453



HCLTech

# check_promtool
/root/alerting_custom_rules.yaml -V
check_promtool: checking
/root/alerting_custom_rules.yaml

check promtool: success:

Output of validation script in case offailure
# check_promtool
/root/alerting_custom_rules.yaml -V

check _promtool: checking
froot/  alerting_custom_rules.yaml
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Alert Manager and Receieustomization

Alert Manager and Receiv@ustomization

« Supported Receivers
« Alert ManagerCustom
ConfigurationFile Format
+ SNMP Trap Receivers

Thealertmanagecomponentn VIM monitorcontrolstherouting,grouping,andinhibiting alertsthataresentby
thePrometheuslertrulesengineto the appropriate receivers.

Thedefaultconfigurationin VIM monitorallowseveryalertto beforwardedasSNMP trapsto the SNMP
managershroughSNMP agentif enabledn the VIM configuration file.

After deployment, you can add custom alert routes, alert grouping, alert inhibitions, and receivers by following the
belowsteps:

a. Create a proper custom alerting rules configurdilen

i. Create a custom alert manager rule configuration file naeetinanager_custom_config.yml.
ii. Edit the content using your favorite editor (see forbwdw).
iii. Copy that file to the management node openstaciigsdirectory
iv. Verify that the custom alerting rule file is valid using a provitied.

b. Oncethefile is validated, if needed, yataneitherleaveit in openstackconfigsdirectory ormove it toyour
preferred location.
Then use hvim reconfigure command with an additional parameter:

[root@mgmtl ~]# hvim reconfigure -- alertmanager_config
<alertmanager_config_file>

SupportedReceivers

Thealertmanagesupportghe
following list of receivers:
« webhook

faagerdut

y -
« e-maill

E)ushO\e
r

wechd

Bpsgeh
e
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victorop
S

Alert Manager Custom Configuration Fil®rmat

General Format
Thefollowing listing showsthe generaformatof thealertmanagerconfigurationfile. Most customconfiguration

files shouldonly includea smallsubsebf the available options.
global:

# ResolveTimeout is the time after which an alert is declared

resolved # if it has not been updated.
[ resolve_timeout: <duration> | default = 5m ]
# The default SMTP From header field. [ smtp_from: <tmpl_string> ]

# The default SMTP smarthost is used for sending emails, including port
number.

# Port number usually is 25, or 587 for SMTPover TLS
(sometimes  referred to as STARTTLS). # Example:
smtp.example.org:587 [ smtp_smarthost: <string> ]

# The default  hostname to identify to the SMTP server. [

smtp_hello: <string> | default  ="localhost"]
[ smtp_auth_username: <string> ]
# SMTP Auth using LOGIN and PLAIN. [

smtp _auth_password: <secret> ]# SMTP Auth

using PLAIN.

[ smtp_auth_identity: <string> ] # SMTP

Auth using CRAMMDS. [ smtp_auth_secret:

<secret> ]

# The default SMTP TLS requirement.

[ smtp_require_tls: <bool> | default = true ]

# The APl URL to use for Slack notifications. [

slack_api_url: <secret> ][ victorops_api_key:

<secret> |

[ victorops_api_url: <string> | default =
"https://alert.victorops.com/integrations/generic/20131114/alert/" ]
[ pagerduty_url: <string> | default =
"https://events.pagerduty.com/v2/enqueue” ] [opsgenie_api_key:
<secret> |

Lopsgenle apl url: <string> | default = "https://api.opsgenie.com/" ] [
ipchat_api_urf™

<string> | default = "https://api.hipchat.com/" 1 [
hipchat_auth_token: <secret> ][wechat_api_url:

<string> | default = "https://qyapi.weixin.qg.com/cgi -
bin/" ] [ wechat_api_secret: <secret> |

[ wechat_api_corp_id: <string> ]
# The default HTTP client configuration [
http_config: <http_config> ] # Files from which
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custom notification template definitions are

read.
# The last component may use a wildcard matcher, e.g.,
‘templates/*.tmpl'. templates: [ - <filepath> ... ]

# The root node of the routing
tree.  route: <route> # A list of

notification receivers. receivers:
1. <receiver>
# A list of inhibition rules. inhibit_rules:

[ - <inhibit_rule> ... ]

The custom configuration must be a full working configuration file with the following template. It should contain
three main keys (global, routeceiver).

Theglobalconfigurationmusthaveat leastoneattribute,for exampleresolve_timeout 5m. Ensurethatall new
receiveranustbepartof theroutesot he al erts can be routed to the prop:¢
snmp.

You can find the configuration details for creating route/receiver in the Prometheus Alert Manager documentation
(publicly availableonline).

global:
resolve_timeout: 5m
route: <route>
receivers:
- <receiver>
The following is a custom config to add a
webhook receiver. global:
resolve_timeout
5m route:
group_by: ['alertname’, ‘cluster’,
'service'] group_wait: 30s
group_interval: 5m
repeat_interval:
8737h receiver:
receiver - webhook
receivers:
- name: 'receiver -
webhook'

webhook_configs:
- send_resolved: true
url:  'http://webhook - example:#HHHHIXXXXIXXX'

Default Built-in Configuration File

Two different default configuration files are available to define the followiragder:
1. Generic route for all alerts to the SNMP agent running on the manageoadent
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2. Route to a generic receiver that can be customized to add a channel of natification (webhook, sideksgnd

Default Configuration file with SNMP enabled

global:
resolve_timeout
5m route:
group_by:  [alertname’, ‘cluster’,
'service'] group_wait: 30s
group_interval:
5m
repeat_interval
8737h # A
default

Default configuration file with SNMP disabled

route:

receiver: rec\group_hby:
1. alerthame

2, cluster

3. service
group_wait: 30s
group_interval5m
repeat_interval: 8737h
receivers:

SNMP TrapReceivers

You cansendthe SNMPtrapsto SNMP managergnabledn theVIM
configurationfile setup_data.yaml.

Example: inhibit (mute) alerts matching a set ofabels

Inhibit alertsis atool thatpreventsertainalertsto betriggedif otheralert/alertds/aretrigged.If onealerthaving
thetargetattributematcheswith another alert having source attribute, this tool inhibits the alert with target attribute.

This is the general format for inhibit alerts. You can set a regex to match both the source and target alerts and to filte
the alerts per lab&lame.
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# Matchers that have to be fulfilled in the
alerts to be muted. target match:
[ <labelname>: <labelvalue>,

] target_match_re:
[ <labelname>: <regex>, ...
# Matchers for which one or more alerts

have to exist for the # inhibition to

take effect.
source_match:
[ <labelname>:  <labelvalue>,

.. ] source_match_re:

Example: Inhibit alerts if other alerts are active

The following is an example of inhibit rule that inhibits all the warning alerts that are ateéi@ch}.
inhibit_rules:
- source_match:
severity:
‘critical’
target_match:
severity: ‘warning'

This is an example of inhibit all alerts docker_container in containers that are dowddekert _container_down).

inhibit_rules:

- target_match_re:
alertname:
‘docker_container.+'
source_match:
alertname:

Validation Script

Whena newconfigurationis set,executehecheck_alertmanager_configpm anywheren the managementode
andensurehatyou geta SUCCESSIn the output from the configuration POV.

# amtool check - config
<alertmanager_config_file>
Checking
'<alertmanager_config_file>'

SUCCESSFound:
- global config
- route

- 0 inhibit rules
- 1 receivers
- 0 templates
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SilencinAlerts

SilencingAlerts

« Silences
« Credentials and Certificates
« ManagingSilences
UsingWebUI
o Create a
Silence
» View, Edit, or Expire
aSilence
« Managing Silences using
REST API
» CreateaSilence
UsingHTTP
o Retrieve Silences
o Delete a Silence

Silences

During administrativgpodoperationsit is sometimesiecessaryo temporarilydisablealertingastheseoperationcan
triggeralerts.Thealertscausedy these operations can be silenced to avoid unnecessary escalation in applications
that receive and handle alerts.

VIM -MON providestheability to silencealertsbasecdbn arbitraryfilters onthealertlabelsby creatingsilencesA
silenceis afilter programmedn the alert manager component with the following attributes:

. start:indicateswvhenthesilence
startsto beactive

« end:indicatesvhenthesilenceis
nolongeractive
« duration: an alternate way to specify the duration of the silence (might be easier than programming an end dat
« matchersalist of oneor morefilters on alertlabels.Eachmatchethasalabelname alabelvalue,andaregex
flag which indicateswhetherthe label value is a regular expression or an exact match.
« creator: arbitrary text identifying the silence creator
« comment: arbitrary text describing the purpose of the silence

Whenasilenceis active,anyalertthatmatcheghefilters are
effectivelysilencedsuchthat:
» These alerts should not be counted in the Grafana Ul alert

counters
« They should not be visible in the Grafana Ul alert table
» No receiver should receive these alerts (SNMP traps, webhooks)

The administrator can create as many silences as required, list silences, expire them, or delete them using two differ
interfaces: web Ul or RESAPI.
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Credentials an€ertificates

The username and password ban

« adminandthe staticautogenerateghasswordavailableon the managementodein the openstack
configs/secrets.yamiith the property name VIM_MON_SERVER_PASSWORD
+ LDAP user credentials associated to the Prometheus/Alertmanager role

In the case of HTTP access, a certificate file is required to certify that you are connecting to gezvéght
Dependingontheway you generateandmanagehe certificatesyou may or maynot needto do anything
specificto usetheright certificate. If you use selignedcertificates, you need to download them on the

server that will connect to the alert manager.
You can download the setigned certificates from the target management node at the follbeiipn:

Ivarlwww/mercury/mercury.crt

Managing Silences Using WéH
Point your browser to the VINION Alert Manager Ul which is available at the followikiRL:

https://<mgmt_node_ip>:9093

The username @dmin,and the password is the same password as accessing the Prosatlieas

The landing page shows the list of all standifegts.
Create aSilence

1. To createanewsilence click New Silenceon thetopright cornerof thedashboarar click on
SilenceontheFilter panefor theexisting standing alert. THgilence Createpage is displayed.

Alertmanager Alerts Sie Statt 0 ew Siler Q_

Create from scratch

Filter Group Receiver: All Silenced Inhibited
produc
alertname="d 348 '
t r host="TME 1€

telegraf ode_t t rity ical
nmp_fault_code="serviceFailure snmp_fault_severity="major
r fault cker_container_down/vmtp_25348 snmp_node="TME-POD1*
snmp_podid="TME-POD1" 1 alert

15:67:23, 2020-03-28 (UTC) + In Z Source KX Sl h Create from alert

2. Enter the mandatory fields such as start time, duration, airead
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3. Editthefilters if they arecreatedrom analert(mostlyremovingunneededilters) or addthe necessarfilters,
acreatorandcommentandthenclick C reate.
4. You can view, edit, or set expiry for the silences fromShencedab.

Example: Silencing all alerts from the currentpod

To silenceall alertsfrom the local pod precedinga softwareupgradefor example you candefinea silencewith
just onefilter which matcheson the labels nmp_podidaind setthe valueto the local pod name wherethe pod
nameis definedin the openstaciconfigs/setup_data.yaml¥ou cansetthe durationto any arbitrary value or a
high value and expire the silence later at the right time.

Example of silence for the pod namBdE_POD1:

Alertmanager Sianoes |

New Silence

Start Duration End

DG 29T0S 58220022 21 202000 29TO7 SA 22 0022

Matchers Alerss afincled by this slesco

Name Valie

srrp pedd v TE PO Regen

View, Edit, or Expire &ilence

You can view, edit, reactivate, or set expiry for silences fronsileacestab.

Each selected silence shows the count and list of affatddad.

Managing Silences using RE&PI

Thealertmanageservicecanalsohandlesilenceoperationaisingthe RESTAPI. Thisinterfaceallowseasier
implementatiorof anyalertsilencingpolicy through script.

The HTTP requests must be sent from an external server with the appropriate credentelsfiaates.
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Create a Silence UsingTTP

To create an alert silence, send an HTTP POST request with the folloRing

https://<mgmt_node_ip>:9093/api/v2/silences

The body of the POST request is a JSON string with the folloeéngent:

{

"comment":  <silence

description>,

"createdBy": <silence

creator>, "startsAt":

<date_time>, "endsAt":
<date_time>,

ThestartsATandendsAT <date_timewalues must comply to RF8339 (Date and Time on the Internet:
Timestamps).

For example,2019- 07- 20T18:01:30.00Z " represents July

20, 2019, 1:30am in UTCThelabelnamemustcorrespondo a

labelassociatetb thealertthatneedgo besilenced TheisRegex

field indicates whether a regular expression is used in the label

value.

You can provide as many matchers as needed, but the alerts that are silenced must match all matchers

(that is, they are AND not OR). Eastenceis uniquelyidentifiedby its silencelD, whichis aUUID
assignedy thealertmanageandreturnedoy the POSToperation. Example of curl request to create a

silence that disables all alerts from the pod FRED1 and have a critical severity:

$curl -sS -H"Content - Type: application/json" - u admin:8EavKsAK4ldHZrnO --
cacert ./certificates.crt https://172.23.105.218:9093/api/v2/silences - X POST
- d '{"comment": "test sample silence","createdBy": "tester","startsAt":

"2019 - 07- 20T18:00:00.00000000Z", "endsAt": "2019 - 07-
20T18:00:59.46418637Z","matchers":

[{"isRegex™: false,"name™: "snmp_podid","value": "TNE- POD1"},{"isRegex":
false,"name": "severity","value": “critical"}]}

RetrieveSilences

You can retrieve silences using an HTTP GipEration.
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Example of silenceetrieval

$ curl  -sS -u admin:8EavKsAK4ldHZrO  -- cacert ./certificates.crt
Fttps://172.23.105.218:9093/api/v2/silences | python - m json.tool
{
"comment":
"test",
"createdBy":
" devops",

"endsAt": "2019 - 06- 09T17:45:40.814Z",
"id": "95bal628 - 4d24 - 462b - 9a68 - a325980f8ef7",

"matchers": [
{
"isRegex":
false, "name";
"alertname”,
"value": "diskmon_physical_drive_state"
2
{
"isRegex":
false, "name";

"ernmn nAadiAY

You can also retrieve a silence from its silence ID by appending the ID tiRihe

https://<mgmt_nod_ip>:9093/api/v2/silence/<silence_ID>

Example of silence retrieval from itsID

$ curl -SS - u admin:8EavKsAK4IdHZrnO -- cacert ./certificates.crt
https://172.23.105.218:9093/api/v2/silence
/95bal628 - 4d24- 462b - 9a68 - a325980f8ef7 | python - m json.tool
{

"comment": "test",

"createdBy":

"devops",
"endsAt": "2019 - 06- 09T17:45:40.8142",
"id": "95bal628 - 4d24 - 462b - 9a68 - a325980f8ef7",

"matchers": [

{
"isRegex™:
false, "name":

"alertname”,
"value": "diskmon_physical_drive_state"
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Delete aSilence

To delete a silenceise the delete HTTP request on the followiR)_:

https://<mgmt_nod_ip>:9093/api/v2/silence/<silence_ID>

Example of silence deletion usingurl

$ curl -sS - u admin:8EavKsAK4IdHZrnO -- cacert ./certificates.crt - X DELETE
https://172.23.105.218:9093/api/v2
/silence/95bal628 - 4d24 - 462b - 9a68 - a325980f8ef7
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VIMPod Migratiofrom Micrato Full

Seamless Migration of VIM Pod from Micro Eull

» Overview

« Assumptions

« High-LevelMethodof
ProceduréMOP)
o Premigration Check
o Migrationfrom
MicroPodto Full Pod
o PostMigration check

Overview

You canswitchthecloudinstallationfrom Micropodto afull pod,asit is moreeconomical.Forthetransitionto
happenyYMs mustcontinueto runonthe dedicated computes.

Assumptions
Following assumptions need to hold before migrating VIM from a Micropod to pddil

« Depending on the amount of storage used, the migration may take time and must be planned over multiple

backto-back maintenance releases.

« Noneof the AIO nodescanhaveanyactiveVMs runningonthem.Adequatepre-planningis requiredto
proactivelymovethe VMs onthe AlO nodes to standalone compute nodes.

. Threestandalon&ephnodesareneededwith their BOM matchingthatof the

podin termsof NICsandOSDs.

+ No other pod management activity must happen during the migration.

High-Level Method of Procedur@OP)

Pre-migration Check
1. Adequatepre-checksmustbedoneto ensurghatthepodis not
in singlefault state.

Rerun Cloud Sanityand confirm that it is passing.
Confirm thatVIM lastrun-statusis good.
Confirm that clouepulse is indicating that all tests are passing. For more details onpmltael see Monitoring

NFVI Health. _ _
Confirm thathvim run --perform 1 is passing.

Confirm that hvim run-perform 3 is passing.
2.  Ensure that management and storage ip are statically defined. If not statistically defined, run the following fron
the/root/intaller-xxx/tools
/update_static_addrs.sh
3.  Ensure that all VMs are running off the standalone nodis
4. Ensure that all the three standalone Ceph nodes are in place and connectaditohibe
5. Verify if BOM of the three standalone Ceph node matches with that of the pod in terms of NIGS2sd

=A=a =449
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Migration from MicroPod to FulPod
1. Repeat the following thretames:

a. Handle the addition of one standalone Ceph node followed by replacement of one controller from
AlO to standalon@ode.

b.Create thesetup_datavith one additional Ceph node and run offliradidation.

c. Assuming that the offline validation passes, run the add storagskigtirmtpoption:

hvim add- storage -- setupfile <setup_data_with_add_1 storage>
<hostname_of_new_ceph_node> - skip_vmtp

d.Post add storage, check, and wait w#jph-s is in HEALTH_OK state and all ceph OSD araijn
status (via ceph oddee).
e.Update the BOM of the controller to that of a standalone controller (2x1.2TB HDD) and remove the
drives participating in Ceph: 1 SSD and OSD drives.
f. Create thesetup_datdo replace one of the controllers as a standalone controller and run the offline
validation.

g. Execute replace controller V@M on the target controller witkkip vmtpoption:

hvim replace - controller -- setupfile
<setup_data_with_standalone_controller> -- skip_vmtp

~hAactnamn Af tarant Aantrallars

h.Check and wait until theeph-sare in HEALTH_OK state and all ceph OSD are in up status (via ceph
osdtree).
2. After the migration is complete, update setup_datasfollows:

a.Change PODTYPE tfullon from Micro

b.Remove CEPH_OSD_RESERVED_PCORES entryakists.
c.Copy the thesetup_data.yandnd.backup_setup_data.yanalnd restartest_api.py.
3. Update internal database for nodestendalone:

1. List the nodes and its corrspondires:

hvim list - nodes

2. Get the controller hosthames:

mysql -uroot - p<RestDB - Password>cvimdb - e 'select name,mtype from
node;'

# The RestDB - Password information can be obtained from
lopt/cisco/ui_config.json
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3. Update the role of each controller to that of standalone caridtol

mysgl -u root -p<RestDB-Password> cvimdb -e "update node set
mtype="control' where name='< controller_hostname>"'

# The RestDR - Passwnaord information can he nhtained from

4. Restart VIMrest_apiserver:

systemctl status mercury -
restapi systemctl restart
mercury - restapi systemctl

5. List the nodes and their correspondintgs:

hvim list - nodes

PostMigration check

. Rerun Cloud Sanityand confirm it ipassing.

. Confirm if hvim lastrun-statusis good.

3. Confirmif cloud-pulseis indicating that all tests are passing. For more details on-plolgd, se®lonitoring
NFVI Health

. Confirm thathvim run--perform 1is passing.

. Confirm thathvim run--perform 3is passing.

N -

(S N
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Managing Raid controller write cagiwicy

Startingfrom VIM 4.4.0thereis anoptionfor configuringtheraid controllerwrite
cachepolicy via setup_data.yaml. This can be achieved on@dgployment and day

deployment on a per server basis
1. For Day0 deployment, the user haggtions

option:1- configure the settings on a global mode in setup_data that will be applied to all the servepsdn the

SERVER_COMMON:

control:

hardware_info: {'drive_write_policy". <write -through, write -

back, or write -back-bbu>} compute:

hardware_info: {'drive_write_policy" <write -through, write -

back, or write -back-bbu>} block_storage:

hardware_info: {glrive_write_policy‘: <write - through, write - back, or
write - back - bbu>}

option:2- you can update these setting on a per sé&ass

k07 - compute - 4.cisco.com:

cimc_info: {cimc_ip: 10.10.10.1}
hardware_info: {drive_write_policy:
write - back} management _ip:
10.11.0.49
rack_info:

{rack_id: RackD} k07 -

controller -

3.cisco.com:
cimc_info: {cimc_ip: 10.10.10.2}
hardware_info: {drive_write_policy:
write - through} management_ip:
10.11.0.42
rack_info: {rack_id: RackG}

2. For Dayn deployment, this can be achieved by doing remove/add compute, remove/add storage, and replace
controller.
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Backup andrRestore

Backup and Restore of Management/Blidde

« BackingUp
ManagemeniNode

» Restoring
Management Node

« Managemeniode
Autobackup

« Backing Up UM
Node

» Restoring UM Node
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Backing Up Managemedode
Backing Up Managememode

» Overview

« Management Node Backup

« Backup with VIM Service Logs

« Encryption of Management Node Backup

Overview

Themanagememntodehostscritical servicessuchasVIM RESTAPI, Cobblerfor PXE, ELK for logging/Kibana
dashboardandVMTP for thecloud validation in VIM.

As themanagememodeis not redundantensurethatyou takethe backupof themanagementode.If youare
facinganyissueswith the platform, you can restore the management node using the saved management node
information.

Management NodBackup

An administratormust maintainthe numberof backupsnapshot®n the managemenmhode. The backupof the
managememodeis possibleonly after thecompletedeploymenbf atleastoneVIM. Two copiesof backup gither
manualor autobackups maintainedat the managementodeitself andthe older copy is overwritten when a next
backup is performed.

Following are someof the activities that cannotbe
performedduringbackup:

« Pod management.
+ Software update or upgrade.
« Addition, deletion, or replacement of nodes.

During backupthe RESTAPI serviceis stoppedandthe OpenStackogsarecachedn the control,compute and
storagenodesuntil therestoratiorof the management node is complete.
As part of the backup operation, two files areated:

“backup_fi
es

.backup_ha
sh

Where.backup_filesare a list of files that are backed apd the second one is the hash. These two files are also
placed at thévar/cisco/ foldernf all the controllerendareusedduringtherestorevalidation.However thesefiles
arenotyvisible to usersandarecompressednderVIM_<RELEASE_TAG>.tar. gn the backup directory.
Modification of VIM_<RELEASE_TAG>.tar.gand its files is strictly not permitted.

Whenyou attemptto restorefrom a particularbackup thesetwo files within backuparecomparedvith thefiles kept

in thecontrollersf thereis any discrepancy, the restore validation fails and you are prompted to either terminate the
restore operation or continue despite the validation failure.
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Only one copy of the .backup_files and .backup_hash is kept at the controllers. That is, whenever a new backup is
created, these two files are overwritteith the mostrecentones Hencetherestorevalidationpassesnly whenthe
latestbackupis usedfor restore.Thefollowing figure illustrates the management node backup operation.

Automated

Copy relevant

= Stop REST AP|service ‘

+ Start REST APIservice ‘ Backup
+ StopELK service

it Qrestion so + Start ELK service Complete

backup directory

$

Copy backup
data to external
sefver or storage
manually

(@ Before youbegin

. Savethe managementodeinformation,for example P addres®f themanagememode for use
duringtherestoreoperation. Ensure that you have the br_mgmt and br_api IP addresses and th

1. Launch a SSH session with the NFVI managemede.

2. Navigate to<installer-ws>/tools/mgmtdirectory.

3. Executemgmt_node_backup.p¥he backup operation takes approximately 30 minutes and creates
backup_<tag> <dateime> directory in the v ar/cisco/pathfor disconnectedhstallation.FromVIM 3.4.3,
anoptimizationto reducethe backupsizeis availablefor connectednstallation.This reduces the overhead
needed to copy the backup from the pod during restoration. However, ensure that the management node is
connected to the registry during restoration, to download the artifacts for which additional time edrequir

4. Copy the directory to a remote server ugisgncor scp,to recover the management node lateregore.
For example, to copy the backup directory to the remote setamgyet ip>:/var/cisco/directoryexecute the
following commandsequence:

# autobackup triggered as part of pod management operation
rsync -e ssh -go -rtvpX -- numeric -ids
Ivar/cisco/autobackup_<version>_<date - time>

root@<remote_ip_address>:/var/cisco/

# manual backup triggered by admin

rsync -essh -go -rtvypX -- numeric -ids /var/cisco/backup_<version>_<date -
time> root@<remote_ip_address>:

Ivar/cisco/

! Itis mandatory to copy the backup directory as a whole. Do not perform a bare copy of only the
backup directory contents. Farstanceautobackup|backup_<version>_<datene> directorymust

hanracantn viniirramntannda aftaravacriitinnthamantinnackeyr nenr eccnecnmmand

! On the remote server, protect the backup directory from unauthorized access as the backup files may

contain sensitive information. To presettiefile ownershipandLinux markings,runasroot to sync
tharemntecen/ar Tharemntecervamiictriin RHFEI nr CantO<7 ¥ <n that nn narmigcinn nr
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5. At the remote server, change the directory to where the backup directory is copied to. In this example,
Ivar/cisco/backup_<version>_<datéme>/.

6. To verify whether the backup is not corrupted or modified, exefiteck integrityand install the packages on

the server whereheck_integrity
is executed:

python -
prettytable

python -
jinja2

python - babel
python -
markupsafe
python -
setuptools

pytz

Backup with VIM Servicd.ogs

By default,VIM servicelogsarenotbackedup duringautobackumr manualbackup.ThesdogsincludeREST
API, VMTP,SNMP,andsoon. You can take its backup manually, if required.

For manualbackup youcanoverrideby appendinghe-I or --logsoptionto the backupcommandFor optimal
performancedreductionof spaceandtime), do not use this option.

#cd installer/tools/mgmt

# ./mgmt_node_backup.py - help
Usage: ./mgmt_node_backup.py
[options] Options:

-h, -- help  show this help message and exit
-, --logs forceto also collect vim service logson  backup

Encryption of Management Nodgackup

By default, the management node snapshot corgeing_datahat have sensitive information that is used for
restoration during management node failiit@s resultsin anexposureof informationaboutthe pod.FromVIM
4.2.0,themanagememodesnapshois encryptedo protecttheleakageof cloud associated information when the
snapshot is saved gffremise.

Following are the assumptions for encrypting managementsrageshot:

« Sinceapasswords neededo encryptthe managememodesnapshotthis
optionis availableonly asmanualoption.

« The password used to encrypt the management node must be used for
restoration of the snapshot as well.

« If adminforgetsthe passwordtherestoratiorof the managementodefrom theencrypted
snapshois not possibleandmostly leads to reinstallation of the VIM instance.
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« A managememodebackupmustexist,before
runningtheencryption.

« During encryption of the backup, you must
enter the password twice.

« Ensurethattheencryptionanddecryptionof themanagememodebackuparedonein aVNC or KVM
consolesothatthe sessiordoesnot terminate.

Following are the options to encrypt/decrypt the managementsmaghshot:

#cd installer/tools/

# ./backup_encrypt.py -h

usage: backup_encrypt.py [-h] (-d
DECRYPT| -e ENCRYPT) Script to
Encrypt or Decrypt Backup

directory/file optional arguments:
-h, -- help show this help message and exit
-d DECRYPT, -- decrypt DECRYPT location of the hvim  encrypted  backupfile

-e ENCRYPT, -- encrypt ENCRYPT location  of hvim  backup directory

Example Snippet of Encryption of Backup dir of management node:

[root@razor tools]# ./backup_encrypt.py -e
Ivar/cisco/<path>/autobackup_4.1.0 2021 -02-26_19-10-56/

DO NOT press ~c while the Encryption is in progress
Aborting Encrypt operation with a ~c may corrupt the encrypted backup file

***  You Should remember the password to decrvot this backup. otherwise vou

! The encrypted backup file is in gpgmat.

To ensurghatthe encryptedsnapshois not corruptedduringits copyto andfrom themanagememode,usethe
cksumcommandagainsthegpgfile and compare the values at the source and destination. Listed below is an
example of the same:

# cksum autobackup_4.1.0_2021 -02-26_19- 10- 56_3650878860.tar.gpg
3650878860 9518011 autobackup_4.1.0_2021 -02-26_19-10- 56_3650878860.tar.gpg
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Restoring ManagemeNbde

Restoring Managemeitode

You haveto reimagethe managementodewith therunningVIM releasdSO versionwhenthebackupis
performedbeforeinitiating therestore operation. The restoration fails, in case of a version mismatch.

! Version checking is available only for offlinestallation.

During restoreoperationthe systemchecksfor themanagememode'dP addressnformationto matchthe prior
configuration.Thelogsarecaughton the control, compute, and storage nodes from the moment of the management
node failure until its restoration.

The following figure illustrates VIM management node restgreration.

Install
Management
Node software
from scratch

Copy backup files
to Management
Node manually

-

Backup datafrom
external server or
storage source

|

L

Automated

Relevant info
Stop REST API copled to
» service »

Start
» RJ;":'; Management
Node locations

(@ Ensure that you have thestname, br_mgrandbr_api IP addresses of the failed managenmee.

! Ensure that you execute the following restoration procedure onlyeathuser.

1. Reimage the management node with the ISO version with which you want to restore the node, and with the
same hostname and IP addrisd
is usedbeforethenodefailure. For moreinformationonthemanagememode,seeManagemeniNodeon UCS
C-serieg(M4/M5/M6) or Management Node on Quanta Servéi@sed on the type of management node that is

used.

2. Navigate tdvar/cisco/directoryat the remote server where the backup folder is copied during the backup
operation.

3. Copy the backup file (encrypted or not) to thar/cisco/directoryof the reimaged managememnde.
Forexampleto copythebackupfolder from theremotehost<remote_ip>to themanagementode
Ivar/cisco/directoryexecutehefollowing command from the management node:

scp <current_backupin_gpg_format>
root@<remote_ip>:/var/cisco/<current_backupin_gpg_format>

Or
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rsync -essh -go -rtvpX -- numeric -ids
root@<remote_ip>:/var/cisco/backup_ 2017 -01-09 14-04- 38 /var/cisco/
Or

## on the management node, create /var/cisco/

directory, if it does not exist# mkdir /var/cisco/

! Itis mandatoryto copythebackupdirectoryasawhole.Do not performabarecopyof only the
backupdirectorycontentsFor instanceautobackup|backup_<version>_<datime>directory

miicthanracanin vniirmananamanmindaaftaravaciitinntha mantinnadevincnr cencnmmand

! Ensure that you preserve the backup directory at the remote node, until the entire process of restore is
comnlete

4. If stepfile is in gpgformat, executecksuntommandagainsthe gpgfile andcomparehevaluesatthe
sourceanddestinationListedbelowis an example of the same:

# cksum autobackup_4.1.0_2021 -02-26_19- 10- 56_3650878860.tar.gpg
3650878860 9518011 autobackup_4.1.0_2021 -02-26_19 - 10- 56_3650878860.tar.gpg

5. If the backup of the management node is encrypted and is in gpg format, execute the below commands,
otherwise skip thistep:

# cd /root/installer - <tag>/tools/
# .[backup_encrypt.py -d
/var/cisco/<directory_path>/autobackup_4.1.0_2021 -02-26_19-10-

6. Navigate to the backup folder and execute the following command, to verify if the backup is not corrupted or
modified:

# cd
/var/cisco/backup_<date

7. Torestorea baremetainanagementodethatis Layer2 adjacento the podor amanagememodeVM thatis
Layer3 adjacento thepod,executeghefollowing commandn /var/cisco/backup_<datime> folder. In both
conditionsthe APl andmanagementetworkdoesnot changebefore and after the restoration.

/var/cisco/backup_<date -time>#  ./restore

8. To migratethe managementodethatis on Layer?2 or Layer3 adjacento the pod,to theonein aVM thatis
on Layer3 adjacento the pod,execute the following commanid fvar/cisco/backup_<datéime> folder:

/var/cisco/backup_<date - time> # ./restore -- remote

' Therestoreoperationtakesaround45to 60 minutes.As the centralmanagemenf VMs do not
supportNFVBench the corresponding information gets deleted fromstttep data.yamh the
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In bothconditions the APl andmanagementetworkchangedeforeandaftertherestorationHowever the
hostnamef themanagememode cannot be changed.

' Before restoration, the restore script validates the baichder.

9. If thevalidationfails, therestoratioris halted,andanerrormessagés displayedThescriptalsoverifies
thelastperformedbackupfolderin the management node. If any defects are detected, you must confirm to
proceed with restore operation.

2017-02- 02 21:25:23 INFO Starting VIM restore...
2017-02-02 21:25:23 INFO VIM restore: estimated  run
time is approx. 45 mins... 2017 -02-02 21:25:23 INFO

Please see progress log for restore at
Ivar/log/mercury/installer/restore_2017 - 02-02_21:25:23.log
2017- 02- 02 21:25:27 ERROR Error: Backup id is not the one expected

Error:  Found hashID file only in controller(s):
controller -2, controller - 3 Management backup files are

ok (as per controller -2)
Management backup files are ok (as per controller -3)

' The default behavior is to continue by keyRegturn or Y. KeyingN terminates the restogperation.

2017-02- 02 21:25:23 INFO Starting VIM restore...
2017-02- 02 21:25:23 INFO VIM restore: estimated  run
time is approx. 45 mins... 2017 - 02-02 21:25:23 INFO

Please see progress log for restore at
Ivar/log/mercury/installer/restore_2017 -02-02_21:25:23.log
2017- 02- 02 21:25:27 ERROR Error: Backup id is not the one expected

Error:  Found hashID file only in controller(s):
controller -2, controller - 3 Management backup files are

Aly (Aac nar ~antrallar 2\

10. Oncetherestorations done,severahealthcheckpointsareautomaticallyexecutecandthe summary
of resultsfor thatparticularcloud availability is displayed:
11. Run the following checks manually to verify the reststegus:

a. Check the status of the REST Adélrver:

# cd installer -

<tagid>/tools

#./restapi.py -a

status

Status of the REST APl Server. active (running) since Thu
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b. Check thesetup_datand runtime consistency of the managenmexie:

# cd installer - <tagid>/; hvimrun  -- perform 1,3 -y

c. Execute the cloud sanity usiMyM command:

# hvim cloud - sanity create test all

d. To view the results of cloud sanity, use doenmand:

# hvim cloud - sanity show result all - id <uid ofthe test>

' If thepodis hostingVMs for centralmanagemengfterthemanagememoderestorationcopy
the QCOW2imagesto directory location as defined in the IMAGES section of
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Management NodAutobackup

Management NodAutobackup

VIM supports the backup and recovery of the management node. By default, the feature is enabled. Auto
shapshots of the management node hapgerisg pod managemendperation.You candisablethe

autobackumf themanagemeniode After the successfutompletionof certain pod management operations, a
backup of the management node is performed automatically. Only two copies of the backup, either manual or
automatic is kept dtar/cisco/at any given time.

Thedirectoryformatis
autobackup_<tag>_<timestamp>. Following
is the list of operations:

« Freshinstallation

of VIM.

« Commit an

update.

« Replace controller.

+ Add or remove compute nodes.
« Add orremovethe

storagenode.

« Reconfiguration.

« VIM -MON.

1. To enable or disable the management node, updasetine data.yanille asfollows:

AutoBackup Configuration

# Default is True
#autobackun: <True

2. Take a backup of setupdata file and update it manually with the configuration details by running the following
command:

[root@mgmtl ~]# cd

/root/ [root@mgmtl ~#

mkdir  MyDir

[root@mgmtl ~J# cp /root/openstack -
configs/setup_data.yaml /root/MyDir/ [root@mgmtl

~J# # update the setup_data to change autobackup

The following table shows the scenarios of when autobackpgrisrmed:

Pod operation Autobackup
performed
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Update No
Rollback No
Commit Yes

Update failure with = No
autorollback

After the successfutreationof the autobackugolder, you cancopyit to anexternalserverfor laterrestoratioras
mentionedn RestoringVlanagemeniode
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Backing Up UMode
Backing Up Unified Management (UNNode

« Overview
« Backing up VIM UM

Autobackup
UM

o Manual
Backup

o Preserving Backup Directory on Remote Node
Overview

The UM node hosts critical services such as certificates, mariadb, and so on for the Ul solution of VIM. As the UM

node is not redundant, ensure that you take the backup of the same. This way if the UM node goes threugh a notr
recoverable failure, you camstore the UM node using the saved UM niodlermation.

Backing up VIMUM

The administrator maintains the backup for UM on the management node. The UM backup is done only after the
complete deployment of the UM bootstr@mly two copiesof the backupdirectoryaremaintainechtthe
managememode.Theoldercopyis overwritten wheranextUM backupor autobackup takes place.

UM backupis storedat the defaultbackuplocation/var/cisco/insight_backum¥ith backupdir in the
insight_autobackup_<release tag>_ <date> <timésrmat.

UM Ul triggers an autobackuphenever it detects any operation related to MySQL database entry to preserve the
latest state oM.

UM backupis not allowedafteranupdate Theupdates anintermediatestagebetweerrollbackandcommit.
Any changeelevantto MySOL database entry is not backed up, after an update from UM UL.

AutobackugJM

If there is a change, UM Installation automatically runs a daemon process to taketiaekup.
Getthelive statusof the processy checkingthelog locatedat

Ivar/log/insight/insight_autobackup/insight_autobackup.logsystemctstatusinsight autobackup

! A maximum of 10 log files of size 1024*1024 is maintained indinectory.
Following are the scenarios where autobackupitisited:
Unified ManagementOperation = Auto-backup

Performed
Adding or deletingpod Yes

481



HCLTech

Changing pod REST password  Yes

certificate

Add/Edit/Delete all types afsers Yes
Add/Edit/Deleteroles Yes
Modify user and rolassociation = Yes
Revoking or adding user Yes
permission

Log in orLogout No
Contextswitching No
Change usegpassword Yes

1. To check the status of UM, perform the followistgps:
systemctl status insight - autobackup

insight - autobackup.service - Insight Autobackup
Loaded: loaded (/usr/lib/systemd/system/insight -

autobackup.service; enabled; vendor preset: disabled)

Active: active  (running) since Wed 2017 - 08- 30

01:17:18 PDT,; 19s ago Main PID: 19949 (python)
Memory: 12.4M

2. To stop UM autobackup, do tfi@lowing:

systemctl stop insight - autobackup

insight - autobackup.service - Insight Autobackup
Loaded: loaded (/usr/lib/systemd/system/insight -

autobackup.service; enabled; vendor preset. disabled)
Active: inactive (dead) since Mon 2017 - 09- 04 00:43:43 PDT,; 5s

Process: 19993 ExecStop=/bin/kill ${MAINPID}
(code=exited, status=0/SUCCESS) Main PID: 19984

—_~ AL,

3. To start UM autobackup, use the followiogmmand:

systemctl start insight - autobackup

insight - autobackup.service - Insight Autobackup
Loaded: loaded (/usr/lib/systemd/system/insight -

autobackup.service; enabled; vendor preset: disabled)

Active:  active  (running) since Wed 2017 - 08- 30
01:17:18 PDT; 19s ago Main PID: 19949 (python)
Memory: 12.4M

CGroup: /system.slice/insight - autobackup.service
19949 /usr/bin/python /root/<installer -

(PRSI |- JURGUS. Y FUPRy SR IR WS [ A -SSR S SR S
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4. UM autobackup performs the followirgperations.

a. Installation

« Invokes the script when the Galera DB and UM containers are up.
« Stores the log irfvar/log/insight/insight_autobackup_logs/insight_autobackup.log.
. Notifieswhether the service is up or not with-4€conds psk.

[2017 - 09- 04 00:49:01,504] INFO [Insight Autobackup]  Insight
Autobackup  Service  Running. [2017 -09-04 00:49:11,514] INFO
[Insight Autobackup] Insight Autobackup  Service Running.

. If there is any change, it takes a backup (time to check if SQL
, difference is 30 secondsfreatesnsight_db.tar.gand

b. Update ui_snapshot.tar.ganddumpsthemin thelatestbackupdirectory.

During the updatdnsight_runnerdoes not triggeautobackup.
Terminates autobackup service and does not maintain a backup in the interstatiiate

c. Rollback: Reinvokes the script from the previousmrkspace.

d. Commit: Invokes the script again from the nearkspace.
e. Uninstall: Deletes the service files but retains thediogctory.
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Manual Backup

Launch an SSH session with VIM UM node and execute the follogdngmands:

# cd Insight -<tag id >/insight/backup_restore/
#./Jum_node_backup.py -h

Usage: ./'um_node_backup.py [options]
Options:
-h, - help show this help message and exit

# .Jum_node_backup.py

2020- 05- 29 03:14:42 INFO Backup Validation Passed

2020- 05- 29 03:14:42 INFO Starting VIM UM backup

2020- 05- 29 03:14:42 INFO VIM UM backup: estimated run time is approx. 30 mins...
2020- 05- 29 03:14:42 INFO Please see backup progress log at Ivar/log/insight_backup

/insight_backup_<version>_<date>_<time>.log

2020- 05- 29 03:14:42 INFO VIM UM prebackup:  executing  prepbackup playbook

2020- 05- 29 03:14:45 INFO VIM UM backup: executing backup playbook ...

2020 - 05- 29 03:15:00 INFO VIM UM states backed up Ivar/ciscolinsight_backup

finsight_backup _<version>_<date>_<time>

2020 - 05- 29 03:15:00 INFO Executing VIM UM postbackup ...var/ciscolinsight_backup
finsight_backup_<version>_<date>_<time>

2020- 05- 29 03:15:00 INFO Insight DB backed up .

2020- 05- 29 03:15:06 INFO VIM UM backup completed: backupdir at Ivar/ciscolinsight_backup

finsight_backup_<version>_<date>_<time>

FromVIM 3.4.6,anoptimizationto reducethebackupsizeis availablefor connectednstallation.Thisreduceghe
needto copythebackupfrom the pod during restoration. However, ensure that the management node is connected

to the registry during restoration, to download the artifacts for which additional time is required.

Preserving Backup Directory on Remdtede

1. Copy the directory to a remote server ugisgncor scp,to recover the management node lateregore.

Forexample, to copy the backup directory to the remote server
<target_ip>/var/cisco/insight_backup/directorgxecute the followingommands:

# autobackup triggered as part of UM management operation

rsync -e ssh -go -rtvpX -- numeric -ids
Ivar/ciscol/insight_backup/insight_backup_<version>_<date - time>
root@<remote_ip_address>:/var/cisco/insight_backup/

# manual backup triggered by admin
rsync -e ssh -go -rtvpX -- numeric -ids

hiaviaicanlinaiaht haalaonlinaialht lhaalain viAavaian~s  ~Aata +irmaA~

! Itis mandatory to copy the backup directory as a whole. Do not perform a bare copy of only th

! On the remote server, protect the backup directory from unauthorized access as the backup files may
contain sensitive information. To presetkefile ownershipandLinux markings,runasroot to sync

tharamntacaniar Tharamntacaniamiictriin DHEI nr CantNQ7 v cn that nn narmiccinn nr
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2. At the remote server, change the directory to where the backup directory is copied to. In this ak@&nple,
Ivar/ciscolinsight_backup

/insight_backup_<version>_<datéme>/.

3. To verify whether the backup is not corrupted or modified, exefiteck _integrityand install the packages on
the server whereheck_integrity

is executed:
python -
prettytable
python -
jinja2
python - babel
python -
markupsafe
python -
setuptools
pytz
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Restoring UNNode
Restoring Unified Management (UNYode

You can restore the VIM UM to its previous running state that existed at the timaelafp.

! Ensure that you do not run the UM on the node on which restore opergiafoisned.

1. Reimagahe UM nodewith the SO versionwith which you wantto restorethe node , andwith thesamelP
addresshatis usedbeforethefailure of the node.

2. Navigateto /var/cisco/insight_backuplirectory at the remote server where the backup directory is copied
during backupExecute/check_integrity
, to verify if the backup is not corrupted modified.

3. Copythebackupdirectoryto the/var/ciscol/insight_backuplirectoryof there-imagedUM node.For
exampleto copythe backupdirectoryfrom the remote host <remote_ip> to the management node
/var/ciscolinsight_backugirectory, execute the following command sequence:

rsync -essh -go -rtvpX -- numeric -ids
<remote_username>@<remote_ip>:/var/cisco/insight_backup
finsight_backup_2020 -01-09_14-04- 38 /var/ciscolinsight_backup
Or

# On the UMnode, create /var/cisco/

directory, if it does not exist# mkdir

! Itis mandatory to copy the backup directory as a whole. Do not perform a bare copy of only the
backup directory contents. For instaneesjght_autobackup|backup_<version>_<ddtme>

dirartnnimiicthanracanin viniirmananamanmnda aftaravaciitinntha mantinnaasevinenr ern

! Itis highly recommended to use a KVM session instead of SSH, for
restoring the UM node. Ensutteatyou preservehebackupdirectoryat

4. Navigate to the backup folder and execute the following command to verify if the backup is not corrupted or
modified:

# cd
Ivar/ciscol/insight_backup/insight_backu
p_<date - time> # ./check_integrity

5. In /var/ciscolinsight_backupisight_backup_<datéime> directory, execute the followingpbmmand:
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# .Irestore -h

Usage of um_node_restore  script

Options:

-h -- help

Show this help text
-- verbose
Set the logging level to debug

#./restore
Running System validation. May take time....
Restore Checksum Validation Passed
Restore Validation Passed
2020 - 05- 29 05:04:15 INFO Starting VIM UM restore...
2020 - 05- 29 05:04:15 INFO VIM UM restore: estimated run time is approx. 45 mins... Please
2020 - 05- 29 05:04:15 INFO see progress log for restore at /var/log/insight_restore
linsight_restore_2020 - 05- 29_05:04:15.log
2020 - 05- 29 05:04:15 INFO Workspace restored to /root/insight -346
2020 - 05- 29 05:04:15 INFO VIM UM restore: Executing restore playbook ...
2020 - 05- 29 05:04:19 INFO Executing UMnode validation and orchestration step....
2020 - 05- 29 05:14:25 INFO Verifying UM install status..
Fetching Insight install status..

vim Insight Install Status!+ = --------moeomeeeeee- +oeeee- -
+ + | Description

| Status
| Details |+ —mmmmmmemem e +ooeeee- -
o +
| Insight Setup | PASS | Success |
| Insight Version | PASS |NG: 4.0.0 |
| Insight UI URL | PASS | https://<br_api>:9000 |
| Mariadb Container | PASS | mariadb_26349 |
| Insight Container | PASS | insight_26349 |
| Insight Autobackup | PASS | [ACTIVE]: Running ‘insight - autobackup.service' |
T —— + Fommmmmmmmmmmmmmmmmmmmmeeeeeeee s +
[WARNING]: UM Management node needs to be rebooted for following to take effect:
* Updated core libraries and services.

2020- 05- 29 05:14:25 INFO Completed VIM UM Restore successfully
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Managind/IMSoftwareHub

Managing VIM SoftwarédHub

1 UpdatingVIM Software Hub TLS Certificate and Registry CredentiAls!
1 SoftwareHub ServerBackupand
Restore
1 Checking Integrity of
Autobackup Files
1 RestoringVIM SoftwareHub
from Backup

1 Resolving Low Disk Space

1 Upgrading VIM Software Hub from VIM
4.x to VIM 5.x

1 ManuallyUpdating Packages

1 EnablingSDS Administrator with LDAP

Authentication

VIM Software Hub helps mitigate the need to ship USBs across different pods during VIM installation or update. To
ensure the longerm viability of
VIM Software Hub, it is designed to handle the following Dagcénarios:

Updating VIM Software Hub TLS Certificate and Regigiinedentials

Before installing the release artifacts from the VIM Software Hub server, you must provide a valid TLS
certificate and VIM Software Hub registry credentialthesds_setup_data.yaffile. Consideringhe security
policiesof anorganizationVIM SoftwareHub allowsyouto updatethe TLS certificate and registry
credentials on the VIM Software Hub server as required.

Navigate to the last installed release workspace using th& command.
Replace the TLS certificate in tlpenstackconfigsdirectory.

Modify the credentials in theds_setup_data.yarfile.

Run the following command for the changes to teffect:

> wonN e

# cd /root/cvim_sds -<last -tag> # directory of last installed release
and execute the following command. # ./sds_runner/runner.py

This operationvalidateshechangesn thesds_setup_data.yarfile andnewTLS certificate.lt reconfigures
theVIM SoftwareHub server components with this new information.

The VIM Software Hub registry credentials of the pods that rely on VIM Software Hub areasdigured.
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VIM Software Hub Server Backup aftkstore

VIM SoftwareHub triggersanautobackumperatiorwhenanewVIM releaseas installedontheVIM Software
Hub server It takesa backupof the relevant files from the VIM Software Hub server, and saves it in the

following location on the VIM Software Hub server:

directory
For manual backup of VIM Software Hub, use the followingimands:

# cd cvim_sds - <tag -
id>/sds/bkp_rest/ #
Isds backun.onv

VIM SoftwareHub maintainsonly the latesttwo backupdirectories.The older copyis overwrittenwhenthe next
autobackuppperationis triggered.If you wantto usean older backupdirectoryfor a restoreoperationlater, you
needto saveit to anotherocationbeforeit is overwritten.You canusethersyncor scpcommands to save it to an
RHEL7/CentOS based system which is external to the VIM Software Hub server.

Checking Integrity of Autobackuiles
You canusethescriptprovidedin theautobackuglirectoryto checktheintegrity of theautobackugiles after

usingthersyncor scpcommands. Before you begin

Ensure that the following packages are installed on the backup serveywsing

python
prettytab
le

python

jinja2

+ pythonbabel
« python
markupsaf

e

* python
setuptools

* pytz

1. Navigate to the autobackurectory.
2. Execute the following command to run theript:

#
Jcheck_integrity

489



HCLTech

Restoring VIM Software Hub frorBackup

A VIM Software Hub restore operation is done when the original VIM Software Hub server is being replaced by a
newone.

1. ReimageheVIM SoftwareHub servemwith thelSO versionwith which youwantto restorehenode,

2.

3.

andwith thesamelP addresghat is used before the failure of the node.
Navigateto thelocationwherethe backupdirectoryis copiedduringthe
backupoperation.

V erify theintegrity of thebackupfiles asdescribedn Checking
Integrity of Autobackup-iles

Copy the backup file to the directory of the reimaged VIM Software
Hub node.

Forexampleyou cancopythebackupdirectoryfrom theremotehost20.0.0.5t0 theVIM Software
Hub nodedirectory/var/cisco/asfollows:

rsync -essh -go -rtvpX -- numeric -ids
root@20.0.0.5 :/var/cisco/autobackup_2017 -01-09 14-04-38
Ivar/cisco/

s.Navigate to the backup directory and execute the following command to verify if the backup is not corrupted or

modified.
6.In the/var/cisco/autobackup_<tag> <datttme> directory, execute the followingpmmands:

# cd
/var/cisco/backup_<date
- time> # ./restore

It may take about 45 minutes for the restore operaticorplete.

Beforerestoringa backupdirectory,therestorescriptvalidateshebackupdirectory.If the validationfails,
therestoreoperatioris interrupted and an error message is displayed. The restore script also verifies the
latest backup directory in the VIM Software Hub Node. If defects are detected, you need to confirm
whether you want to proceed with the restore operation.

Forexample:

2017-02- 02 21:25:23 INFO Starting VIM restore...
2017-02-02 21:25:23 INFO VIM restore: estimated  run
time is approx. 45 mins... 2017  -02-02 21:25:23 INFO
Please see progress log for restore at

/var/log/mercuryl/installer/restore_2017 - 02- 02_21:25:23.log

2017- 02- 02 21:25:27 ERROR Error: Backup id is not the one expected
Error:  Found hashID file only in controller(s): controller -2,
controller - 3 Management backup files are ok (as per controller -2)
Management backup files are ok (as per controller -3)

The management node changed after the last backup was stored. Do you
still want to proceed restoring this management node? [Y/n]y

2017 - 02- 02 22:17:55 INFO Workspace restored to
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