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Implementation Guidelines




Executive Summary

The European Union's Artificial Intelligence Act (EU Al Act), which came into force in August 2024, represents the
world's first comprehensive leqgal framework for artificial intelligence. This landmark requlation establishes a
risk-based approach to Al governance, with obligations proportional to the risk level of Al systems. Organizations
deploying Al systems in the EU market—or whose Al outputs are used in the EU—must comply with specific
requirements based on their Al system's risk classification.

Key Implementation Timeline:

August 2024:
EU Al Act entered
into force

February 2025: August 2025: August 2026: August 2027:
Prohibitions on Governance and High-risk Al Full compliance
unacceptable general-purpose system required for all
risk Al systems Al model rules obligations fully provisions
become apply enforceable (with

enforceable exceptions for

specific sectors)

This guide provides a comprehensive overview of EU Al Act obligations, risk categories, compliance requirements,
and practical implementation guidance to help organizations navigate this complex requlatory landscape.

EU Al Act: Risk-Based Classification Framework

The EU Al Act categorizes Al systems into four risk levels, each with distinct requlatory obligations:

Risk Level

Unacceptable Risk
(Prohibited)

High Risk

Limited Risk
(Transparency)

Minimal Risk

Definition

Al systems posing clear threats to
safety, livelihoods, or fundamental
rights

Al systems used in critical domains
with significant impact on rights and
safety

Al systems interacting with humans
requiring transparency

Al systems posing negligible risk, not
subject to mandatory requirements

Examples

Social scoring by governments; real-time biometric
identification in public spaces (with narrow
exceptions); exploitative Al targeting vulnerable
groups; subliminal manipulation

Al in employment (CV screening, promotion
decisions); credit scoring; law enforcement; critical
infrastructure; education admissions; biometric
identification

Chatbots; Al-generated content (deepfakes);
emotion recognition systems; biometric
categorization

Spam filters; Al-enabled video games; inventory
management systems




Prohibited Al Systems (Unacceptable Risk)

Banned Practices Under the EU Al Act

The following Al applications are prohibited in the EU, with limited exceptions for law enforcement and national
security:

Social Scoring Systems: Al systems evaluating or
classifying individuals based on social behavior or
personal characteristics, leading to detrimental
treatment

Exploitative Al: Systems exploiting vulnerabilities
of specific groups (children, elderly, persons with
disabilities) causing physical or psychological
harm

Subliminal Manipulation: Al deploying subliminal
techniques to materially distort behavior in ways
causing harm

Real-Time Remote Biometric Identification: Use of
real-time biometric identification in publicly
accessible spaces for law enforcement (narrow
exceptions for serious crimes, missing persons,
imminent threats)

Biometric Categorization Based on Sensitive
Attributes: Inferring race, political opinions, trade
union membership, religious beliefs, sex life, or
sexual orientation

Emotion Recognition in Workplace and
Education: Using Al to infer emotions in
employment contexts or educational institutions
(except for medical or safety reasons)

\Untargeted Scraping of Biometric Data:
Indiscriminate scraping of facial images or
biometric data from internet or CCTV footage

Risk Assessment for Crime Prediction: Profiling
individuals to predict criminal offenses based
solely on personality traits or characteristics

Penalties for Non-Compliance: Up to €35 million or 7% of global annual turnover, whichever is higher.

High-Risk Al Systems: Comprehensive Obligations

High-Risk Al System Categories

Al systems are classified as high-risk if they fall within these categories:

Biometric Identification and Categorization: Remote biometric
identification systems; biometric categorization systems

Critical Infrastructure Management: Al managing traffic, water,
gas, electricity, or digital infrastructure

Education and Vocational Training: Al determining educational
institution access; assessing learning outcomes; detecting exam
misconduct; evaluating performance

Employment, Workers Management, and Self~-Employment:
Recruitment and selection; promotion and termination decisions;
task allocation; performance monitoring

Access to Essential Services: Credit scoring; risk assessment for
insurance; emergency response dispatching

Law Enforcement: Individual risk assessments for crime victims;
polygraphs; emotion recognition; detecting deepfakes; evaluating
reliability of evidence

Migration, Asylum, and Border Control: Assessing security risks;
verifying travel documents; examining asylum applications

Administration of Justice: Al assisting judicial authorities in
research, interpretation of facts, and law application




Mandatory Requirements for High-Risk Al Systems

Organizations deploying high-risk Al systems must comply with the following obligations:

1. Risk Management System 2. Data Governance and Quality

Establish and maintain a continuous,
iterative Al risk management system
throughout the Al lifecycle

Identify and analyze known and foreseeable
risks, including risks to fundamental rights

Estimate and evaluate risks emerging during
testing and real-world use

Adopt appropriate risk mitigation measures

Document risk management activities and
maintain audit trails

3. Technical Documentation

Prepare comprehensive technical
documentation demonstrating compliance
with EU Al Act requirements

Document: Al system design and
development process; intended purpose;
risk assessment; dataset characteristics;
model architecture; performance metrics;
testing results; human oversight measures

Keep documentation up-to-date
throughout the Al system lifecycle

Make documentation available to
competent authorities upon request

Implement data governance and
management practices ensuring training,
validation, and testing datasets are relevant,
representative, and free from errors

Address potential biases in datasets that
may lead to discrimination

Ensure datasets are sufficiently diverse and
cover foreseeable circumstances

Examine datasets for historical biases,
particularly regarding race, ethnicity, gender,
age, and disability

Maintain data provenance and lineage
documentation

4. Record-Keeping and Logging

Enable automatic recording of events (logs)
throughout the Al system lifecycle

Ensure logs enable traceability of Al system
functioning, detection of anomalies, and
post-market monitoring

Maintain logs for at least 6 months (or longer
based on applicable law)

Protect logs from tampering and
unauthorized access

6. Human Oversight

5. Transparency and Information Provision

Design Al systems to be sufficiently
transparent, enabling users to interpret
outputs and use appropriately

Provide clear, accessible instructions for use

detailing: intended purpose; accuracy levels;

known limitations; human oversight
requirements

Inform users about circumstances likely to
result in risks to health, safety, or
fundamental rights

Include information about deployer
obligations under the Al Act

Design Al systems to enable effective human
oversight during use

Ensure human overseers can: fully
understand Al system capabilities and
limitations; remain aware of automation

bias; interpret outputs correctly; intervene or
interrupt operations; override decisions

Assign oversight to individuals with
appropriate competence, training, and
authority

Implement technical measures enabling
human review of high-risk decisions



7. Accuracy, Robustness, and Cybersecurity

Achieve appropriate levels of accuracy,
robustness, and cybersecurity throughout
the Al system lifecycle

Test systems to ensure resilience against
errors, faults, and inconsistencies

Implement measures to protect against
adversarial attacks, data poisoning, and
model theft

Ensure Al systems are resilient to attempts
by unauthorized third parties to alter use or
performance

Document accuracy metrics and establish
performance benchmarks

9. Conformity Assessment

Undergo conformity assessment procedures
verifying compliance with EU Al Act
requirements

Obtain CE marking and draw up EU
declaration of conformity before placing
system on market

For certain high-risk cateqgories (e.q.,
biometric identification), third-party
conformity assessment by notified body
required

For other high-risk systems, internal
conformity assessment may be sufficient

8. Quality Management System

Establish, document, and maintain a quality
management system ensuring compliance
with the EU Al Act

Include: compliance strateqgy; data
governance procedures; technical
documentation practices; record-keeping
systems; resource management; risk
management framework

Implement post-market monitoring
procedures tracking Al system performance
in real-world conditions

Establish processes for handling complaints
and reporting serious incidents

10. Registration and Notification

Register high-risk Al systems in the EU
database before placing on market or
putting into service

Provide detailed information: provider

identity; system description; intended

purpose; risk classification; conformity
assessment details

Update registration information when
significant changes occur

Penalties for High-Risk Non-Compliance: Up to €15 million or 3% of global annual turnover, whichever is higher.

General-Purpose Al Models (GPAI): Emerging Obligations

What are General-Purpose Al Models?

General-purpose Al models (GPAI) are foundation models trained on large datasets capable of performing a wide

range of tasks beyond their original training purpose (e.g., GPT-4, Claude, Llama).

GPAI Model Obligations

Providers of general-purpose Al models must:

Technical Documentation: Prepare and maintain detailed
technical documentation, including training data, compute
resources, evaluation metrics

Information for Downstream Providers: Provide
documentation and information enabling downstream
developers to comply with obligations

Copyright Policy: Maintain copyright compliance policy and
publish summaries of copyrighted training data

Transparency Reports: Publish transparency reports detailing
model capabilities, limitations, and appropriate use



GPAI Models with Systemic Risk

For GPAI models posing systemic risk (models with
high-impact capabilities, trained with compute >10"25
FLOPs), additional obligations apply:

Model Evaluation: Conduct adversarial testing and
perform model evaluations assessing systemic risks

Risk Assessment and Mitigation: Identify, assess, and
mitigate systemic risks, including cybersecurity threats
and societal impacts

Serious Incident Reporting: Track and report serious
incidents to competent authorities

Cybersecurity Protection: Ensure appropriate
cybersecurity safequards protecting model integrity

Enerqgy Efficiency: Report energy consumption metrics for
model training

Limited Risk Al Systems: Transparency Requirements

Al systems posing limited risk must meet specific transparency obligations:

Chatbots and Conversational Al

Inform users they are interacting with an Al system (unless obvious
from context)

Provide clear disclosure at the beginning of interactions

Enable users to request human intervention where appropriate

Al-Generated Content (Deepfakes)
Disclose when content (images, audio, video, text) is artificially
generated or manipulated

Implement technical solutions (watermarking, metadata) enabling
content detection

Provide clear, prominent, and accessible labeling of synthetic media

Emotion Recognition and Biometric Categorization

Inform individuals when emotion recognition or biometric
cateqgorization systems are being used

Provide transparency about the purpose, logic, and consequences of
such processing

Penalties for Transparency Violations: Up to €75 million or1.56% of
global annual turnover, whichever is higher.



Key Roles and Responsibilities

The EU Al Act defines distinct roles with corresponding obligations:

Role Responsibilities

Provider Organization developing or having Al system developed for placing on market or
putting into service under own name. Bears primary compliance responsibility
including conformity assessment, technical documentation, quality management

Deployer Organization using high-risk Al system under its authority (except for personal
non-professional use). Must: ensure input data quality; monitor system operation;
maintain logs; conduct fundamental rights impact assessments; enable human
oversight

Importer Organization established in EU placing Al system from third country on EU market.
Ensures provider compliance with EU Al Act; verifies conformity assessment;
registers system in EU database

Distributor Organization in supply chain making Al system available on EU market without
altering it. Verifies CE marking; ensures required documentation accompanies
system; cooperates with authorities

Authorized Organization designated by provider outside EU to act on provider's behalf for EU Al
Representative Act compliance

Fundamental Rights Impact Assessment (FRIA)

Deployers of high-risk Al systems must conduct a Fundamental Rights Impact Assessment (FRIA) before
deploying the system:

FRIA Components
1. Describe the Deployment Context: Detail the intended use case, affected persons, deployment duration,
and frequency

2. ldentify Fundamental Rights Impacts: Assess potential impacts on: non-discrimination; privacy and data
protection; human dignity; freedom of expression; right to work; consumer protection; access to justice

3. Analyze Necessity and Proportionality: Evaluate whether Al system use is necessary and proportionate to
achieve legitimate objectives

4. Risk Mitigation Measures: Document measures to prevent or minimize adverse impacts on fundamental
rights

5. Stakeholder Consultation: Consult affected persons, workers' representatives, or relevant civil society
organizations

6. Documentation and Review: Document FRIA findings and review periodically or when significant changes
occur

FRIA Exemptions: Small-scale deployers (micro and small enterprises) and law enforcement deployers acting
within legal frameworks may have reduced obligations.



EU Al Act Governance Structure

EU Al Office

The EU Al Office, established within the European Commission, serves as the central coordinating body for Al
regulation implementation:

Supervises general-purpose Al models and enforces GPAI obligations
Coordinates with national competent authorities across member states
Maintains the EU database for high-risk Al system registration

Issues guidance, codes of practice, and implementation recommendations

Monitors Al market developments and emerging risks

National Competent Authorities

Each EU member state designhates national competent authorities responsible for:

Supervising high-risk Al systems within their jurisdiction
Conducting market surveillance and enforcement activities
Investigating complaints and conducting inspections
Imposing fines and corrective measures for non-compliance

Cooperating with EU Al Office and other member state authorities

Notified Bodies

Notified bodies are independent conformity assessment organizations authorized to:

Conduct third-party conformity assessments for certain high-risk Al systems
Verify compliance with EU Al Act requirements
Issue certificates and technical documentation reviews

Monitor post-market performance of certified systems

EU Al Act Penalties and Enforcement

The EU Al Act establishes a tiered penalty structure based on violation severity:

Violation Type

Maximum Fine

Examples

Prohibited Al Practices

€35M or 7% of global
turnover

Deploying social scoring; real-time
biometric surveillance; exploitative Al

High-Risk System
Non-Compliance

€15M or 3% of global
turnover

Failure to conduct risk assessment;
inadequate data governance; missing
human oversight

Transparency Violations

€75M or 1.5% of global
turnover

Not disclosing Al interaction; unlabeled
deepfakes; missing emotion recognition
notice

Information Provision
Failures

€75M or 1.5% of global
turnover

Refusing to provide documentation to
authorities; incomplete technical
documentation



Additional Enforcement Measures:

Product recalls and withdrawal orders

Suspension of Al system operations

Bans on placing non-compliant systems on EU market
Public disclosure of violations

Mandatory corrective action plans

Integration with Existing Requlations

The EU Al Act complements and coordinates with existing EU requlations:

GDPR (General Data Protection Regulation)

EU Al Act and GDPR both apply to Al systems processing personal data

GDPR rights (access, rectification, erasure) remain applicable to Al systems

Al Act human oversight requirements support GDPR's right to human review of automated decisions
Data minimization and purpose limitation principles apply to Al training data

Combined compliance requires integrated data protection and Al governance approaches

Other Relevant EU Reqgulations

Digital Services Act (DSA): Applies to online
platforms deploying Al for content moderation and
recommender systems

Digital Markets Act (DMA): Applies to gatekeeper
platforms using Al systems

Product Safety Reqgulations: Al systems embedded
in products must comply with sector-specific safety
requirements

Medical Device Regulation (MDR): Al medical
devices subject to both MDR and EU Al Act

Employment Law: Al employment systems must
comply with labor law and anti-discrimination
provisions




Financial Services

Credit scoring and lending Al systems
classified as high-risk

Must comply with both EU Al Act and
sector-specific requlations (MiFID I, PSD2,
AML directives)

Enhanced scrutiny on algorithmic bias in
credit decisions and insurance underwriting

Model risk management frameworks must
integrate EU Al Act requirements

Human Resources and Employment

Recruitment, promotion, and performance
evaluation Al systems classified as high-risk

Must comply with employment law, equal
treatment directives, and GDPR in addition
to Al Act

Candidates and employees have right to
explanation of Al-driven employment
decisions

Works councils and labor representatives
must be consulted on Al deployment

Education

Sector-Specific Considerations

Healthcare and Medical Devices

Al medical devices subject to dual
compliance: Medical Device Requlation
(MDR) and EU Al Act

Clinical decision support, diagnostic Al, and
treatment recommendation systems
classified as high-risk

Safety and performance requirements must
meet both MDR and Al Act standards

Clinical evaluation and post-market
surveillance aligned across both regulations

Law Enforcement and Justice

All law enforcement Al applications
classified as high-risk with stringent
requirements

Real-time biometric identification in public
spaces largely prohibited (narrow
exceptions)

Judicial decision-support Al requires
extensive transparency and human oversight

Enhanced data protection standards and
fundamental rights safequards apply

Al systems for admissions, exam evaluation, and performance assessment classified as high-risk

Emotion recognition in educational settings prohibited (except for medical/safety purposes)

Enhanced protections for children and vulnerable learners

Transparency obligations for students and parents regarding Al use in education




Common Compliance Challenges and Solutions

Challenge

Ambiguous risk
classification

Legacy Al systems
non-compliant

Complex supply
chain responsibilities

Data quality and bias
detection

Technical
documentation
burden

Human oversight
implementation

Cross-border
compliance
complexity

Resource and
expertise constraints

Solution

Consult EU Al Office guidance; conduct conservative risk assessments; engage
legal experts; document classification rationale

Prioritize high-risk systems for remediation; conduct gap analyses; implement
retrofitting plans; consider system retirement if non-compliant

Map provider-deployer relationships; establish contractual obligations; clarify
roles in service agreements; implement shared compliance monitoring

Implement automated bias scanning; conduct diverse dataset audits; establish
data quality KPIs; maintain data provenance records

Automate documentation generation; use model cards and standardized
templates; integrate documentation into MLOps workflows

Design confidence-threshold architectures; train human reviewers; implement
review workflows; establish escalation protocols

Align with strictest requirements; implement unified governance framework;
monitor requlatory developments in multiple jurisdictions

Engage external compliance consultants; leverage compliance automation
platforms; join industry working groups; prioritize highest-risk systems

Why Partner With Compliance Experts?

Navigating EU Al Act compliance requires deep expertise across legal, technical, and operational domains.
Organizations benefit from partnering with specialized consultants who provide:

Requlatory Expertise: Up-to-date knowledge of EU Al Act requirements,
implementing regulations, and evolving guidance from EU Al Office

Risk Classification Support: Expert assessment of Al systems against risk
categories with defensible documentation

Technical Implementation: Deployment of bias detection, explainability,
monitoring, and governance technologies

Documentation Services: Creation of technical documentation, model
cards, FRIAs, and conformity assessments meeting requlatory standards

Cross-Regulatory Integration: Unified compliance approaches
addressing EU Al Act, GDPR, sector-specific requlations, and
international standards

Conformity Assessment: Support for internal and third-party conformity
assessments, CE marking, and EU database registration

Training and Enablement: Role-based training programs building
internal Al compliance capabilities

Ongoing Compliance: Continuous monitoring, regulatory intelligence,
and compliance updates as requirements evolve




Get Expert Support for EU Al Act Compliance

The EU Al Act represents a paradigm shift in Al requlation—the most comprehensive legal framework governing
artificial intelligence globally. Organizations that proactively address compliance requirements will hot only
avoid significant penalties but also build competitive advantages through trustworthy, transparent, and
accountable Al systems.

Compliance is complex. You don't have to navigate it alone.

Our team provides end-to-end EU Al Act compliance support:

Risk classification and gap assessments

Governance framework and policy development

Technical implementation (bias detection, explainability, monitoring)
Documentation and conformity assessment support

Fundamental Rights Impact Assessments

Training and organizational enablement

Ongoing compliance monitoring and requlatory intelligence

Contact us today to ensure your Al systems meet EU Al Act requirements and build stakeholder
trust through demonstrable compliance.
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