ITOPS Agent Deployment Guide

Vertex Al Agent Engine | ServiceNow ADK Integration

1 Overview

This solution package deploys an ITOPS ServiceNow ADK agent to Vertex AI Agent Engine on
Google Cloud. The agent is designed for human-guided incident triage and SOP guidance
for ServiceNow incidents.

1.1 GCP Services Provisioned

1. A Vertex AI Agent Engine application using the packaged ADK source code.

2. An optional auxiliary VM on Compute Engine for supporting deployment scenarios.

3. Secret-backed runtime configuration for connecting to ServiceNow.

4. A dedicated agent service account unless you provide an existing one.

2 Intended Use Case

The ITOPS ServiceNow ADK agent helps support engineers:

+ List eligible ServiceNow incidents from approved assignment groups.

Fetch detailed incident information and validate severity using CI context.
+ Search ServiceNow Knowledge Base content within approved KB scope.
+ Generate triage summaries and SOP guidance for human operators.

+ Update incident work notes/comments only after user confirmation.

Safety & Behavior Model

The agent instructions define the runtime behavior as: human-interactive, SOP guid-
ance only, no automatic server-side remediation, and no automatic incident resolu-
tion/closure. No SSH or remote execution occurs during normal use.

3 High-level Architecture

* Agent runtime: Vertex Al Agent Engine

+ Agent framework: Google ADK

* Entrypoint module: adk_p9_snow_kb.app

+ Default model: gemini-3-flash-preview (global)

* Secrets source: Google Secret Manager

+ Optional compute instance: Debian 12 based VM
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Solution Package Contents

README .md, main.tf, variables.tf, outputs.tf
metadata.yaml, metadata.display.yaml
assets/source.tar.gz

modules/agent-engine/

The packaged source archive (source.tar.gz) contains:

adk_p9_snow_kb/
app.py
agent .py
requirements.txt

Runtime Flow of the Agent

At runtime, the agent is configured to follow a guided workflow:

1.
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Fetch incidents from approved assignment groups.

Show the user a short incident list and ask which to work on.
Fetch complete incident details and CI context.

Ask for confirmation before starting triage.

Perform triage using approved KB scope.

Recommend step-by-step SOP guidance for the human user.

Severity Validation Behavior

If a Cl is not in production but the incident priority is P1/Critical, the agent recommends a
downgrade to Priority 3 (Moderate), Impact 3 (Low), and Urgency 1 (High). The agent must

ask for user confirmation before updating these fields.

6 Prerequisites & Required APIs

Required Google Cloud APIs

* aiplatform.googleapis.com

* compute.googleapis.com

* secretmanager.googleapis.com

* cloudresourcemanager.googleapis.com

ServiceNow Secrets

Supply the following via Google Secret Manager (versions default to latest):

* SNOW_INSTANCE_URL
* SNOW_USERNAME
* SNOW_PASSWORD

Ask for confirmation before writing triage notes back to ServiceNow.

Update documentation only, without claiming remediation success unless confirmed.



7 Deployment Configuration

7.1 Main Deployment Inputs

Variable

Description

agent_engine_name

region / zone
snow_instance_url_secret_id
snow_username_secret_id
snow_password_secret_id
default_assignment_group
default_assignment_group_sys_id
preferred_kb_base
preferred_kb_categories
deploy_auxiliary_vm

Name of the Agent Engine application.

Location for deployment and optional auxiliary VM.
Secret reference for ServiceNow URL.

Secret reference for ServiceNow username.

Secret reference for ServiceNow password.

Default ServiceNow assignment group name.

Sys ID for the default assignment group.

Preferred ServiceNow KB base.

Categories used for SOP lookup.

Flag (“true”/"false”). Recommended: false.

7.2 Deployment Options

+ Option 1: Marketplace: Use the fields exposed in the UI (metadata variables).

+ Option 2: Terraform: Run terraform init and terraform apply with the required variables

as defined in the solution package.

8 Outputs

The bundle exposes the following primary outputs:

Output

Description

agent_engine_id
agent_name
instance_nat_ip
instance_self link

ID of the deployed Agent Engine application.
Name of the deployed agent.

External IP of the auxiliary VM, if available.
Self link of the auxiliary VM, if created.

9 Troubleshooting Checklist

+ Secret Management: References are valid and readable by the service account.

+ ServiceNow Connectivity: Credentials are correct and URL is reachable.

* Environment Mapping: Group names and Sys IDs match your ServiceNow instance.

+ Content Availability: KB base and categories exist and contain usable articles.

+ Access Control: Service accounthasroleslike roles/aiplatform.user and roles/secretmanager.

secretAccessor.
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