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HCLTech is bringing to market a new approach for Zero Touch Provisioning, with immediate benefits for  
IoT deployments over cellular networks 
 

 

HCLTech introduces a new approach to Zero Touch Provisioning for IoT deployments over cellular networks 

Zero Touch Provisioning 

Zero Touch Provisioning (ZTP) refers to the remote provisioning of large numbers of network devices — such as 
switches, routers and mobile devices — without the need for manual individual configuration. 
In April 2019, the Internet Engineering Task Force (IETF) published RFC 8572, Secure Zero Touch Provisioning 
(SZTP), as a proposed standard. IEEE studies indicate that ZTP systems enable significantly faster provisioning 
compared to manual approaches [1]. 
Beyond accelerating deployment, ZTP minimizes configuration errors and reduces the risk of exposing 
sensitive parameters, which can be difficult to fully mitigate in manual provisioning processes. 

[1] “Time-to-Provision Evaluation of IoT Devices Using Automated Zero-Touch Provisioning,” IEEE Xplore, Global 
Communications Conference, pp. 1–7, Boskov, Ivan; Yetgin, Halil; Vucnik, Matevz; Fortuna, Carolina; Mohorcic, 
Mihael (2020), February 15, 2021. 

Benefits of ZTP 

By reducing time, labor and human errors, ZTP has become the preferred approach for large-scale 
provisioning, helping organizations to better manage cost, time-to-market and operational risk. 
ZTP has a broad applicability across IT network management, operations services and cloud infrastructure 
provisioning. Its benefits, however, are perfectly aligned with the needs of cellular networks. 
With ZTP, newly delivered or unconfigured devices can automatically retrieve and apply deployment artifacts - 
such as system software, patches and configuration files – upon power-on. Devices can also securely obtain 
and apply required parameters and configurations without manual intervention. 
In the absence of ZTP, engineers must manually configure each device or import configurations, whether in 
plants, warehouses, retail points or remote sites. This approach becomes increasingly inefficient, costly and 
error-prone when deploying large numbers of distributed devices. 

Use cases for ZTP in cellular networks 

The Internet of Things (IoT) represents a prime use case for ZTP for several reasons: 
• An IoT device typically comprises three components, each with its own provisioning path: the SIM card 

(physical or virtual), the cellular communication module and the functional device itself (hardware and 
software, e.g., a gas meter with mechanical parts and firmware). 

• IoT devices often lack end users who can assist with provisioning, and many are deployed in remote or 
hard-to-access locations. 

• Some IoT deployments are massive by nature (e.g., smart metering), where provisioning millions of devices 
is standard. 

IoT market disruptions and catalysts for ZTP 

Legacy cellular networks — 2G, 3G and 4G — are being phased out in favor of 5G. Sunset plans for 2G and 3G 
are already underway or completed in many regions. In addition to reducing the cost of maintaining outdated 
infrastructure, this transition frees valuable spectrum for 4G and 5G, in line with 3GPP standards. 
As existing machine-to-machine (M2M) and IoT applications face network decommissioning, a large 
proportion will need to migrate simultaneously to newer technologies. This creates a massive provisioning 
challenge – one that ZTP is uniquely positioned to address. 
A second catalyst is the emergence of a new 5G device class that bridges the gap between high-throughput 
mobile broadband and ultra-low-bandwidth NB-IoT devices. Known as New Radio (NR)-Light or Reduced 
Capability (RedCap), this class enables smaller, more cost-efficient devices with longer battery life than 
traditional 5G devices. RedCap is expected to support both industrial and consumer IoT (e.g., wearables). 
Although similar approach to LTE-M and NB-IoT, RedCap adoption could allow 5G to surpass NB-IoT device 
numbers since inception by 2028 and within only five years, driving another wave of massive deployments [2]. 

[2] “Global Cellular IoT Connections to Cross 6 billion in 2030” Counterpoint, June 12, 2023 
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HCLTech approach to ZTP for massive IoT 

To ensure secure communication, IoT protocols rely on cryptographic keys and user certificates for 
authentication and/or encryption. Like TLS, many transport protocols depend on credentials signed and 
managed by third parties, typically through Public Key Infrastructure (PKI). This creates a critical requirement 
to ensure certificates are securely provisioned, updated and revoked—whether issued by a network operator or 
a third party. Managing this at scale introduces significant labor, time and risk for large deployments over 
extended periods. 
HCLTech’s ZTP solution addresses these challenges through single-shot bootstrapping approach. This 
mechanism provides a self-contained definition of multiple IDs and parameters required for provisioning. It 
creates a Pre-Shared Key (PSK) at bootstrap time, eliminating the need for PKI to secure TLS and simplifying 
the provisioning process. 

Using 3GPP GBA 

Generic Bootstrapping Architecture (GBA) is a standardized bootstrapping method defined by 3GPP. It 
enables the creation of service or application keys through authentication using 3GPP subscription 
credentials, typically stored on the SIM card within a secure UICC element. 
GBA involves two main network components: 
• Bootstrapping Server Function (BSF) 
• Network Application Function (NAF) 
The BSF authenticates the subscriber using the 3GPP AKA protocol. Since the SIM card resides in the device, 
the device itself is considered authenticated. Mutual authentication between the SIM and the network 
generates a bootstrapping session key (Ks) at both the device and BSF ends. The BSF then provides a 
Bootstrapping Transaction Identifier (B-TID) to the device, which uses Ks as a root key to generate application-
specific session keys for GBA-enabled services. 
HCLTech’s solution leverages the Ks generated by the GBA server to encrypt IDs and parameters required for 
provisioning and to create a PSK for securing TLS. 

Using GSMA IoT SAFE 

An alternative approach leverages the secure element within the SIM card itself. The GSMA-defined IoT SAFE 
is a security applet running on the SIM that secures IoT data communications using the SIM itself — rather than 
relying on proprietary hardware elements elsewhere in the device. 
In this model, the SIM acts as a Root of Trust through a common API, providing a scalable and standardized 
hardware-based security mechanism. This approach mirrors GBA’s security benefits but eliminates the need 
for certain network components, such as the BSF. 
Like Ks in GBA, HCLTech’s solution leverages a Black Key from IoT SAFE to secure TLS communication and 
encrypt IDs and parameters. 

HCLTech ZTP for provisioning LwM2M devices 

HCLTech is assisting a Tier-1 carrier in validating an end-to-end Zero Touch Provisioning (ZTP) approach for 
provisioning Lightweight Machine-to-Machine (LwM2M) devices. The goal is to reduce provisioning costs and 
risks by: 
• Shortening delays (typically measured in weeks) 
• Minimizing labor-intensive activities (configuration and testing) 
• Avoiding transmission of sensitive data (e.g., security keys) across the ecosystem (SIM maker, device 

maker, IoT solution provider) 
LwM2M, standardized by the Open Mobile Alliance (OMA), is the preferred IoT protocol for constrained devices 
on cellular networks. 
Using IoT SAFE, communication is secured via TLS and LwM2M parameters (object structure, communication 
settings, etc.) are decrypted and provisioned by ZTP Solution on the LwM2M client on the device during its first 
power-up. 
The LwM2M client registers with the back end LwM2M server using the provisioned parameters and employs 
decrypted IDs to secure communication via DTLS. 
The device becomes fully operational within seconds—without human intervention—in a completely secure 
manner, thanks to HCLTech’s ZTP.. 
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