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1 Executive summary

As the Internet of Things (loT) continues to scale across industries — leveraging existing communication technologies
and emerging standards like 5G RedCap — the need for seamless, secure and scalable loT device onboarding
becomes critical.

Zero-Touch Provisioning (ZTP) at device power-up offers a transformative approach to deploying cellular-connected
loT devices, eliminating manual configuration and enabling rapid, secure activation at scale.

HCLTech, a global technology leaderin loT solutions, telecom automation and SIM/eSIM technologies, is uniquely
positioned to enable this transformation for Communication Service Providers (CSPs), OEMs and enterprises through
a ZTP solution leveraging the latest eSIM capabilities.

2 Introduction

Traditional loT device provisioning is complex, time-consuming and costly, involving multiple stakeholders and
manual steps. When thousands or millions of devices need to connect via cellular loT networks, manual onboarding
in plants or warehouses is no longer viable.

Zero-Touch Provisioning (ZTP) automates the entire process, allowing devices to securely connect and configure
themselves upon power-up — without human intervention —in seconds.

HCLTech’s innovative ZTP solution combines:

o Alightweight SIM applet (deployed during SIM personalization or remotely for eSIMs)
e Acloud-native server component for secure provisioning

The solution supports:

e Network configuration parameters (URLs, timers, modes)

e |oT protocol settings (LwWM2M, MQTT identifiers, pre-shared keys, objects, resources)

3 Unique attributes of HCLTech’s ZTP solution

e Al-driven automation: Patented algorithms enable the server to derive identifiers and security keys from minimal
initial data, reducing complexity compared to traditional provisioning.

e Integration-ready APls: pre-built APls, templates and tools for seamless integration with loT device management
platforms, backend provisioning systems and data acquisition platforms.

e |oT SAFE compliance: Aligns with GSMA loT SAFE specifications, using SIM as a secure element for credential
protection and cryptographic operations—ensuring robust loT security and interoperability.

e Secure channelestablishment: Creates encrypted communication channels (e.g., DTLS) for secure data transfer.
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e Context-aware provisioning: Delivers encrypted configuration data for device applications, including network
parameters and LwWM2M objects.
e Plug-and-play APIs: Ready-to-use APIs for easy integration with device applications.

Result: loT devices are provisioned automatically, securely and autonomously at first power-up —in seconds —
without manualintervention.

4 HCLTech’s ZTP delivery services

HCLTech offers end-to-end loT integration services for telecom environments:

e System integration and APl orchestration

e  Multi-vendor interoperability and scalability

e Cloud-native deployment for loT ecosystems

Additional solution capabilities include:

e Thin LwM2M Client on SIM: Aligned with OMA specifications, implemented on SIM for constrained loT devices,
removing hardware dependencies.

e Remote SIM Provisioning Management (RSPM): Aligned with GSMA eUICC standards, enabling secure generation,
remote management and downloading of eSIM profiles — allowing ZTP and LwM2M applets to be installed at
device power-up.

5 5.HCLTech’srolein enabling ZTP for telecom
5.1 Telecom-focused capabilities

o |oT platforms: Expertise in loT device provisioning and lifecycle management

e SIM/eSIM integration: Advanced SIM management and remote provisioning

e Cloud-native architecture: Scalable, secure loT device management platforms
e |oT security: Strong key management and authentication protocols

5.2 Strategic value

Accelerated time-to-market: Rapid loT deployment frameworks tailored for telecom
Vendor-agnostic: Supporting diverse loT device ecosystems and networks

Global delivery model: Worldwide presence for deployment and support

6 Business savings across the loT ecosystem

When delivered by HCLTech, Zero-Touch Provisioning (ZTP) not only streamlines technical operations but also
delivers significant business savings across the loT ecosystem.

6.1 For device manufacturers

e Reduced pre-configuration costs: ZTP eliminates manual setup and pre-configuration, lowering manufacturing
and logistics costs.

e Bulk shipping and remote activation: Devices can be shipped in bulk and activated remotely, minimizing handling
and support overhead.

6.2 Fortelecom operators

e Lower operational costs: Automated provisioning reduces customer support calls, truck rolls and simplifies
SIM/eSIM management.

e Fastertime-to-revenue: Rapid onboarding accelerates service activation and improves customer experience,
increasing ecosystem loyalty.

6.3 ForloT service Providers

Agility and scalability: Secure remote provisioning enables global loT deployments without investing in local
infrastructure or personnel.
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Together, these efficiencies contribute to a lower Total Cost of Ownership (TCO).

HCLTech’s ZTP solution eliminates manual labor, reduces error rates and shortens time-to-market. Its innovative
architecture, aligned with GSMA loT SAFE specifications, enhances loT security, reducing risks and costs associated
with data breaches, compliance violations and data loss.

Stakeholders across the ecosystem can now achieve:

e Operationalexcellence

e Costsavings

e Robust security

These are key drivers for sustainable loT growth.
7 Conclusion

Zero-Touch Provisioning from HCLTech represents a paradigm shift in how cellular IoT devices are deployed and
managed. It offers unmatched:

e Simplicity

e Scalability

e  Security

e Efficiency

These capabilities are critical for the next wave of loT innovation.

With deep telecom expertise and technology leadership, HCLTech is the ideal partner for CSPs and enterprises
looking to embrace this future-ready approach and become mass loT deployment-ready for:

e Smart cities

e IndustrialloT

e 5G RedCap consumer use cases
e Large-scale sensor networks
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