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Phone Number
Verification

Seamless, secure mobile @
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One Number
One Identity
Universal Trust

Leverage operator-verified phone
numbers to secure billions of digital
interactions

To combat surging fraud, digital
services require robust identity
assurance. SIM-linked phone numbers
offer a universal, user-friendly method
for binding identities through Silent
Authentication. Leveraging the device's
SIM-based phone number, Phone
Number Verification provides a
frictionless verification process that
meets both current and evolving global
security standards.

HCLTech simplifies and accelerates
Phone Number Verification for carriers.
Our Device Entitlement Gateway (DEG)
leverages the TS.43 standard to enable
secure MSISDN (phone number)
verification through a carrier’s
entitlement server, ensuring a seamless
user experience. Fully tested with
Google Firebase Phone Number
Verification, it empowers carriers to
rapidly deploy Open Gateway services
with confidence.

Seamless, Secure Mobile Number Retrieval
No OTPs, ho SMS, and no user action.
Unlike some other options, works on
Wi-Fi as well as LTE, 5G, and roaming
Enabled via standardized APIs for
applications available globally via
aggregators such as Google Firebase
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How It Works

SIM-based Phone Number Verification
utilizes an entitlement server and the
CAMARA Number Verification API to
perform real-time, verification of a
device's phone number leveraging the
device physical or eSIM via GSMA TS.43
standards. The system confirms the
user's possession of the number silently,
eliminating the friction of SMS OTPs
while ensuring the SIM is not spoofed or
cloned. By leveraging an aggregator,
mobile operators can offer secure
phone number identification to multiple
apps and services.



Key Terms

Aggregator: A centralized developer hub that eliminates the need for developers
to build individual connections with thousands of different network providers,
streamlining the authentication process.

CAMARA Number Verification API: Standardized API to enable secure
authentication by validating the mobile number provided matches the source
device phone number.

Entitlement Server: The network element that provides entitlement
configuration for different services to clients; provides secure single entry point
to a carrier.

SIM Based Authentication: Verification process that identifies users via the
unique SIM installed in their device. By utilizing temporary operator-provided
tokens as defined by the GSMA TS.43 standard, it enables secure, silent
authentication.

TS.43: Service Entitlement Configuration document managed by the GSMA.
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Why HCLTech DEG

HCLTech Device Entitlement Gateway (DEG) is a robust, proven entitlement server
that efficiently manages service and application entitlements. Acting as a secure,
single point of entry into the carrier network, DEG provides a consistent backend

interfaces across all device OEMs, streamlining integration and accelerating time

to market for new solutions and use cases.

Today, over 40 carriers in more than 20 countries rely on HCLTech DEG to stay
ahead in a competitive market. Contact your HCLTech representative to learn
more and get started.



HCLTech | fa

hcltech.com
HCLTech is a global technology company, home to more than 226,300 people
across 60 countries, delivering industry-leading capabilities centered around Al, E - E
digital, engineering, cloud and software, powered by a broad portfolio of technology
services and products. We work with clients across all major verticals, providing -
industry solutions for Financial Services, Manufacturing, Life Sciences and
Healthcare, High Tech, Semiconductor, Telecom and Media, Retail and CPG, Mobility
and Public Services. Consolidated revenues as of 12 months ending December 2025
totaled $14.5 billion. To learn how we can supercharge progress for you, visit
hcltech.com.




