
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 

 
 
 

1 Delivering on the Internet of Things customer experience 

1.1 IoT evolution 

Today it’s almost impossible to read news about the tech industry without some reference to the Internet of Things 
(IoT). IoT is a natural evolution of Machine-to-Machine (M2M) technology and represents the interconnection of 
devices and management platforms that collectively enable the “smart world” around us. From wellness and health 
monitoring to smart utility meters, integrated logistics, smart transportation, human safety and self-driving cars and 
the world of IoT is fast becoming hyper-connected. 
 
In some instances, IoT may simply involve devices connected via an enterprise’s own network, such as a Wi-Fi mesh 
across one or more factories. More often, however, IoT network extends far beyond a single site, connecting devices 
in many disparate areas, requiring connectivity over several connectivity options. For example, an aircraft in flight may 
provide feedback sensor information via satellite communication, whereas the same aircraft may use an airport’s Wi -
Fi access while at the departure gate. Equally, where devices cannot be connected to any power source, a low-
powered and low-throughput connectivity option, such as 3GPP cellular standards of LTE Cat-NB1 (NB IoT) and Cat-
M), is needed. Such networks are frequently referred to as Low Powered Wide Area Network (LPWAN). Recently 5G 
RedCap and eRedCAp delivers the same set of reduced features to deliver limited power consumption for 
constrained devices. 
  
In the Report “Mobile IoT in a 5G Future” published in oct 2024, GSMA has listed 252 networks supporting NB-IoT and 
Cat-M1 and anticipating replacement by RedCap around 2027. 
 
In its report published in June 2025, Juniper Research considers a steady growth of cellular IoT connections from 4,1 
billion in 2025 up to 6,5 billion in 2025, so about 10% CAGR per year, comparable to the 14% CAGR calculated by 
Transform Insight for global IoT connections. 
 
The evolutionary trajectory from limited-capability M2M services to the super-capable IoT ecosystem has created new 
dimensions and opportunities for both traditional communications infrastructure providers and industry-specific 
innovators. Those who fully harness this potential—by introducing new services and business models—may be able 
to unlock unprecedented levels of customer experience. for existing services and in many cases transforms their 
internal operations to match the needs of a hyper-connected world. 
 
 
 
 

THE FOCUS NOW IS ON COLLECTING DATA,  VALIDATING IT AND THEN EXPOSING IT TO THE APPLICATIONS 

THAT ENABLE ENTERPRISES TO DERIVE BUSINESS VALUE FROM THESE SERVICES . 
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UNIVERSAL IOT PLATFORM FROM HCLTECH ENABLES DATA MONETIZATION THROUGH DATA 

ACQUISITION  AND VERIFICATION:  DATA ACQUISITION OVER ANY PROTOCOL OPEN-SOURCE MESSAGE 
BROKERING MAKES  IT EASY TO INTEGRATE NEW/PROPRIETARY PROTOCOLS:  IOT APP DATA STORE; 

SECURITY;  RULE ENGINE;  ALERTS AND NOTIFICATIONS . 

  

1.2 Next-generation IoT solutions 

 
Given the requirement for connectivity, many see IoT as a natural fit in the Communications Service Providers’ (CSPs) 
domain, such as mobile network operators, although connectivity is a readily available commodity. In addition, some 
IoT use cases are introducing different requirements on connectivity—economic (lower average revenue per user) and 
technical (low-power consumption; limited traffic, mobility or bandwidth), which means a new type of connectivity 
option is required to improve efficiency and Return on Investment (ROI) of such use cases, for example, low-
throughput network connectivity. 
 
Value creation is no longer based on connecting devices and having them available. The focus now is on collecting 
data, transforming it into a non-device specific format and then exposing it to the applications that enable enterprises 
to derive business value from these services. 
 
This new paradigm is opening the door for new actors to play an active role and to become IoT operators, being either 
a dedicated organization of a CSP with specific focus and cost structure for IoT or large enterprises looking to offer to 
market and then amortize an infrastructure built to serve their internal requirements or opportunistic newcomers. 
 
While there are already many M2M/IoT solutions in use across the market, these are often “silo” solutions, able to 
manage a limited level of interaction between the connected devices and central systems. An example would be 
simply collecting usage data from a utility meter or fleet of cars. These solutions are typically limited in terms of 
specific device type, vertical protocol and business processes. 
 
In a fragmented ecosystem, close collaboration among participants is required to conceive and deliver a service that 
connects the data monetization components, including: 
• Smart device and sensor manufacturers 
• Systems integrators for M2M/IoT services and industry-specific applications 
• Managed ICT infrastructure providers 
• Management platforms providers for device management, service management, charging 
• Data acquisition layer to acquire data, then verify, transform to non-specific format and notify 

applications/systems  
• Data enrichment layer, to consolidate and enrich data with analytics 
• Data presentation through customizable dashboard 
 

With the silo approach, integration must be redone for every use case. IoT operators are saddled with multiple IoT 
silos and associated operational costs, while being unable to scale or integrate these standalone solutions or evolve 
them to address other use cases or industries. As a result, these silos become inhibitors for growth, as most of the 
value lies in streamlining a complete value chain to monetize data from sensor to application. This creates added 
value and related margins to achieve the desired business cases and therefore fuels investment in IoT-related 
projects. It also requires the high level of flexibility, scalability, cost efficiency and versatility that a next-generation IoT 
platform can offer. 

SUPPORTS ANY DEVICE OVER ANY NETWORK: 



 
 
 

• THE HCLTECH UNIVERSAL IOT PLATFORM PROVIDES AGNOSTIC SUPPORT FOR SMART 
ECOSYSTEMS,  WHICH CAN BE DEPLOYED ON PREMISES AND ALSO IN ANY CLOUD ENVIRONMENT FOR A 

COMPREHENSIVE AS-A-SERVICE MODEL. 

• IN-BUILT PROTOCOL LIBRARIES OF MOST STANDARDIZED M2M PROTOCOLS LIKE HTTP, LWM2M,  

MQTT,  COAP 

2 HCLTech Universal IoT Platform overview 
 
For CSPs or enterprises to become IoT operators and monetize the value of IoT, a need exists for a horizontal 
platform. Such a platform must be able to easily onboard new use cases being defined by an application and a device 
type from any industry and manage a whole ecosystem from the time the application is onboarded until it’s removed. 
In addition, the platform must also support scalability and lifecycles when the devices become distributed by millions 
over periods that could exceed 10 years. 
 
HCLTech has developed its Universal IoT Platform specifically to address long-term IoT requirements. At the heart, 
this platform adapts our carrier-grade telco software—widely used in the communications industry—by adding 
specific intellectual property to deal with unique IoT requirements.  
 

USE OF A LEADING INDUSTRY STANDARD DATA MODEL—ONEM2M: 

• THE HCLTECH UNIVERSAL IOT PLATFORM ENABLES INDUSTRY-SPECIFIC USE CASES TO BE 

SUPPORTED ON THE SAME HORIZONTAL PLATFORM. 

• THE HCLTECH UNIVERSAL IOT PLATFORM ARCHITECTURE IS ALIGNED WITH THE ONEM2M 
INDUSTRY STANDARD AND DESIGNED TO BE INDUSTRY-, VERTICAL-  AND VENDOR-AGNOSTIC.  THIS 

SUPPORTS ACCESS TO DIFFERENT SOUTHBOUND NETWORKS AND TECHNOLOGIES AND VARIOUS 
APPLICATIONS AND PROCESSES FROM DIVERSE APPLICATION PROVIDERS ACROSS MULTIPLE VERTICALS 

ON THE NORTHBOUND SIDE. 

 
 
The HCLTech Universal IoT Platform enables connection and information exchange between heterogeneous IoT 
devices—standards and proprietary communication—and IoT applications. In doing so, it reduces dependency on 
legacy silo solutions and dramatically simplifies integrating diverse devices with different device communication 
protocols. HCLTech Universal IoT Platform is traditionally deployed over cellular networks with LTE CatM1, Nb-IOT or 
5G including RedCap. 
 
 
 
 

HCLTECH OWNS PLATFORM IP COMPLETELY: 

• HCLTECH OWNS THE CORE INTELLECTUAL PROPERTY UNDERPINNING THEIR SOLUTION AND HUGE 

AMOUNT OF TELCO INDUSTRY EXPERIENCE FROM LAST 15 YEARS OF TELECOM CONSULTING AND 
INTEGRATION PRACTICE OWNING OUR OWN ENGINEERS’  PRODUCTS AND IPS. 

 



 
 
 

 
On top of ubiquitous connectivity, the HCLTech Universal IoT Platform provides federation for device and service 
management, data acquisition and exposure to applications. Using our platform, end customers such as public 
utilities, home automation, insurance, healthcare, national regulators, municipalities and numerous others can 
realize tremendous benefits from consolidating data that had been previously unobtainable. 
 
By embracing new HCLTech IoT capabilities and associated services, IoT operators—CSPs or enterprises alike—can 
deliver a standardized, end-to-end platform and create new services in the industries of their Business-to-Business 
(B2B), Business-to-Consumers (B2C) and Business-to-Business-to-Consumers (B2B2C) customers to derive new 
value from data. 
 
As IoT operators continue to grow the volumes of devices they have connected and data generated by these devices, 
so does the requirement to help them to scale their operations whilst continuing to leverage the benefits of an 
horizontal platform. 
 
The latest release of the HCLTech Universal IoT platform addresses this requirement by focusing on increasing 
platform usability and reducing operations complexity through:  
• A set of processes for onboarding, provisioning, securing, exposing, etc. for any device or application regardless 

the industry, connectivity or the protocol used, simplifying the launch of new services. 
• A native multitenant platform supporting different models of B2B. 
• The automation of the most time-consuming activities, like provisioning devices, reducing the effort and the time 

to market new revenue generating devices. 
• A genuine architecture enabling the next gen resource sharing, fully aligned with the now established oneM2M 

standard, enabling devices to expose data to applications and applications to subscribe and to be notified 
without the need to understand the inside of the devices. So, bringing to IoT the IT benefits of doing once reusing 
multiple when it comes to devices and applications. 

• Group operation functions that will support this growth by enabling the scaling of operational processes when 
moving from few thousand sensors to millions of sensors, keeping the cost of operation and time-to-market 
under control. 

• Support for the most popular IoT protocols, HTTP, MQTT, CoAP and LwM2M. 
• A fully high available architecture with demonstrated capability to support a steady load of 10,000 TPS (mixing 

uplink, downlink and APIs call) which could represent up to 10 million devices with a profile four HTTP messages 
per hour, this with the need of only a single platform instance. 

 

3 HCLTech Universal IoT Platform architecture 
 
The HCLTech Universal IoT Platform had been architected to be aligned with oneM2M principles and to meet the 
standards defined in its release 2. Through the adoption of the oneM2M model, HCLTech Universal IoT Platform can 
support a wide range of industry-specific use cases on the same horizontal platform; devices are registered and 
managed in a way enabling their capabilities exposure to those enterprise applications on the northbound side of the 
platform which subscribe to notifications based on standard interfaces.  
 
When standards-based, largely adopted or industry-vertical protocols are used by the connected devices to provide 
data, these are natively supported by the HCLTech Universal IoT Platform inheriting from the alignment with the 
oneM2M standard, such as HTTP, MQTT, CoAP and LwM2M, the most popular IoT protocols on cellular networks.  
When the protocol used by the device is not currently supported by the HCLTech Universal IoT Platform, it can be 
seamlessly added, as a benefit of its Network Interworking Proxy (NIP) technology, which facilitates rapid 
development/deployment of new protocol connectors, dramatically improving the agility of the HCLTech Universal 
IoT platform being compared to traditional ones. HCLTech enables IoT operators to build and to capture new value 
from the proliferation of connected devices. Given its carrier-grade telco applications heritage, the solution is highly 
scalable, versatile and available. 
  

DESIGNED FOR ENTERPRISE/TELCO: 



 
 
 

USING UIOT HCLTECH’S CUSTOMERS CAN TAKE ADVANTAGE OF A PLATFORM THAT: 

INNOVATES FAR INTO THE FUTURE. 

DELIVERS BREAKTHROUGH TECHNOLOGIES AND PIONEERING RESEARCH . 

ADDRESSES THE MOST COMPLEX CHALLENGES AND OPPORTUNITIES ON THE HORIZON. 

FOCUSES ON PROFOUNDLY IMPROVING TOMORROW’S PRODUCTS AND SERVICES . 

SOLVES REAL-WORLD CUSTOMER PROBLEMS.   

 
The HCLTech Universal IoT Platform provides agnostic support for smart ecosystems, which can be deployed on 
premises. We equip IoT operators with a device vendor-independent and connectivity-agnostic platform. The solution 
operates at a low TCO with high scalability and flexibility when combining the built-in data model with oneM2M 
standards. It also has security built directly into the platform’s foundation, enabling end-to-end protection throughout 
the data lifecycle. 
 
Our platform is fundamentally built to be data-centric—as data and its monetization is the essence of the IoT 
business model—and is engineered to support millions of connections with heterogonous devices.  
 

3.1 Data monetization equals success 

 
The end game with IoT is to reliably monetize the vast treasure troves of IoT-generated data to deliver value to 
enterprise applications, whether by enabling new revenue streams, reducing costs or improving customer 
experience. 
 
The complex and fragmented ecosystem that exists within IoT requires an infrastructure that interconnects the 
various components of the end-to-end solution, from device to application—to sit on top of ubiquitous securely 
managed connectivity and enable identification, development and roll out of industry-specific use cases that deliver 
this value. 
 
The HCLTech Universal IoT Platform architecture delivers a solution agnostic of the industry or vertical use cases with 
high scalability, modularity and versatility. This enables you to manage your IoT solutions and deliver value through 
monetizing the vast amount of data generated by connected devices and making it available to enterprise-specific 
applications and use cases. 



 
 
 

 

 
 

Figure 1. IoT Platform architecture 
 
 
The HCLTech Universal IoT Platform solution architecture is an application enablement platform aligned with the 
Common Service Entity (CSE) definition of oneM2M industry standard and designed to be industry, vertical and 
vendor-agnostic. 
 
This supports access to different southbound networks and technologies and various applications and processes 
from diverse application providers across multiple verticals on the northbound side. In simple terms, the HCLTech 
Universal IoT Platform enables multiple industry verticals and industry-specific use cases to be supported on the 
same horizontal platform thanks to the common oneM2M data model, so that combination of different and various 
use cases can be aggregated on the same horizontal platform creating a critical mass to justify and sustain IoT 
business. 
 

3.2 Key modules of HCLTech Universal IoT Platform 

 
The HCLTech Universal IoT Platform is composed of the following key modules: 
 

3.2.1 Device and Service Management (DSM) 

 
The DSM module is the nerve center of the HCLTech Universal IoT Platform, which manages the end-to-end lifecycle 
of the IoT service and the associated gateways or devices and sensors. Device can be managed, regardless of the 
binding protocols such as CoAP, MQTT or LWM2M for example and can register to the platform. In turn the platform is 
then enabled to expose the device capabilities to applications which subscribe to notifications. 
 
It provides a web-based GUI for all the stakeholders to manage and consume the IoT services from the platform. DSM 
manages application and service registration, allowing applications to explore and subscribe oneM2M resources 
corresponding to the underlying gateways and sensors. DSM allows the service administrators to verify that the 
platform is efficiently set up with support for a wide range of devices over different access technologies thereby 
allowing for a rich set of application to be registered on the platform. 
Hierarchical customer account modelling, coupled with the Role-Based Access Control (RBAC) mechanism, enables 
various mutually beneficial service models such as B2B, B2C and B2B2C models. 
Through the greater adoption of oneM2M compliant device management capabilities the HCLTech Universal IoT 
platform provides the SIM management functionalities required to facilitate device association for those devices 
using SIM based connectivity such as 2/3/4G and LTE, 5G networks.  



 
 
 

 
The capability enables both the device and SIM lifecycles to be synchronized on the same platform as opposed to 
separated and disconnected systems as is frequently the case with other IoT platform deployments. The 
synchronization reduces time-to-market and improves the optimization of both the assets and the associated 
processes. 
DSM provides a web-based GUI for the respective stakeholders to interact with the HCLTech Universal IoT Platform 
for: 
• Managing customers and user accounts 
• Managing the lifecycle of the devices 
• Managing the lifecycle of associated SIMs for cellular connected devices 
• Managing the device topology 
• Managing device manufacturer profile 
• Managing the lifecycle of application/services consuming the IoT data 
• Monitoring user activity and network KPI 

 

3.2.2 Network Interworking Proxy (NIP) 

 
The NIP component provides a connected devices framework for managing and communicating with disparate IoT 
gateways and devices and communicating over different types of underlying networks. With NIP, you get 
interoperability and information exchange between the heterogeneous systems deployed in the field and the uniform 
oneM2M-compliant resource mode supported by the HCLTech Universal IoT Platform. It’s based on a “Distributed 
Message Queue” architecture and designed to deal with the three Vs—Volume, Variety and Velocity—typically 
associated with handling IoT data.  
 
The NIP performs the following tasks: 
• Manages disparate IoT gateways and devices and communicates over different types of underlying networks. 
• Gets interoperability and information exchange between the heterogeneous systems deployed in the field and the 

uniform oneM2M-compliant resource model supported by the HCLTech Universal IoT Platform. 
• Distributed message broker infrastructure for supporting new IoT protocols. 

 
It has built-in device controllers for key IoT connectivity protocols such as HTTP, MQTT, LWM2M and CoAP and could 
be extended as a delivery project to other protocols. 
 
Additionally, NIP is supported by the IoT practice for the rapid development of non-standard device controllers for 
onboarding new IoT protocols onto the platform, for example a controller for a given LoRa Network Servers (LNS).  
 

3.2.3 Data Acquisition and Verification (DAV) 

 
DAV supports reliable bi-directional data communication between IoT applications in the cloud and IoT gateways and 
devices deployed in the field. The DAV component uses the underlying NIP to interact and acquire IoT data and 
maintain it in a resource-oriented uniform data model aligned with oneM2M. This data model is completely agnostic 
to the device or application, so it’s completely flexible and extensible. IoT applications in turn can discover, access  
and consume these resources on the northbound side using oneM2M-compliant HTTP REST interface. 
 
The DAV component uses an external relational datastore for storing IoT data. 
 
Data acquisition (uplink and downlink) on a southbound interface is the component in charge of sending and 
receiving payload and log messages gateways and progressing them to the data verification and processing 
component.  
 
Data verification and processing support secure bi-directional data communication between IoT applications and IoT 
gateways/devices deployed in the field. The DAV component uses the underlying NIP to interact and acquire IoT data 
and maintains it in a resource-oriented uniform data model aligned with oneM2M. This data model is completely 
agnostic to the device or application, so it is completely flexible and extensible. 
 
The DAV component is also responsible for the security and transformation, validation and processing of the IoT data: 



 
 
 

• Registration of IoT devices, unique identification of devices and supporting data communication with registered 
devices. 

• Management of device security keys for reliable or encrypted communication. 
• Access control policies manage and enforce the many-to-many communications between applications and 

devices. 
• Encoding and decoding of the payload using device specific Codec libraries. 

 

3.2.4 HCLTech Universal IoT Platform external interfaces on northbound interface 

 
The IoT Platform supports the following APIs: 
• The HTTP-based RESTful resource-oriented API compliant with oneM2M Mca specifications provides access to 

the data or the resource representations of things, devices and their related descriptions. Applications, based on 
their Access Control List (ACL) will have access to the list of such resources (identified by the hierarchical or non-
hierarchical URI) and will be able to perform the different operations (CREATE, RETRIEVE, UPDATE, DELETE and 
NOTIFY) again based on their ACL. This interface design allows application developers to have a consistent 
interface for accessing the data from the various sensors irrespective of the type of the device and independent of 
the underlying device network topology. 

• DSM Web Service API: The DSM Web Service API allows external applications to manage the following IoT DSM 
services: 
-  Device management 
-  SIM management 
-  Fleet topology 
-  Device profile management 
-  Application entity/routing rules management 
-  User management 
-  Group management 
-  Role management 

 
In addition, the platform also supports the Codec Interface for enabling development of the device-specific Codec 
libraries for decoding of the payload. 
 

4 Go-to-market for the HCLTech Universal IoT Platform 

4.1 General description of HCLTech Universal IoT offering 

 
The HCLTech Universal IoT Platform is sold on Premises, with Software perpetual licenses, operated by the customer 
in a Data Center operated by the customer. 
The HCLTech Universal IoT Platform Software is using the following structure 
• A core baseline offering, comprehensive of the required fundamentals modules/features to implement a oneM2M 

CSE 
• A set of options, to complement the core baseline offering with additional set of features, adding value for 

customer or use cases in the need for 

 
Features Core baseline Module 
Managing devices and services Yes DSM 
Uplink and downlink data 
acquisition 

Yes NIP (1) 

Data acquisition and validation Yes DAV 
Relational database Yes EDB (2) 

 
Table 1. Baseline and extensions 

 

(1) NIP is supporting Device Controllers (DC); some DCs are provided with the UIoT Core Baseline or as options of the UIot Core B aseline, some are delivered as a solutioning 



 
 
 

(2) EDB is to be ordered separately to the U IoT product  

 
Features Core baseline Solutioning Comment 
oneM2M HTTP Yes  Production Ready 
oneM2M CoAP Yes  Production Ready 
oneM2M LwM2M Yes  Production Ready 
oneM2M MQTT Option  Production Ready 

Table 2. DC 
 

4.2 Core Offering of HCLTech Universal IoT  

 
The HCLTech Universal IoT Platform core baseline Software is offered as a capacity to support a given number of 
active sensors. The sensors are organized in different categories of traffic and communication profiles as indicated 
below 
 

Category Max. message size 
(in bytes) 

Max. message or 
Less Than 

TPH Containers/Devices 

Category A 4096 Less than 1 per Hour < 1 4 
Category B 4096 More than 1 per 

Hour  
 >= 1 4 

 
Table 3. Category definition 

 
The capacity of active sensors in category is organized by tiers and steps. 
 

Category Step for Cat A/B 
Tier1: up to 1million 100k 
Tier2: from 1 to 5 million  250k 
Tier3: from 5 to 10 million 500k 
Tier4: from 10 to 20 million  1,000k 
Tier5: from 20 to 50 million 1,000k 

 
Table 4. Device Tiers definition 

 
 


