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e UCSC-Series

e High Availability

e Storage Node Overview

e NFVBench

e NCS-5500as ToR Option

e Disk Management

e OSD Maintenance

e Power Management

e Physical Cores and Reserved Memory
Software Hub

VPP Port Mirroring Support

e Segment Routing EVPN

e |3 Fabric Deployment

e OpenStack Barbican

e Management Network Over TLS
e Support of Pre-encrypted Image

Network Function Virtualization Infrastructure Overview

Network Function Virtualization Infrastructure (NFVI) provides a virtual layer and hardware environment in which
virtual network functions (VNFs) can operate. VNFs provide well-defined network functions such as routing, intrusion
detection, domain name service (DNS), caching, network address translation (NAT), and other network functions.
While these network functions require tight integration between network software and hardware, the use of VNF
enables the software to decouple the software from the underlying hardware.

Virtualized Network Functions (VNFs)

NFV Infrastructure (NFVI) NFV

Management
Virtual Virtual Virtual and

Virtualization Layer

= = B

Hardware resources

The following figure shows the high-level architecture of NFVI.

NFVIincludes a virtual infrastructure layer (VIM) that embeds the Red Hat OpenStack Platform (OSP). VIM includes
OpenStack, which is an open-source cloud operating system that controls large pools of compute, storage, and
networking resources. VIM manages the OpenStack compute, network, and storage services, and all NFVI
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management and control functions. VIM is an embedded solution and must be treated as one or else it violates the
support agreement of the product. The activities such as changing system files and directories, installing/upgrading
rpms and/or enabling repositories outside VIM, are examples of such violations. For clarifications, reach out to
HCLTech support.

Key NFVI roles include:

e Control (including Networking)

e Compute.

e Storage

e Management (including logging, and monitoring)

Hardware that is used to create the NFVI pods includes a specific combination of the following based on pre-defined
BOMs. For more details, contact VIM Product Management.

e Cisco UCS® C240 M5/M6: Performs management and storage functions and services. Includes dedicated Ceph
(UCS 240- M5) distributed object store and file system. (Only Red Hat Ceph is supported).

e Cisco UCS C220/240M5/M6/M7: Performs control and compute services.

e Cisco UCS 220/240 M5/M6 (SFF): In a Micropod environment, it is expandable to a maximum of 16 computes.

e Cisco UCS C220 M7: In a Micropod environment that serves as control, compute and storage. In a Full-on pod
environment control and compute, for storage 240 M5/M6.

e A combination of M5 series servers is supported in M5-based Micropod and VIC/NIC (pure 40G) based hyper-
converged and micropod offering.

e Quanta servers are an alternative to Cisco UCS servers: Use of specific Quanta servers for the installation of the
cloud both at the core and edge.

e An automated install of the Central Ceph cluster to the edge pods is supported for Glance image services.

e UCS 220/240 M5 in a nano-pod environment with 2-X710 Intel NIC or 25G/40G VIC/NIC BOM

The UCS C240 and C220 servers are of type M5 or M6 Small Form Factor (SFF) models where the nodes can boot off a
pair of HDDs or SSD as specified in BOM.

The VIM installer performs bare metal installation and deploys OpenStack services using Docker™ containers to allow
for OpenStack services and pod management software updates.

The following table shows the functions, hardware, and services managed by NFVI nodes.

UCS C240 M5 SFF with 8, 16, 0r24 1.2 TB
HDDs (24 is recommended) e VIMInstaller
e UCS C220 M5 SFF with 8x1.2 TB HDDs
e UCS C240 M6 SFF with 8x1.2 TB HDDs

e Cobbler server

Manage 1 ) e Docker Registry
ment e UCS C220 M6 SFF with 8x1.2 TB HDDs e ELKserver
e Quanta server (D52BE-2U) with 2x1.2TB e VIMMON components:
HDD Prometheus and TSDB
e Quanta server (D52BQ-2U 3UPI) with
2x.3.8TB HDD
e Maria Database/Galera
e UCS C220/C240 M5/M6 with 2x1.2 TB * RabbitMQ
HDDs or 2x960 GB SSDs (in a Micropod or HA Proxy/Keepalive
Full pod environment) Identity Service
Control 3 Quanta server (D52BE-2U) with 2x960 GB Image Service

SSD
Quanta server (D52BQ-2U 3UPI) with
2x960 GB SSD for edge pod

© 2026 HCLTech. All rights reserved.
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Compute 2+

Storage sor
more
Top of 1or
Rack more
(ToR) pairs

UCS C220/C240 M5/M6 with 2x1.2 TB
HDDs, or 2x960 GB

SSDs (in a Micropod or Full pod
environment)

HP DL360 Gen9

Quanta server (D52BE-2U/ D52BQ-2U
3UPI) with 2x960 GB SSD

SSD and HDD drives mustbein a 1:4 ratio
per storage node minimum. Storage node
configuration options: Fullon
environment:

UCS C240 M5 with two internal SSDs, 1-
4 external SSD, 4- 20x- 1.2 TB HDDs

SSD-based Ceph: UCS C240 M5 with 2
internal SSDs, minimum of 4 external
SSDs, expandable to 24 SSDs

Quanta server (D52BE-2U) HDD Based:
4 SSD 960GB for Journal. + 16 SAS HDD
(16x2.4 TB) for OSD + 2 (2x2.4 TB SAS
10krpm HDD) for OS

Quanta server (D52BE-2U) SSD Based:
20 SSD (3.8 TB) OSD + 2 OSBoot
(2x3.8TB SSD)

Micropod/UMHC/NGENAHC environment:

UCS C240 M5/M6 with two 1.2TB HDD
for OS boot, one/2 SSDs and 5/10x1.2
TB HDDs

UCS C240 M5/M6 with 2x960GB SSD for
OS boot and 4 or 8 X960 GB SSDs

Cisco Nexus 9000 series as a standalone
(recommended: nxos 9.3 (3), nxos 9.3(8))
Cisco Nexus 9000 switches controlled by
ACI Cisco NCS 5500

Internal SSD is the boot device for the storage node other than M6.
You can use any ToR that supports virtual port channel. Cisco recommends using Cisco Nexus 9000 SKUs as ToR, which is
released as part of vim.

e Fluentd

e Virtual Networking Service
e Compute service
e Fluentd

Storage service

e (Cisco NCS 5500 provides ToR
service with VIM running on C-
series and with Intel NIC and
VPP as the mechanism driver for
deployment.

When Cisco NCS 5500 acts as a ToR, the option of Auto-ToR or ships in night is available similar to that of NXOS. If Auto-ToR
option is used, maximum of two Cisco NCS can be used.

Software applications that manage NFVI hosts and services include:

Red Hat Enterprise Linux (RHEL) with OpenStack Platform (OSP): Provides the core operating system with OpenStack
capability. RHEL and OSP are installed on all target NFVI nodes.
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Virtual Infrastructure Manager (VIM): An OpenStack orchestration system that helps to deploy and manage an
OpenStack cloud offering from bare metal installation to OpenStack services, considering hardware and software
redundancy, security, and monitoring. VIM includes OpenStack with more features and usability enhancements that
are tested for functionality, scale, and performance.

e Unified Management: Deploys, provisions, and manages VIM on Cisco UCS servers.
e Cisco UCS Manager: Supported UCS manager firmware versions are 2.2(5a) and above.
e Cisco Integrated Management Controller (CIMC): When installing VIM, Cisco IMC 4.x or later is recommended.

For the Cisco IMC lineup, the recommended version is as follows:

Ucs-M4 Starting from VIM 4.4.3, fresh install on UCS-M4 servers are no longer supported. Kindly

servers plan to migrate/use UCS M5 or M6 servers.

For UCS-M5-C220 and UCS-M5-240

e Use the UCS suggested release based on software quality, stability and longevity IMC
4.3(2.250045)*. HVIM BU tested this version in lab on Rhel VM's.
e Do notuse 3.1(3c) to 3.1(3h), 3.0(4a), 4.0(2c), or 4.0(2d).

* Indicates that it is tested with Intel NIC BOM.

UCS-M5

servers Other versions of IMC may work, but you must test VIM deployment with those versions before
rolling it into production.
We recommend the customers to move forward with the new releases of IMC versions after
testing and validating them in a non-production environment if old releases are deprecated or if
new fixes solve their problem.
There is no support for GPU.

UCS-M6 Use the UCS suggested release based on software quality, stability and longevity IMC

servers 4.3(2.250045) *. HVIM BU tested this version in lab on Rhel VM's

UCS-M7 UCS_C220:

servers Use the UCS suggested release based on software quality, stability and longevity IMC

4.3(6.250053)*. HVIM BU tested this version in lab on Rhel VM's

Enables embedded server management for Cisco UCS C-Series rack servers. Supports Cisco IMC firmware versions
of 2.0(13i) or greater for the fresh install of VIM. Because of recent security fixes, we recommend you upgrade Cisco
IMC to 2.0(13n) or higher. Similarly, Cisco IMC version of lineup is supported. For this, you must install Cisco IMC 3.0
(3a) or above.

The Quanta servers also need to run with a minimum version of BMC and BIOS version, which is listed below:

SKU Type BMC Version BIOS Version

D52BQ-2U 3UPI (CDC SKU) 4.68.22 3A11.BT17

D52BE-2U (GC SKU) 4.68.22 3A11.BT17

Two VNF orchestration and management applications that are used with NFVI include:
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Cisco Network Services Orchestrator, enabled by Tail-f—Provides end-to-end orchestration spanning multiple
network domains to address NFV management and orchestration (MANQO) and software-defined networking (SDN).
For information about Cisco NSO, see Network Services Orchestrator Solutions.

Cisco Elastic Services Controller—Provides a single point of control to manage all aspects of the NFV lifecycle for
VNFs. Cisco ESC allows you to automatically instantiate, monitor, and elastically scale VNFs end-to-end. For
information about Cisco ESC, see Cisco Elastic Services Controller Data Sheet.

The following figure shows the NFVI architecture with Cisco NSO and Cisco ESC.

Operations and Business Support Systems -

; Orchestrator  —
Service, VNF &
Infrastructure
Description N
: (1)
VNFs | 1)
EMS 1 EMS 2 EMS 3
; — VNF
VNF 1 VNF 2 VNF 3 Managers
! ! !
............... | P IR IO
NEVI
Virtual Compute Virtual Storage Virtual Network '
Virtualisation Layer J Virtualised : )
@ Infrastructure | .12\/5
Hardware Resources “ Maneger : '
Computi Network
Hardwanrg Storage Hardware Hardware
NFVM& O

...............................................................................................................

At a high level, the NFVI architecture includes a VNF Manager and NFV Infrastructure.

e Cisco Network Services Orchestrator

e Cisco Elastic Services Controller

NFVI:

e VIM+

e (Cisco UCS/Quanta/3rd Party Compute and Cisco Nexus Hardware +
2 ® Logging and Monitoring Software +

e Cisco Virtual Topology Services (optional) +

e Accelerated Switching with VPP (optional)

e Unified Management (optional)

e Pod Monitoring (optional)

For cloud networking, NFVI supports Open vSwitch over VLAN as the cloud network solution for UCS C-series, and
Quanta pods. Both Quanta and C- series deployments support provider networks over VLAN.

In addition, with a C-series pod, you can choose to run with an augmented performance mechanism by replacing
OVS/VLAN with VPP/VLAN (for Intel NIC).

The NFVI uses OpenStack services running inside containers with HAProxy load balancing and providing high
availability to APl and management network messaging. Transport Layer Security (TLS) protects the APl network from
external users to the HAProxy. VIM installation also includes service assurance, OpenStack CloudPulse, built-in
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control, and data plane validation. Day two pod management allows you to add and remove both compute and Ceph
nodes and replace the controller nodes. The VIM installation embeds all necessary RHEL licenses as long as you use
the VIM supported BOM and the corresponding release artifacts.

The following illustration shows a detailed view of the NFVI architecture and the NFVI installation flow.

Virtualized Infrastructure Manager Overview

Virtualized Infrastructure Manager (VIM) is a fully automated cloud lifecycle management system. VIM helps to bring
up a fully functional cloud in hours, with integrated end-to-end control and data plane verification in place. VIM offers
fully automated Day 1 to Day n cloud lifecycle management. These include capabilities such as pod scaling
(expansion), software update, upgrade, or reconfiguration parameters, consolidated logging with rotation and export,
software update, and upgrade. These have been implemented in line with the operational and security best practices
of the service providers and enterprises.

The following figure provides a high-level overview of all Day 0 and Day n items of VIM.
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Networking Overview

Networking Overview

e Introduction

e APISegment

e External Segment

e Management and Provisioning Segment
e Storage Segment

— Tenant Segment

— Provider Segment
e Pod with Intel NICs
— ControlPlane

— DataPlane

— SRIOV

Introduction

VIM supports installation on two different types of pods. The rack C-series based offering supports Cisco NIC. You
can choose the C-series pod to runin a pure Intel NIC environment. Thereby, obtaining SRIOV support on the C-
series pod. This section calls out the differences in networking between the Intel NIC and Cisco VIC installations.

To achieve network level security and isolation of tenant traffic, VIM segments the various OpenStack networks. The
NFVI network includes six different segments in the physical infrastructure (underlay). These segments are presented
as VLANs on the Top-of-Rack (ToR) Nexus switches.

(except for the provider network) and as vNIC VLANs on Cisco UCS servers. You must allocate subnets and IP
addresses to each segment. NFVI network segments include API, external, management and provisioning, storage,
tenant, and provider.

APl Segment

The APl segment needs one VLAN in an externally accessible subnet that is different from the subnets assigned to
other NFVI segments. These IP addresses are used for:

e OpenStack APl endpoints. These are configured within the control node HAProxy load balancer.
e Management node external connectivity: Ensure that L2/L3 connectivity between the SSH interface (via br_api) of
the management node to the OpenStack API exists, so that tools like VMTP and NFVbench can work.

External Segment

The external segment needs one VLAN to configure the OpenStack external network. You can provide the VLAN during
installation in the NFVI setup or_data.yaml file, but you must configure the actual subnet using the OpenStack API
after the installation. Use the external network to assign OpenStack floating IP addresses to VMs running on NFVI.

Management and Provisioning Segment

The management and provisioning segment need one VLAN and one subnet with an address pool that is large enough
to accommodate all the current and future servers planned for the pod for initial provisioning (PXE boot Linux) and for
all OpenStack internal communication. This VLAN and subnet can be local to NFVI for C-series deployments. You
must statically configure management IP addresses of Nexus switches and Cisco UCS server Cisco IMC IP
addresses, through the APl segment, but not through DHCP. The management/provisioning subnet can either be
internal to NFVI (that s, in a lab, it can be a non-routable subnet limited to NFVI only for C-series pods), or an
externally accessible and routable subnet. All NFVI nodes (including the Cisco VTC node) need an IP address from
this subnet.

© 2026 HCLTech. All rights reserved. 7
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Storage Segment

VIM has a dedicated storage network used for Ceph monitoring between controllers, data replication between storage
nodes, and data transfer between compute and storage nodes. The storage segment needs one VLAN and /29 or
larger subnet internal to NFVI to carry all Ceph replication traffic. All the participating nodes in the pod will have IP
addresses on this subnet.

Tenant Segment

The tenant segment needs one VLAN and a subnet large enough to manage pod tenant capacity internal to NFVI to
carry all tenant virtual network traffic. Only NFVI control and compute nodes have IP addresses on this subnet. The
VLAN/subnet can be local to NFVI.

Provider Segment

Provider networks are optional for NFVI operations but are often used for real VNF traffic. You can allocate one or
more VLANSs for provider networks after installation is completed from OpenStack.

NFVI renames interfaces based on the network type it serves. The segment Virtual IP (VIP) name is the first letter of the
segment name. Combined segments use the first character from each segment for the VIP, with the exception of
provisioning whose interface VIP name is "mx" instead of "mp" to avoid ambiguity with the provider network. The
following table shows NFVI network segments, usage, network, and VIP names.

VIP
Usage Network Name
Name

e OpenStack control plane traffic.

e Application package downloads. Management and

e Server management: management node connects to servers provisioning mx
on this network.

e Hostdefault route.

e PXE booting servers during bare metal installations.

Management

/Provisioning

Clients connect to the APl network to interface with OpenStack

APls.
API e OpenStack Horizon dashboard. api a
e Default gateway for HAProxy container.
e [ntegration with endpoints served by swift cluster for object
storage, cinder backup service, or Identity service with LDAP
or AD.
External Access to VMs using floating IP addresses. external e

Transit network for storage back-end.
Storage . storage s
Storage traffic between VMs and Ceph nodes.

Provider . . . .

Direct access to existing network infrastructure. provider p
Network

Administrator uses the installer APl network to SSH to the
Installer API management node. VIM installer API br_api

Administrator connects to installer API to interface with secured
services. For example, Opensearch on the management node.

© 2026 HCLTech. All rights reserved. 8
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For each C-series pod node, two VNICs are created using different ports and bonded for redundancy for each network.
Each network is defined in setup_da ta. yaml using the naming conventions listed in the preceding table. The VIP
Name column provides the bonded interface name (for example, mx or a) while each vNIC name hasa 0 or 1
appended to the bonded interface name (for example, mx0, mx1, a0, a1).

The NFVlIinstaller creates the required vNICs, host interfaces, bonds, and bridges with mappings created between all
elements. The number and type of created vNICs, interfaces, bonds, and bridges depend on the NFVI role assigned to
the UCS server. For example, the controller node has more interfaces than the compute or storage nodes. The
following table shows the networks that are associated with each NFVI server role.

_ Management Node Controller Node Compute Node Storage Node

Management/Provisionin

+ + +
g
API +
Tenant + +
Storage + + +
Provider +** +
External +

© 2026 HCLTech. All rights reserved. 9
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! **Provider network is extended to controller nodes, when VMs are on provider network with virtio.

The network arrangement on third-party HP compute is slightly different from that of Cisco compute running with Intel
NIC because the HP computes have 2 less NIC ports than that are available in the Cisco Intel NIC BOM.

The following table lists the differences in the network arrangement between the Cisco compute and third-party HP

computes.

Network
Interface

samx

samxpet

pet

sriov [0-3]

Cisco UCS C220/C240
M5

/M6 Compute

Management control of
the plane network

Converged control and
data plane network
based on NIC
configuration

Dedicated data plane
network (based on NIC
configuration)

Provider data plane
network

Provider data plane
SRIOV networks

Storage control and
data plane network

Tenantdata plane
network

HPE ProLiant DL360 Gen9 and Quanta

Dell PowerEdge

Compute R740
Management
N/A control of the

plane network

Control and data plane network for all other
than SRIOV:

Management network on br_mgmt bridge

interface with samxpet main interface as one

of the member interfaces (native VLAN

configuration required on the top-of-rack N/A
switches)

Storage network on the sub-interface
samxpet. <storage VLAN>

Tenant and provider networks on veth
interface pet/pet-out as one of the member
interfaces with br_mgmt bridge interface

Dedicated data

N/A
plane network

Provider data

Provider data plane network
plane network

Provider data
plane SRIOV
networks

Provider data plane SRIOV networks

Storage control
and data plane
network

Storage control and data plane network

Tenant data

Tenant data plane network
plane network

In the above table, p, s, and t stands for provider, storage, and tenant network respectively but their actual
implementation is part of samx and pet network.

In the initial NFVI deployment, two bridges are created on the controller nodes and linked with interfaces and bonds.
The br_api bridge connects the API.

© 2026 HCLTech. All rights reserved.
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(a) interface to the HAProxy. The HAProxy and Keepalive containers have virtual IPs (VIPs) running for each OpenStack
APl endpoint. The br_mgmt

bridge connects the Management and Provisioning (mx) interface to the HAProxy container as well. The following
diagram shows the connectivity between NFVI nodes and networks.

Router

Installer API

Storage

External

API

Provider

Management /Provision*

APIC/INRA

Controller Storage VTC Node APIC Nodes [Jlil Mayagement

Nodes Nodes (optional) (for ACI)

*For C series, Cisco VIM Non-routable is recommended.
For B series, UCSM IP should be reachable from nanagemntwork

Supported Layer 2 networking protocols include:

* VLAN over Open vswitch (SRIOV with Intel 710NIC). ¢+ VLAN over VPP/VLAN for C-series Only.

* SRIOV allows a single physical PCl Express to be shared on a different virtual environment. The SRIOV offers
different virtual functions to different virtual components, for example, network adapters, on a physical server.

The footprint of the cloud offering supported by VIM has continued to evolve over multiple releases to support
customer needs that can vary across multiple dimensions such as cloud capacity, power, physical space, and
affordability. The following table shows the available NFVI hardware and data path deployment combinations.

Mechanism
Driver

Pod Type | NIC Type Hardware Vendor

UCS C series M5
fullon Cisco VIC OVS/VLAN N9K
UCS C series M6

OVS/VLAN with

fullon Intel NIC UCS C series M5 SRIOV N9K
fullon Intel NIC Quanta D52BQ-2U 3UPI OVSVLAN with ¢
SRIOV
UCS C series M5 ; N9K
fullon Intel NIC VPP/VLAN with
SRIOV NCS-5500

© 2026 HCLTech. All rights reserved. "
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Pod Type

fullon

fullon

micro

micro

micro

UMHC

nano

nano

NIC Type

Intel NIC

Cisco VIC with Intel NIC

Cisco VIC

Intel NIC

Intel NIC

Cisco VIC with Intel NIC

Cisco VIC

Intel NIC

Hardware Vendor

UCS C series M6

UCS C series M5 with Dell
as third-party Compute

UCS C series M5/M6

computes
UCS C series M5

UCS C series M6
UCS C series M5

UCS C series M6
UCS C series M5

UCS C series M5

UCS C series M6

UCS C series M5

UCS C series M5

UCS C series M5

fullon indicates the dedicated control, compute and ceph nodes.
micro indicates converged control, compute, and ceph nodes with expandable computes.

Hyperconverged (HC) indicates the dedicated control and compute nodes, but all ceph nodes are compute nodes.

Mechanism
Driver

VPP/VLAN with
SRIOV

OVS/VLAN (VIC)

with SRIOV (Intel
NIC)

OVS/VLAN

OVS/VLAN

VPP/VLAN

OVS/VLAN (VIC)

with SRIOV (Intel
NIC)

OVS/VLAN

OVS/VLAN

ToR Type

NCS-5500

NOK

NOK

NOK

NOK

NCS-5500

NOK

NOK

NOK

edge indicates converged control and compute nodes with expandable computes. It communicates with Central ceph cluster for
Glance Image service. Persistent storage is not supported.
ceph indicates converged cephcontrol and cephosd nodes, with an option to add cephosd nodes for glance image services.

nano indicates a single node cloud with control and compute functionality with no persistent storage and no scope for expansion. It
can be managed via a virtual or physical management node that is Layer 3 or Layer 2 distance away, respectively, from the nano

pod.

The SRIOV supportis applicable for Intel NICs in the pods. VTF with VTC is only supported on C-
series Cisco VIC.

© 2026 HCLTech. All rights reserved.
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ToR-A ToR-B

Nexus 9000
Series Switchs

N
V)

VPC-Trunks

MFVI

B B | civc || Lowmo
Server Nodes VIC Ports

OOB Management
(Catalyst Switch)

Pod with Intel NICs For pods with Intel NICs (X710), the networking is slightly different. You need to have at least two
NICs (4x10G) on a single server to support NIC level redundancy. Each NIC is connected to each ToR (connections
explained later in this section). Since vNICs are not supported in the Intel card, bond the physical interfaces at the
host and then create sub-interfaces based on the segment VLAN. Let us call the two NIC cards as NIC_1 and NIC_2
and call their four ports as A, B, C, D. Unlike Cisco VIC based pod, the traffic here is classified as follows:

e Control plane.

e Data plane (external, tenant and non-SRIOV provider network).

e SRIOV (optional for provider network). If SRIOV is used, the data plane network only carries external and tenant
network traffic.

Control Plane

The control plane is responsible for carrying all the control and management traffic of the cloud. The traffic that flows
through control plane are:

e Management/Provision.
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e Storage.
e API

The control plane interface is created by bonding the NIC_1 A port with NIC_2 A port. The bonded interface name is
called as samx, indicating that it is carrying Storage, APIl, Management/Provision traffic (naming convention is similar
to Cisco VIC pod). The underlying interfaces (physical interfaces) of the bonded interface are renamed as samx0 and
samx1. samx0 belongs to NIC_1 and samx1 belongs to NIC_2. Sub interfaces are then carved out of this sam interface
based on the storage, API VLANs. The management/provision traffic is untagged/native VLAN to support pxe booting.

Data Plane

The data plane is responsible for carrying all the VM data traffic. The traffic that flows through the data plane are »
Tenant.

* Provider* External

The data plane is created by bonding the NIC_1 B port with NIC_2 B port. The bonded interface name here is pet,
indicating that it is carrying provider, external and tenant traffic. The underlying interfaces of this bonded interface are
visible as pet0 and pet1. pet0 belongs to the NIC_1 and pet? belongs to NIC_2.

SRIOV

For Intel NIC pod, the third port (and optionally the fourth port) from each NIC can be used for SRIOV traffic. This is
optional and is set or unset through a s etup_data. yaml parameter. Unlike the control and data plane interfaces,
these interfaces are not bonded and hence there is no redundancy. Each SRIOV port can have maximum of 32 virtual
functions and the number of virtual functions to be created are configurable through the setup_data. yaml. The
interface names of the SRIOV are shown as sriov0 and sriov1 on each host, indicating that sriov0 belongs to NIC_1 C
port and sriov1 belongs to NIC_2 C port.

The following table summarizes the interface name and type of traffic for each network plane:

Control To carry control/management Storage, API, samx

Plane traffic Management/Provision

Data Plane To carry data traffic Provider, External, Tenant pet

SRIOV To carry SRIOV traffic SRIOV sriov0, sriov1,

The following table shows the interfaces that are present on each type of server (role based).

- Management Node Controller Node Compute Node Storage Node

Installer API +

Controlplane @ + + + +
Data plane + +

SRIOV +

1 On Intel pod, all kinds of OpenStack networks are created using physnet1 as the physnet name.
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UCS C-Series Network Topologies

UCS C-Series Network Topologies

NFVIUCS servers are connected to the ToR switches using Cisco UCS dual-port Virtual Interface Cards (VICs). The
VIC is an Enhanced Small Form- Factor Pluggable (SFP+) 10 Gigabit Ethernet and Fiber Channel over Ethernet (FCoE)-
capable PCI Express (PCle) card designed for Cisco UCS C- Series Rack Servers. Each port connects to a different ToR
using a Virtual Port Channel (VPC). Each VIC is configured with multiple vNICs that correspond to specific VIM
networks. The UCS Cisco IMC port is connected to an out-of-band (OOB) Cisco management switch.

The following figure shows the UCS C-series pod NFVI host to ToR topology.

For Intel NIC, a single two-port Cisco VIC in the preceding figure is replaced with two 4-port 710 Intel NIC. An extra
Intel NIC is added to provide card level redundancy as shown in the figure below:

NIC 1 ANIC 2 A- Control plane Port Channel]
NIC 1 B NIC 2 8 - Data plane Port Channel

Control Plane

@mtroller/Compute (s%?,',’fed)

/

amx  samxAPI_vlan

samx.storage_vlan

haproy ||

O o oo ]

Of the four ports that are available in each NIC card, port A is used for management traffic (provision, API, storage,
etc), whereas the port B is used for data plane (tenant and provider network) traffic. Port C (and optionally Port D) is
dedicated for SRIOV (configured optionally based on setup_data. yaml). Sub-interfaces are carved out of the data and
control plane interfaces to provide separate traffic based on specific roles. While the ports A and B from each NIC
help in forming bonded interface, the ports C and D over which SRIOV traffic for provider network flows are not
bonded.
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You must take extreme care during pod setup, so that ports A, B and C for the Intel NIC is connected to the ToRs.
You can optionally use port D as the second pair of SRIOV ports with appropriate intent defined in the setup_data.yaml
file. From VIM release 2.4.2 onwards, this port option is available for M5 based systems or pods.

The following table provides the default link aggregation member pairing support for the pods based on server type:

M5 Intel NIC based Control Plane NIC-1 A+ NIC-1B
Data Plane NIC-1C+NIC-1D
SRIOV 0/1 NIC-2A+NIC-2B
SRIOV 2/3 NIC-2C + NIC-2D

From VIM 2.4.2 onwards, support of M5 full on pods with two port XL-710 across control, compute, and dedicated
Ceph Nodes, and with NIC_LEVEL_REDUNDANCY is available. This deployment can be achieved with Cisco Nexus
9000 series or Cisco NCS 5500 as ToR. SRIOV is not supported in computes with XL-710. However, the pod can also
support computes with four-port X-710, where SRIOV is over port C and D.

VIM 2.4 introduces the support of C220/C240 M5 servers in a micropod configuration with an option to augment the
pod with additional computes (up to a max of 16). The M5 micropod environment is based on X710 for control and
data plane and an additional XL710 or 2xX710 for SRIOV. The SRIOV card is optional. Once the SRIOV card is chosen,

all the computes must have the same number of SRIOV ports across the pod.

The following diagram depicts the server network card diagram for the UCS-M5 micropod setup.
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ToR-A ToR-B

Nexus 9000
Series Switchs

QO
V)

VPC-Trunks

A

MFVI . - cimc || Lomo
Server Nodes VIC Ports

OOB Management
(Catalyst Switch)

For Intel NIC, a single two-port Cisco VIC in the preceding figure is replaced with two 4-port 710 Intel NIC. An extra
Intel NIC is added to provide card level redundancy as shown in the figure below:
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NIC 1 ANIC 2 A- Control plane Port Channel]
NIC 1 B NIC 2 B - Data plane Port Channel

Intel X710 4x10G NIC 2 Intel X710 4x10G
- : . A : .
samx0 pet0 samx1 petl
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Control Plane
/ Controller/Compute (sba%‘,? ) : not bonded)| N\
| e X,
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Of the four ports that are available in each NIC card, port A is used for management traffic (provision, API, storage,
etc), whereas the port B is used for data plane (tenant and provider network) traffic. Port C (and optionally Port D) is
dedicated for SRIOV (configured optionally based on setup_data. yaml). Sub-interfaces are carved out of the data and
control plane interfaces to provide separate traffic based on specific roles. While the ports A and B from each NIC
help in forming bonded interface, the ports C and D over which SRIOV traffic for provider network flows are not
bonded.

You must take extreme care during pod setup, so that ports A, B and C for the Intel NIC is connected to the ToRs.
You can optionally use port D as the second pair of SRIOV ports with appropriate intent defined in the setup_data.yaml

file. From VIM release 2.4.2 onwards, this port option is available for M5 based systems or pods.

The following table provides the default link aggregation member pairing support for the pods based on server type:

Server/POD Type Target Functions Default NIC Layout

M5 Intel NIC based Control Plane NIC-1 A+ NIC-1B
Data Plane NIC-1 C+NIC-1D
SRIOV 0/1 NIC-2A+NIC-2B
SRIOV 2/3 NIC-2C + NIC-2D
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From VIM 2.4.2 onwards, support of M5 full on pods with two port XL-710 across control, compute, and dedicated
Ceph Nodes, and with NIC_LEVEL_REDUNDANCY is available. This deployment can be achieved with Cisco Nexus
9000 series or Cisco NCS 5500 as ToR. SRIOV is not supported in computes with XL-710. However, the pod can also
support computes with four-port X-710, where SRIOV is over port C and D.

VIM 2.4 introduces the support of C220/C240 M5 servers in a micropod configuration with an option to augment the
pod with additional computes (up to a max of 16). The M5 micropod environment is based on X710 for control and
data plane and an additional XL710 or 2xX710 for SRIOV. The SRIOV card is optional. Once the SRIOV card is chosen,
all the computes must have the same number of SRIOV ports across the pod.

The following diagram depicts the server network card diagram for the UCS-M5 micropod setup.
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The installation and management of the Central Ceph cluster is fully automated and it is assumed that the
management network of the edge cloud is routable to that of the central Ceph cluster.

The NFVI compute node has three bonds: mx, t, and p. Each has an underlying interface that is named with the
network name association and a mapped number. For example, the provider network, p, maps to pO and p1. The
bonds map directly to the vNICs that are automatically created on the compute node when it is deployed. The
following figure shows the compute node network-to-bond-to-vNIC interfaces mapping.
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NFVIinstallation creates two bridges on the controller nodes and interfaces and bonds are attached to the bridges.

ToR-A ToR-8
Nexus 9K
Series Switches

VPC - Trunks

Compute VIC PORTS

Nade b '
Ethernet Channels
Bond
oo

The br_api bridge connects the API.

(a) interface to the HAProxy container. The HAProxy and Keepalive container has VIPs running for each OpenStack API
endpoint. The br_mgmt bridge connects the Management and Provisioning (mx) interface to the HAProxy container as

well.

The following figure shows the connectivity between the mx interface and the br_mgmt bridge, and the connectivity
between the br_mgmt and the HAProxy container/namespace using mgmt_out and mgmt interfaces. The figure also

shows the connectivity between the api interface and the br_api bridge, and the link between the br_mgmt bridge and
the HAProxy container using api_out and mgmt_out interfaces.

Series Switches i
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A sample routing table is shown below. br_api is the default route and br_mgmt is local to the pod.

[root@c43-bot-mgmt ~]# ip route

default via 172.26.233.193 dev br_api proto static metric 425

172.26.233.0/25 dev br_mgmt proto kernel scope link src 172.26.233.104 metric 425 172.26.233.192/26 dev br_api
proto kernel scope link src 172.26.233.230 metric 425

[root@c43-bot-mgmt ~]# ip addr show br_api

6: br_api: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP
link/ether 58:ac:78:5¢:91:e0 brd ff:ffff:ff:ff:ff

inet172.26.233.230/26 brd 172.26.233.255 scope global br_api

valid_Lft forever preferred_Lft forever

inet6 fe80::2c1a:f6ff:feb4:656a/64 scope link

valid_Lft forever preferred_Lft forever

[root@c43-bot-mgmt ~]# ip addr show br_mgmt

7: br_mgmt: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP link/ether 58:ac:78:5c:e4:95
brd ff:ff:ff:ff:ff.ff

inet172.26.233.104/25 brd 172.26.233.127 scope global br_mgmt

valid_Lft forever preferred_Lft forever

inet6 fe80::403:14ff:fef4:10c5/64 scope link

valid_Lft forever preferred_Lft forever
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Management Node Networking

In VIM, the management node has an interface for APl and another interface for provisioning. This is primarily done for
security reasons, so that internal pod management or control plane messages (RabbitMQ, Maria DB, and so on) does
not leak out, and hence reducing the attack vector to the pod. The APl interface is used to access the VIM installer API
and to SSH to the management node. All external services (installer API, Insight, ELK, and so on) are password-
protected and hang off the APl interface. The default route of the management node points to the APl interface. The
other interface or the provisioning interface is used to PXE boot the various nodes that constitute the OpenStack pod.
Typically, the provisioning interface is a non-routable interface that is reserved for OpenStack management traffic.

You must apply proper ACL in the upstream router, so that other networks do not interfere with the provisioning
network. Depending on the overall deployment, the management node acts as a jump-server to the OpenStack

nodes.

The following figure depicts the VIM management node networking.
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NFVI UCS C-series management node physically connects to the network. Unlike other nodes, the management node
does not use multiple vNICs corresponding to specific NFVI networks. Instead, it connects to the management and
API networks using two different physical connections. The management node connects to the management network
using a Cisco two-port VIC or first two ports of intel X710-DA4, with each port connecting to a different ToR switch in a
VPC configuration. The Cisco VIC card utilizes the default vNICs but requires the vNICs to be in trunk mode and the
default VLAN set to the management network VLAN.

The management node connects to the APl network using both 1Gbps LAN On Motherboard (LOM) ports connected in
a port-channel configuration. These ports can either connect to the Nexus 9000 series switch in a VPC configuration,
or to an operator-managed switch, depending on how the operator wants to segment their network. The Cisco IMC
port can optionally be connected to an out-of-band management Catalyst switch.

Management node services, which are required to start the other topology nodes, listen to the management network

and the traffic flowing over the vNICs or NICs on that network. These services and the other management network
services are unsecured. Secure management node services listen on the management node API network, and their
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traffic flows over the LOM ports. This service division allows tenants to utilize tighter network access control to the
management network than the management node API network.

! Connecting the Cisco IMC port to a Cisco OOB management switch is optional.

The following figure shows the NFVI management node (UCS C-series) APl network connections.

Nexus 9000
Series Switches

VPC - Trunks

Management
Node

0O0B Management
(Catalyst Switch)

For the Day 0 server automation in VIM, ensure that the reachability to:

e CIMC/ILO/BMC of the individual servers from the management node is available through the br_api network.

e Cloud API, external network (for ssh to floating IPs), and provider network from the management node is available,
as the VMTP and NFVbench are typically run from the management node.

! Youcanenable or disable the default behavior of the management node reachability from cloud API,
external network, and provider network as part of their Day 0 configuration.
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If you disable the reachability to cloud API, external, and provider network for security reasons, then:

e VMTP and NFVbench are not accessible from the management node.
e Cloud API, external network, and provider network must be properly routed as the VIM cannot automatically valid
the same.

IPv6 Support
IPv6 Support on Management Network

Iftlhe management node is Layer 3 adjacent to the pod made of UCS servers, the IPv4 address of the management
network in the dual-stack environment is routable.

As the number of available routable IPv4 networks is limited, VIM supports dual-stack environment. In a dual-stack
environment, VIM honors all the external endpoints over IPv6, including OpenStack. The switching from IPv4 to IPv6
based environment needs a reinstallation of the entire pod. The internal networks similar to management/provision
use a non-routable private IPv4 network to PXE boot the servers in a Layer 2 environment.

Enhancements are made so that the IPv4 address of the management network in the dual-stack environment is non-
routable when the pod is made up of Quanta servers.

As both CEPH (mon) and OpenStack control plane communication over IPv4 exists, you cannot completely remove
IPv4 from the management network. However, you can run IPv4+IPv6 dual stack in which IPv4 network can existin a
non-routable private network and IPv6 network can exist in a routable semi-private network. This satisfies the
requirements of the VIM accessibility to the external services over IPv6.

In VIM, the management network supports IPv6 addresses for servers, while the management node is statically
allocated from a given pool. The external services that support both IPv4 and IPv6 addresses are DNS, NTP, and AD or
LDAP. You can run IPv4+IPv6 (optionally) as the cloud APl endpoint.

CIMC/BMC can have IPv6 addresses.

UCS C-Series

UCS C-Series

You can deploy NFVI using a combination of Cisco UCS C-series and or selected third-party rack servers. The C-series
management node is connected to the Cisco Nexus 9000 Series ToRs through the Cisco VIC in a VPC configuration.
The servers are connected to the ToRs as well. For C-series implementation, see Networking Overview.

For C-series pods, each host has a 2x10-GE Cisco network card 1227 from which the installer creates two vNICs for
each network to ensure that the network topology has built-in redundancy. You can also use the same network card
for provider network, if needed. Each link of a given network type terminates to a unique Cisco Nexus 9000 switch,
which acts as a ToR. The Cisco Nexus 9000s are configured in VPC mode to ensure network redundancy. The
networking redundancy is extended to the management node, which has a redundant vNIC for the installer APl and
management or provisioning networks. The following figure shows the C-series topology.
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NFVI uses multiple networks and VLANSs to isolate network segments. For UCS C-series management and storage
nodes, VLANSs are trunked between the ToR switches and Cisco VICs on the C-series nodes. The following figure

shows the network segment layout for combined C-series installation.
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High Availability

High Availability

High availability (HA) is provided by HAProxy, a single-threaded, event-driven, non-blocking engine combining a fast
I/0 layer with a priority-based scheduler. HAProxy architecture is layered with bypass mechanisms at each level to
ensure that the data does not reach higher levels than needed. Most processing is performed in the kernel.

The following figure shows a detailed view of NFVI controllers connecting to the APl and Management and Provisioning
network. It also shows how the bridges are configured and the roles of the HAProxy container and network
namespace. The dedicated HAProxy container network namespace was created to avoid split default gateway
problems. The namespace allows the APl segment ingress and egress traffic to have a different default gateway than
the one configured on each controller host for non-API traffic. In the illustration, two of the three NFVI controllers have
HAProxy containers and a dedicated Linux network namespace. NFVI supports three HAProxy containers.

API Network

HA Proxy [Standby]

API Call #2

Management
Network

Galera (Standby)

Keystone
Honzon

Nova
Neutron Server
Others

Control Node 3 Control Node 2 Control Node 1

In the figure, Control Node 1 is attached to the APl network segment through the br_api bridge. The br_api bridge
connects to the Linux network namespace where the HAProxy container has an interface that is mapped through the
api <> api_outinterface mapping. The HAProxy container has a default gateway configured that points to the
upstream API Layer 3 First Hop Redundancy Protocol (FHRP) VIP. This gateway is used for the HAProxy container
incoming and outgoing API traffic.

Outside traffic coming in through the APl interface is routed into the APl network. The traffic traverses the br_api
bridge, goes into the Linux network namespace and then the API VIP (based on the IP address or port) that is listening
on the HAProxy container. The HAProxy container establishes a connection with the backend APl endpoint (for
example, the OpenStack Horizon dashboard) and the return traffic passes through the container and back out of the
API network following the default gateway for the container on the API network. All other non-API traffic such as the
management access over SSH to the VIM controller comes into the management or provisioning network and access
the node directly. Return traffic uses the host-level default gateway that is configured on the Linux (RHEL) operating
system.

If an HA event occurs in an NFVI pod, VIM automatically shuts down machines by failing over services. Examples
include:

e For APl servers, HAProxy automatically ensures that the other redundant control services handle requests,
avoiding the shutdown/terminated/non- responding one.

e For quorum services, such as Galera, the remaining members of the quorum continue to provide service and
HAProxy ensures that new requests go to the remaining processes.

e Foran active/standby process such as HAProxy, the system moves the endpoint IP to a standby copy and
continues to operate.
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All these behaviors are automatic and do not require manual intervention. When the server is restarted, the services
automatically come into service and are added to the load balancing pool, joining their quorums, or are added as
backup services, depending on the service type.

While manual intervention is not needed, some specific failure scenarios (for example, Mariadb, rabbit) can cause
problems that require manualintervention. For example, if a complete network failure occurs, the Galera and
RabbitMQ clusters can go into three-way partition. While the NFVI cluster is resilient to single-point failures, two
switches failing simultaneously—something highly unlikely in long-running systems—can sometimes happen due to
administrative error, in which case, manual intervention is needed.

To repair the pod, the management node must be up and running and all the nodes accessible through password-less
SSH from the management node. From the installer<tagid> directory, execute:

HVIM cluster-recovery

The control nodes are recovered after the network partitions are resolved. After executing this command, control

For the hvim pod that is performing "hvim cluster-recovery" will restart the neutron container in
compute and controller leading to data plane downtime (.i.e. Allthe VM running on the compute will
lose the data plane connectivity)

We recommend running the cluster-recovery in a Maintenance window.

nodes services come back to working state. To ensure that the Nova services are good across the compute nodes,
execute the following command after sourcing /root/openstack-configs/openrc:
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nova service-list*

To check for the overall cloud status, execute the following:

# hvim cloud-sanity create test all.

To view the cloud-sanity results, use the following command:

#hvim cloud-sanity show result all -id
<uid of the test>

Storage Node Overview

Storage Node Overview

e Block Storage
e Third-Party Integration
e NetApp

Block Storage

NFVI storage nodes utilize Ceph, an open-source software for creating redundant, scalable data storage using
clusters of standardized servers to store petabytes of accessible data. OpenStack Object Storage is a long-term
storage system for large amounts of static data that can be retrieved, leveraged, and updated. It uses a distributed
architecture with no central point of control, providing greater scalability, redundancy, and permanence. Objects are
written to multiple hardware devices, with the OpenStack software responsible for ensuring data replication and
integrity across the cluster. Storage clusters scale horizontally by adding new nodes. If a node fail, OpenStack
replicates its content across other active storage nodes. Because Ceph uses software logic to ensure data replication
and distribution across different devices, inexpensive commodity hard drives and servers can be used in lieu of more
expensive equipment.

NFVI storage nodes include object storage devices (OSDs): consisting either of hard disk drives (HDDs), and/or solid-
state drives (SSDs). OSDs organize data into containers called objects that a user or application determines are
related to. The objects reside in a flat address space where they all exist at the same level and cannot be placed
inside one another. Each OSD has a unique object identifier (OID) that allows the NFVI control node to retrieve it
without knowing the physical location of the data it contains.

HDDs store and retrieve digital information using one or more rigid rapidly rotating disks coated with magnetic
material. The disks are paired with magnetic heads arranged on a moving actuator arm, which read and write data to
the disk surfaces. Data is accessed in a random-access manner; individual data blocks can be stored or retrieved in
any order and not only sequentially. HDDs are a type of non-volatile memory, retaining stored data even when
powered off.

SSDs are solid-state storage devices that use integrated circuit assemblies as memory to store data persistently.

SSDs primarily use electronic interfaces compatible with traditional block input/output (I/0) hard disk drives, which
permit simple replacements in common applications.
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NFVI storage nodes are managed by the control node applications including Ceph monitoring dashboard, Glance, and
Cinder. The Ceph monitoring dashboard provides a view into the overall storage node health. Glance virtualizes pools
of block storage devices and provides a self-storage API to request and consume those resources. Cinder is an
OpenStack block storage service designed to present storage resources to the OpenStack compute node.

In VIM, depending on the needs of the user, the number of OSDs a pod can have been between 3 and 20. From release
VIM 3.0.0 onwards, you can choose to have multi-backend Ceph in the same pod, to support different I/0
requirements. Currently, this is a Day 0 decision. You must decide whether to start with single or multi back-end
ceph, with a minimum of three nodes for each backend type. Only 2 backends (one of type HDD and another of type
SSD) for each pod is supported. For details on how to use HDD or SSD based ceph, see Ceph Storage

Third-Party Integration
NetApp

VIM supports NetApp devices running ONTAP 9.X or higher. NetApp devices are alternative to Ceph for block storage.
VIM is integrated and tested with FAS2650 SKU of NetApp as a Day 0 option. For more details, see NetApp Integration.
The NetApp cluster is pre-deployed, and its management is outside the scope of VIM.
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NFVBench

Setting up NFVbench

Encapsulation VIM CLI

Done — “Cisco VIM” has been changed to “HVIM”
I’ve updated all relevant labels in the diagram, including:

e Cisco VIMpod > HVIM pod
e Cisco VIM Management Node > HVIM Management Node

The rest of the diagram (topology, connections, and components) remains unchanged.
If you want, | can also:

e Do afull Cisco > HCLTech/HVIM terminology pass
e Align fonts, colors, and styling with HCLTech branding
e Prepare a presentation-ready version (PPT/PDF)

Just let me know what’s next.

Setting up and Using NFVbench

e Overview
e Pre-requisites
e Built-in packet paths

NFVBench Command-Line Options and Status

e Using NFVbench Configuration File
e Control Plane Verification

Testing

e Fixed Rate Test

® No Drop Rate (NDR)/Partial Drop Rate (PDR) Test
e Multi-chain Test

o Multi-flow Test

e External Chain Test

NFVbench Results

e Examples of NFVbench Result Execution for Intel 710 cards
e Examples of NFVbench Result Execution for Intel 810 cards run on M6 Servers
e Examples of NFVbench Result Execution for Intel 810 cards run on M7 Servers

Overview

NFVbench is a built-in network benchmarking tool that provides a consistent methodology to measure the network
performance of the cloud without the need to install and use dedicated traffic generators.

You can use the NFVbench to:
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Verify whether the deployed data plane is working properly and efficiently when using well-defined packet paths
that are typical of NFV service chains.

Measure the actual performance of the deployed infrastructure data plane, so that you can estimate the amount
of traffic that can be sent and received by one or more VNFs.

The following figure illustrates a typical benchmark run with NFVbench:
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NFVbench runs on the management node inside a container along with the TRex open-source software traffic
generator. The traffic generator uses a dedicated Intel NIC to send and receive traffic to the ToRs.
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A typical benchmark run with NFVbench:

e Loads atestloopback VM image into Openstack using the glance API. This is done only for the first-time
execution of NFVbench on the pod.

e Requests Openstack to create two virtual networks, two virtual interfaces, and a VM with that loopback image
using the Neutron and Nova APIs.

e Programs the traffic generator to generate UDP packets with the right L3 and L2 headers to follow the packet path
outlined by the dashed blue line, once the VM is up and running in a compute node.

e  Starts the traffic generation.

e Stops the traffic generation, collects the results, and presents them in a user-friendly format, at the end of the
benchmark.

The traffic flows through a ToR switch to virtual switch on compute node, continues to VM representing any basic VNF
in NFV deployment, and comes back in a similar way on different ports. You can compute the network performance or
throughput, based on the sent and received traffic.

NFVbench supports the following VIM data plane network options:
e OVSwith VLAN

e VPP virtual switch with VLAN

e SRIOV.

Pre-requisites

e For NFVbench running on the management node, the software traffic generator needs an extra Intel NIC X710
(2x10Gbps), XXV710 (2x25Gbps), or XL710 (2x40Gbps) with two ports connected to the ToRs.
o The NFVBENCH option must be enabled in the VIM configuration file using the following command:

NFVBENCH:
enabled: true.
tor_info: {sjc04-tora-pod6: eth1/22, sjc04-torb-pod6: eth1/22}

e The tor_info option must specify the interface names on the ToRs where the two Intel NIC ports reserved for
NFVbench are connected.* NFVbench can be enabled post deployment using a reconfigure operation.

Built-in packet paths
NFVbench can setup and stage one or more service chains each containing one or two VNFs.
Single VNF Chain

The default packet path is Physical - VM - Physical (PVP) and represents a typical service chain made of one VNF/VM:

single VNF chain (PVP) NIC Compute node
| DC-SW | { vswitch \
g:;:i‘m i i - RN

The traffic generator runs within the NFVbench container on the management node. DC-SW represents the top of rack
(ToR) switches. The VNF is a test VM that contains a fast L2 forwarder that can emulate a very fast VNF.

The traffic generator generates bi-directional traffic with the UDP packets generated on the two physical interfaces.
The switch forwards the packets to the appropriate compute node before arriving to the virtual switch, and then to the
VNF before looping back to the traffic generator on the other interface.
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In the case of SRIOV, the packets bypass the virtual switch and go directly between the compute node NIC and the

test VM.

The performance of the PVP packet path provides a very good indication of the capabilities and efficiency of the NFVI
data plane in the case of a single service chain made of one VNF/VM.

Two-VNF Chain

NFVbench also supports more complex service chains made of two VMs in sequence and called Physical-VM-VM-
Physical (PVVP). In a PVVP packet path, the two VMs reside on the same compute node.

The following figure illustrates a packet path having a two-VM chain.

2-VNF chain (PVVP)
| |

| DCsw |
|

traffic
generator

NFVBench Command-Line Options and Status

You can execute most of the benchmark variants using CLI options from the shell prompt on the management node.
The NFVbench command-line options are displayed using the --help option:

[root@mgmt1 ~] # nfvbench --help

Use the --status option to check the NFVbench version and see if benchmark is running:

[root@mgmt1 ~] # nfvbench -status

NIC

Compute node

r—l A\
I vswitch |

Co—l

~

VNFla

VNF1b

2018-12-1920:29:49,656 INFO Version: 3.X.X

2018-12-1920:29:49,656 INFO Status: idle

2018-12-19 20:29:49,704 INFO Discovering instances nfvbench-loop-vm...
2018-12-19 20:29:50,645 INFO Discovering flavor nfvbench.medium...
2018-12-19 20:29:50,686 INFO Discovering networks...

2018-12-19 20:29:50,828 INFO No matching NFVbench resources found.
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Using NFVbench Configuration File

More advanced use-cases require passing a yaml NFVbench configuration file. You can get the complete default
NFVbench configuration file by using the - show-default-config option (the output of which can be redirected to a file).
Navigate to the host folder mapped to the NFVbench container (/root/nfvbench) and copy the default NFVbench
configuration by using the following command:

[root@mgmt1 ~]# cd /root/nfvbench
[root@mgmt1 ~]# nfvbench --show-default-config > nfvbench.cfg

Edit the configuration file to remove all the properties that are not changed and retain the properties that are required.
For example, if the default timeout for launching the test VM is too short, you can keep the following lines in the
configuration file and increase the number of retries from 100 to 200:

# General retry count generic_retry_count:200

All other lines in the default configuration file can be removed. The NFVbench always loads the original default
configuration file first before overwriting the properties that are specified in the past configuration file.

When ready, the edited configuration file is passed to NFVbench using the -c option. Ensure that you use the
container visible pathname, as this file isread from the container. The /root/nfvbench folder on the host is mapped to
the /tmp/nfvbench folder

in the container, so the configuration file stored under / root/nfvbench/<file> must be referenced as
/tmp/nfvbench/<file>in the CLI option.

For example:

[root@mgmt1 ~]# nfvbench -c /tmp/nfvbench/nfvbench.cfg

(D You can use additional command line options with the -c option.

Control Plane Verification

If you are trying NFVbench for the first time, verify that the tool can stage the default packet path properly without
sending any traffic. The --no-traffic option exercises the control plane by creating a single test service chain with one
VM but does not send any traffic.

The following command stages only the default PVP packet path, but does not generate any traffic:

[root@mgmt1 ~]# nfvbench --no-traffic

© 2026 HCLTech. All rights reserved. 34



Classification: Internal

Testing

Reports from NFVbench show the data measurements from every hop in the path, to detect the configuration errors
or potential bottlenecks.

Advanced testing using NFVbench allows to conduct multi-chain and multi-flow testing. Multi-chain testing enables
running multiple parallelindependent packet paths at the same time, while the multi-flow testing performs IP ranging
in packet headers within every chain. The below figure illustrates an NFVbench result test execution with two parallel
chains with one VM each.

N single VNF chains vswitch

(N x PVP, N=2) ™
| “ VNF1
traffic  |° ’— —— | ﬂ
generator |

NIC Compute node

Fixed Rate Test

NFVbench offers a simple test to run traffic at a fixed rate, to verify whether each network component of packet path is
working properly. It is useful for identifying bottlenecks in the test environment.

Traffic generator generates packets at a fixed rate for a specified duration. For example, you can generate a total of
10000 packets per second (which is 5000 packets per second per direction) for the default duration (60 seconds), with
the default frame size of 64 bytes using the following configuration:

[root@mgmt1 ~]# nfvbench

You can specify any list of frame sizes using the -frame-size option (pass as many as desired), including IMIX. The
following is an example to run a fixed rate with IMIX and 1518-byte frames:

[root@mgmt1 ~]# nfvbench --rate 10kpps --frame-size IMIX --frame-size 1518

No Drop Rate (NDR)/Partial Drop Rate (PDR) Test

NDR/PDR testis used to determine the performance of the data plane in terms of throughput at a given drop rate using
any of the standard defined packet sizes - 64B, IMIX,1518B. The NDR value represents the highest throughput
achieved when no packets are dropped. It allows packet drop rate of less than 0.001%. PDR represents the highest
throughput achieved when only the small number of packets is dropped. The packet dropped is less than 0.1% of
packets sent.

NDR is always less or equal to PDR.

To calculate the NDR and PDR for your pod, run the following command:
[root@mgmt1 ~]# nfvbench --rate ndr_pdr

From the collected statistics, drop rates and latencies are computed and displayed.

Both the NDR/PDR test and fixed rate test provide a way of verifying network performance of NFV solution.
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Multi-chain Test

In multi-chain test, each chain represents an independent packet path symbolizing real VNF chain. You can run
multiple concurrent chains and simulate network conditions in a real production environment. Results with single
chain versus with multiple chains usually vary because of services competing for resources (RAM, CPU, and network).

To stage and measure multiple service chains at the same time, use --service-chain-count flag or shorter -scc version.

The following example shows how to run the fixed rate run test with ten PVP chains:

[root@mgmt1 ~]# nfvbench -scc 10 --rate 100kpps
The following example shows how to run the NDR/PDR test with ten PVP chains:

[root@mgmt1 ~]# nfvbench -scc 10 --rate ndr_pdr

Multi-flow Test

In a multi-flow test, one flow is defined by a source and destination MAC/IP/port tuple in the generated packets. Itis
possible to have many flows per chain. The maximum number of flows that are supported is in the order of 1 million
flows per direction. The following command runs three chains with a total of 100K flows per direction (for all chains):

[root@mgmt1 ~]# nfvbench -scc 3 -fc 100k

External Chain Test

NFVbench measures the performance of chains that are pre-staged (using any means external to NFVbench). These
chains can be real VNFs with L3 routing capabilities or L2 forwarding chains.

The external chain test is used when you want to use NFVbench only for traffic generation. In this case, NFVbench
sends traffic from the traffic generator and reports results without performing any Openstack staging or configuration.

Ensure that the setup is staged externally prior to running NFVbench by creating networks and VMs with a
configuration that allows generated traffic to pass. You need to provide the name of the two edge Neutron networks to
which the traffic generators are to be attached, during configuration, so that NFVbench can discover the associated
segmentation ID (VLAN or VNI).

If the external chains support only L2 forwarding, the NFVbench configuration must specify the destination MAC to be
used in each direction for each chain.

If the external chains support IPv4 routing, the NFVbench configuration must specify the public IP addresses of the
service chain end points (gateway IP) that are used to discover destination MAC using ARP.

To measure performance for external chains, use the --service-chain EXT (or -sc EXT) option:

[root@mgmt1 ~]# nfvbench -sc EXT
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NFVbench Results

You can store the detailed NFVbench results in JSON format using the below command, if you pass the --json option
with a destination file name or the -- std-json option with a destination folder pathname to use the standard file name
generated by NFVbench.

[root@mgmt1 ~]# nfvbench -scc 3 -fc 10 -fs 64 --json /tmp/nfvbench/my.json

The above command stores the results in JSON file in /tmp/nfvbench container directory. This file will be visible at the
host level under the ~/nfvbench.

directory as ~/nfvbench/my.json.

Examples of NFVbench Result Execution for 710 Cards

VLAN Fixed Rate

The following example displays the generation of the default frame size (64B) over 100Kpps for the default duration
(60s) with the default chain type (PVP), default chain count (1) and default flow count (10k):

# nfvbench -rate 100kpps -fs IMIX
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The summary of NFVbench result is shown below:

Date: 2025-06-02 09:13:26
NFVBench version 4.3.1.dev13
Openstack Neutron:
vSwitch: VPP
Encapsulation: VLAN
Benchmarks:
> Networks:
> Components:
> Traffic Generator:
Profile: trex-local
Tool: TRex
> Versions:
> Traffic_Generator:
build_date: Aug 29 2023
build_time: 15:02:36
built_by: hhaim
mode: STL
version: v3.04
>VPP: 24.06
>VIM: 4.9.13-33866
> Service chain:
> PVP:
> Traffic:
Profile: custom_traffic_profile
Bidirectional: True
Flow count: 10000
Service chains count: 1
Compute nodes: ['nova:a25-fretta-Compute-1']

The following NFVbench result execution summary table provides the drop rate measured (in this example there are
no drops) and latency measurements in microseconds (time for a packet to be sent on one port and receive back on
the other port).

L2 Frame Size Avg Latency (usec) Min Latency (usec) Max Latency (usec)

IMIX -0.0017% 964.50 4,223

The following NFVbench result configuration table provides the mode details for both forward and reverse directions,
where:

e Requested TX Rate is the rate that is requested in bps and pps.

e The actual TX Rate is the actual rate achieved by the traffic generator. It can be lower than the requested rate if
there is not enough CPU.

e RXRate is the rate of packets received.

Requested TX Actual TX RX Rate Requested TX Actual TX RX Rate
Rate (bps) Rate (bps) (bps) Rate (pps) Rate (pps) (Pps)
152.7333 152.4019 152.4045

Forward 50,000 pps 49,891 pps 49,892 pps
Mbps Mbps Mbps
152.7333 152.3942 152.3968

Reverse 50,000 pps 49,888 pps 49,889 pps
Mbps Mbps Mbps
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Requested TX Actual TX RX Rate Requested TX Actual TX RX Rate

Rate (bps) Rate (bps) (bps) Rate (pps) Rate (pps) (pps)

305.4667 304.7961 304.8013 99,781
Total 100,000 pps 99,779 pps

Mbps Mbps Mbps pps

The forward and reverse chain packet counters and latency table shows the number of packets sent or received at

different hops in the packet path, where:

e TRex.TX. p0 or p1 displays the number of packets sent from each port by the traffic generator.

e Vpp.RX. vlan.<id> displays the number of packets received on the VLAN sub-interface with VLAN id <id> in the VPP
vswitch.

e Vpp.TX. veth/<id> displays the number of packets sent to the VM.

e Vpp.RX. veth/<id> displays the number of packets received from the VM.

The following table displays the forward chain packet counters and latency:

TRex.TX. TRex.RX. | Avg Min Max
pO0 p1* Latency | Latency | Latency
967

+68 -41 (- 4,109
=> => =>
0 2,993,422 | 16 0023%) 0.0014%) = usec 18usec |\ \cec

The following table shows the reverse chain packet counters and latency:

TRex.TX. TRex.RX. | Avg Min Max
p1 pO* Latency | Latency | Latency

4,223
usec

1l
\Y
1l
\Y
1l
\Y
1l
\%

0 2,993,339 2,993,339 962 usec | 18 usec

1 ‘=>’ indicates that no packets are dropped. Otherwise, the value will indicate the number of packets dropped.

VLAN NDR/PDR

Use the following command to measure the NDR and PDR for IMIX, with the default chain type (PVP), default chain
count (1) and default flow count (10k):
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# nfvbench -fs IMIX

Date: 2025-06-02 09:43:44
NFVBench version 4.3.1.dev13
Openstack Neutron:
vSwitch: VPP
Encapsulation: VLAN
Benchmarks:
> Networks:
> Components:
> Traffic Generator:
Profile: trex-local
Tool: TRex
> \Versions:
> Traffic_Generator:
build_date: Aug 29 2023
build_time: 15:02:36
built_by: hhaim
mode: STL
version: v3.04
>VPP: 24.06
>VIM: 4.9.13-33866
> Measurement Parameters:
NDR: 0.001
PDR: 0.1
> Service chain:
> PVP:
> Traffic:
Profile: custom_traffic_profile
Bidirectional: True
Flow count: 10000
Service chains count: 1
Compute nodes: ['nova:a25-fretta-Compute-1']

The summary of the NFVbench result execution is shown below:

The NFVBench result execution summary table displays the following:

e L2frame size.

e Highest throughput achieved in bps and pps below the drop rate thresholds being the sum of TX for both ports. *
Drop rate measured.

e Latency measured (average, min, max)

The following table shows NFVBench result execution summary.

L2 Frame | Rate (fwd+rev) Rate . Avg Drop | AvglLatency | MinLatency | MaxLatency
. . (fwd+rev) in
Size in Gbps o Rate (usec) (usec) (usec)
NDR | IMIX 12.4414 4,072,916 0.0005% 1049.00 23 4,279
PDR  IMIX 14.4922 4,744,276 0.0946% 1171.50 23 4,405
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Examples of NFVbench Result Execution for 810 Cards run on M6 Servers

VLAN Fixed Rate

The following example displays the generation of the default frame size (64B) over 100Kpps for the default duration
(60s) with the default chain type (PVP), default chain count (1) and default flow count (10k):

# nfvbench -rate 100kpps -fs IMIX

The summary of NFVbench result is shown below:

Date: 2025-06-02 09:17:49
NFVBench version 4.3.1.dev13
Openstack Neutron:
vSwitch: VPP
Encapsulation: VLAN
Benchmarks:
> Networks:
> Components:
> Traffic Generator:
Profile: trex-local
Tool: TRex
>Versions:
> Traffic_Generator:
build_date: Aug 29 2023
build_time: 15:02:36
built_by: hhaim
mode: STL
version: v3.04
>VPP: 24.06
>VIM: 4.9.13-33866
> Service chain:
> PVP:
> Traffic:
Profile: custom_traffic_profile
Bidirectional: True
Flow count: 10000
Service chains count: 1
Compute nodes: ['nova:marina-aio3.cisco.com']

The following NFVbench result execution summary table provides the drop rate measured (in this example no drops)
and latency measurements in micro- seconds (time for a packet to be sent on one port and receive back on the other

port).
L2 Frame Size Avg Latency (usec) Min Latency (usec) Max Latency (usec)
IMIX -0.0537% 36.00

The following NFVbench result configuration table provides the mode details for both forward and reverse directions,
where:
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e Requested TX Rate is the rate that is requested in bps and pps.

e Actual TX Rate is the actual rate achieved by the traffic generator. It can be lower than the requested rate if there is
not enough CPU.

e RXRate is the rate of packets received.

Requested TX Actual TX RX Rate Requested TX Actual TX RX Rate

Rate (bps) Rate (bps) (bps) Rate (pps) Rate (pps) (pps)

152.7333 152.3496 152.4314 49,901
Forward 50,000 pps 49,874 pps

Mbps Mbps Mbps pps

152.7333 152.3452 152.4270 49,899
Reverse 50,000 pps 49,872 pps

Mbps Mbps Mbps pps

305.4667 304.6949 304.8584 99,800
Total 100,000 pps 99,746 pps

Mbps Mbps Mbps pps

The forward and reverse chain packet counters and latency table displays the number of packets sent or received at
different hops in the packet path, where:

o TRex.TX. p0or p1 displays the number of packets sent from each port by the traffic generator.

e Vpp.RX. vlan. <id> displays the number of packets received on the VLAN sub-interface with VLAN id <id> in the VPP
vswitch.

o Vpp.TX. veth/<id> displays the number of packets sent to the VM.

e Vpp.RX. veth/<id> displays the number of packets received from the VM.

The following table displays the forward chain packet counters and latency:

vpp.RX. TRex.RX. | Avg Min Max

hai
Chain vlan. 1547* p1* Latency | Latency | Latency

+64 -31 (-
=> => =>
0 2,992,429 (+0.0021%) 0.0010%) 36 usec 15 usec 63 usec

The following table displays the reverse chain packet counters and latency:

TRex.TX. vpp.RX. TRex.RX. Avg Min Max
p1 vlan. 1511* pO* Latency | Latency | Latency
+30 -30 (- 117
=> => =>
0 2,992,377 (+0.0010%) 0.0010%) 36 usec 15 usec usec

1 ‘=>"indicates that no packets are dropped. Otherwise, the value will indicate the number of packets dropped.

VLAN NDR/PDR

Use the following command to measure the NDR and PDR for IMIX, with the default chain type (PVP), default chain
count (1) and default flow count (10k):
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# nfvbench -fs IMIX

Date: 2025-06-02 09:29:13
NFVBench version 4.3.1.dev13
Openstack Neutron:
vSwitch: VPP
Encapsulation: VLAN
Benchmarks:
> Networks:
> Components:
> Traffic Generator:
Profile: trex-local
Tool: TRex
> \Versions:
> Traffic_Generator:
build_date: Aug 29 2023
build_time: 15:02:36
built_by: hhaim
mode: STL
version: v3.04
> VPP: 24.06
>VIM: 4.9.13-33866
> Measurement Parameters:
NDR: 0.001
PDR: 0.1
> Service chain:
> PVP:
> Traffic:
Profile: custom_traffic_profile
Bidirectional: True
Flow count: 10000
Service chains count: 1
Compute nodes: ['nova:marina-aio3.cisco.com']

The summary of the NFVbench result execution is displayed below:

The NFVBench result execution summary table displays the following:

e |2 frame size.

® Highest throughput achieved in bps and pps below the drop rate thresholds being the sum of TX for both ports.
e Drop rate measured.

e Latency measured (average, min, max)

The following table displays the NFVBench result execution summary.

Rate Rate Avg Min Max
L2 Frame . . Avg Drop
. (fwd+rev) in (fwd+rev) in Latency Latency Latency
Size Rate
Gbps pps (usec) (usec) (usec)
NDR IMIX 13.5254 4,427,778 0.0002% 94.50 21 185
PDR IMIX 15.4297 5,051,184 0.0893% 142.00 21 345
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Examples of NFVbench Result Execution for 810 Cards run on M7 Servers
VLAN Fixed Rate

The following example displays the generation of the default frame size (64B) over 100Kpps for the default duration
(60s) with the default chain type (PVP), default chain count (1) and default flow count (10k):

# nfvbench -rate 100kpps -fs IMIX

The summary of NFVbench result is shown below:

Date: 2026-04-01 00:41:43
NFVBench version 4.3.1.dev13
Openstack Neutron:
vSwitch: OVN
Encapsulation: VLAN
Benchmarks:
> Networks:
> Components:
> Traffic Generator:
Profile: trex-local
Tool: TRex
>Versions:
> Traffic_Generator:
build_date: Aug 29 2023
build_time: 15:02:36
built_by: hhaim
mode: STL
version: v3.04
> CiscoVIM: 6.0.0-34234
> Service chain:
> PVP:
> Traffic:
Profile: custom_traffic_profile

Bidirectional: True

The following NFVbench result execution summary table provides the drop rate measured (in this example no drops)
and latency measurements in micro-seconds (time for a packet to be sent on one port and receive back on the other
port).
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L2 Frame Size Avg Latency (usec) Min Latency (usec) Max Latency (usec)

IMIX -0.0033% 100.00 14,157

The following NFVbench result configuration table provides the mode details for both forward and reverse directions,
where:

o Requested TX Rate is the rate that is requested in bps and pps.

e Actual TX Rate is the actual rate achieved by the traffic generator. It can be lower than the requested rate if there is
not enough CPU.

o RXRate is the rate of packets received.

Requested TX Actual TX RX Rate Requested TX Actual TX RX Rate
Rate (bps) Rate (bps) (bps) Rate (pps) Rate (pps) (Pps)
152.7333 152.7334 152.7553
Forward 50,000 pps 50,000 pps 50,007 pps
Mbps Mbps Mbps
152.7333 152.7334 152.7217
Reverse 50,000 pps 50,000 pps 49,996 pps
Mbps Mbps Mbps
305.4667 305.4669 305.4771 100,003
Total 100,000 pps 100,000 pps
Mbps Mbps Mbps pps

The forward and reverse chain packet counters and latency table displays the number of packets sent or received at
different hops in the packet path, where:

TRex.TX. p0 or p1 displays the number of packets sent from each port by the traffic generator.

The following table displays the forward chain packet counters and latency:

TRex.TX. TRex.RX.

0 o Avg Latency Min Latency Max Latency
P P

-918 (-0.0306%)
0 2,999,912 90 usec 42 usec 759 usec

The following table displays the reverse chain packet counters and latency:

TRex.RX.
Chain Avg Latency Min Latency Max Latency

3,000,002 -1,615 (-0.0538%) 110 usec 46 usec 14,157 usec
1 ‘=>’ indicates that no packets are dropped. Otherwise, the value will indicate the number of packets dropped.
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========== NFVBench Summary ==========
Date: 2026-04-01 00:48:53
NFVBench version 4.3.1.dev13
Openstack Neutron:
vSwitch: OVN
Encapsulation: VLAN
Benchmarks:
> Networks:
> Components:
> Traffic Generator:
Profile: trex-local
Tool: TRex
> Versions:
> Traffic_Generator:
build_date: Aug 29 2023
build_time: 15:02:36
built_by: hhaim
mode: STL
version: v3.04
> CiscoVIM: 6.0.0-34234
> Measurement Parameters:
NDR: 0.001
PDR: 0.1
> Service chain:
> PVP:
> Traffic:
Profile: custom_traffic_profile
Bidirectional: True
Flow count: 10000
Service chains count: 1
Compute nodes: ['nova:england-iot-compute-1']

VLAN NDR/PDR

Use the following command to measure the NDR and PDR for IMIX, with the default chain type (PVP), default chain
count (1) and default flow count (10k):

# nfvbench -fs IMIX

The NFVBench result execution summary table displays the following:

e L2 frame size.

e Highest throughput achieved in bps and pps below the drop rate thresholds being the sum of TX for both ports.
e Drop rate measured.

e Latency measured (average, min, max)

The following table displays the NFVBench result execution summary.
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L2 Frame Rate Rate Avg Drop

Size (fwd+rev) (fwd+rev) Rate

732.4219

- 0,

NDR | IMIX Mbps 239,770 pps | -0.0043%
878.9062

0,

PDR  IMIX Mbpe 287,724 pps  0.0242%

The summary of the NFVBench result is displayed below:
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2026-03-03 04:06:03,986 INFO -scc 2 --rate TMpps --vxlan
2026-03-03 04:06:03,987 INFO VXLAN or MPLS: vlan_tagging forced to False (inner
VLAN tagging must be disabled)
2026-03-03 04:06:03,988 INFO Using vxlan-evpn physnet name: phys_vxlan-cx
2026-03-03 04:06:03,988 INFO Using default vxlan-evpn segmentation_id 5000 for left
internal network
2026-03-03 04:06:03,988 INFO Using vxlan-evpn physnet name: phys_vxlan-cx
2026-03-03 04:06:03,989 INFO Using default vxlan-evpn segmentation_id 5017 for right
internal network
2026-03-03 04:06:03,989 INFO Using vxlan-evpn physnet name: phys_vxlan-cx
2026-03-03 04:06:03,989 INFO Using default vxlan-evpn segmentation_id 5034 for
middle internal network
========== NFVBench Summary ==========
Date: 2026-03-03 04:06:52
NFVBench version 4.3.1.dev13
Openstack Neutron:
vSwitch: VPP
Encapsulation: VXLAN
Benchmarks:
> Networks:
> Components:
> Traffic Generator:
Profile: trex-local
Tool: TRex
> Versions:
> Traffic_Generator:
build_date: Aug 29 2023
build_time: 15:02:36
built_by: hhaim
mode: STL
version: v3.04
>VPP: 25.06
> CiscoVIM: 6.0.0-34243
> Service chain:
> PVP:
> Traffic:
Profile: traffic_profile_64B
Bidirectional: True
Flow count: 10000
Service chains count: 2

The following table displays the NFVBench result summary:

L2 Frame Size Avg Latency (usec) Min Latency (usec) Max Latency (usec)
64 0.00 0 0

-0.0001%

The following table shows the NFVBench result configuration:

Requested TX Actual TX RX Rate | Requested TX Actual TX RX Rate
Rate (bps) Rate (bps) (bps Rate (pps) Rate (pps) (Pps)
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335.8338 499,752 499,752
336.0000 335.8334 Mbps Mbps 500,000 pps oS oS
Mbps
336.0000 335.8170 499,727 499,727
Reverse Mbps 335.8166 Mbps Mbps 500,000 pps pps pps
671.6508
Total 672.0000 671.6500Mbps 1,000,000 999,479 999,479
Mbps Mbps pps pps pps
Encapsulation

Encapsulation

NFVBench supports all networking options that can be deployed with VIM:

e OVS
e VPP with VLAN
e Single root input/output virtualization (SR-10V)

By default, NFVBench uses VLAN tagging for the generated traffic and directs the traffic to the vswitch in the target
compute node (OVS or VPP).

The following diagram illustrates an example of NFVBench execution with two chains using VLAN and when VPP is
vswitch.
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SR-IOV
If SR-I0V is deployed, NFVBench can support to send the traffic to the test VMs that use SR-IOV instead of vswitch.

To test SR-10V, you must have compute nodes configured to support one or more SR-IOV interfaces (also known as
physical function (PF)) and OpenStack to support SR-IOV.

You need to know:

e The name of the physical networks associated with the SR-IOV interfaces (this is a configuration in Nova
compute).

o TheVLAN range is to be used for the switch ports that are wired to the SR-IOV ports. Such switch ports are
normally configured in trunk mode with a range of VLAN IDs enabled on that port.

for example, if two SR-IOV ports exist per compute node, two physical networks are configured in OpenStack
with a distinct name.

The VLAN range to use is also allocated and reserved by the network administrator and in coordination with the
corresponding top of rack switch port configuration.

To enable SR-I0OV test, you must provide the following configuration options to NFVbench in the configuration
file.

The following example instructs NFVBench to create the left and right networks of a PVP packet flow to run on
two SRIQOV ports named phys_sriov0 and phys_sriov1using respective segmentation_id 2000 and 2001:

sriov: true
internal_networks:
left:

segmentation_id: 2000

The segmentation ID fields must be different.

In the case of PVVP, the middle network must be provisioned properly. The same physical network can also be shared
by the virtual networks, but with different segmentation IDs.

VIM CLI

VIM CLI

An alternate way to NFVBench CLI is to use vimclient. vimclient provides an interface that is more consistent with the
VIM CLI and can run remotely while the NFVBench CLI is executed on the management node.

Pass JSON configuration matching the structure of the NFVBench configuration file to start a test:
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[root@mgmt1 ~]# hvim nfvbench --config '{"rate": "10kpps"}

+ + +
| Name | Value

+ + +
| status | not_run |

| nfvbench reauest | {"rate": "Skops"}

| uuid | 0f131259-d20f-420f-840d-363bdcc26eb9 |

| created_at | 2017-06-26T18:15:24.228637

+ + +

Run the following command with the returned UUID to poll status:

When the test is done, retrieve results in a JSON format:

[root@mgmt1 ~]# hvim nfvbench --json 0f131259-d20f-420f-840d-363bdcc26eb9
{"status": "PROCESSED", "message": {"date": "2017-06-26 11:15:37", ...}}

[root@mgmt1 ~]# hvim nfvbench --json 0f131259-d20f-420f-840d-363bdcc26eb9
{"status": "PROCESSED", "message": {"date": "2017-06-26 11:15:37", ...}}

NFVBench REST Interface

When enabled, the NFVBench container can also take benchmark request from a local REST interface. Access is only
local to the management node in the VIM (that is the REST client must run on the management node). For more details
on the REST interface calls, see VIM REST API > VIM REST API Resources.

[root@mgmt1 ~]# hvim nfvbench --stat 0f131259-d20f-420f-840d-363bdcc26eb9

+ + +
| Name | Value |
+ + +
| etatiie I nfirthench riinnino

| nfvbench_request | {"rate": "Skpps"}

| uuid | 0f131259-d20f-420f-840d-363bdcc26eb9 |

| created_at | 2017-06-26T18:15:24.228637

| updated at | 2017-06-26T18:15:32.385080

+ +

+ +

| Name | Value

+ + +
| status | nfvbench_completed |

I nfirthan~rh ranioce + | [Mrata": "Elnne' 18 |
| uuid | 0f131259-d20f-420f-840d-363bdcc26eb9 |

| created_at | 2017-06-26T18:15:24.228637

| undated at 1 2017-06-26T18:18:32.045616

+ + +

NFVBench REST Interface

When enabled, the NFVBench container can also take benchmark request from a local REST interface. Access is only
local to the management node in the VIM (that is the REST client must run on the management node). For more details
on the REST interface calls, see VIM REST API > VIM REST API Resources.
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NCS-5500 as ToR Option

NCS-5500 as ToR Option

VIM supports NCS-5500 as an alternate to a Nexus ToR. NCS-5500 is an I0S XR-based router which is similar to
Nexus switches. You can use the 48 10/25G ports or the 6 40/100G uplink ports model to implement NCS-5500 (port-
numbers depend on NCS version). Also, other SKUs of NCS-5500 are supported as long as the NCS-5500 software
supports the EVLAG feature.

NCS-5500 uses the technology of bridge domain to connect to the server. The auto-ToR configuration is enabled to
support NCS-5500 as ToR. NCS-5500 supports a Micropod with more computes running on Intel 710 NICs with the
mechanism driver of VPP over LACP. The supportis extended to include 40G.

/100G based NCS-5500 SKUs with splitter cables (of 4x10) connecting to the servers, which helpsinincreasing the
server port density by four folds. For more details, see ToR Management

Disk Management

Disk Management

VIM uses the disk-maintenance tool that gives you the ability to check the status of all hard disk drives presentin the
running and operational mode in the following nodes:

e Management node.

e Specific orall controller servers.

e Specific or all compute servers.

The disk status such as online, offline, and rebuilding helps you to identify the disks in which slot has potentially gone
bad and require to be physically replaced in the server. It can be run on servers that have either a RAID controller or an
SAS pass through controller.

Once the disk is physically replaced, you can use the disk management tool to add the new disk back into the system
as part of the RAID system (recommended one server at a time). For more information, see Disk and OSD
Maintenance Tools.

i Disk maintenance toolis useful only when one or two (in RAID6) disks is not working. Failure of more than one disk at a time sets the
entire server in an irrecoverable state. Replace the server using remove and add operations through vim.

Disk management is not supported on HPE computes due to the licensing issue with the HPE SmartArray Utility tool.

Disk management is also not supported on DELL computers.

OSD Maintenance

OSD Maintenance

OSD maintenance tool gives you the ability to check the status of all OSDs and their corresponding physical hard disk
drives present in the running and operational storage nodes. The status of the OSDs is reported along with the HDD
mapping. It helps you to identify the status of the OSD (Up or Down) and its corresponding hard disk drive slot in the
server that requires to be physically replaced. It can run on servers that have either a RAID or an SAS passthrough
controller.

Once the HDD to be physically replaced is identified, the same OSD tool can be used to re-balance the ceph tree,
remove the OSD from the cluster, and unmount the disk drive, in preparation for the disk removal. After the disk has
been physically replaced, the tool can be used to add the new disk back into the system as part of the Ceph cluster
and recreate the OSD (only one HDD/OSD at a time). It ensures to replace a bad HDD; it is not required to remove the
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ceph cluster from operation and then add it back through remove-storage and add-storage options in VIM. OSD Disk
and OSD Maintenance Tools section has the relevant details.

1 OSD tool does not support the replacement of the internal OS drives and external journal drives, for which you still have to add or remove OSD nodes.

Power Management

Power Management of Computes for C-Series

Though many compute servers are available for VIM pods, only limited compute servers are actually used at certain
times. To optimize the overall power consumption of the data center, it is required to power down the server through
an API/CLI.

To prevent the cloud destabilization, ensure that you do not power off all the compute nodes and maintain at least
one pod in active state.

Pod management operation(s) applies to the entire pod during update and reconfiguration of the server. Update and
reconfiguration are not possible under the following circumstances:

e |f one or more compute nodes are powered off.

e Computes on which VMs are running cannot be powered off.

e  Computes with All-in-one (AIO) nodes in a micro-pod cannot be powered off through this API.

When there is a power-off, the cloud-sanity is run internally. If the cloud-sanity fails, the power-off action is aborted.
For more details, see Managing Power and Reboot

Physical Cores and Reserved Memory

Physical Cores and Reserved Memory

VIM has been tuned to deliver performance from an infrastructure and VNF point of view. The following table gives the
details of the physical cores (regardless of whether hyperthread is enabled or not) that the infrastructure needs. The
number of cores that are reserved for the system (host system + OpenStack services) is minimum of two in all cases.

CPU: Q+V
Fullon all all cores n/a n/a n/a
RAM: 25+Vr
GB
CPU:
Q+C+V
Hyperconverged (hc) all n/a CPU: Q+V n/a cores n/a
cores
RAM: 41+Vr
GB
CPU v CPU:
1 Q+
Micropod (aio) n/a n/a ‘Q Q+C+V n/a n/a
cores
cores
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Pod Type/Nod

RAM: 41+Vr
GB
CPU: Q+V .
Edge-pod Q n/a cores n/a n/a CPU: Q+V cores

The following table shows the number of physical cores and RAM Reserved for VIM:

Cores reserved for (host system and OpenStack Services) 2to 12
C Cores reserved for CEPH (AIO and HC) 2to12 2
\'% Coresreserved for VPP vswitch 2to6 2
Vr RAM reserved for VPP 2GB

For OVS deployments, use V=0 and Vr=0

Some VPP deployments with high throughput requirements may require more than two VPP cores.

Software Hub

VIM Software Hub

VIM is supported in an air-gapped (disconnected mode) environment. You can use a USB or VIM Software Hub for an
air-gapped install. When the number of pods is more, shipping USBs for an air-gapped install and update is not
scalable. In such scenarios, we recommend that you use VIM Software Hub.

VIM Software Hub contains the VIM release artifacts such as buildnode ISO, VIM code, docker registry, and docker
images. Using the management node, you can access the release artifacts from the VIM Software Hub.

You can install the artifacts available on the VIM Software Hub server through a connected or a disconnected
installation procedure. For a connected installation, one end of the VIM Software Hub server is connected to the
internet, while the other end is connected to the data center. The following figure shows the architecture of a
connected installation.
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For a disconnected installation, both interfaces are private, and the artifacts are installed on the VIM Software Hub
using the USB procedure. You must ensure that the ssh interface (br_api) of the management node for each VIM pod
can connect to the enterprise facing interface of the VIM Software Hub server through Layer 2 or Layer 3 networking.
From VIM 3.0.0 onwards, the VIM Software Hub is supported over dual-stack network. For more details on installation,
see Installing VIM Software Hub

Overview

below

* Segment 1: Compute to Layer 2 Aggregation (Layer 2 EVLAG)
* VPP will establish EVPN based EVLAG with aggregation layer
+ Segment 2: Layer 2 Aggregation switch to Fabric
* Fabric node will establish redundancy with aggregation layer
Segment 3: Infrastructure Control Plane
* EVPN between Compute VTEP and Remote VTEP to enable dynamic MAC
learning
* Segment 4: Infrastructure Data Plane between Compute and Tenants
* VXLAN will be used as a data plane for traffic transport between
compute and Tenants
+ Segment 5: Overlay Control Plane Session between Private Cloud and VNF
* Overlay BGP session will be created between Customer private cloud and
VNF
* Segment 6: Data Traffic from/to VNF to/from Customer Private Cloud
* Any traffic originated from VNF or customer Private cloud will be
encapsulated/decapsulated into VXLAN header
* On Remote tunnel end, customer Rl will be looked up based on received
VNl in the packet
* On Compute node VPP will determine specific VNF port based on receive
VNI in the packet
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VPP Port Mirroring Support

Architecture

Limitations

From release VIM 2.4.3 onwards, all the network traffic between the VM and VPP is over a vhost interface which is in
memory and does not use a traditional kernel side interface, when VPP is used as the vSwitch in OpenStack. The
network interface is no longer on the host and available within VM, to trace packets or capture them for debugging or
other administrative purposes.

Architecture

Port mirroring works by setting up the following:

e Aspan port on vpp to mirror the Virtual Ethernet interface corresponding to the VMs vhost interface. This is a tap
interface in VPP.

e Atapdevice (tapOb20e7b0) on the compute host side is set as a kernel interface. A veth pair is created between
the tap device on the VPP side (tapcli-0) and kernel side tap device (tapOb20e7b0) as shown in the below figure.

Neutron port 1
0020e7b0-307-4e5¢-9748-3b36¢3962416

tap0b20e7b0
®

tapcli-0
®

VirtualEthernet0/0/0 VPP

BondEthernet8.2028

\R BondEthernet® ¢
x compute host .-

TenGigabitEthernet2/6/1 TenGigabitEthernet5/8/1

Limitations

e The port mirror feature uses tap as the interface type for the mirrored traffic. VPP may drop packets designated for
this interface, under high load conditions or high traffic scenarios.

e You can only run the Port mirror CLI tools from the VPP container. This requires access to the compute node where
the VM is running.

e You can only mirror the neutron ports managed by vpp-agent. This means that these have to be vhost interfaces
belonging to Openstack VMs.

Non-Virtual Ethernet interfaces are not supported.
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Segment Routing EVPN

VIM Segment Routing EVPN Design

e Qverview of Segment Routing EVPN
e QOverview of VIM VPP Architecture Overview
e Qverview of VIM SR EVPN Architecture

Overview of Segment Routing EVPN

An important aspect of any Telco cloud is how the cloud is connected to the rest of the service provider network. Due
to the evolution of the existing VPP- based standard VLAN and EVPN designs, it is possible to connect VIM with an
existing Segment Routing (SR) Ethernet VPN (EVPN). You can connect VIM to the SR EVPN without an additional SDN
controller, by peering with EVPN route reflectors and ToR with BGP Labeled Unicast

(BGP-LU). There is no contention with any controller that manages the EVPN. MPLS is used as the data plane for the
SR-labelled traffic. To connect a VIM pod to an SR EVPN, the existing VPP forwarding architecture is enhanced.

Overview of VIM VPP Architecture

Networking-vpp is the Vector Packet Processing (VPP) based software accelerated virtual switch thatis part of VIM.
The architecture of networking-vpp is similar to a distributed SDN controller. However, it is not a separate controller
and is integrated with VIM as a core component. Networking-vpp makes installation, updates, and operational Day 2
tasks seamlessly.

Networking-vpp uses a publish and subscribe model to configure the virtual switches running on each compute node.
The controllers translate any requests to the OpenStack APl into the desired forwarding behavior of the VPP
forwarders and publish that information into the distributed state database. The VPP agents that run on each compute
node monitor the distributed state database and program according to the desired state that is published in the
distributed state database.

The controllers do not have to:

e Push configuration directly to the compute nodes.
e Validate the configuration.
e Continuously monitor the configuration of the compute nodes.

This behavior makes networking-vpp extremely efficient, resilient, and scalable. When a compute node restarts, it
only needs to look at the distributed state database to check how it forwards traffic to and from the virtual machines
running on this compute node and configure itself. All this is transparent to the controllers.

The figure below depicts the VPP architecture.
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Request

Translate reques!

Desired state transiated
into forwarding rules

Compute-x Compute-y

The following steps explain the figure give above:

e The agentrunning on the controllers gets the incoming requests and processes the API calls that relate to the state
of the network data plane forwarding.

e The agent translates the request into the desired state of the network data plane and publishes this state into a
distributed state database.

e Thevpp-agents running on the compute nodes watch the distributed state database. When they see a change
relevant to the compute node, they translate the desired state and update the VPP forwarding on the compute
node.

Overview of VIM SR EVPN Architecture

To extend the networking-vpp architecture to support Segment Routing over MPLS, VIM 3.4.1 adds several additional
components. The figure below depicts the SR EVPN RR connections.

Controller-1-=~
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For the control plane, a BGP process runs on each of the three controller nodes. The controllers peer to the EVPN
route reflectors. This peering allows the VIM pod to exchange reachability information with the EVPN. VIM does an L2
stretch with only single-homed L2 routes. The peering with the route reflectors allows VIM to exchange Type-2 routes
that have MAC to IP bindings. Type-3 route updates are exchanged to handle broadcast, unknown unicast and
multicast (BUM) traffic. There are unidirectional MPLS tunnels in both directions.

In addition to the BGP peering with the EVPN route reflectors, the controllers have a BGP Labeled Unicast (BGP-LU)
peering with the NCS ToRs to exchange label information.

The figure below depicts the SR EVPN BGP-LU peering with the ToR.

Compute-x =

VIM does not process any SR policies coming from BGP or an SDN controller to program any explicit static or dynamic
paths into VPP. BGP-LU and EVPN address family routes are processed by the BGP process running on each of the
controllers. The BGP process publishes the SR policy into the distributed state database so that the VPP agents can
configure VPP forwarding on the compute nodes to apply the MPLS label to the outbound traffic. The label between
the compute node and the NCS ToR represents the path to node SID that identifies the VPP node. Bridge domain is
identified by the Openstack Segmentation ID that is used for tenant isolation.

The data plane ports in the VIM pod are connected to the NCS with an L3 link and EVLAG provides link redundancy to
the nodes. The VPP agents encapsulate the traffic by leaving the compute node with an MPLS label representing the
Segment Routing segment ID. The virtual machines are unaware that traffic will be sent over an SR-enabled network.
For traffic arriving on the compute node from the NCS, the MPLS label represents the bridge domain, and the resulting
L2 lookup determines the virtual machine to which to forward the traffic after stripping the MPLS header.
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The figure below depicts the control of plane port connectivity.

EVLAG

SAMX
ISIS « Storage
« AP
« Management
 Prowvision

The control plane ports on the VIM nodes have two uplinks, one to each NCS. From the node, the two ports are
bundled in a port-channel using the linux teaming driver. ISIS runs on the NCS and provides link redundancy between
the two ToRs using EVLAG. The control plane ports carry any or all of the following networks: storage network to
access the CEPH cluster, API network hosting the OpenStack API, Management and provision networks used at install
time to provision the nodes and during Day 2 operations for management tasks.

PET
Provider
External
Tenant

The figure below depicts the data plane port connectivity.

The VPP backed data plane ports are configured differently. Each NIC has a port connected to one NCS. This linkis a
routed link with an IP address both on the NIC portin the VIM node and an IP address on the NCS port. These
addresses come from a /30 subnet. ISIS runs between the NCS and BGP-LU. On the VIM nodes, ECMP load balancing
occurs over the two links to the NCS. On VPP, there is a loopback interface configured that is used as the SR node SID.

Ports C and D are SR-I0OV ports that give the virtual machines direct access to the NIC through the VF interfaces. These
are out of scope for the SR EVPN implementation on VIM.
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L3 Fabric Deployment

VIM in Layer 3 Fabric Deployment

For implementation details, see L3 Fabric Deployment Details

OpenStack Barbican

OpenStack Barbican
Overview

Barbican, also known as the Key Manager service, manages secrets such as keys and passwords. The
implementation consists of three components:* Barbican API

e Barbican Worker
e Barbican Keystone Listener

As with other OpenStack services, Barbican uses a SQL database to store metadata about the managed secrets and a
message queue for communication between its components.

Barbican supports different types of secret storage back ends, including hardware security modules. For more
information, see the following:

e Key Manager service overview

e OpenStack Barbican Architecture

e Configuring Secret Store Back-end

e Barbican API Documentation

e Volume encryption supported by the key manager

Barbican Architecture in VIM
The following are the assumptions in Barbican architecture:

e Hardware Security Modules (HSM) exists in the network that is reachable by the VIM pod.

e |[nstallation and management of the HSM are outside the scope of VIM and are done ahead of time.

e You must provide HSM client cert, client key, HSM server cert(s), and IP addresses.

e The HSM must be reachable from VIM controller nodes via the management network of VIM.

e Alltesting and validation are done by using ATOS Trustway Proteccio NetHSM.

e You need to extract the libnethsm.so file from the ATOS client software, for example, Proteccio1.09.03.iso offline,
copy itinto the management node, and update the relevant line of the setup data to point to libnethsm.so location
in the management node.

e Though Barbican can be configured to use multiple secret stores, VIM allows only one secret store back end to be
configured at a time.

In VIM, Barbican components are deployed on the VIM controller nodes only as depicted below:
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HVIM Barbican Deployment Model
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Also, following is a typical layout of a VIM pod interacting with a network-accessible HSM. The HSM must be
reachable from the VIM controller nodes via the management network. The HSM is deployed, configured, and
managed externally to VIM.

HVIM with Network HSM

i HVIM pod

Management 4 R
Node Hardware
network Security
[| Controllers Module
’_ n N i
Computes

|

\L I/

When Barbican is installed on a VIM pod, Cinder and Nova uses Barbican to store and retrieve volume encryption
keys. Barbican is an optional service that can be included in the initial installation or added with a reconfigure
operation. For details on how to enable Barbican to see Enabling Barbican
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Management Network Over TLS

Management Network Over TLS

VIM is designed to secure the connections between nodes in the pod over the management network using TLS. For
releases earlier to VIM 4.0.0, all external interfaces are protected over TLS, but not the intra-node management

traffic. If the management network over TLS is not enabled, ensure that traffic over the management network flows

on a non-routable address space.

From VIM 4.0.0, you can optionally enable management network over TLS either on Day 0 via fresh installation or Day

2 via reconfiguration. For more details, see Enabling Management Network over TLS. The OpenStack control plan
architecture is designed to run OpenStack API services behind the reverse proxy (apache) with mod_wsgi/uwsgi
implementation as shown in the below figure.
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With TLS management network enabled, OpenStack endpoints are hosted over https. The required certificates are

created during orchestration and then distributed to VIM nodes such as controllers and computes, so that OpenStack

services communicate over a secure channel.

Support of Pre-encrypted Image

Support of Pre-encrypted Image

From VIM 4.0.0, you can use pre-encrypted images under the assumption that Barbican is enabled. The following
aspects of security are addressed:

e Privacy: Prevents the possibility of leaking information from the image without the encryption key.

e Integrity: Prevents the possibility of modifying the software without the encryption key.

To build encrypted images, you must have your own infrastructure. Planning and implementation of mechanism to
build encrypted images is outside the scope of VIM. As VIM is an embedded solution, installation of additional
software on the servers managed by VIM is never allowed. For more detas, see Usage of Pre-encrypted Images.
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Installation

Installation

e NFVIInstallation Overview

e |nstallation Preparation Without Internet Access
e Preparing for NFVI Installation

e VIM Monitor

e Highly Available VIM Monitor

e VIM

e Unified Management

NFVI Installation Overview

NFVI Installation Overview
NFVl installation is divided into two processes:

e Preparation—Preparing the NFVI pod hardware and configuring all supporting applications including Cisco
Integrated Management Controller (IMC) and Cisco UCS Manager.

e Installation—Installing the NFVI component applications such as Virtualized Infrastructure Manager (VIM) and
Unified Management (UM) based on your NFVI package.

NFVI installation depends on the component applications that you install. When installing VIM UM, install the VIM
management node and UM node in a sequence to complete the VIM installation through VIM UM. However, if you
have VIM without other NFVI applications in your package, you can install the VIM alone in your system.

Consider the following factors before installing the NFVI components:
e Internet Access: Internet access is required to download the NFVI installation files from vim-registry.com

If you do not have an Internet access to your management node, you need an alternate server with an Internet access
to download the installation files to a USB stick. You can copy the installation files from USB stick to the management
node.

NFVI Configurations: NFVI configurations are included in the setup_data.yaml file. If you are installing VIM and not
VIM Insight, you can enter the configurations directly into the setup_data.yaml file with a yaml editor. You can refer to
the examples in setup_data file (for C-series) at the openstack-configs directory in the target install folder in the
management node. For more information on NFVI data and OpenStack parameters, see OpenStack Configuration.
If you are installing VIM UM, run NFVI using Insight Ul wizard. For more information, see Unified Management.

The following are the license options for installing NFVI:

e NFVIBasic: Includes Virtual Infrastructure Manager (VIM) which is an OpenStack software solution used to
enhance the functionality, scale, and performance of the node.

e NFVI Standard: Includes VIM and VIM Insight. VIM Insight deploys, provisions, and manages NFVI on Cisco UCS
servers.

e NFVIwith third-party monitoring: Includes VIM with or without VIM UM based on the license option chosen, with
monitoring of the pod through VIMMON.

e NFVIwith monitoring: Includes VIM with or without VIM UM based on the license option chosen, with monitoring of
the pod through VIMMON

You must perform extra manual installation procedures while installing VIM. If your package includes VIM and UM, you
must do VIM manual setup and configuration procedures through UM. You can manage cloud in VIM through VIM UM.
Once you start managing the cloud, your recommendation is to continue using VIM UM for future use as well.

© 2026 HCLTech. All rights reserved. 65


file:///C:/Users/sriramks/Downloads/hvim%206.0/Virtualized%20Infrastructure%20Manager%20Documentation-5-0-4.docx%23_bookmark69
file:///C:/Users/sriramks/Downloads/hvim%206.0/Virtualized%20Infrastructure%20Manager%20Documentation-5-0-4.docx%23_bookmark71
file:///C:/Users/sriramks/Downloads/hvim%206.0/Virtualized%20Infrastructure%20Manager%20Documentation-5-0-4.docx%23_bookmark71
file:///C:/Users/sriramks/Downloads/hvim%206.0/Virtualized%20Infrastructure%20Manager%20Documentation-5-0-4.docx%23_bookmark80
file:///C:/Users/sriramks/Downloads/hvim%206.0/Virtualized%20Infrastructure%20Manager%20Documentation-5-0-4.docx%23_bookmark71
file:///C:/Users/sriramks/Downloads/hvim%206.0/Virtualized%20Infrastructure%20Manager%20Documentation-5-0-4.docx%23_bookmark103
file:///C:/Users/sriramks/Downloads/hvim%206.0/Virtualized%20Infrastructure%20Manager%20Documentation-5-0-4.docx%23_bookmark116
file:///C:/Users/sriramks/Downloads/hvim%206.0/Virtualized%20Infrastructure%20Manager%20Documentation-5-0-4.docx%23_bookmark233
file:///C:/Users/sriramks/Downloads/hvim%206.0/Virtualized%20Infrastructure%20Manager%20Documentation-5-0-4.docx%23_bookmark240
http://cvim-registry.com/
file:///C:/Users/sriramks/Downloads/hvim%206.0/Virtualized%20Infrastructure%20Manager%20Documentation-5-0-4.docx%23_bookmark611
file:///C:/Users/sriramks/Downloads/hvim%206.0/Virtualized%20Infrastructure%20Manager%20Documentation-5-0-4.docx%23_bookmark240

Classification: Internal

Installation Mode

Installation Mode

You can deploy VIM in one of the following install modes:

e Connected: In this mode, the setup must be connected to the Internet or VIM software hub to fetch artifacts and
docker images.

e Disconnected: In this mode, VIM is not connected to the Internet. The artifacts and docker images are loaded
from USB device.

Based on the deployment type, select the install mode as connected or disconnected as given below:

# Install Mode: connected/disconnected INSTALL_MODE: connected

1 You can switch from one mode to another via the reconfigure option.

Installation Preparation Without Internet Access

Preparing for Installation on Servers Without Internet Access

e Air-gapped Installation Approach

e Prerequisites for Air-Gapped Installation
e NFVIlInstallation Setup via USB

e NFVIInstallation File-Based Image

Air-gapped Installation Approach

Approaches for Air-Gapped Installation
Listed below are the two approaches for air-gapped installation in VIM.

e Approach 1: Getting the artifacts onto USB from a staging server running CentOS/RHEL 9.4
e Approach 2: Creating a file-based image on the staging server running CentOS/RHEL 9.4

For both the approaches, the staging server is connected to the docker registry.

In the first approach, you can do the installation independently post preparation of the USB. However, it involves an
additional burden of shipping the physical USBs to each pod, which may be cumbersome. In the second approach of
file-based image, the burden associated with first approach is reduced. However, each management node must be
connected to the staging server.

Prerequisites for Air-Gapped Installation

Prerequisites for Air-gapped Installation via USB

e Download the Cisco NFVl installation files to a 64GB (minimum) USB 2.0 drive on a staging server with Internet
access. If the management node is based on M5 or M6 or a Quanta server, you can optionally use USB 3.0 100GB
to increase the installation speed significantly.

e Copy the files to the management node.
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Prerequisites for Air-gapped Installation via File-based image

e The CentOS/RHEL 8.4 staging server (VM, laptop, or UCS server) is connected to the docker registry.
e Each management node must be connected to this staging server.
e Ensure that the packages truncate and parted with kpartx installed on the CentOS/RHEL 9.2 staging server.

NFVI Installation Setup via USB

NFVI Installation Setup via USB

The following procedure describes how to download the NFVI installation files onto a USB drive of the staging
server with Internet access. You can use the USB to load the NFVI installation files onto the management node
without Internet access.

1 Recommendation is to use Virtual Network Computing (VNC), other terminal multiplexers, or similar screen sessions to complete these steps.

(D Before you begin

You must have a CentOS/RHEL 9.4 staging server (VM, laptop, or UCS server) with a 64 GB USB 2.0 drive only. You can use USB 3.0 64GB if the
management node is of type M5 or M6 or M7. The staging server must have wired Internet connection to download the vim installation files onto the
USB drive. Once downloaded, you can copy the installation files onto the management node from USB drive.

1 Downloading of the installation files (over 25 GB in size) to the USB drive might take several hours depending on the speed of your Internet connection.
Ensure that you disable the CentOS to the sleep mode, for faster installation.

1. Onthe staging server, use yum to install the following packages:
o PyYAML (yum install PyYAML)
e python-requests (yum install python-requests)

Check whether python 3.6.x version is installed. If not, perform yum install python3.

2. Loginto VIM software download site and download the getartifacts.py script from external registry:

# Download the new getartifacts.py file (see example below)

curl -o getartifacts.py -u '<username>:<password>" https://vim-registry.com/mercury-releases/hvim50- rhel9-
osp17/releases/<releaseid>/getartifacts.py

# Change the permission of getartifacts.py

chmod +x getartifacts.py

3. Run getartifacts.py. The script formats the USB 2.0 drive (or USB 3.0 drive for M5/M6/Quanta based management
node) and downloads the installation files. You must provide the registry username and password, tag ID, and USB
partition on the staging server.
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./getartifacts.py -h

usage: getartifacts.py [-h] -t TAG -u USERNAME -p PASSWORD [--proxy PROXY] [--retry] (-d DRIVE | -f
FILE)
[--mgmtk8s | --argus | --insight | --sds | -U]

Qerrint ta niill Anntainar imacae an Mmacea

optional arguments:
-h, --help show this help message and exit Installer
-t TAG. --tag TAG version to pull
-u USERNAME, --username USERNAME
Registry username
-p PASSWORD, --password PASSWORD

Registry password
--proxy PROXY https_proxy if needed
--retry Try to complete a previous fetch

-d DRIVE, --drive DRIVE
Provide usb drive path
-f FILE, --file FILE location of image file

--mgmtk8s Additionally download hvim MON HA artifacts

--argus Additionally download argus artifacts

--insight Additionally download insight artifacts

--sds Additionally download sds artifacts

-U, --upgrade Additionally download artifacts for upgrade from 2.4.x (This option is not applicable for upgrading from
4.2.x104.4.0)

This script pulls images from remote registry then copies the contents to USB drive or image file based on the user

4. Toidentify the USB drive, execute the [sblk command before and after inserting the USB drive. The command
displays a list of available block devices. The output data helps you to find the USB drive location. Provide the
entire drive path in the —d option instead of any partition as shown below. Here, the tag id refers to the VIM 4.x.

For example:

sudo ./getartifacts.py -t <tag_id>-u <username> -p <password> -d </dev/sdc> \[--proxy proxy.example.
com\] -

! Ensure that you do not remove the USB drive during synchronization.

1 On executing getartifacts.py, the following message appears to notify bad superblock and mount failure. In this
case, reformat the drive and use the fsck command to recover the drive: fsck.ext4-pv/dev/sdc1.
stderr:mount:wrongfstype,badoption,badsuperblock on /dev/sdc1, missing codepage or helper program, or other error.

! Asthesize of the artifacts is greater than 25G, itis recommended to execute this step over a
wired internet connection. It takes few hours to download and populate data on the USB drive,
depending on internet connectivity.

The getartifacts.py script downloads the following:

a. Core packages
e all_check_sum_file.sign.tar.gz
e buildnode-K9-XXXXX.iso
e buildnode-K9-XXXXX.qcow2
e VIM-upgrade-installer-XXXXX.tar.gz getartifacts.py
e ironic-images-K9.tar.gz
e mercury-installer.tar.gz
e  registry-2.6.2-XXXXX.tar.gz
e VIM_upgrade_orchestrator.py

© 2026 HCLTech. All rights reserved.

68



Classification: Internal

! Forupgrade :vim_upgrade_orchestrator.py script is required.

b. Respective checksums all_check_sum_file.sign.tar.gz
5. Use the following command to verify the downloaded artifacts and container images:

# Create a directory

sudo mkdir-p/mnt/Cisco

#/dev/sdc is the USB drive, same as supplied in getartifacts.py python script
#You need to mount the partition with the steps given below:

sudo mount/dev/sdc1/mnt/Cisco

cd /mnt/Cisco

# Execute the test-usb help to look at the options

./test-usb -h

usage: ./test-usb [-h] -- Show this program to check integrity of artifacts in this USB drive/image file
[-] -- Location of artifacts
[-f] -- Location of image file

# Execute the verification script
./test-usb

# failures will be explicitly displayed on screen, sample success output below# sample output of ./test- usb with 4.4.0
release

/Test-usb -f /var/artifacts.img

INFO: Checking the integrity of artifacts on this Image file INFO: Checking artifact vim_upgrade_orchestrator.py
INFO: Checking artifact mercury-installer.tar.gz

INFO: Checking artifact ironic-images-K9.tar.gz

INFO: Checking artifact buildnode-K9-xxxxx.iso

INFO: Checking artifact registry-2.6.2-xxxxx.tar.gz

INFO: Checking artifact buildnode-K9-xxxxx.qcow2

INFO: Checking required layers:

INFO: 881 layer files passed checksum.

If the download fails, an error message is displayed. For example:
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# ./test-usb

INFO: Checking the integrity of this USB stick

INFO: Checking artifact buildnode-K9.iso

ERROR: Checksum for artifact buildnode-K9.iso does not match ('SHA512 (buildnode-K9.iso) =
96ec62a0932a0d69daf60acc6b8af2dcd4eSeca132cd3781fc17a494592feb52a7f171eda25e59¢c0d326fbb09194ee
da66036cbdc3 870dafe74f59cf1f2dce225

1="'SHA512 (buildnode-K9.iso) =
a6a9e79fa08254e720a80868555679baeea2dd8f26a0360ad47540eda831617bea0514a117b12ee5f36415b7540
afa112a1c904cd 69e40d704a8f25d78867acf')

INFO: Checking artifact registry-2.3.1.tar.gz

ERROR: Artifact registry-2.3.1.tar.gz is not present

INFO: Checking required layers:

ERROR: Layer file sha256:002aa1f0fbdaea7ea25da1d906e732fe9a9b7458d45f8ef7216d1b4314e05207 has a bad
checksum

ERROR: Layer file sha256:5be3293a81773938cdb18f7174bf595fe7323fdc018c715914ad41434d995799 has a
bad checksum

ERROR: Layer file sha256:8009d9e798d9acea2d5a3005be39bchfe77b9a928e8d6c84374768ed19¢c97059 has a
bad checksum

ERROR: Layer file sha256:ea55b2fc29b95d835d16d7eeac42fa82f17e985161ca94a0f61846defff1a9c8 has a bad
checksum

INFO: 544 layer files passed checksum.

To resolve download artifact failures, unmount the USB and run the getartifacts command again with the --retry
option.

sudo ./getartifacts.py -t <tag_id> -u <username> -p <password> -d </dev/sdc> --retry

Mount the USB and then run the test-usb command to validate if all the files are downloaded:

# /dev/sdc is the USB drive, same as supplied in get artifacts.py python script

sudo mount /dev/sdal /mnt/Cisco

cd /mnt/Cisco

# Execute the verification script

./test-usb

# In case of failures the out of the above command will explicitly display the same on the screen

When the USB integrity test is done, count the USB drive by running the following command:

sudo unmount /mnt/Cisco

To import the artifacts onto the management node., execute import_artifacts.sh on the management node (ensure
the USB is connected to the management node, where the USB contains the VIM artifacts):
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#cd/root/installer-<release_tag>/tools/

# ./import_artifacts.sh

# ./import_artifacts.sh -h

import_artifacts.sh : Program to import artifacts from USB

usage: ./import_artifacts.sh

-s: Specify this flagis importing on SDS server

-f : Specify this flag along with image file location as an argument to import artifacts
-h : To display this help

NFVI Installation File-Based Image

NFVI Installation via File-Based Image

e |nstallation Overview

e Assumption

e Prerequisites
e Procedure

Installation Overview

To download VIM artifacts for disconnected installation, an image file-based option is available for deployments
where shipping of physical USB is not feasible for an air-gapped installation.

® Before you begin

You must have a CentOS/RHEL 8.4 staging server (VM, laptop, or UCS server) thatis connected
to the docker registry. Also, each management node must be connected to this staging server.

Download the VIM artifacts to a file-based image on the staging server (running CentOS/RHEL 8.4) that is connected
to the docker registry. Once the artifacts are downloaded, copy the corresponding file-based image to the
management node and subsequently import the respective artifacts to the management node. You can apply the
same method of importing the artifacts for an update or upgrade procedure if desired.

Assumption

e Applicable only for the fresh installation of VIM 3.4.3 and later versions. Also, you can use it to execute an update
starting VIM 3.4.3. In the
e setup_data.yaml, INSTALL_MODE must be set to disconnected.
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Prerequisites

Ensure that the packages truncate and gets parted with kpartx installed on the CentOS/RHEL 8.4 staging server,
which is connected to the docker registry.

Procedure
The following are the steps that outline the process:
On the staging server, use yum to install the following packages:

e PyYAML (yum install PyYAML)
e python-requests (yum install python-requests)

Check whether python 3.9.x version is installed. If not, perform yum install python3.

e Todownload artifacts to file-based image (which is approximately 60GB in size), log into VIM software download
site and download the geta rtifacts.py script from external registry onto the staging server:

curl -o getartifacts.py -u '<username>:<password>' https://vim-registry.com/mercury-releases/hvim50- rhel9-
ospl17/releases/<releaseid>/getartifacts.py

# Change the permission of getartificats.py

chmod +x getartifacts.py

e Onthe staging server, execute the getartifacts.py script with the --fileoption to download the correct target
artifacts:

#./getartifacts.py -u <username>-p <password> -t <release-tag> --file /dir/path/to/file --proxy PROXY Example

of the execution
# ./getartifacts.py -u installer -p password -t 5.0.2 --file /var/artifacts-5-5-0.img

If your environment has proxy enabled, use the command below to download the target artifacts.

For 5.0.4 upgrade, it is mandatory to provide the -U option which will download the upgrade installer container image in to
| /etc/cisco/artifacts.

As this process cannot be aborted in the middle, it is recommended to use either a VNC session/screen/KVM or serial console.

#./getartifacts.py -u <username>-p <password> -t <release-tag> --file /dir/path/to/file --proxy PROXY - U

! Todownload additional target artifacts, check the help option of getartifacts.py.

e Onthe staging server, verify the integrity and consistency of the downloaded artifacts in the file-based image:
e Copy the file-based image /var/artifacts-<release_tag>.img from the staging server to /var/ of the target

# curl -0 mercury-installer.tar.gz https://username:password@vim-registry.com/mercury-releases/hvim50-
rhel9-osp17/releases/<releaseid>/mercury-installer.tar.gz

#tar --no-same-owner -xvzf mercury-installer.tar.gz

# cd installer-xxx/tools/

# ./test-usb -f /var/artifacts-<release_tag>.img

management node:
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To import the artifacts onto the management node., execute import_artifacts.sh with -f option on

the management node, and provide the location of the file-based image:

# scp /var/artifacts-<release_tag>.img root@<management-node-ip>:/var/

Repeat the test-usb on the management node (from the installer-xxx/tools workspace) for consistency check
# cd installer-5.0.0/tools/

# ./test-usb -f /var/artifacts-<release_tag>.img

Execution Snippet:

/test-usb -f /var/artifacts.img

INFO: Checking the integrity of artifacts on this Image file
INFO: Checking artifact vim_upgrade_orchestrator.py
INFO: Checking artifact mercury-installer.tar.gz

INFO: Checking artifact ironic-images-K9.tar.gz

INFO: Checking artifact buildnode-K9-xxxxx.iso

INFO: Checking artifact registry-2.6.2-xxxxx.tar.gz

INFO: Checking artifact buildnode-K9-xxxxx.qcow2
INFO: Checking required layers:

INFO: 881 layer files passed checksum.

Preparing for NFVI Installation

Note: VIM no longer supports Cisco UCS-M4 Hardware

Preparing for NFVI Installation

o NFVIHardware Installation

e ToR Switch Configuration for C-Series Pods  Preparing Cisco IMC
e Management Node on UCS C-series (M4/M5/M6)

e Management Node on Quanta Servers

e VIM Software Hub

e UCSC-Series Pod

e QOut-of-Band Management Switch

e Third-Party Compute Support

NFVI Hardware Installation

NFVI Hardware Installation

Note: VIM no longer supports Cisco UCS-M4 Hardware

Switch on the servers, before you install the VIM. Set up the CIMC connection so that the servers are reachable from
the management node via br_a pi.

The following table lists the UCS hardware options and network connectivity protocol used with VLAN over OVS, or
VLAN over VPP.
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UCS Pod Type

Compute and Controller Node

Storage Node

Network
Connectivity
Protocol

Rack Type

Rack Type

Micropod

C-series

Hyperconverged

UCS C220/240 M5/M6/M7

Controller: UCS C220/240
Compute: HP DL360 Gen9

Compute: Dell PowerEdge 740
Quanta servers for fullon or edge
pod

UCS 240 M5/M6/M7

UCS 240 M5/M7

UCS C240 M5/M6 (SFF), M7

UCS C240 M7

Not applicable asitis integrated
with compute and controller

UCS C240 M5 (SFF), M7

1 For BOM details, contact vim Product Management team : nfvi-plm@hcltech.com

OVS/VLAN or
VPP/VLAN

(only onintel NIC)

OVS/VLAN

OVS/VLAN or
VPP/VLAN (on intel
NIC)

OVS/VLAN

In addition, the Cisco Nexus 9372 or 93180YC, or 9396PX is also available to serve the NFVI ToR function. Newer
versions of Nexus work as long as it supports virtual port channel and is compatible with the server NIC.

The figure below shows a schematic C-Series NFVI pod. Although the figure shows a full complement of UCS C220
compute nodes, the number of compute nodes vary depending on the implementation requirements. The UCS C220
control and compute nodes can be replaced with UCS 240 series.

However, in that case the number of computes fitting in one chassis system is reduced by half. The following figure
shows the NFVI C-series pod.

L

For more information on wiring schematic of various pod configuration, see Wiring Diagrams.

- Nexus 9K TOR Swiches

x - C220 ControbNetwork Nodes

1x - G240 InstalLogingest

x - C220 Campete Nodes.

it - C240 Ceph Block Storage Nodes
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NFVI Hardware Installation

Switch on the servers, before you install the VIM. Set up the CIMC connection so that the servers are reachable from
the management node via br_a pi.

The following table lists the UCS hardware options and network connectivity protocol used with VLAN over OVS, or
VLAN over VPP.

Compute and Network Connectivity

O R AETC Controller Node SEIELD N Protocol
OVS/VLAN or VPP/VLAN

Rack Type UGS ©220/240 UCS C240 M5/M6/M7 (SFF) )

M5/M6/M7 (only onintel NIC, not on M6)

Controller: UCS

C220/240 Compute: HP

DL360 Gen9 UCS C240 M7
Rack Type OVS/VLAN

Compute: Dell
PowerEdge 740 oredge
pod

OVS/VLAN or VPP/VLAN (on

Notapplicable asitis intelNIC, noton Mé)

Micropod UCS 240 M5/M6/M7 integrated with compute

troll
and controller OVS/VLAN for Quanta

C-series

UCS 240 M5/M7 UCS C240 M5 (SFF), M7 OVS/VLAN
Hyperconverged

In addition, the Cisco Nexus 9372 or 93180YC, or 9396PX is also available to serve the NFVI ToR function. Newer
versions of Nexus work as long as it supports virtual port channel and is compatible with the server NIC.

+

1 For BOM details, contact vim Product Management team : nfvi-plm@hcltech.com

The figure below shows a schematic C-Series NFVI pod. Although the figure shows a full complement of UCS C220
compute nodes, the number of compute nodes vary depending on the implementation requirements. The UCS C220
control and compute nodes can be replaced with UCS 240 series.

However, in that case the number of computes fitting in one chassis system is reduced by half. The following figure
shows the NFVI C-series pod.
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3x - Nexus 9K TOR Swiches

3x - C220 ControdNetwork Nodes

1x - G240 InstalLogingest

Nx - C220 Campete Nodes

LR

> 3x . C240 Ceph Block Storage Nodes

MM

For more information on wiring schematic of various pod configuration, see Wiring Diagrams.

ToR Switch Configuration for C-Series Pods

ToR Switch Configuration for C-Series Pods

During installation, the VIM installer creates vNICs on each of the two physical interfaces and creates a bond for the
Cisco UCS C-series pod. Before the installation, manually configure the ToR switches to create a vPC with the two
interfaces connected to each server. Use identical Cisco Nexus 9372, 93180YC, or 9396PX switches for the ToRs.
Cisco recommends you use the N9K ToR software versions for setup: 9.3(3). For information on the wiring

details for each pod type for a C-series-based installation, see Wiring Diagrams.
Complete the following steps to create a vPC on a pair of Cisco Nexus ToR switches. The steps use the following

topology as an example. Modify the configuration as per your environment. The following figure shows a sample ToR
configuration.

ToR A : ToR B
eor | e
Eth1/3 Eth1/3
Eth1/4 ‘ Eth1/4
Eth1/5 Eth1/5
Eth1/6 ————— Eth1/6
Eth1/7 storage-1 Eth1/7
Eth1/8 storage-2 Eth1/8
Eth1/9 storage-3 Eth1/9
- —
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VIM optionally supports the auto-configuration of ToR for N9K series only. If auto-configuration of ToR is enabled, you
can skip the following steps:

Change the vPC domain ID for your configuration. The vPC domain ID can be a unique number. The IP address on the
other switch mgmt0 portis used for the keepalive IP. Change it to the IP used for your network.

ToR-A (mgmt0is 172.18.116.185)

feature vpc

vpcdomain116

peer-keepalive destination 172.18.116.186

ToR-B (mgmt0is 172.18.116.186)

feature vpc

vpcdomain116

peer-keepalive destination 172.18.116.185

For the preceding example, the following is the configuration:

As both switches are cabled identically, the remaining configuration is identical for both switches. In this example,
topology Eth2/3 and Eth2/4 are connected to each other and combined into a port channel that functions as the vPC
peer link.

feature lacp

interface Ethernet2/3-4
channel-group 116 mode active
interface port-channel116
switchportmode trunk

vpc peer-link

For each VLAN type (mgmt_vlan, tenant_vlan_range, storage, api, external, provider), execute the following on each
ToR:

vlan <vlan_type> no shut

Configure all the interfaces that are connected to the servers as the members of the port channels. In the example,
only ten interfaces are shown. But you must configure all interfaces that are connected to the server.

1 If interfaces have configuration from previous deployments, you can remove them by entering default interface Eth1/1-10, then no interface
Po1-10.

For deployment with any mechanism driver on Cisco VIC:
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There are no configuration differences among different roles (controllers/computes/storage). The same configuration
applies to all interfaces.

interface Ethernet 1/1
channel-group 1 mode active
interface Ethernet 1/2
channel-group 2 mode active
interface Ethernet 1/3
channel-group 3 mode active
interface Ethernet 1/4
channel-group 4 mode active
interface Ethernet 1/5
channel-group 5 mode active
interface Ethernet 1/6
channel-group 6 mode active
interface Ethernet 1/7
channel-group 7 mode active
interface Ethernet 1/8
channel-group 8 mode active
interface Ethernet 1/9
channel-group 9 mode active
interface Ethernet 1/10
channel-group 10 mode active

For deployment with OVS/VPP with VLAN on Intel NIC:

The interface configuration is the same as the Cisco VIC as shown in the above section. However, the number of
switch interfaces that are configured is more in the case of Intel NIC as it has dedicated control and data physical
ports. For SRIOV switch port, no port channel is configured and the participating VLAN can be in trunk mode. In the
case of pod-based on Quanta servers or HPE or DELL as computes, configure the control and data plane VLANs in
trunk mode on the switch ports connected to the OCP and LOM cards, respectively.

Configure the port-channel interface as vPC and trunk all VLANSs. For Intel NIC, you must configure native VLAN and
setitto mgmt VLAN on the control ports so that PXE boot does not fail. Skip to listen or learn in spanning tree

interface port-channel 1-9

shutdown

spanning-tree port type edge trunk

spanning-tree bpdufilter enable

switchport mode trunk

switchport trunk native vlan mgmt_vlan for the control ports when Intel NIC is used

switchport trunk allowed vlan <mgmt_vlan, tenant_vlan_range, storage, api, external, provider>
no lacp suspend-individual

mtu 9216

vpc <1-9> noshutdown

transitions and ensure that you do not suspend the ports if LACP packets are not received. Also, configure it with a
large MTU of 9216 to avoid Ceph installation failure. The last configuration allows you to start the servers before the
bonding is set up.

Identify the port-channel interface that connects to the management node on the ToR:
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interface port-channel. .

shutdown

spanning-tree port type edge trunk
switchport mode trunk

switchport trunk allowed vlan <mgmt_vlan>
no lacp suspend-individual

vpc 10

no shutdown

Check the port-channel summary status. The ports connected to the neighbor switch have to be in P state. Before the
server installation, the server facing interfaces must be in / state. After installation, they have to be in P state, which
means they are up and in port-channel mode.

Enable automatic Cisco NX-OS errdisable state recovery:

errdisable recovery cause link-flap

errdisable recovery interval 30

Cisco NX-OS places links that flap repeatedly into errdisable state to prevent spanning tree convergence problems
caused by non-functioning of hardware. During VIM installation, the server occasionally triggers the link flap
threshold. Hence, enabling automatic recovery of this error is recommended.

errdisable recovery cause link-flap

errdisable recovery interval 30

Enable jumbo packets and configure 9216 MTU on the port-channel or Ethernet interfaces. For example:

Port channel:

interfaceport-channel10

switchport mode trunk

switchport trunk allowed vlan 80,323,680,860,2680,3122-3250
mtu 9216

vpc 10

Ethernet:

interface Ethernet1/25

switchport mode trunk

switchport trunk allowed vlan 80,323,680,860,2680,3122-3250
mtu 9216
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Preparing Cisco IMC

Preparing Cisco IMC

NFVI requires specific Cisco Integrated Management Controller (IMC) and firmware versions and parameters. The VIM
bare metal installation uses the Cisco IMC credentials to access the Cisco IMC interface which is used to delete and
create vVNICS and to create bonds.

Complete the following steps to verify if Cisco IMC and UCS manager are ready for NFVI installation:

e 1. Verify that each Cisco UCS server uses Cisco IMC firmware version of either 2.0 series (2.0(13i) or greater
preferably 2.0(13n)), or 3.0 series (use 3.0.3(f) or later). You can download the latest Cisco IMC ISO image from the
Cisco Software Download site. For upgrade procedures, see the Cisco UCS C-Series Rack-Mount Server BIOS

Upgrade Guide.
e For Cisco UCS C-series pods, verify whether the following Cisco IMC information is added: IP address,

username, and password.

o Verify that no legacy DHCP/Cobbler/PXE servers are connected to your UCS servers. If so, disconnect or
disable the interface connected to legacy DHCP, Cobbler, or PXE server. Also, delete the system from
the legacy cobbler server.

o Verify if Cisco IMC has NTP enabled and is set to the same NTP server and same time zone as the
operating system.

Management Node on UCS C-series (M5/M6/M7)

Installing Management Node on UCS C-series (M5/M6/M7)

This procedure installs RHEL with the following modifications:

e Hard disk drives are setup in RAID 6 configuration with one spare drive for deploying eight drives, two spare drives
for deploying 9 to 16 drives, or four spare drives for deploying 17 to 24 drives.

e Networking: Two bridge interfaces are created; one for the installer API (br_api off the LOM interfaces) and the
other for provisioning (br_mgmt off the Cisco VIC on the MLOM or off a X710 based Intel NIC depending on the
BOM). Each bridge interface has underlying interfaces bonded together with 802.3ad. Provision interfaces are
10/40 GE interfaces (either off Cisco VICs or X710 Intel NIC (first 2 ports of Intel NIC)). APl interfaces are 1/10 GE
LOMs based on the BOM. For using NFVbench, you require another NIC card constituting off 2xIntel 520, or 2xIntel
710XL, or 4xIntel710 X. For management node BOM (Intel NIC based), ensure that you place the NIC for NFVbench
at a slot higher than that of the br_mgmt based Intel NIC.

e Theinstaller code is placed in /root/.

e SELinuxis enabled on the management node for security.

@ Before you Begin

® Verify whether the NFVI management node where you plan to install the Red Hat for Enterprise Linux (RHEL) operating system is a Cisco
UCS C240 M5/M6 Small Form Factor (SFF) with 8, 16, or 24 hard disk (HDDs) or Solid State (SSDs) drives.

Check if the management node is connected to your enterprise NTP and DNS servers. If your management node server does not meet these
requirements, do not continue until you install a qualified Cisco UCS C240 server. Also, ensure that the pod contains Mobile Rich Media Ad
Interface Definitions (MRAID) card.

e Loginto the CIMC GUI of NFVI management node.
e Follow steps in Configuring the Server Boot Order to set the boot order to boot from local HDD.
e Follow stepsin Cisco UCS Configure BIOS Parameters to set the following advanced BIOS settings:
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PCle Slot:2 OptionROM—Enabled

PCle Slot: MLOM OptionROM—Disabled
PCle Slot:HBA OptionROM—Enabled

PCle Slot:FrontPcie1 OptionROM—Enabled
PCle Slot:MLOM Link Speed—GENS3

PCle Slot:Riser1 Link Speed—GEN3

PCle Slot:Riser2 Link Speed—GEN3

MLOM OptionROM—Enabled

For management node based on UCS M5 or M6 boxes, set the following for BIOS parameters:

AllOnboard LOM Ports—Enabled
LOMPort 1 OptionROM—Disabled
LOM Port 2 OptionROM—Disabled
PCleSlot:1 OptionROM—Enabled
PCleSlot:2OptionROM—Enabled
MLOM OptionROM—Enabled
MRAID OptionROM—Enabled

Other parameters must be set to default.

e Click Save Changes.

e Addthe management node vNICs to the provisioning VLAN to provide the management node with access to the
provisioning network:

— Inthe CIMC navigation area, click the Server tab and select Inventory.

— Inthe main window, click the Cisco VIC Adapters > General Tab, and then click Reset to Default tab.

! Delete any additional vNICs configured on the UCS server beyond the two default ones.

e Download the ISO on a local server that can serve HTTP and use CIMC GUI to mount the ISO under Cisco IMC
Mapped vMedia.

e |n CIMC, launch the KVM console.

e Mount the VIM Build node ISO image as a virtual DVD.

e Rebootthe UCS server, then press F6 to enter the boot menu.

e Select the CIMC mapped DVD to boot the VIM Build node ISO image provided with the install artifacts.

e From the boot menu, select Install VIM Management Node. This is default selection, and it gets automatically
selected after the timeout. At

e the prompts, enter values of the required parameters to install the Management node:

Select the mode this Management node will serve—Enter 1 for Standard Management node, 2 for Unified
Management node, or 3 for Software Distribution System node.

e Hostname—Enter the management node hostname (The hostname length must be 32 or fewer characters).

e Select Yes to Install Unified Management only when required. Migration from one to another is not supported.

e APIIPv4 address—Enter the management node API IPv4 address in CIDR (Classless Inter-Domain Routing) format.
For example, 172.29.xxx.xxx/26

o APl Gateway IPv4 address—Enter the APl network default gateway IPv4 address.
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e MGMT IPv4 address—Enter the management node MGMT IPv4 address in CIDR format. For example,
10.30.XXX.Xxx/26
e Promptto enable static IPv6 address configuration—Enter Yes to continue input similar IPv6 address configuration

!  The MGMT IPv4 entry is not required if the management node is installed as unified
management node only.

for APl and MGMT network, or No to skip if IPv6 is not needed.

o APIIPv6 address—Enter the management node API IPv6 address in CIDR (Classless Inter-Domain Routing) format.
For example, 2001: c5X0:XXXX:XXXX:XXXX::X/8.

e Gateway IPv6 address—Enter the APl network default gateway IPv6 address.

e MGMT IPv6 address—Enter the management node MGMT IPv6 address in CIDR format. For example,
2001:c5c0:1234:xxxx:xxxx::x/80 * DNS server—Enter the DNS server IPv4 address or IPv6 address if static IPv6
address is enabled.

e Option for Teaming Driver for Link Aggregation <Yes/No> — Select Yes if Nexus switch is ToR, and No if Cisco NCS
5500is ToR.

e Option for setting MGMT's Link Aggregation to active-active (802.3ad) mode <Yes|No>— Enter Yes for active-active
mode or No for active-backup mode. Most commonly, the Active-active mode is the recommended mode. The
active-backup mode is recommended only when CIMC is in in-band shared mode without using the dedicated
CIMC mgmt port.

After you enter the management node IP addresses, the Installation options menu appears with several options. Fillin
the options listed below (option 8 and 2) and leave the other fields as it is. If you are unable to start the installation,
enter r to refresh the Installation menu.

e From the Installation menu, select option 8 to enter the root password.

e From the Installation menu, select option 2 to enter the time zone.

e Under the Timezone settings, select option 1, as option 2 is not supported.
e Enter the number corresponding to your time zone.

e Enterthe number for your region.

e Choose the city and then confirm the time zone settings.

1 NTP server IP must not be entered at the time of setting the time zone.

e After confirming your time zone settings, enter b to start the installation.

e After the installation is complete, press Return to reboot the server.

e After the reboot, check the management node clock using the Linux date command to ensure that the TLS
certificates are valid, for example:

#date
Mon Aug 22 05:36:39 PDT 2016
To set date:
#date -s '2016-08-21 22:40:00'
Sun Aug 21 22:40:00 PDT 2016
To checkfordate: #date
Sun Aug 21 22:40:02 PDT 2016

VIM Software Hub

Installing VIM Software Hub

e Prerequisites for VIM Software Hub Nodes
e Prerequisites for VIM Software Hub Server
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e |nstalling VIM Software Hub Node

e Setting up VIM Software Hub for VIM Artifact Distribution
e |nstalling VIM Software Hub in Connected Mode

e |nstalling VIM Software Hub in Air-Gapped Mode

e |nstalling Pod from VIM Software Hub Server

e Supported Day 2 Operations

VIM Software Hub alleviates the need for VIM management nodes to have internet connectivity and helps to remove
the logistics of shipping USBs to multiple pods across the enterprise for software installation or update of the cloud.

1 vim Software Hub is also referred as Software Delivery Server; therefore, you might encounter references to SDS in the configuration files,
directory paths, and automation outputs.

Prerequisites for VIM Software Hub Nodes

e Ensure that the VIM management nodes have connectivity to the VIM Software hub.

e Ensure that the VIM Software Hub node where you want to install the buildnode.iso file is VIM SDS BOM compliant.
e Ensure that the VIM Software Hub node is connected to the enterprise NTP and DNS servers.

e Ensure that the VIM Software Hub node contains hardware MRAID and a cache card.

Prerequisites for VIM Software Hub Server
TLS certificate (For production environment)

On the VIM Software Hub server, configure a secure registry so that the pods can obtain the container images over

TLS. You need to provide a certificate signed by a trusted third-party CA authority and the CommonName in the

certificate must match the VIM Software Hub Registry FQDN name. The certificate must contain a Subject Alternative

Name with a DNS entry matching the VIM Software Hub Registry FQDN name. The sds_setup_data.yaml file has 3

fields:

e SSL_CERT_FILE: Path of x509 certificate obtained from a trusted CA authority.

e SSL_CERT_KEY_FILE: Path of private key obtained from a trusted CA authority.

e SSL_CERT_CHAIN_FILE: Path of a single ssl cert chain file. The trusted CA authority might provide you with the
x509 cert for your domain, intermediate x509 cert, and root CA cert.

You need to create a single SSL cert chain file using the commands below:

cat <x509 domain cert>>> ssl_chain_file.cer
cat <intermediate ca cert>>> ssl_chain_file.cer # cat <root ca cert> >> ssl_chain_file.cer

Self-signed certificate (For internal use)

Itis recommended to use a trusted CA-signed certificate, when a VIM Software Hub node is used in a production
environment. For internal testing and POC, using self-signed certificate for VIM Software Hub node is agreeable.Use
the sds_cert_gen.sh tool to generate the SSL_CERT_FILE, SSL_CERT_KEY_FILE and SSL_CERT_CHAIN_FILE in the
/root/VIM_sds-<tag>/openstack-configs/ directory.
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For example:

# cd /root/cvim_sds-<tag>

# ./tools/sds_cert_gen.sh-n mysdsregistry.example.com INFO:
Creating CA certificate and key

Generating an RSA private key

writing new private key to 'openstack-configs/sds-ca.key'

INFO: Creating SDS registry key and certificate signing request Generating
an RSA private key

writing new private key to 'openstack-configs/https_reverse_proxy.key'

INFO: Creating SDSregistry certificate Signature ok

subject=CN=mysdsregistry.example.com

Getting CA Private Key

INFO: Created certificates and keys

INFO: SDS_REGISTRY_NAME: mysdsregistry.example.com

INFO: SSL_CERT_FILE: /root/cvim_sds-<tag>/openstack-configs/https_reverse_proxy.crt
INFO:SSL_CERT_KEY_FILE:/root/cvim_sds-<tag>/openstack-configs/https_reverse_proxy.key

INFO: SSL_CERT_CHAIN_FILE: /root/cvim_sds-<tag>/openstack-configs/sds-ca.crt
#

Generate the certificate with the same FQDN as specified in the sds_setup_data.yaml SDS_REGISTRY_NAME.
Populate the SSL_CERT_FILE, SSL_CERT_KEY_FILE and SSL_CERT_CHAIN_FILE in sds_setup_data.yaml. In case of a
self-signed certificate, you need to manually trust the self-signed certificate. The operator needs to execute the
commands below on both VIM Software Hub server and VIM pod management node:

#cp <SSL_CERT_CHAIN_FILE> /etc/pki/ca-trust/source/anchors/ca.crt

# update-ca-trust extract

For docker registry to work with self-signed certificates, execute the commands below on the SDS server:

# mkdir /etc/docker/certs.d/<fqdn>
# cp <SSL_CERT_CHAIN_FILE> /etc/docker/certs.d/<fgdn>/ca.crt

DNS server:

Ensure that the DNS server can reach the pods and the VIM Software Hub server. The DNS server must be able to
resolve the VIM Software Hub Registry FQDN. If the enterprise does not have a unified DNS, then you need to populate
the /etc/hosts file with FQDN after provisioning a node using the ISO archive file.

Installing VIM Software Hub Node

The steps to install a VIM Software Hub node are similar to the steps in Management Node on UCS C-series (M5/M6).
The only difference being, in Step 11 of the task, you need to choose the option to configure the server as a VIM
Software Hub server. In the subsequent prompts, you can enter information such as the hostname, ipv4 or ipv6
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addresses for br_public and br_private interfaces, and gateway addresses, similar to the Management Node on UCS
C-series (M5/M6). From VIM 4.2.2, you will also be given the option to configure an ADMIN network, in which case you
can enter ipv4 or ipv6 addressing information for a br_admin interface.

The node is installed with RHEL with the following modifications:

e Hard diskdrives are set up in RAID 6 configuration with two spare HDDs for a 16 HDDs deployment or four spare
HDDs for a 24 HDDs deployment.

e Two bridge interfaces are created, namely, br_public, and br_private. If the ADMIN network optionis chosen, a
third bridge interface br_admin is created. Each bridge interface has underlying interfaces bonded together with
802.3ad.

e In case of aconnected VIM Software Hub server, the br_public interface is connected to the internet. The
br_private interface is local to your datacenter. The management node for every VIM pod must be reachable to the
br_private interface of VIM Software Hub server through the br_api interface. The br_admin interface is intended to
provide ssh access to the Software Hub node for SDS administrators.

e Forthe VIM Software Hub without an ADMIN network, the private interfaces are over 10/25 GE Cisco VICs/ Intel
NIC, while the public interfaces are 1 GE LOMs.

o VIM Software Hub with an ADMIN network requires a UCS C-series M5 with one quad-port Intel X710 NIC and the 2-
port Intel LOM, with network connections as follows:

— br_admin - LOM ports 1 and 2

— br_private - X710 ports 1 and 2

— br_public - X710 ports 3 and 4

e Security_Enhanced Linux (SELinux) is enabled on the management node for security.

The VIM Software Hub code consists of packages with installer code. After provisioning the server with ISO, the
installer code is placed in the following path:

/root/hvim_sds-<tag>

Setting up VIM Software Hub for VIM Artifact Distribution

You must configure a sds_setup_data.yaml file for each installer workspace.

e Copythe example file from the openstack-configs directory and save it as sds_setup_data.yaml.

e Ifyouwantto install a release tag on a VIM Software Hub server, update the fields in the sds_setup_data.yaml file
as required.

## Configuration File:

# This file is used as an inventory file to setup VIM SDS (software delivery server).
HHH

# User Defined Configuration File.

# Information in this file is specific to the SDS setup.
B i i i

SSL_CERT_FILE: <abs_location_for_cert_path of x509 certificate>

SSL_CERT_KEY_FILE: <abs_location_for_cert_priv_key of x509 certificate> SSL_CERT_CHAIN_FILE:
<abs_location_for_cert_chain_file of x509 certificate>
HAHHHHHAHH A
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Preparing for NFVI Installation Installing VIM Software Hub Node
# Registry credentials to access the VIM registry (Cisco Supplied)

HIH
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CVIM_REGISTRY_NAME: <satellite.fgqdn.com> # optional, needed to download artifacts from another SDS server;
FQDN of the source SDS server

CVIM_REGISTRY_USERNAME: <username>
CVIM_REGISTRY_PASSWORD: <password>

NETWORKING:

## Max. NTP servers =4, min of 1

ntp_servers: <ntp.serverl.fqgdn.com, ntp.server2.fqdn.com >

or

ntp_servers: [ipv6_address, 'ipv4_address']| #"," separated IPv4 or IPv6 address info http_proxy_server:
<proxy.domain.com:8080> # optional, needed if the pod is behind a proxy https_proxy_server:
<proxy.domain.com:8080> # optional, needed if the pod is behind a proxy

SDS_REGISTRY_NAME: <satellite.fqdn.com> #SDS registry name needs to resolve to valid IP

SDS_REGISTRY_NAME: <username>
SDS_REGISTRY_PASSWORD: <password>

# (Optional)SDS users who can only pull images from SDS docker registry
SDS_READ_ONLY_USERS:

-username: <useri1>

password: <password1>

-username: <user2>

password: <password2>

Save the sds_setup_data.yamlfile in the following path:

openstack-configs
directory under /root/hvim_sds-<tag>

Installing VIM Software Hub in Connected Mode

In the connected mode, the VIM Software Hub server having a publicly routable IP address can connect to the VIM-
registry or to another VIM Software Hub server having the target artifacts and the registry. When the VIM Software Hub
server is initially configured with the ISO, VIM Software Hub workspace of that release is pre-installed in the /root/
directory.
o Download the mercury-installer.tar.gz file of the release that you want.
e Unzip the zip file manually and rename the unzipped file as VIM_sds-<release>.
e Perform the following steps:

— Place avalid TLS certificate in the directory:

/root/hvim_sds-<tag>/openstack-configs

Update the fields of the VIM Software Hub setup data file and save it in the following directory:

/root/hvim_sds-<tag> openstack-configs

To install the release on the VIM Software Hub server, navigate to the following directory on the VIM Software Hub
server:
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/root/hvim_sds-<target-tag>

Run the following command:

#cdto/root/hvim_sds-<target-tag>

# ./sds_runner/runner.py

The command validates the VIM Software Hub node hardware, the contents of the sds_setup_data.yaml file, and the
validity of the TLS certificate, and then obtains the artifacts from the external VIM release registry and populates the
VIM Software Hub server.

Installing VIM Software Hub in Air-Gapped Mode

VIM Software Hub is installed in the air-gapped mode when the VIM Software Hub server in the datacenter does not
have internet connectivity. You can use the USB drive to load the installation files on the VIM Software Hub node. The
installation files are over 25 GB in size. Downloading them to the USB drive may take several hours depending on the
speed of your internet connection.

On the staging server, use yum to install the following packages:

e PyYAML
e python-requests

Before you begin

* Ensure that you have set up a CentOS/RHEL 9.2 staging server (VM, laptop, or UCS server) with a 64
* GBUSB 2.0 drive.
« Ensure thatyou have internet, preferably a wired connection, to download the vim installation

files, which you want to load onto the USB drive.

Ensure that you have disabled the CentOS sleep mode.

Check whether python 3.9.x version is installed. If not, perform yum install python3.

e« Access VIM software download web site using a web browser.

e Loginwith the credentials provided by your account representative and download the getartifacts.py script from
the external registry.

# download the new getartifacts.py file
curl -o getartifacts.py -u '<username>:<password>' https://vim-registry.com/mercury-releases/hvim50-

rhel9-osp17/releases/<releaseid>/getartifacts.py

Run the getartifacts.py script. The script formats the USB 2.0 drive (or USB 3.0 drive for M5-based management node)
and downloads the installation files. You must provide the registry username and password, tag ID, and USB partition
on the staging server.
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./getartifacts.py -h

usage: getartifacts.py [-h] -t TAG -u USERNAME -p PASSWORD [--proxy PROXY] [--retry] (-d DRIVE | -f
FILE)
[--mgmtk8s | --argus | --insight | --sds | -U]

Qerrint ta niill Anntainar imacae an Mmacea

optional arguments:
-h, --help show this help message and exit Installer
-t TAG. --tag TAG version to pull
-u USERNAME, --username USERNAME
Registry username
-p PASSWORD, --password PASSWORD

Registry password
--proxy PROXY https_proxy if needed
--retry Try to complete a previous fetch

-d DRIVE, --drive DRIVE
Provide usb drive path
-f FILE, --file FILE location of image file

--mgmtk8s Additionally download hvim MON HA artifacts

--argus Additionally download argus artifacts

--insight Additionally download insight artifacts

--sds Additionally download sds artifacts

-U, --upgrade Additionally download artifacts for upgrade from 2.4.x

This script pulls images from remote registry then copies the contents to USB drive or image file based on the

The getartifacts.py script gets the images from the remote registry and copies the contents to the USB drive.

e Toidentify the USB drive, execute the Isblk command before and after inserting the USB drive. The command
displays a list of available block devices. You can use the output data to find the location of the USB drive. You
must provide the entire drive path in the —d option instead of any partition.

For USB example:

sudo ./getartifacts.py -t <tag_id> -u <username> -p <password> -d </dev/sdc> --sds [--proxy proxy.
example.com]

For file-based image, follow the example below:

sudo ./getartifacts.py -t <tag_id> -u <username> -p <password> -f /var/<artifacts-x-y-z.img> --sds [-- proxy
proxy.example.com]
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Verify the integrity of the downloaded artifacts and container images:

# create a directory sudo mkdir -p /mnt/Cisco

# /dev/sdc is the USB drive, same as supplied in getartifacts.py python script sudo mount /dev/sdc1
/mnt/Cisco

cd /mnt/Cisco

# execute the test-usb help to look at the options

Jtest-usb -h

usage: ./test-usb [-h] -- Show this program to check integrity of artifacts in this USB drive/image file.
[-] -- Location of artifacts
[-f] -- Location of image file

#./test-usb -f /var/artifacts_4-9-10.img

INFO: Checking the integrity of artifacts on this Image file
INFO: Checking artifact vim_upgrade_orchestrator.py
INFO: Checking artifact mercury-installer.tar.gz

INFO: Checking artifact buildnode-K9-33701.iso

INFO: Checking artifact registry-2.6.2-33701.tar.gz
INFO: Checking required layers:

INFO: 767 layer files passed checksum.
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To resolve failure in downloading artifacts, unmount the USB and run the getartifacts command again with the --retry
option.

sudo ./getartifacts.py -t <tag_id> -u <username> -p <password> -d </dev/sdc> --sds --retry

Mount the USB and then run the test-usb command to validate if all the files are downloaded.

# /dev/sdc is the USB drive, same as supplied in getartifacts.py python script sudo mount /dev/sdal1 /mnt/Cisco
cd /mnt/Cisco

# ./test-usb
# In case of failures the out of the command displays a message indicating the same on the screen.

Execute the verification script:

For file-based image, execute the verification script:

# ./test-usb -f /var/<artifacts-x-y-z.img>
# In case of failures the out of the command displays a message indicating the same on the screen

When the USB integrity test is complete, unmount the USB using the below command:

sudo umount /mnt/Cisco

After the artifacts of a target release are saved on the USB, you must unplug the USB from the staging server, connect
it to the VIM.

Software Hub server, and then perform the following steps on the VIM Software Hub server:

e Provision your VIM Software Hub server with the build node ISO of that release and then connect the USB to the
VIM Software Hub server.

e Tocopythe contents of the USB to the VIM Software Hub server, navigate to the /root/VIM_sds-<tag> directory, and
then execute the import artifacts command.

#cd~/hvim_sds-<tag>/tools # ./import_artifacts.sh -s

© 2026 HCLTech. All rights reserved. 90



Classification: Internal

To copy the contents off the file-based image to the VIM Software Hub server, navigate to the /root/VIM_sds-<tag>
directory, and then execute the import artifacts command.

# cd ~/hvim_sds-<tag>/tools
# ./import_artifacts.sh -s -f /var/<artifacts-x-y-z.img>

e Place avalid TLS certificate in /root/hvim_sds-<tag>/openstack-configs directory.
e Configure the VIM Software Hub setup data file with all the fields and placed the file in the /root/hvim_sds-
<tag>/openstack-configs

directory.

Install the release on the VIM Software Hub server.

Navigate to the hvim_sds directory on the VIM Software Hub server and execute the following command:

# cd /root/hvim_sds-<tag>

# ./sds_runner/runner.py
Usage:runner.py[options]

Runner

Options:

-h, --help show this help message and exit

-, --list_steps List steps

-s SKIP_STEPS, --skip_steps=SKIP_STEPS
Comma separated list of steps to skip. eg -s 2,3
-p PERFORM_STEPS, --perform=PERFORM_STEPS
-y, --yes Yes option to skip steps without prompt

Installing Pod from VIM Software Hub Server

When you want to install a VIM pod using the artifacts obtained from the VIM Software Hub server, you need to
provide an additional parameter in setup_data.yaml. Ensure that the release artifacts are pre-installed on the VIM
Software Hub server and that the setup_data.yaml file is populated with the pod details. Provide the registry FQDN
name for install through VIM Software Hub. For example, your domain.com.

REGISTRY_NAME: '<registry_name>'# Mandatory Parameter.

VIM pod setup_data.yaml requires the REGISTRY_USERNAME and REGISTRY_PASSWORD to connect to the docker
registry and fetch docker images. To fetch the docker images from VIM Software Hub node, provide the user
credentials available in the SDS_READ_ONLY_USERS section of sds_setup_data.yaml. The details of an admin user
with read/write access to docker registry are provided in SDS_REGISTRY_USERNAME and
SDS_REGISTRY_PASSWORD field. So, itis recommended to have a read-only user on VIM pod.

© 2026 HCLTech. All rights reserved. 91



Classification: Internal

The VIM management node must have connectivity to the organization's DNS server to resolve the VIM Software Hub
server domain.

! Thevim management node must have connectivity to the organization's DNS server to resolve the vim
Software Hub server domain.

Supported Day 2 Operations

The following Day 2 operations are supported on the VIM Software Hub server:

e Reconfiguration of VIM Software Hub TLS certificate and VIM Software Hub registry credentials. VIM
e Software Hub server backup and restore.

e Execution of registry cleanup script.

e Manual update of few packages in the maintenance window.

After Regenerating the VIM Software Hub TLS certificate, kindly restart the httpd service.systemctl reload httpd

UCS C-Series Pod

Setting Up UCS C-Series Pod

e Procedure
e Utility Details

Procedure

After you install the RHEL OS on the management node, perform the following steps to set up the Cisco UCS C-series
servers:

e Loginto CIMC GUI of NFVI management node.
o Follow stepsin Configuring the Server Boot Order to set the boot order to boot from Local HDD.
e Follow steps in Configure BIOS Parameters to set the LOM, HBA, and PCle slots to the following settings:

For servers based on UCS M5 or M6 boxes, set the following for BIOS parameters:

e AllOnboard LOM Ports—Enabled

e LOMPort10ptionROM—Disabled
e |LOMPort2 OptionROM—Disabled
e PCle Slot:1 OptionROM—Enabled
e PCle Slot:2 OptionROM—Enabled
e MLOM OptionROM—Enabled

e MRAID OptionROM—Enabled

e |Pv4 HTTP Support - Disabled (M6)
e |Pv6 HTTP Support - Disabled (M6)

Other parameters must be set to their default values.
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For UCS M5, look for IBA 40G Slot under the BIOS Properties,

BIOS Propertios
Runming Version  CI40MS. 3 1 26 0 0018172340
VEFI Secwre Dot
Astusl Boot Made  Legecy
Configured Boot Mode  Legacy -
Last Confgured Boot Order Source  OMCO
Configured Ome time boot device -
*  Confguwd Boot Devons AR Bk O
Yo A KK Bt 0100 VIITZ (pewtnnt)
v [ Arverems WA XK Bt 0100 VIIT2 (pamtont)
b A 400 S LE00 vI0AT (Paatroct)
pantna Prapry
——ta

UEFE Buan £F) Sht (it Targer)

While the pxe-boot tool simplifies the job of flashing the intel NIC cards, the restrictions of COSI compliance prevent
us from shipping third-party utility (from CIMC 4.0 onwards). Administrators must download the PREBOOT.exe file
from Intel website: https://downloadcent er.intel.com/download/27539/Ethernet-Intel-Ethernet-Connections-Boot-
Utility-Preboot-Images-and-EFI-Drivers

Version: 22.10

Date: 12/7/2017 OS Independent

Language: English

Size: 16.54 MB

MD5: ace485e8a3ef9039212f52b636ce48e3 PREBOOT.EXE

Ensure that there is unrestricted network access from VIM Management node to UCS-C series server's CIMC over
following ports:

e TCP/2400 - serial-over-lan (SOL)
e TCP/22 - XMLAPI
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Ensure that there is unrestricted network access from UCS-C series server's CIMC to VIM Management node's API
interface over following port:

e TCP/80-HTTP

This utility updates only the Intel PXE configuration and not the card's firmware or Option ROM.

Utility Details

Two scripts available in the VIM Installer's tools directory are:
e reate-bootutil-img.sh
e intel-bootutil-update.py

[root@cologne-mgmt tools]# ./create-bootutil-img.sh
Usage: ./create-bootutil-img.sh <PREBOOT.exe file> <output image name>

Usage
You can download PREBOOT.exe file from :

https://downloadcenter.intel.com/download/27862/Ethernet-Intel-Ethernet-Connections-Boot-Utility-Preboot-Images-
and-EFI-Drivers

e \Version: 22.1

e Date: 12/07/2017 OS Independent

e Language: English

e Size: 16.54 MB

e MDb5: ace485e8a3ef9039212f52b636ce48e3 PREBOOT.EXE

e Totoggle Intel PXE configuration on UCS C-series, use the script below:

[root@cologne-mgmttools]# ./intel-bootutil-update.py -h

usage: intel-bootutil-update.py [-h] [--hosts HOSTS]

[--exclude-hosts EXCLUDE_HOSTS] [-v] [-Y]

--setupfile SETUPFILE --bootutil-image BOOTUTIL_IMAGE --port {0,1,2,3} --state
{enable,disable}

Details of the optional arguments for the intel-bootutil-update.py script are given below:

-h --help Displays the help with details of each argument of the script.

--hosts HOSTS Displays the list of servers for PXE configuration from the setup_data.yaml file.
--exclude-hosts Displays the list of servers to be excluded for PXE configuration from the
EXCLUDE_HOSTS setup_data.yaml file.

-v, --verbose Enables verbose output.

--setupfile SETUPFILE Specifies the setup_data.yaml file location.

--bootutil-image

BOOTUTIL_IMAGE Specifies the BootUtil image location.

--port {0,1,2,3} port # Specifies the port to be enabled.
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--state {enable,disable} Enables or disables the PXE configuration.

/intel-bootutil-update.py --setupfile /root/openstack-configs/setup_data.yaml
--bootutil-image /root/bootutil.img --port 0 --state enable
Example to enable all port A:

/intel-bootutil-update.py --setupfile /root/openstack-configs/setup_data.yaml
--bootutil-image /root/bootutil.img --port 0 --state enable

Example to enable all port A and B:

./intel-bootutil-update.py --setupfile /root/openstack-configs/setup_data.yaml

--bootutil-image /root/bootutil.img --port 0 --port 1 --state enable

./intel-bootutil-update.py --setupfile /root/openstack-configs/setup_data.yaml

--bootutil-image /root/bootutil.img --port 2 --state disable

Example to disable all port C:
Workflow:
Multiple scripts are required as Intel's PREBOOT.exe utility is not packaged with VIM for COSI compliance:

e Download the PREBOOT.exe version (listed above) from Intel's website.

Go to VIM Installer's tools directory.

e Run create-bootutil.img script to create a CIMC-KVM mountable USB image.

Run intel-bootutil-update.py script to configure Intel NIC for enabling or disabling PXE.

Utility Examples:

[root@cologne-mgmtinstaller]# cdtools
[root@cologne-mgmt tools]#

[root@cologne-mgmt tools]# ./create-bootutil-img.sh

Usage: ./create-bootutil-img.sh <PREBOOT.exe file> <output image name>
[root@cologne-mgmt tools]#

[root@cologhe-mgmt tools]# ./create-bootutil-img.sh /root/PREBOOT.exe /root/bootutil.img
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Unmounting temporary mount point /tmp/tmp_bootutil.img
Cleaning up temporary workspaces
Successfully created image file with BOOTUTIL64E.EFI

-rw-r--r--. 1 root root 5.0M Jul 20 17:52 /root/bootutil.img

[root@cologne-mgmt tools]#
[root@cologne-mgmt tools]# ./intel-bootutil-update.py --setupfile /root/openstack-configs/setup_data.yaml-—

bootutil-image /root/bootutil.img --port 0 --state enable

All servers will be rebooted as part of PXE configuration, would you like to continue? <y|n>y 2018-07-18 18:34:36,697
INFO Enabling temporary HTTP server hosting BootUtil.img on 172.29.86.10
2018-07-18 18:34:36,790 INFO Successfully enabled temporary HTTP server hosting BootUtil.img on 172.29.86.10

2018-07-18 18:40:28,711 INFO Disabling temporary HTTP server hosting BootUtil.img on 172.29.86.10
2018-07-18 18:40:28,810 INFO Successfully disabled temporary HTTP server hosting BootUtil.img on 172.29.86.10
Server(s) successfully updated PXE configuration:

cologne-control-1,cologne-control-3,cologne-control-2,cologne-compute-1,cologne-compute-2,cologne-
storage-1,

cologne-storage-3,cologne-storage-2

[root@cologne-mgmt tools]#

Out-of-Band Management Switch

Configuring Out-of-Band Management Switch
For VIM installer APl and SSH bonded interface, use 1-GB Intel NICs that connect the NFVI management node and

Cisco Catalyst switch. Following is a sample configuration for creating a port channel on a Catalyst switch. Modify the
configuration for your environment:

interface GigabitEthernet0/39
channel-group 2 mode active speed 1000

interface GigabitEthernet0/40
channel-group 2 mode active speed 1000

interface Port-channel2 switchport
accessvlan 165 switchport mode access

© 2026 HCLTech. All rights reserved. 96



Classification: Internal

VIM Monitor

VIM Monitor Configurations

e Overview of VIM Monitor

e Enabling VIM-MON on VIM

e Disabling VIM-MON on VIM Monitoring

e External Servers

e Using VIM-MON

— Assumptions for Monitoring External Servers Using VIM-MON

— Installation Procedure for Monitoring External Servers Using VIM-MON Local

— Uninstallation Procedure for Monitoring External Servers Using VIM-MON Local
— Installation Procedure for Monitoring External Servers Using VIM-MON Central
— Uninstallation Procedure for Monitoring External Servers Using VIM-MON Central
e Enabling VIM-MON Post Pod Installation

e VIM-MON Grafana/Prometheus and AlertManager with LDAP Backend

e VIM-MON Dashboard Customization Support (Local)

Overview of VIM Monitor

The VIM Monitor feature (VIM-MON) provides a comprehensive solution for monitoring the health and for tracking the
usage of resources in the VIM.

e pod infrastructure. This solution is available as a configuration option and provides the following services:

® Infrastructure-level metric collection from all nodes in the pod
e Metric aggregation into a time-series database (TSDB)

o Rule-based alerting engine integrated with the TSDB

e Web Ul with pre-defined dashboards customized for VIM REST API to query the TSDB
e REST API to query and silence alerts

e Alert notifications using SNMP traps or alternate alert notification protocols

e User-configurable alerting rules

e User-configurable web Ul dashboards

The software components that provide the VIM-MON service is called a VIM-MON stack. The default deployment
mode for VIM-MON is to deploy the

VIM-MON stack on the pod management node.

The size of the TSDB depends on the frequency of the polling (configurable) and the number of compute nodes.
By default, the metrics collected in each management node are kept for 15 days.

Enabling VIM-MON on VIM

You can enable VIM-MON on an existing pod that is installed with VIM 3.0.0 or later, through the reconfigure option by
extending the setup_data. Yaml file with relevant information.

The components of VIM-MON are as follows:

e CVIM_MON: Provides the base functionality of monitoring and KPIs.

e SNMP: Enables sending VIM-MON alerts as SNMP traps, only if VIM-MON is enabled.

e SERVER_MON: Enables collecting UCS-C bare metal alerts into VIM-MON for Cisco UCS C-series servers.

o MANAGEMENT_SERVERS: Enables collecting UCS-C bare metal alerts of external UCS servers, for example,
management node.

e SERVER_MON is a prerequisite for this option.
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To enable VIM-MON, the CVIM_MON and PODNAME keys must be added to the setup_data.yaml file. The CVIM_MON
key has the following properties:

e enabled: Aboolean value indicating whether VIM-MON is enabled.

® polling_intervals: A dictionary defining the interval of metrics sampling. If not defined, default values are used.
e ui_access: Aboolean indicating whether VIM-MON Ul access is enabled or not. By default, it is enabled.

PODNAME is mandatory for VIM-MON and is a name that identifies uniquely each VIM pod. SNMP traps can be
enabled using the SNMP key with the following attributes:

e enabled: A boolean value indicating whether SNMP is enabled. CVIM_MON must also be enabled.

e managers: A list of SNMPv2 or SNMPv3 managers to send the SNMP traps. For SNMPv2, community and port can
be set. For SNMPv3, the Engi ne_id and list of users must be specified, where the Engine_id is the EngineContextID
used to send trap of the SNMP manager.

i SNMP traps are sent without setting any authentication or secure engine_id for the user.

The following table shows the list of properties with their default values and description:

Property Group
and Name

Values

Description

Must be provided for identifying each pod

PODNAME: <string> (required) | hen CVIM_MON is enabled.
Abooleanindicating C VIM-MON is
CVIM MON: enabled or not.
- ’ true|false false
enabled
Set to True to enable CVIM_MON.
CVIM_MON: A booleanindicating whether CVIM-MON
. truelfalse true .
ui_access Ul accessis enabled or not.
List of external server IPs (v4 Optional. For more information, see
CVIM_MON: . .
external ser vers orv6) that must be - Monitoring External Servers Using VIM-
- monitored by VIM MON MON
CVIM_MON:
Metric collection sampling interval in
polling_intervals: 10sto 10m 15s seconds or minutes. Itisrecommended
tosetto 1min production deployments.
high_freque ncy:
A Boolean indicating whether VIM-Trap is
enabled or not.
SNMP:
true|false false
enabled
If true, CVIM_MON:enabled must also be
set to true.
SNMP: i ) Alist of up to three SNMP managers to
managers: send traps.
. . . Denotes the IPv4 or IPv6 address of the
< >
address ipv4 or ipv6 (required) SNMP manager.
port 1-65535 162 Optional portto send traps.
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Property Group
and Name

Values

Default
Value

Description

version
community

SNMP:

managers: users:

engine_id

name

auth_key

authenticati on
privacy_key
encryption

SERVER_M
ON: enabled

host_info:

rsyslog_sev erity

MANAGEM
ENT_SERV ERS:

v2c|v3

<string>

<hexadecimal string>

<string>

<string>

SHA|MD5
<str>

'AES128'|'AES192'|'AES 256'

truelfalse

‘ALL’ or list of servers
specified in SERVERS and
MANAGEMENT_SERVE

RS section

emergency | alert| critical

| error| warning| notice|
informational | debug

server list
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v2c

public

(required
v3)

(required
v3)

(required
v3)

SHA
(auth_key)

'AES128'

false

‘ALL’

(Optional)

(Optional)

Indicates the SNMP manager version.

Used for SNMPv2c.

Required for SNMPv3, up to three users.

Uniquely identifies the SNMP engines
and entities. The SNMP engine IDs are
composed of 5to 12 octets and have no
standard display format. It must be a
hexadecimal string and cannot have all
zeros or all 255s ("ff"). RFC 3411
specifies that the engine can be
formatted with IPv4, IPv6, MAC address,
text, and octets (and must start with 8).
Listed below is a summary of the
constraints.

ContextEngineld is unique across all
managers. Minimum length is 5and
maximum length is 32. Allcannot be 00s
or FFs and must start with 80.

Indicates the username.

Indicates the authorization password.
Must contain at least eight characters.

Specifies the authentication protocol.
Encryption key
Encryption protocol

Enable SNMP traps for CIMC faults (UCS
C-series only)

Specifies the UCS-C servers to be
monitored.

Specifies the minimum severity from the
UCS C-server logs that are to be sentto
remote syslog servers

Enables collection of UCS-C bare metal
alerts of external UCS servers, for
example, management node. See
example below on the entry details for
this key
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, I SERVER_MON.rsyslog_severity is configured, you must configure SYSLOG_EXPORT_SETTINGS as
"~ wellto indicate the remote syslog servers to send the logs.

Example of setup_data.yaml section related to VIM-MON (not all possible optional values are represented):

CVIM_MON:
enabled: true
polling intervals:
high_frequency: 1m

SNMP :
enabled: true
MANagers :
address: 10.10.10.54

SERVER_MON :

enabled: true
host_info:

ALL
rsyslog severity: error

MANAGEMENT_SERVERS: # Optional for monitoring CIMC of management node or external servers via SNMP (one or

more external servers); SERVER_MON must be enabled for this option
<hostname:>:
cimc_info: {cimc_ip: <lp_addressx, [cimc_username: <uname=, cimc_password: <password=]} #cimc_username and
cime_password defined in CIMC-COMMON are used, if not

defined locally
<hostname_2=:
cime_info: {cimc_ip: <ip_address:}

Disabling VIM-MON on VIM

Starting from VIM 4.4.4, the administrator can disable the VIM-MON after being enabled in the existing VIM pod via
"VIM reconfigure".

#cvim_mon:
# enabled: <True or False> # default is False (case-sensitive). Set True to enable hvim-MON. Set
False to disable hvim-MON.

-

cvim_mon cannot be disabled if SNMP and SERVER_MON is enabled. Set False SNMP and
SERVER_MON and cvim_mon to disable vim-mon.

Monitoring External Servers Using VIM-MON

VIM-MON can monitor external non-VIM servers running RHEL or CentOS 8.2. VIM-MON monitors these servers by
installing a Telegraf agent on them to collect bare metal and libvirt metrics. The telegraf agent runs a new systemctl
service and collects metrics from the local server. These metrics are available for a remote scraper on port 9273.

Assumptions for Monitoring External Servers Using VIM-MON
The following are the assumptions and prerequisites associated with this feature:

o The external servers must be reachable from the management node from the local or central VIM-MON
deployments.

e The external servers must run on UCS M5 hardware similar to the VIM management node BOM.

e The external servers must run VIM management node ISO or CentOS 8.2.

e The external nodes must run on the same site as the monitoring VIM pod. The scraping of metrics occurs over
unauthenticated and unencrypted HTTP  connections on port 9273.
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e VIM artifacts of Unified Management and VIM software hub can be monitored via VIMMON local or central
installation.

Installation Procedure for Monitoring External Servers Using VIM-MON Local

To enable monitoring of external servers using VIM-MON, you must update the setup_data.yaml file with the details of
the external_servers and run fresh installation or reconfiguration in the VIM pod. As part of the fresh installation or
reconfiguration, an external-monitoring-<telegraf version>.tar.gz tar file is created in the management node at
/opt/cisco/VIM_mon.

An example of a setup data file with VIM-MON external server monitoring capabilities:

CVIM_MON:

enabled: true

external_servers: [<ipv4_addresss>, <ipv6_address:]
Note: IPv6 address is only supported when CVIM is running IPv6G

To enable monitoring of the external servers using VIM-MON, you must execute the following steps on each of the

target external servers:

e Copy the external-monitoring-<telegraf version>.tar.gz file from the management node of the VIM pod to root
directory in the external server.

e Openport9273 on the respective external server (as per the IP defined in the VIM pod) to allow communication
between Prometheus on the management node and the Telegraf agent on the server.

e Enter the external-monitoring-<telegraf version>.tar.gz tar file to extract the following files:

T

external.conf Provides the Telegraf configuration.
telegraf<version>.x86_64.rpm Installs Telegraf on the server.
monitor_external.sh Deploys Telegraf on the external server.

Removes Telegraf agent and corresponding configurations on the

monitor_external_unbootstrap.sh
external server

ext_docker.conf Docker container Telegraf plugin.

ext_ipmi.conf IPMI Telegraf plugin

ext_libvirt.conf Libvirt VM Telegraf plugin.

um_x509_cert.conf Unified Management node x509_cert Telegraf plugin.
um_http_response.conf Unified Management node HTTP response Telegraf plugin.
sds_http_response.conf Software Delivery Server HTTP response Telegraf plugin
sds_x509_cert.conf Software Delivery Server x509_cert Telegraf plugin

To deploy Telegraf on the external server, run the monitor_external bash scriptin privileged mode. This script will be
found in the directory (extern al-monitoring-xxx) created as a result of untarring external-monitoring-<telegraf
version>.tar.gz in the external server targeted for monitoring.

#sudo ./monitor_external.sh
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If the script runs successfully, Success: Telegraf installation succeeded message appears on the console screen.
You can now access either the local or central Prometheus or Grafana and monitor the external server.

Uninstallation Procedure for Monitoring External Servers Using VIM-MON Local

To remove the Telegraf agent and related configuration on the external server, go to the directory (external-monitoring-
xxx) created as a result of untarring external-monitoring-<telegraf version>.tar.gz in the external server targeted for
monitoring, and execute the following:

! Do notforgetto take out the corresponding IP Address from the external_servers’information in
cvim_mon section of the pod and run a reconfigure operation to avoid false alerts.

Installation Procedure for Monitoring External Servers Using VIM-MON Central

Obtain the external-monitoring-<telegraf version>.tar.gz from a VIM pod using steps listed in Installation Procedure for
Monitoring External Servers Using VIM-MON local. If you wish to monitor these servers independent of VIM
installation, update the setup_data of VIM MON Central as listed below and initiate an installation or perform add-
VIM-pod operation of VIMMON HA

cvim-mon-stacks:

regions:
metros:

name: I

pods :
ip: <target_ip_address_1>:9273
name: <name_1>
target_type: external
ip: <target_ip_address_2>:9273
name: <name_2:>
target_type: external

Note: IPv6 address is only supported when CWVIM is running IPv6

To deploy the Telegraf plugin into the external servers, follow the steps listed in Installation Procedure for Monitoring
External Servers Using VIM-MON Local.

Uninstallation Procedure for Monitoring External Servers Using VIM-MON Central

To remove the Telegraf agent and related configuration on the external server, go to the directory (external-monitoring-
xxx) created as a result of untarring external-monitoring-<telegraf version>.tar.gz in the external server targeted for
monitoring, and execute the following:

#sudo ./monitor_external_unbootstrap.sh

Ensure that you take out the corresponding external_servers’information from the
VIM_MON_CENTRAL setup_data and then run the delete operation to avoid false alerts. For
details on how to invoke the delete operation, see Stack Operations

Enabling VIM-MON Post Pod Installation

! Afteryou enable the VIM-MON or SNMP TRAP, it cannot be disabled again.
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You can enable VIM-MON, SNMP traps and UCS-C bare metal alerts (SNMP, SERVER_MON) using the reconfigure
option, postinstallation of VIM.

To enable VIM-MON and SNMP trap features or to change the individual parameters in VIM-MON, SNMP,
SERVER_MON, and MANAGEMENT_SERVERS:

Take a backup of setup_data file and update it manually with the configuration details by entering the following
command:

cd Sroot/
mkdir MyDir
cp froot/openstack-configs/setup_data.yaml /root/MyDir

EoE O

cd /rooc/MyDir

o Editthe setup data.
e Save the file and execute the below command:

hvim --setupfile /root/MyDir/setup data.yaml reconfigure

! The migration from SNMPv2 to SNMPv3 is only supported, but not vice-versa.

IM-MON Grafana/Prometheus and AlertManager with LDAP Backend

The VIM-MON LDAP feature allows you to login with LDAP credentials. You can enable this feature by configuring the
connection to the LDAP server and setting a valid filter to access Grafana/Prometheus and AlertManager with your
LDAP credentials. Once the filter is set, you can map the user groups with specific roles of permission in Grafana.

VIM-MON Grafana supports the roles of:

e Viewer: Can only view dashboards and cannot modify them.
e Editor: Canview, create, copy, modify and save dashboards.

For Prometheus and AlertManager, users belonging to group mapped with Admin org_role have access.

* |f you are using FQDN as Idap_uri, the management node must be able to resolve it.
* Only one LDAP server is allowed for authentication in Kibana.

To enable LDAP, you must modify the setup_data.yaml file by adding a [dap section under the VIM_MON section as
following (replace example values as appropriate):
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CVIM_MON:
central: false
enabled: true
ldap:

domain_mappings:
- attributes: {email: emaill, name: givenMName, surnhame: sh, username: uid}
bind_dn: <bind_dn=
bind_password: <bind_passwords>
domain_name: <domain_name:=
group_search_base_dns: ['ou=Groups . dc=org,dc=com']
group_search_fil : (& (objectClass=posixCroup) (memberlUid=%s))
group_search_filter_user_attribute: uid
ldap_uri: ldaps://<ldap_ip/ldap_fgdn=
group_attribute: <group_attributes
group_attribute_is dn: truesfalse
root_ca_cert: <path_to_root_ca_cert>

search_base_dns: [ 'de=org, de=com’
search_filter: (uid=%=)
use_s=1: truesfalse
ldap_user_name: sAMAccountName # mandatory for AD

group_mappings:
{group_dn: 'cn=group2,ou=CGroups dc=org,dec=com’, org_rocle: Admin}

{group_dn: 'cn=group3,ou=Croups de=org de=com', org role: Viewer}

polling intervals: {high frequency: 102, low_frequency: 2m, medium_frequency: lm}

ui_access: true

Propert Field Description
perty Required P
search_filter Mandatory Filter set for the queries.
search_base_dns Mandatory Itis the base DNS name used for all queries.
. Default port is 389. Takes the value 636, if use_ssl =True and port

ldap_uri Mandatory . )
is not defined.
Must contain at least one group with org_role Admin. Optionally,

. you can add a second group with org_role Vie wer.

group_mappings Mandatory . )
You can add multiple LDAP groups mapped to org_role Admin or
Viewer.

domain_name Mandatory Any non-empty name is acceptable.

domain_mappings Mandatory Must contain one domain exactly.

bind_password Conditional Mandatory, if LDAP supports binding. Not required for anonymous
bind.

bind_dn Optional Mandatory, if LDAP does not support anonymous bind.

attributes Optional Mandatory key, but individual attributes are optional.

use_ssl Optional Optional. If not provided, defaults to False.

start_tls Optional Optional. If not provided, defaults to False.

client_cert Optional Authentication against LDAP servers requiring client certificates.

client_key Optional Authentication against LDAP servers requiring client certificates.
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Property Field. Description

Required
root_ca_cert Optional Path to your root CA certificate.
ldap_user_name Optional Mandatory, if MS AD is configured.
group_search_filter Optional To search for group members.
group_search_base_dns Optional Base DN to search groups.

group_search_filter_us

. Optional Indicates the distinguished name of the client username.
er_attribute

Defaultis True. If set to True, the distinguished name of the client
group_attribute_is_dn Optional username is used for checking group membership, otherwise, the
clientusername is used.

group_attribute Optional Default value is memberUid.

For monitoring details, see VIM-MON
VIM-MON Dashboard Customization Support (Local)

With VIM-MON, new dashboards can be created and modified. But to persist them, itis necessary to do some
procedures that allows not only persist but also to maintain those dashboards json files in a private repo. The
operations that are supported is basically new custom dashboard creation and custom dashboards edition. Once the
user created new dashboards or makes changes, he will be able to save itin grafana and persist with it using cli
command in the host. Modifications on built-in dashboards will not be persisted, but they can also be treated as
custom dashboards that means the user can export them, import as a new dashboard, and makes the changes they
want before persist them.

Following options are supported via VIM cli for LOCAL VIM MON.
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hvim help cvimmon-dashboard

usage: hvim cvimmon-dashboard [--dry-run] [-p] [--dir-path <dir_path>]

[-f1[-y]

<savellistiunload>

Execute operations for vim Mon Dashboard

Positional arguments:

<save|listlupload> The control command to perform

Optional arguments:
--dry-run Dry Run to find changes that will happen on Grafana Dashboard
-p, --preserve Only works with upload option. If passed all existing dashboards will be preserved with new dashboards.
--dir-path <dir_path> Dir where custom dashbaords are located. Mandatory for upload operation and optional for save op.

-f, --force Force option to delete custom dashboards with upload or save op.

-y, --yes Yes, option to perform the action

Persistence Workflow (Syncing Grafana Server with Management Node Repo) Supported arguments : --dry-run, -f, -y,
--dir-path

Persistence syncs Grafana Server with Management Repo (All the changes in Grafana DB are reflected in mgmt node).

Whatever operations on dashboard executed on Grafana will sync everything to Management Node Repo once you
execute this option.

e Create a new Dashboard or edit a custom dashboard on grafana Ul.

e Once all new dashboards are ok save it on grafana.

rs Refresh every 15s Q

1. Onthe management node execute list to see current status of Custom Dashboards

hvim cvimmon-dashboard list
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cvimmon-dashboard list

[INFO]: Save will save all custom dashboards in Grafana server to the dashboard repository on the management node [INFO]:
Upload will upload all custom dashboards in the management node repository to the Grafana server

Fetching Custom Dashboards...

+ + + +
| Grafana Server | Management Node Repository | Status |

| hanew.json | (N/A) | New in Grafana Server |

| haproxy_active_servers.json | (N/A) | New in Grafana Server |
| New_dashboard_Copy.json | (N/A) | New in Grafana Server |

| random.json | (N/A) | New in Grafana Server |

+ + +: +

Execute :

hvim cvimmon-dashboard save
This will sync all custom dashboards to the Management Repo and following output will be shown:
hvim cvimmon-dashboard save

Fetching Custom Dashboards...

+. + +. +

| Grafana Server | Management Node Repository | Status |

+. + +. +

| hanew.json | (N/A) | New in Grafana Server |

| haproxy_active_servers.json | (N/A) | New in Grafana Server |
| New_dashboard_Copy.json | (N/A) | New in Grafana Server |

| random.json | (N/A) | New in Grafana Server |

+. + +. +

[INFO] Saving New Dashboard [hanew.json] on Management Node.
[INFO] Saving New Dashboard [haproxy_active_servers.json] on Management Node.
[INFO] Saving New Dashboard [New_dashboard_Copy.json] on Management Node.

[INFO] Saving New Dashboard [random.json] on Management Node.

Fetching Custom Dashboards...

+. + +. +

| Grafana Server | Management Node Repository | Status |

+ AR + ar

| hanew.json | hanew.json | Identical |

| haproxy_active_servers.json | haproxy_active_servers.json | Identical |
| New_dashboard_Copy.json | New_dashboard_Copy.json | Identical |

| random.json | random.json | Identical |

+. + +. +

NOTE: Save operation also deletes custom dashboard from Management Node Repo if deleted from grafana.

Navigate to Grafana Manage Dashboard Page and delete a dashboard. In this case we are deleting random.json from
Grafana Server.
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hvim cvimmon-dashboard list

[INFO]: Save will save all custom dashboards in Grafana server to the dashboard repository on the management node

[INFO]: Upload will upload all custom dashboards in the management node repository to the Grafana server

Fetching Custom Dashboards...

+ + + +

| Grafana Server | Management Node Repository | Status

+ + + +

| hanew.json | hanew.json | Identical |

| haproxy_active_servers.json | haproxy_active_servers.json | Identical |

| New_dashboard_Copy.json | New_dashboard_Copy.json | Identical |
| (N/A) | random.json | Deleted in Grafana Server |

+. + +. +

On the Management Node execute :

hvim cvimmon-dashboard save

Fetching Custom Dashboards...

+ + + +

| Grafana Server | Management Node Repository | Status

+ + + +

| hanew.json | hanew.json | Identical |

| haproxy_active_servers.json | haproxy_active_servers.json | Identical |

| New_dashboard_Copy.json | New_dashboard_Copy.json | Identical |
| (N/A) | random.json | Deleted in Grafana Server |

+ + + +

Failed: Stale Dashboard ['random.json'] detected on Management Node. Use force operation to remove these dashboards from
Management Node.

Note: You need to pass -f / --force option to proceed as a file will be deleted from the Management Node Repo.
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hvim cvimmon-dashboard save -f

Fetching Custom Dashboards...

| Grafana Server | Management Node Repository | Status

| hanew.json | hanew.json | Identical |

| haproxy_active_servers.json | haproxy_active_servers.json | Identical |

| New_dashboard_Copy.json | New_dashboard_Copy.json | Identical |
| (N/A) | random.json | Deleted in Grafana Server |

+ + + +

[INFO] Skipping Dashboard [hanew.json] as no change detected.

[INFO] Skipping Dashboard [haproxy_active_servers.json] as no change detected.

[INFO] Skipping Dashboard [New_dashboard_Copy.json] as no change detected.

[INFO] Deleting Dashboard [random.json] from Management Node Repo.

Fetching Custom Dashboards...

| Grafana Server | Management Node Repository | Status |
| hanew.json | hanew.json | Identical |

| haproxy_active_servers.json | haproxy_active_servers.json | Identical |

| New_dashboard_Copy.json | New_dashboard_Copy.json |Identical|

Management Repo is in sync with Grafana Server

We also give privilege to user to save all custom dashboards on Grafana server to a user provided dir. The only pre-
requisite is that the dir path provided should be empty.

© 2026 HCLTech. All rights reserved. 109



Classification: Internal

If the dir path is not empty following error will be thrown to user:

hvim cvimmon-dashboard save --dir-path /root/sync_dash/

Fetching Custom Dashboards...

+ + + +
| Grafana Server | Management Node Repository| Status |
+ + + +

| hanew.json | hanew.json | Identical |

| haproxy_active_servers.json | haproxy_active_servers.json | Identical |

| New_dashboard_Copy.json | New_dashboard_Copy.json |Identical|

+ AR + +

Failed: /root/sync dash/ is not empty. Make sure the directory provided is empty and then proceed.

Once you have emptied the dir and executed the operation again:
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hvim cvimmon-dashboard save --dir-path /root/sync_dash/

Fetching Custom Dashboards...

+ + + +
| Grafana Server | Management Node Repository | Status |
| hanew.json | hanew.json | Identical |

| haproxy_active_servers.json | haproxy_active_servers.json | Identical |

| New_dashboard_Copy.json | New_dashboard_Copy.json |Identical|

[INFO] Syncing hanew.json to /root/sync_dash/
[INFO]Syncing haproxy_active_servers.json to /root/sync_dash/

[INFO] Syncing New_dashboard_Copy.json to /root/sync_dash/

Fetching Custom Dashboards...

| Grafana Server | Management Node Repository| Status |
| hanew.json | hanew.json | Identical |

| haproxy_active_servers.json | haproxy_active_servers.json | Identical |

| New_dashboard_Copy.json | New_dashboard_Copy.json |Identical|

User Directory [/root/sync_dash/] is synced with Grafana

INFO: If you pass --dry-run to any of the operations with save option, No changes will be made on the Management
Node repo. Dry run will only show what is going to change for example:
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hvim cvimmon-dashboard save --dir-path /root/sync_dash/ --dry-run

No Changes made as --dry-run was executed with save operation.

Fetching Custom Dashboards...

| Grafana Server | Management Node Repository | Status |

+ AR + o

| hanew.json | hanew.json | Identical |
| haproxy_active_servers.json | haproxy_active_servers.json | Identical |

| New_dashboard_Copy.json | New_dashboard_Copy.json |Identical|

+. + + +

[INFO] Syncing hanew.json to /root/sync_dash/
[INFO] Syncing haproxy_active_servers.json to /root/sync_dash/

[INFO] Syncing New_dashboard_Copy.json to /root/sync_dash/

Fetching Custom Dashboards...

| Grafana Server | Management Node Repository | Status |

+ AR + ar

| hanew.json | hanew.json | Identical |
| haproxy_active_servers.json | haproxy_active_servers.json | Identical |

| New_dashboard_Copy.json | New_dashboard_Copy.json |Identical|

+. + + +

[root@U6-i13 installer-21667]# s -la /root/sync_dash/ total
4
drwxr-xr-x. 2rootroot 6 Sep 16 15:10.

drwx------ .18 root root 4096 Sep 16 14:25.

As you can see, even after the operation the targeted dir is empty.

Upload Workflow (Syncing Management Node Repo with Grafana Server) Supported arguments : --dry-run, -f, -p, -y, --
dir-path

Upload syncs Management Repo with Grafana Server.

--dir-path is a mandatory option with upload feature as all dashboards from this dir will be uploaded to Management
Node Repo and then upload to Grafana Server.
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if -f / --force is passed with upload option then all existing dashboard in the Management Node Repo will be deleted.

If -p / --preserve option is passed then all dashboards will be preserved and new dashboards will be added to the
Management Node Repo.

[NOTE]: --force or --preserve should be passed with upload and --dir-path option.

hvim cvimmon-dashboard upload --force --dir-path /root/sync_dash/

w + + o

| Grafana Server | Management Node Repository | Status |

w + + o

I (N/A) ] (N/A) [(N/A) |

+ + frer——rrs +

[INFO] All existing Dashboards will be deleted.

[INFO] Saving New Dashboard [hanew.json] on Management Node.

[INFO] Saving New Dashboard [haproxy_active_servers.json] on Management Node.

[INFO] Saving New Dashboard [New_dashboard_Copy.json] on Management Node.

Fetching Custom Dashboards...

| Grafana Server | Management Node Repository | Status |

+. + +. +

| hanew.json | hanew.json | Identical |
| haproxy_active_servers.json | haproxy_active_servers.json | Identical |

| New_dashboard_Copy.json | New_dashboard_Copy.json |Identical|

+. + +. +

User Directory [/root/sync_dash/] is synced with Grafana
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If save operation is executed again with preserve option then following is the output:

hvim cvimmon-dashboard upload --preserve --dir-path /root/sync_dash/

Fetching Custom Dashboards...

+ +. +. +
| Grafana Server | Management Node Repository | Status |
| hanew.json | hanew.json | Identical |

| haproxy_active_servers.json | haproxy_active_servers.json | Identical |
| New_dashboard_Copy.json | New_dashboard_Copy.json |Identical|

+ + + +

[INFO] All existing Dashboards will be preserved.

[INFO] Skipping Dashboard [hanew.json] as no change detected.

[INFO] Skipping Dashboard [haproxy_active_servers.json] as no change detected.

[INFO] Skipping Dashboard [New_dashboard_Copy.json] as no change detected.

Fetching Custom Dashboards...

| Grafana Server | Management Node Repository | Status |

+ AR + ar

| hanew.json | hanew.json | Identical |
| haproxy_active_servers.json | haproxy_active_servers.json | Identical |

| New_dashboard_Copy.json | New_dashboard_Copy.json |Identical|

+. + +. +

User Directory [/root/sync_dash/] is synced with Grafana

NOTE: If you are uploading a dashboard with same name which is already there in the Grafana Server then the
modified dashboard will be uploaded on the grafana. This works same in case of "save dashboard" option. If you
modify any existing dashboard on grafana server and execute save operation then modified dashboard will be saved
on the Management Node Repo.Before executing any operation like upload/save VIM VIM will check if all Repos are in
sync if there is any delta then operation will be terminated with proper error message.

All the logs for hvimmon-dashboards are populated under /var/log/mercury_restapi/restapi.log file.
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Highly Available VIM Monitor

e Overview of HAVIM-MON

e Hardware Requirements for HAVIM MON Networking Layout
o NetworkTopologies

e Architecture

e |nstallation Modes

e Setup File

e HAVIM-MON Installer

e External Servers

e Resources

e Pod Operations

e Stack Operations

¢ HAVIM-MON Update

® Custom Grafana Dashboards

o AlertRules

o Alert Manager

e Backup

e Restore

e Reinstallation of VIM-MON HA Pod

® VIMMON HA Cluster Monitoring

e HAVIM Mon Upgrade

e SERVER MON

e EFKfor VIM-MON HA Management Node.

e |DAP Integration for VIM-MON HA Management Node

Overview of HA VIM-MON

Overview of Highly Available VIM Monitor
From VIM 3.4.3, you can monitor VIM pods either:

e |ndividually using the local VIM Monitor (VIM-MON) or
e Centrally using the new HA VIM Monitor (HA VIM-MON)

The local VIM-MON (introduced in VIM 3.0.0) provides pod-level monitoring, based on a Prometheus stack that is
hosted on the pod management node. This local solution supports the largest supported VIM pod size (128 nodes).

Local VIM-MON has the following limitations:

e Not highly available as the downtime of the management node stops metric collection in the pod.
e Multi-site monitoring of large deployments with a large number of sites can be operationally complex and requires
configuration of each VIM

pod.

Very small sites with severely limited hardware resources (edge cloud) cannot afford the resources to run a
dedicated Prometheus stack per site.

HA VIM-MON is a complete hardware and software platform that addresses local VIM-MON limitations with the
following features:

e Integrated and highly-available monitoring of a large number of VIM pods

® (Centralized TSDB, alarm and web-based GUI dashboards
e |[tis based on bare metal Kubernetes platform
e Scalable to hundreds of VIM pods and thousands of nodes.
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® Provides alonger retention time for collected metrics (months instead of 15 days for the local VIM-MON)
e Low sampling interval of one minute for largest deployments.

® Monitor pods of any size including very small pods (edge deployments) and individual bare metal servers.
e Monitored pods or servers are hierarchically grouped into metros and metros in regions.

HA VIM-MON supports and requires a limited set of hardware configurations. HA VIM-MON deploys on bare metal
using a fully automated installer and can be configured or reconfigured by updating the setup data configuration file.

The following table provides a comparative summary of monitoring features between VIM 3.4.x and VIM 4.0.0:

VIM
3.4.x

VIM
4.0.0

Comments

VIM pod local monitoring

(VIM- MON) yes
VIM pod centralized
monitoring (HA yes
VIM-MON)
VIM pod localto central s
monitoring reconfiguration Y
VIM pod centralto local

no

monitoring reconfiguration

limited within
stack boundary

HA VIM-MON unified

monitoring access points
only

HA VIM-MON estimated max @ 1000 sites

scale per monitoring stack /8000 nodes
(1Tm interval) (per stack)
HAVIM-MON max number of

monitoring stacks per min(4, N-1)

cluster

HA VIM-MON metric
collection downtimeincase upto30

of stack or cluster node minutes

failure

HAVIM-MON cluster node .
partial

self- monitoring
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yes

yes

yes

no

yes

500 sites

/4000 nodes
(per stack)

min(4, N-2)

no downtime

complete

Local and centralized monitoring are
exclusive. Requires an HAVIM-MON
cluster to monitor the VIM pods.

No service impact

Not supported

A monitoring domain provides a set of
service points (Grafana, Prometheus
queries), alertingrules, and alert
manager configurations, to monitor all
VIM pods configured in that domain.

Exact limit depends on the actual cluster
hardware BOM.

A monitoring stack is the software
componentthatis responsible for
collecting metrics from a group of VIM
pods.

N: number of HA VIM-MON cluster nodes
(controller and worker nodes)

For example, with HAVIM-MON 4.0, the
minimum configuration to support 4000
sitesis three controller nodes and three
worker nodes.

The most common stack failure is caused
when the cluster node running the stack
goes down (system crash or hardware
failure)

The self-monitoring added in 4.0.0
includes bare metal, system, link states,
and IPMI metrics with associated
alerting rules - similar to VIM pod
servers.
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VIM VIM
Comments
3.4.x 4.0.0
UCS-C bare metal alerts are still not
supported in 4.0.0 and are planned for a
future version.
HAVIM-MON Grafana built- In 4.0.0, the built-in dashboards are
.. flat 1-level folders
dashboards organization grouped by folders

In4.0.0, all cluster management
HAVIM-MON CLIlintegration | partial complete operations are integrated under the
k8s_runner CLI

! Starting from vim 4.X there is NO support of VIM-MON HA on Quanta Platform

Hardware Requirements for HA VIM MON

Hardware Requirements for HA VIM-MON

HAVIM-MON is available for Cisco UCS C-series servers with:

e Oneserveris used as a management node.

e Three or more servers to form a cluster managed by Kubernetes:
— 384 GBRAM
— AU-SSD storage devices on the cluster nodes

To achieve the required network throughput, one of the following must be satisfied:

Each UCS server must have two Intel X710 cards.

Networking Layout

Networking Layout for HA VIM-MON

e Public Network
e Management and Provisioning Segment

Public Network
The public network (br_api) interfaces with:

e External applications using HA VIM-MON such as an OSS/BSS system querying the TSDB or browsers connecting
to the HAVIM-MON

e GUI. Managed VIM pods (for metrics collection).

e Managed servers.

e HAVIM-MON administrators (ssh).

This public network is implemented by the br_api interface and provides external access to the following services:
e Kubernetes infrastructure administrator services.

e Kubernetes cluster nodes (ssh).

e Grafana, Prometheus, and Alertmanager HTTP services.
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The public network segment needs one VLAN and at least five IPv4 or IPv6 addresses in an externally accessible
subnet:

e One IP address for the management node.

e OnelP address for each of the cluster nodes.

e One P address for external_lb_vip for accessing the HA VIM-MON services.

Management and Provisioning Segment

The management segment (br_mgmt) needs one separate VLAN and one subnet with an address pool large enough to
accommodate all the current and future servers planned for the cluster for initial provisioning (PXE boot Linux) and for
all Kubernetes internal communication. This VLAN and subnet can be local to VIM-MON for UCS C-Series and Quanta

deployments. All cluster nodes need an IP address from this subnet. The BMC or CIMC network must be accessible
through the public network.

Network Topologies

Network Topologies for HA VIM-MON

e UCS C-Series Network Topology
— NXOS Switch Configuration for VIM MON HA UCS nodes NXOS
— Switch Configuration for Management Node (QCT or UCS)

UCS C-Series Network Topology

UCS-C based servers use Intel X710 NIC (4x10G, two NICs for each cluster node, one NIC for the management node).
Teaming is used for the br_api and br_mgmt links with dual N9K TORs.

The management node saves one Intel X710 NIC by using X710 for both br_mgmt links and LOM ports for the br_api
links.

NO9K-C93180YC-FX

UCS-C240 (x1)

- mgmt node

-~
T
I

xljlo‘\l\lB I\l /I'A’ IIB/]x71|o X710 |B7‘—/
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bond1 bond0 bond0 |LOM (1C) / 5
| CIMC | | CI/MC | |1’; ]2)
UCS-C240 (3+) ‘\\ &/ G =
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N & ¥ ‘0;”/ ”~
\\ /‘f, , .
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Switch (Catalyst)
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NXOS Switch Configuration for VIM MON HA UCS nodes

It is assumed that switches are preconfigured in virtual port channel mode. For NXOS configuration details, see NXOS
Switch Configuration Guide. Listed below are the corresponding NXOS switch configuration of the of the port Aand B
links for each of the UCS nodes that make up the VIM MON HA cluster.

The NXOS Switch configuration connected to Intel NIC port A on the UCS nodes that make up the VIM MON HA
cluster:

interface port-channel <pc_id_3=
description mgmt API interface
switchport
switchport access wvlan <api_wvlan_id=
spanning-tree port type edge
no lacp suspend-individual
vpe <pe_id 3=

interface Ethernetl/<id_3=
description mgmt API interface
switchport
switchport access vlan <api_wlan_id>
channel-group <pc_id_3> mode active
no shutdown

The NXOS Switch configuration connected to Intel NIC port B on the UCS nodes that make up the VIM MON HA
cluster:

interface port-channel <pc_id_ 4=
description mgmt interface
switchport
switchport access vlan <mgmt_vlan_id=
spanning-tree port type edge
no lacp suspend-individual
vpe <pe_id_4=

interface Ethernetl/<id_ 4=
description america?2 mgmt interface
switchport
switchport access vlan <mgmt_vlan_id=
chamnel-group <pc_id_4> mode actiwve
no shutdown

NXOS Switch Configuration for Management Node (UCS)

Itis assumed that switches are preconfigured in virtual port channel mode. Listed below are the specific configuration
of the br_api (over LOM interface via Copper) and br_mgmt links for the UCS management node of VIMMON HA

cluster.

The NXOS switch configuration of br_api (over 1G) for the management node in the VIMMON HA cluster:

interface port-channel <pc_id 1=
description API interface
switchporto
switchport access vlan <api_vlan_id-
spanning-tree port type edge
no lacp suspend-individual
vpe <pc_id_1>

interface Ethernetl/<id_1=
description API interface
switchport
switchport access vlan <api_vlan_id_>
channel-group <pc_id_l> mode actiwve
no shutdown

The NXOS switch configuration of br_mgmt (over 10G interface) for the management node in the VIMMON HA cluster:
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interface port-channel <pc_id_2=
description mgmt interface
switchport
switchport access vlan <mgmt_wlan_id=
spanning-tree port type edge

no lacp suspend-individual
vpe <pc_id_2=

interface Ethernetl/<id_2=
description america2 mgmt interface
switchpo
switchport access vlan <mgmt_wvlan_id=>
channel-group <pc_id_2> mode actiwve

no shutdown

For more details on switch configuration, see NXOS Switch Configuration Guide.

Architecture

Overview of HA VIM-MON Architecture

The minimum hardware configuration runs with a single management node and three controller nodes. In this
configuration, the three controller nodes hostthe Kubernetes control plane components and application containers
that perform the HA VIM-MON function. You can extend this configuration with one or more worker nodes, based on
computational and storage requirements. Worker nodes host only application containers.

The HA VIM-MON is based on the following software components:

e One or more Prometheus servers running in one or more stacks

e One Minio object storage cluster to store all monitoring data

e One set of Kubernetes pods based on Thanos open-source project to manage
— Userqueries and time series deduplication

— Storage of Prometheus time series into Minio

— Unified alerting rules

One SNMP agent to forward alerts to external SNMP managers

One Grafana cluster for providing the web user interface

Minio object storage cluster handles persistent and highly available storage for monitoring data. It also takes care of
replicating the storage blocks across all cluster nodes in a transparent way to the applications.

The main differences of HA VIM-MON 4.0.0 compared to HA VIM-MON 3.4.x are as follows:
e Thetime series persistent storage is Minio object storage instead of the Portworx block-level storage.
e A monitoring stack is now exclusively in charge of scraping metrics from targets.

® Each stackis composed mainly of two Prometheus servers that are configured in active-active for scraping the
same set of VIM pods.

e Alerting, user queries, and Grafana user interface are now unified (one service point per cluster) and no longer per
stack.

For more information on stacks, see Stack Operations

For information on monitoring external servers using HA VIM-MON , see External Servers

Installation Modes

Installation Modes for HA VIM-MON

You can install HA VIM-MON using three installation modes.
e Connected Mode of Install
e Air-Gapped Install using USB
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e Air-Gapped Installation Using Software Delivery Server

VIM-MON installation must be done using a VNC or screen so that the session is not lost. If you do not have a VNC environment, execute the same
from KVM console of the management node. Ensure that you do not run this command in background or with nohup option to avoid failure.

Connected Mode of Install

You can perform this mode of installation when the VIM management node has internet connectivity. All the artifacts
and docker images needed for installation are directly fetched from the internet and utilized by the installer. This is the
default mode of HA VIM-MON install. You must provide the following information in the setup data file to fetch
artifacts from vim-registry.com:

RECISTRY_USERNAME: <username:

REGISTRY_FASSWORD ass
RECISTRY_EMAIL: <emails

Air-Gapped Install using USB

The following procedure describes how to download the NFVI installation files onto a USB drive of the staging server
with Internet access. You can use the USB to load the ISC installation files onto the management node without
Internet access.

[ Ensure that you use Virtual Network Computing (VNC), a terminal multiplexer, or similar screen sessions to complete the following steps.

Before you begin you must have a CentOS 7 staging server (VM, laptop, or UCS server) with a 64 GB USB 2.0 drive. You can use USB 3.0
64GB if the management node is of type Cisco UCS M5. The staging server must have a wired Internet connection to download the vim
installation files onto the USB drive. Once downloaded, you can copy the installation files onto the management node from a USB drive.

Fetching artifacts to the staging server:
On the staging server, use yum to install the following packages:

e PyYAML
e Python-requests

® Centos-release-scl
e Python 3.6

Check if python 3.6 binary is located at /opt/rh/rh-python36/root/bin/, if not copy the python 3.6 binary to /opt/rh/rh-
python36/root/bin/.

Log into VIM software download site and download the getartifacts.py script from the external registry:

# download the new getartifacts.py file (see example below)

curl -o getartifacts.py -u '<username>:<password>" https://vim-registry.com/mercury- releases /hvim50-rhel9-
ospl17/releases/<releaseid>/getartifacts.py

Change the permission of getartificats.py chmod +x getartifacts.py
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Run getartifacts.py.

The script formats the USB2.0 drive (or USB3.0 drive for M5/Quanta based management node) and downloads the
installation files. You must provide the registry username and password, tag ID, and USB partition on the staging
server.

# _Jgetartifacts. py -t <tag id > -u <username= -p <password> -d <device_path> mgmtk8s [--proxy

<proxy=

Use the following command to verify the downloaded artifacts and container images:

# create a directory

sudo mkdir -p /mnt/Cisco

# You need to mount the partition with the steps given below:
sudo mount <device_path:> /mnt/Cisco

cd /mnt/Cisco

# execute the verification script

./test-usb

If the test-usb script reports any failures, you can unmount the USB and run the getartifacts command again
with the --retry option.

sudo . Sgetartifacts py -t <tag id> -u <username= -p <passwords> -d <device_path=> mgmtkis retry

Mount the USB and then run the test-usb command to validate if all the files are downloaded:

# create a directory sudo mkdir -p /mnt/Cisco

# You need to mount the partition with the steps given below: sudo mount <device_path= /mnt/Cisco
cd /mnt/Cisco

# execute the verification script

ftest-ush

When the USB integrity test is done, unmount the USB drive by using the following command:

# Unmount USE device
sudo umount Smnt/Cisco

Importing artifacts from the USB on to the management node.

2. On the VIM MON HA management node, use the prepared USB stick and complete the following steps:

e Insertthe USB stick into the management node drive, after you install the buildnode.iso.

e Useimport_artifacts.sh script to copy all the artifacts onto the management node. After successful completion,
the installation artifacts are copied to /var/cisco/artifacts on the management node. After the artifacts are
available in the management node, the steps to
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install HA VIMON pod remain the same.

# Run import artifacts script
ag_id>/tools

Aimport_artifacts.sh

cd ~/installer

Configure the setup data file:

HA VIM MON setup data file has a configuration to set the install mode. Set the install mode as disconnected to
prevent the management node from fetching the artifacts from Internet. For example:

INSTALL_MODE: disconnected

Air-Gapped Installation Using Software Delivery Server

The Software Delivery Server (SDS) is also called the VIM Software Hub.

VIM Software Hub alleviates the need for VIM management nodes to have internet connectivity and helps to remove
the logistics of shipping USBs to multiple pods across the enterprise for software installation or update of the cloud.
You can install and download the HA VIM MON artifacts on the SDS server.

For more information on the hardware requirements of the SDS server and steps to install artifacts, see VIM Software
Hub > Installing VIM Software Hub in Air-gapped Mode.

Configuration of Setupdata File

After you pre-install the artifacts on the VIM Software Hub, you can start the HA VIM MON installation using SDS.

1 Ensure that the br_api IP address can reach the br_private IP address of the SDS server.

e |nstall the management node with build node ISO.
e Add the following fields in the HA VIM MON setup data file.

REGISTRY_NAME: '<registry_name>'# Mandatory Parameter.

HA VIM MON setup data file requires the REGISTRY_USERNAME and REGISTRY_PASSWORD to connect to the docker
registry and fetch docker images.

To fetch the docker images from VIM Software Hub node, provide the user credentials available in the
SDS_READ_ONLY_USERS section of sds_setup_data.yaml. The details of an admin user with read or write access to
the docker registry are provided in SDS_REGISTRY_USERNA ME and SDS_REGISTRY_PASSWORD. Hence, it is
recommended that you have a read-only user on the VIM pod.

Setup File

Configuring Setup Data File for HA VIM-MON

e Overview
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e Argus Bare Metal Configuration Parameters
e General HAVIM-MON Cluster Parameters
e HA VIM-MON Stack Parameters
— Regions, Metros, and Pods
— SNMP
— Syslog Export
— LDAP Support for Grafana (VIM MON Stacks)
— LDAP Support for Grafana (VIM MON HA Cluster Monitor)

Overview
Before you begin, install the management node ISO on the management node. From the menu describing the different
types of management nodes, select HA VIM-MON management node.

Use the setup data file that describes all the parameters of HA VIM-MON cluster and the list of all monitored VIM
pods, for the installation of the HA

VIM-MON cluster after the management node is up and running. Following are the naming conventions used:

e setup data file: Refers to various versions of the setup_data.yaml file that reside on the management node.

e setup data targets file: An optional file that contains per-stack specific targets, named <stack_name>.yaml .
There can be as many target files as the number of stacks. The targets files are always associated to a setup data
file and are always located in the same directory. They are also called side car files.

e setup datafile set: Agroup of files thatinclude a setup data file and zero or more associated targets files. In most
deployments, it is simpler to use a single setup data file that contains everything including VIM target pods.

HA VIM-MON always keep a copy of the current setup data file set under /root/openstack-configs called the reference
setup data file set. The reference setup data file is /root/openstack-configs/setup_data.yaml| and must be considered
read-only for all operations. This file must never be modified directly.

For fresh installation, the reference setup data file is not expected to be present in the current workspace. A
I candidate setup data file set must be created outside the /root/openstack-configs/ directory and passed as an
argument to the installer (-setupfile <pathname>).

After a successfulinstallation, the reference setup data file set is updated with the candidate setup data file set to
reflect the current state of the cluster. You cannot directly modify or remove those files under any circumstances.

For detailed description of parameters, see the example setup data file available at: /root/openstack-
configs/setup_data.yaml.HA VIM-MON.EXAMPLE.

The following sections simply list the parameters in the setup data file.
Argus Bare Metal Configuration Parameters

You must set the following parameters for bare metal configuration for all cluster nodes:
e br_apiand br_mgmt network addressing

e Type of node (controller or worker node)

e Bare metal access credentials for configuration of cluster node (CIMC or BMC)

e Linuxroot credentials for installation of Linux on all cluster nodes

General HA VIM-MON Cluster Parameters

Configure the general parameters of the HA VIM-MON cluster:

e Internal IP address for internal load balancer for the br_mgmt network
e External IP address for external load balancer for the br_api network

e NTP and DNS servers

e Domain suffix for all external URLs to HA VIM-MON services

e Virtualrouter ID for Virtual Router Redundancy Protocol (VRRP)
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e Location of the domain CA cert bundle to access the cluster services

e  Metric scraping interval

e Metrics retention time. Defaults to 12 Weeks.

e Logrotation parameters

e Frequency of log rotation

e Maximum size of each log. When the size of the log exceeds this value, a rotation occurs.

o Number of compressed archive log files to keep for each log file. The old archive log files are deleted.

The IP addresses must be either IPv4 or IPV4+IPv6, based on selected IP version in the bare metal section.
HA VIM-MON Stack Parameters

Configure the stack properties given below:

Itis mandatory. Helps to identify each stack. The name must be in lowercase alphanumeric

Stack name characters. The only special character allowed is ' -'.

Regions, Metros,

Pods Provides the list of regions, metros, and pods that are monitored by the stack.

Regions, Metros, and Pods

The region, metro, and pod names must be unique within the monitoring domain. They can be any ASCII string. These
names are only used as a metric label value.

You must configure each region with the following parameters:
e Aregion name
e Alistof metros

You must configure each metro with the following parameters:
e A metroname
e Alistof VIM pods

You must configure each VIM pod with the following parameters:
e Apodname

® PodIP address (IPv4 or IPv6)

e Pod HA proxy certificate

e User name and password to access the pod

SNMP

You must configure SNMP for each stack only if SNMP traps are enabled. When SNMP traps are enabled, all HA VIM-
MON alerts in the stack are forwarded to the configured SNMP managers using the selected SNMP version.

You must configure the following parameters for SNMP:
e |Pv4 or IPv6 address and port to send traps to.
e SNMP version: v2c (default) or v3.
e SNMP credentials:
—  v2c-Community string
— v3-engine ID, credentials, and encryption settings

Syslog Export
You must configure Syslog export feature when you want the HA VIM-MON alerts logs to be sentto one orupto 4

remote syslog servers. When SYSLOG_EXPORT is configured, you must configure SNMP.
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Following are the parameters to be configured:
e |Pv4 orIPv6 address and port for sending the alert logs.
e Facility used by the remote syslog server (only user and local[1-7] are allowed)

CVIMMONHA_CLUSTER_MONITOR:
SYSLOG_EXPORT:

remote hosts:
- host: 10.10.10.10

facility: user
port: 514

LDAP Support for Grafana (VIM MON Stacks)

Grafana has two default users with dynamically assigned passwords and different roles: * Viewer: Cannot create new
or modify existing dashboards.
e Admin: Can create new and modify existing dashboards.

LDAP configuration consists of two main sections:
e Domain mappings
e  Group mappings

Domain Mappings

e attributes
— email
— member_of
— name
— surname
— username
e bind_dn
e bind_password
e use_ssl
e start_tls
e client_cert
e client_key
e root_ca_cert
e group_search_filter
e group_search_base_dns
® group_search_filter_user_attribute
e domain_name
e ldap_uri
® search_base_dns
e search_filter

Group Mappings

These mappings are required to authorize users from a specific group in ldap to access Grafana with Admin or Viewer
permissions.

e group_dn:'CN=group2,0U=GroupsDC=0rgName,DC=com’, org_role: Admin

e group_dn:'CN=group3,0U=GroupsDC=0rgName,DC=com’, org_role: Viewer

Users from Group Employees get Admin access for Grafana whereas users from Read-Only Employees get Viewer
privileges. For example:
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cvim_mon_stacks:

- name:
ldap:

qomstack

domain_mappings:
- attributes:

email: email

name: givenName

surname . sn

username: uid

bind_dn: <bind_dn>

bind_password: <bind_passwords=

domain_name: corp_ldapl

group_search_base_dns: ['ou=Croups,dc=0rgName,dc=com’ |
group_search_filter: "(&(objectClass=posixGroup) (memberlUid=%s})"
group_search_filter_user_attribute: uid

ldap_uri: ldap(s)://<ldap_url>:<Port>

root_ca_cert: "/root/cvimha_certs/<cert_names>"
search_base_dns: ['de=0OrgName, dc=com']

search_filter: " (uids%s)"

start_tls: false

use_ssl: true

group_mappings:
- group_dn: cne=groupZ ,ous=Groups , dce=0rgName , do=com

org_role: Admin

- group_dn: cn=groupd.ou=Groups ,dc=0rgName , dc=com

org_role: Viewer

® Only one LDAP server can be configured per stack
* LDAP supportis only enabled for Grafana Dashboard.

LDAP Support for Grafana (VIM MON HA Cluster Monitor)

VIM MON HA cluster itself is monitored by default on all VIM MON HA pods. Grafana, Prometheus, and Alertmanager
are installed in an isolated hvimmon-monitor namespace. Default admin credentials are generated during installation

to access Grafana dashboard. Also, the LDAP users are allowed to access the dashboard. Example snippet of

setup_data.yaml to add LDAP support for hvimmon-monitor is provided below:

CVIMMONHA_CLUSTER_MONITOR:

ldap:

domain_mappings:
- attributes:

email: email

name: givenName

surname: sn

username: uid

bind_dn: <bind_dn=

bind_password: <bind_password:>

domain_name: corp_ldapl

group_search_base_dns: ['ou=Croups,dc=0OrgName,dc=com’ ]
group_search_filter: "{&(chjectClass=posixGroup) (memberlUid=%s))"
group_search_filter_user_attribute: uid

ldap_uri: ldap(s)://<ldap_url>:<Port=

root_ca_cert: "/root/cvimha_certs/<cert_name>"
search_base_dns: [ do=0rgName, do=com']

search_filter: "(uid=%s)"

start_tls: false

use_ssl: true

group_mappings:
- group_dn: cn=group2, ou=Groups  de=0rgName , de=com

arg_role: Admin

- group_dn: cn=group3,ou=Groups, de=0rgName , do=com

org_role: Viewer

External Servers

LDAP support can be added or removed as a Day 1 operation using reconfigure operation.
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The servers must meet a few pre-requisites. For more information, see External Servers. You must configure the
following parameters for external servers:

e Servername

e Server IP address followed by port 9273

For more information on monitoring the external servers, see VIMMON > Monitoring External Servers Using VIM MON

HA VIM-MON Installer

Installation and Installer CLI

e Qverview

e Generalinstaller CLI

e HAYVIM-MON Operational State

® Operations and Operational State History
e Installation Procedure

e Installing HAVIM-MON

e |nstallation Failure

Overview

Following are the high-level steps for installing HA VIM-MON cluster:

e Perform hardware installation and network wiring (described earlier)
e Install the management node

e Installthe HA VIM-MON cluster

The procedure to install the HA VIM-MON management node is similar to the VIM management node installation.
To install the management node, see Management Node on UCS Servers. At the prompt, you must select HA VIM-

MON management node to indicate that you are installing a management node for the HA VIM-MON cluster.

This section describes the procedure to install an HA VIM-MON cluster from the management node and introduces
the CLI tools used to install and manage the cluster.

General installer CLI

The k8s_runner CLl is the main tool used to manage the HA VIM-MON cluster, including fresh installation, updates,
and all Day 2 operations.

This command executes in a separate detachable screen based on tmux, with SIGINT signal disabled to prevent
accidental termination of installation. If the screen session is lost, any subsequent call to k8s_runner results in
reattaching to the session that is currently in progress. This feature prevents the accidental termination of any
operation and more specifically for operations that can take a long time to complete.

The k8s_runner CLI can be executed from any location on the management node. To see all available arguments,
simply type k8s_runner --help.

HA VIM-MON Operational State

A state machine tracks the current state of the HA VIM-MON cluster on the management node and determines the
operations that can be performed at any time.
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The following diagram shows the state transitions and allowed operations:

STATE TRANSITION GRAPH
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Following are the state color codes:

e Blue: Denotes stable/nominal state.

e Red: Denotes stable/error state.

e White: Denotes transient state indicating an operation in progress.

e Gray: Denotes stable state post fresh installation of management node.

The following table gives the list and description of each state:

This is the initial state just after the installation of cluster management node. At that point, all

Uninstalled other cluster nodes are normally still uninstalled.

This is the most common nominal state where the cluster is fully installed and is scraping

Installed . .
metrics from configured VIM pod targets.

RUNNiN This is a transient state indicating that an operation is in progress. Depending on the progress of

g operation, this state exists for certain time.
This state indicates that an update operation is completed, and the cluster is waiting for the
administrator to either commit the update or rollback.

Updated No other operation other than the common read only operations (such as listing the state or
showing endpoints) is allowed in this state. Metrics collection is running with the newly updated
version of HA VIM-MON.

REP NODE This state indicates that the unrecoverable error has occurred during replace controller

- operation. This state requires TAC support to return to a nominal state.
Failed This state indicates that an unrecoverable error has occurred during installation or rollback

operation. This state requires TAC support to return to a nominal state.

The most common operations are:

e Freshinstallation (Uninstalled => Installed)

e Otheroperation allowed in the INSTALLED state and not changing state ("all other operations" in the above
diagram),

e Update to a new version of HA VIM-MON (Installed => Updated and Updated => Installed with commit)

Operations and Operational State History

The state of the cluster is preserved on the management node disk using two tables:
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e Astate transition table or installation table that contains all past state transitions with their timestamp being
limited to last 1000 state transitions.

e Anoperation history table or operation table that contains all past operations applied to the cluster, the operation
execution steps, and their timestamps being limited to last 1000 operations.

To view the state transition table and operation history tables, execute k8s_run_db CLI at any time from any state and
from any location.

# k8s_run_db -h
usage: k8s_run_db [-h] [-u] [-i] [-1 NUM_ENTRIES]

This tool helps override the failed state. Reserved for internal use.

optional arguments:
-h, --help show this help message and exit
-u, --force-state-uninstalled
This argument will reset the db but will still retain past entries
-i, --force-state-installed
This will set last entry as success in all the tables
-1 NUM_ENTRIES, --show NUM_ENTRIES
List last entries in both install and operation tables

By default, when no option is provided, k8s_run_db displays the last 20 entries in each table. To display more entries,
enter the number of entries to be displayed using the -l or —show argument.
Example of output:

# k8s_run_db

+- i e e e e e
| SEQ | Timestamp (PST) | Session | State
' ' ' B ‘
| 2 | 2021-02-01 13:39:44 | 3 INSTALLED
| 1 | 2021-02-01 11:47:58 | 1 | UNINSTALLED
‘ ' ' B +
' l ' ' | . + 4
' - - - +
| SEQ | Timestamp (PST) | Session | Elapsed | State Operation Step | Status |
Info |
L fmmmmmm—————————————— R e pmmmm——————— e e $mmmm—————
TR —— - - E—— g
| 61 | 2021-02-01 14:38:39 | 12 0:00:01 | INSTALLED | CET_ENDPOINT | Success | log=/var/log
/cvimmonha/ . |
60 | 2021-02-01 14:38:38 | 12 | INSTALLED | GET_ENDPOINT | Running | argse--get-
endpoint |
| | | | |
|
| 59 | 2021-02-01 14:35:51 | 11 0:03:21 | INSTALLED | autobackup | Success | backup=/var
/cisco/cvimmonha. . . |
| 58 | 2021-02-01 14:35:51 | 11 0:03:21 | INSTALLED | autobackup | Running
|
| 57 | 2021-02-01 14:35:51 | 11 0:03:21 | INSTALLED ADD_CVIM_POD | Success | log=/var/log
/cvimmonha/ .
| 56 | 2021-02-01 14:35:51 | 11 0:03:21 | INSTALLED |  ADD_CVIM_POD 7 | Success
|
| 55 | 2021-02-01 14:33:24 | 11 0:00:54 | INSTALLED ADD_CVIM_POD 7 | Running |
step=HELM_INFRA |
| 54 | 2021-02-01 14:33:24 | 11 0:00:54 | INSTALLED | ADD_CVIM_POD 1 | Success
|
| 53 | 2021-02-01 14:32:30 | 11 0:00:00 | INSTALLED | ADD_CVIM_POD 1 | Running |
step«VALIDATION |
| 52 | 2021-02-01 14:32:30 | 11 | INSTALLED ADD_CVIM_POD | Running | args=--add-
cvim-pod setupfile .. |
| | | | \
|
| 51 | 2021-02-01 14:32:25 | 10 0:02:56 | INSTALLED autobackup | Success | backup=/var
/cisco/cvim. |
| 50 | 2021-02-01 14:32:24 | 10 0:02:55 | INSTALLED | autobackup | Running
|
| 49 | 2021-02-01 14:32:24 | 10 0:02:55 | INSTALLED | DELETE_CVIM_POD | Success | log=/var/log
/cvimmonha/ . |
| 48 | 2021-02-01 14:32:24 | 10 0:02:55 | INSTALLED | DELETE_CVIM_POD 7 | Success
|
| 47 | 2021-02-01 14:30:04 | 10 0:00:35 | INSTALLED | DELETE_CVIM_POD 7 | Running |

sten~HELM INFRA |
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The following table gives the description of the components available in state transition table and operation history
table:

Component Description

Indicates the sequence number associated with each row. This number is monotonically

increased for each entry added in the table.

Timestamp Denotes the timestamp associated with the entry (Local time zone).

A monotonically increasing number assigned to each operation that is executed by an
administrator using the k8s_runner_db CLI. This component is present in both tables to allow a

Session cross-reference of the operations/steps with the state transition table.
In the operations table, the entries for operations that have multiple steps share the same session
number.

Elapsed Indicates the time taken for completing each operation/step.

State Indicates the initial step of the operation (first session entry) or the last state of each entry (all
subsequent entries for the session).

Operation Indicates the operation being performed.

Ste Indicates the steps executed for the current operation/session (if applicable). The step numbers

P for an operation are always increasing, but can have gaps, for example, Step 1 and Step 7.
Inf Provides additional information related to the operation or step:
nfo

Command line arguments passed location of the log file or backup file step name

Installation Procedure

Once the cluster management node is installed and ready, configure the HA VIM-MON cluster with a candidate
setup_data.yaml file, and run the HA

VIM-MON installation operation using the k8s_runner CLI. This install operation executes the following steps:
Validation

Verifies the hardware and software configuration.

Bootstrap Infra
Prepares the management node for VIM MON HA installation.

Setup Argus
Prepares bare metal installation.

Argus bare metal
Installs and configures the operating system on all configured cluster nodes.

VIM-MON Infra
Prepares the management node for Kubernetes and application installation.

Kubernetes Provisioner
Installs the Kubernetes infrastructure.

Helm Infra
Installs the HA VIM-MON application.

© 2026 HCLTech. All rights reserved. 131



Classification: Internal

You can list all steps using the -l argument:

# k8s_runner -1

CVIM-MON HA INSTALL STEPS

Operations

VALIDATION
BOOTSTRAP_INFRA
SETUP_ARGUS
ARCUS_BAREMETAL

COMMON_CVIM_MON_INFRA
KUBERNETES_PROVISIONER

HELM_INFRA

Installing HA VIM-MON

Operation ID

The normal procedure to install HA VIM-MON is to run a complete installation where all the steps are executed. This
operation is only allowed in the UNINSTALLED state.

Run the k8s_runner CLI passing install and setupfile arguments:

# k8s_runner --install --setupfile <path_to_candidate_setup_data_file>

[1/5][VALIDATION: INIT]

Input File Validations!
+

i e

MON HA ORCHESTRATOR

| Rule
+

| Status | Error |

| Schema Validation of Input File

| Check for Valid Keys
| Valid Operation Check

| Check for duplicate keys

| Check hvim-Mon Target Nomenclature
| Check duplicate hvim-Mon target

| lnfmvimmntinm

| Check Argus api network information |
| Check Argus management network

| information

| Check Argus api network information |
| Check Argus management network

| information

| Pod operations for hvim-MON-HA

+

| PASS |None |
| PASS |None |
| PASS | None |
| PASS | None |
|  PASS | None |
I nacec |None |
' | |
| l | None |
pass | '
| pass |None |
| | None |
| PAss | |

[1/5][VALIDATION: INIT]

<snin>

Omin 12secs

Omin 50secs

The installation is considered complete when the HA VIM-MON application installation is completed successfully.

Installation Failure

Installation can fail for various reasons. The most common cause of failure is the use of incorrect setup data
configuration. Most of the errors are detected in Step 1, but other errors can be detected at a later step.
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The failure recovery procedure varies based on the cluster state when the installation fails.

If the failure occurs in the early stage (Step 1 to Step 3) and the cluster is still in the installation. If the failure occurs in
the later stage (Steps 4 to Step 7) and the cluster is in Failed state, contact TAC support.

External Servers

Prerequisites for Monitoring External Servers Using HA VIM MON

You can monitor the external servers such as standalone Linux servers that are not managed by any VIM pod, using the
HA VIM-MON stack. You must provide the server name, and its IP address followed by port 9273 in the setup data file.

The servers must meet the following prerequisites:

e Prometheus collects the server metrics over unauthenticated and unencrypted HTTP connections on port 9273.

e VIMdistinguishes the metrics collected from external servers from the VIM pod metrics by a node_type label
value of external. By default, VIM

e associates the metrics for all CPUs with the label tag set to host. You can customize this with additional steps
during installation.

Default built-in alerting rules and custom alerting rules equally apply to external nodes unless restricted to certain
node types in the rule. For more information on how HA VIM-MON stack monitors external servers, see VIM Monitor

Resources

Resources for Managing HA VIM-MON Cluster

e Configuration File and Secrets

e ListService Endpoint URLs (--get-endpoint)

e Kubernetes Resources

You can manage your HA VIM-MON cluster using various commands.
Configuration File and Secrets

The reference setup data file is available at:

~/openstack-configs/setup_data.yaml

The secrets are saved under:

~/openstack-configs/secrets.yaml

e The secrets.yamlfile is readable only from the root. This file contains the username and password for accessing
Grafana, Prometheus, and Alertmanager for each stack.
e Anexample of secrets.yaml file is given below:
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Prometheus-Password-hvimmon monitor(Username:admin):YyZM5f3DdyCKxklw1vIN4iOlOM2EoRbkjb+UKmO0Sa5Y=
Grafana-Password-hvimmon-monitor(Username:admin):59QRzzo+PEedz8MDfdX26+DoaMJ/OgVgoqGWdUhDS78=
Grafana-Password-hvimmon-monitor(Username:hvimon):Hhp2TZJNZCu28plzZW3F6huBKtldH1VedtZxaC7P9dFs=
Grafana-Password-stack1(Username:admin):h72DhjEnVS/RrdnFCZmmxKRmuK/t7qjyZJJrFbTyCtM=
Grafana-Password-stack1(Username:hvimmon):J72ChjJnVS/gh3yFCZmmxKRmuK/t9qjyZJJrFbJYCtN= Prometheus-
Password-stack1(Username:admin):1Ph5AI8JUhiHgX0vjHB3WO0OWzgjy2jWfiC5egAQJuuls=
Grafana-Password-stacktsdb(Username:admin):N/ABGdX0ym5VhJ7Q/k8TO10eqRXuzvbOmU9JeunA1As=
Grafana-Password-stacktsdb(Username:hvimmon):X/Sjcjasa9hsda23/k8TO1keqRXuzvb9mU9JfunA1Cs=
Prometheus-Password-stacktsdb(Username:admin):F8SPq+1qUSKMO8EvIL+bTbL6RU8BI8Qcz/Y|zi0s7gw=

* From VIM 3.4.6, cvimmon users are read-only users for Grafana, by default. If needed, you can
configure for an existing stack as well.

Post update to cvim, 3.4.6 execute --regenerate-secrets
option with k8s_runner. For new stacks, sse --add-stack to
add cvimmon user for Grafana access.

List Service Endpoint URLs (--get-endpoint)
To get information about all available service endpoint URLs, use the following command:

# k8s_run --get-endpoint
2021-01-1502:31:05,280 INFO Runner - Executing: GET_ENDPOINT (args: --get-endpoint)

+ +
+ +

| Endpoint | Endpoint FQDN | VIP |
+ +

+ +

| prometheus-hvimmon-monitor-server | https://cvmon-queensland-hvimmon-prometheus.cisco.com |
2001:420:293: 2422::168 |

| grafana | https://cvmon-queensland-hvimmon-grafana.cisco.com |[2001:420:293: 2422::168 |

| prometheus-thanos-querier-ingress | https://cvmon-queensland-thanos.cisco.com |2001:420:293: 2422::168 |

| prometheus-thanos-ruler-ingress | https://cvmon-queensland-thanos-ruler.cisco.com |2001:420:293: 2422::168 |
| thanos-alertmanager | https://cvmon-queensland-thanos-alertmanager.cisco.com |2001:420:293: 2422::168 |

| prometheus-scalestack-server | https://hvimmon-prometheus-scalestack.cisco.com |2001:420:293: 2422::168 |
| prometheus-stackresync-server | https://hvimmon-prometheus-stackresync.cisco.com|2001:420:293: 2422::168 |
| minio | https://cvmon-queensland-minio.cisco.com |2001:420:293: 2422::168 |

+ +
+ +

2021-01-1502:31:07,321 INFO Runner - Operation GET_ENDPOINT completed successfully #

m Description and usage Typical use

Access the unified Grafana dashboard for all

Grafana most common / browser
stacks
prometheus-thanos-querier- = Send PROMQL queries to retrieve metrics most common / browser or REST
ingress from the TSDB API
prometheus-thanos-ruler- . . .
Evaluation of alerting and recording rules less common / browser

ingress
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m Description and usage Typical use

thanos-alertmanager View alerts, silence alerts common / browser or REST API
prometheus-hvimmon- Access prometheus server in charge of the Reserved for troubleshooting/tech
monitor-server HA VIM-MON cluster support

Access prometheus server associated with Reserved for troubleshooting/tech

rometheus-<stack>-server .
P the provided stack support

Reserved for troubleshooting/tech

minio Access to Minio storage cluster
support

AllLURLs are assigned the same VIP address. The HTTP server at this IP address reroutes the traffic to
the appropriate service container, based on the target FQDN provided in the URL.

Kubernetes Resources

To list Kubernetes nodes, use the following command:
# kubectl get nodes

cvmong1 Ready master 24d v1.17.8
cvmonqg2 Ready master 24d v1.17.8
cvmong3 Ready master 24d v1.17.8

In the above example, the Kubernetes cluster has three master nodes and no worker node.
To get the status of the cluster, use the following command:

# kubectl cluster-info

Kubernetes master is running at https://[2001:420:293:2422::168]:6443

KubeDNS is running at https://[2001:420:293:2422::168]:6443/api/v1/namespaces/kube-system/services/kube-
dns:dns

/proxy

To further debug and diagnose cluster problems, use 'kubectl cluster-info dump'.

Pod Operations

Supported Pod Operations

e Replacing a Controller Node (--replace-controller)
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e Adding a Worker Node
— Configuring the Setup data File for Worker Node
— Add Worker Command (--add-worker)
e Removing a Worker Node (--remove-worker)
e Regenerating Certificates
— Kubernetes Certificates (--renew-k8s-certs)
— ETCD Certificates (--renew-etcd-certs)
— Self-signed Application Certificates (--regenerate-certs)
— Custom Application Certificates
e Regenerating Secrets
— View Secrets (--list-secrets)
— Regenerate Secrets (--regenerate-secrets)
— Custom Secrets (--set-secrets)
e Regenerating oob_parameters (--reconfigure-oob-creds)
e Global Parameters Reconfiguration (--reconfigure)

AllLVIM-MON pod-operations are wrapped in a tmux session in order to avoid failures. Once the
operation is finished, the session remains open until it is manually closed with exit.

Replacing a Controller Node (--replace-controller)

You must replace a controller node, if there are hardware issues, power failure, disk failure, and so on. HAVIM-MON
provides an option to replace the controller node to help in the recovery of the controller node. A controller node can
be online or offline during controller replace operation.

The conditions for replacing the controller node are given below:

You must not change the setup data especially the node details for the replace node option.

e Thereplaced node and the defective node must have the same CIMC or BMC version.
e Youcanreplace only one controller node at a time. You cannot use the replaced node if more than one controller
node is defective.

When you replace a node, the controller node is removed from the Kubernetes cluster and replaced with a new
controller node with the same name and the hardware details.

The following example shows how to replace a controller node:

# k#s_runner replace-controller <node_name: setupfile <path_to_candidate_setup_data_file=
[root®queensland ~]# k8s_runner replace-controller cvmongl setupfile ~/Save/new_setup_data.yaml

Adding a Worker Node

You can add a worker node to the HA VIM-MON cluster in the following two ways:
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® Pre-definein the initial setup data file so that the worker node is installed when you install the HA VIM-MON
cluster.

e Add the worker node post-deployment using the --add-worker option, in a candidate setup data file.

Following are the conditions for adding the worker node to the HA VIM-MON cluster:

e You must add the hardware details of the worker node in a candidate setup data file (Argus bare metal section).

e Youcan add only one worker at a time to the HA VIM-MON cluster.

® The worker node hardware and the network hardware must conform to the same BOM defined by the HA VIM-
MON master nodes.

e You must apply the same networking schema of the HA VIM-MON masters for all worker nodes.

Configuring the Setup data File for Worker Node

You must use the following schema for defining a worker node in a setup data file. The same schema is used for the
master nodes except for the role field. You must explicitly define the role field as a worker for the worker node.

name: Workerl
oob_ip: 10.10.10.10
role: worker
ip_address:
management_1_w4: 10.10.11.10/24
management_1_gateway_w4: 10.10.11.1

api_1_w4: 10.10.12.10/24
api_1_gateway_v4: 10.10.12.1

Add Worker Command (--add-worker)
To add the worker to the HA VIM-MON cluster, use the following command:

# k8s_runner --add-worker <node_name> --setupfile <path_to_candidate_setup_data_file>

[root@matrix ~]# k8s_run --add-worker matrix04 --setupfile /root/setupdata/setupdata_snmp.yaml

2021-01-12 16:54:38,990 INFO Runner - Executing: ADD_WORKER (args: --add-worker matrix04 --setupfile /root
/setupdata/setupdata_snmp.yaml)

2021-01-12 16:54:39,055 INFO Runner - Adding Worker(s) matrix04

S
VIM MON HA ORCHESTRATOR
R
[1/5][VALIDATION: INITT [ - ]  Omin 2secs

Management Node Validations!

+ + + o+

|I Rule | Status | Error |

|ICheck KernelVersiorlw - | PASS | None |

|Iéhe|cI;.Rl-l|EL Plkgslnstall State | PASS |None |

E1 /5][VALIDATION: IN;T] C . Omin

l4sec

Input File Validations!

+ + + +

| Rule | Status | Error |

+ + +

| Schema Validation of Input File | PASS | None |
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e | |
| CVIM MON HA Check | PASS |None |
B L T Fomme—- + +

[1/5][VALIDATION:INITI [\ ]  1min 13secs

UCS Hardware Validations

I Fommme e + +

| UseCase | Status | Failure Reason |

B T e + +

| CIMC Firmware Version Check | PASS | None|
| PCle Slot: HBA Status Check | PASS | None|

| Redfish Enabled Check | PASS | None|

| Argus NIC Adapter Check | PASS | None|
| Disk Quantity and Uniformity Check | PASS | None|
B T e + +
[1/5][VALIDATION: INIT] [ DONE!] 1min 14secs

ADD_WORKER [VALIDATION] step completed [Success]

[2/5][GENERATE_INVENTORY: INIT] [ DONE!] Omin Osec
[WARNING]: Found variable using reserved name: namees Time!!] [ |7 Omin1sec
[2/5][GENERATE_INVENTORY: Get Artifacts Phase...Takes Time!!][ DONE! ] Omin2secs
[2/5][GENERATE_INVENTORY: generate-inventory-Check if Argus Site File is...

[ DONE!] Omin 2secs

ADD_WORKER [GENERATE_INVENTORY] step completed [Success]

[A5ARGUS_BAREMETAL: generate-inventory-Copy Rendered Inventory [DOME!]  Dmin Osac
File f... [¥5][ARGUS_BAREMETAL: INI
e f... [HS]L - T [DOME!]  Omin Tsec

[WSARGUS_BAREMETAL: Validating Argus Configs. ]

[3/5)[ARGUS_BAREMETAL: Initiating Argus Barsmetal node operation..] [DONE!]  Omin Zsacs
[A5ARGUS_BAREMETAL: Initiating Moda deplu)l': matri:cl]d..|l [DONE!]  Omin3sacs
[3'5][ARGUS_BAREMETAL: Servers are pxe-booting.. Takes Tima!!]

[A5ARGUS_BAREMETAL: Servers) deploy operation finished: Success] [DOME!]  Omin 3secs

[DOME!]  10mins 26secs
ADD_WORKER [ARGUS_BAREMETAL] step completed [Success] [DOME!]  10mins 33secsE

[ASCOMMON_CVIM_BMON_INFRA: Server(s) deploy operation finishead:

Success) .
[DOME!]  Dmin Osac
[WARMIMIG]: Found variable using reserved name: namsa .
[A/SICOMMON_CVIM_MON_INFRA: INIT] [ ] Omintsec
H/SICOMMON_CVIM_MON_INFRA: update-known-hosts-5et backup_name [ DONE!]  OminZ2sscs
factof .. [DONE!]  Omin 2secs

[.-]

[ASICOMMON_CVIM_BMON_INFRA: ntp-ktp date | Remove stale chronyd pid [DONE!]  4mins 31sacs
file]

DOME!]  dmins 32
[4/SICOMMON_CVIM_MON_INFRA- ntp-Ntp date | Enable chronyd service] | 1 Amins 32pecs

ADD_WORKER [COMMON_CVIM_MON_INFRA] step completed [Success)

[S/5)KUBERNETES_PROVISIONER: ntp-Mip date | Enable chronyd service] [ DONE!]
Omin O=ec

[5/5)[KUBERNETES _PROVISIONER: INIT] [ DONE! ]
Omin 4=ecs

[S/'5)[KUBERNMETES _PROVISIONER: kubeadm-Remove swapfile from fetoifstab]

[ DOME!]
Omin Gzecs
[S/5)[KUBERNETES _PROVISIONER: kubeadm-Tum swap off] [ DOME! |
Omin Bzecs
[S/5)[KUBERNETES_PROVISIONER: kubeadm-Enable SELinux] [ DONE! ]
Omin 18secs

-]
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[&E])[KUBERMETES _PROVISIOMER: telegraf-Add Telegraf to Docker Users] [ DOME! ]
Smins Jfsecs

[&E])KUBERMETES _PROVISIOMER: telegraf-Restart service Telegraf] [ OME! ]
Smins 38secs

ADD_WORKER [KUBERNETES_PROVISIONER] step completed [Success]

2021-01-12 17:16:44, 749 INFO Runner - Backing up setup_data.yaml
2021-01-12 17:16:44,778 INFO Runner - Operation ADD_WORKER completed successfully
2021-01-12 17:16:44,778 INFO Runner - Performing autobackup...

2021-01-12 17:16:44, 806 INFO Runner - Executing autobackup to
frarciscofovimmonha_autobackup

fevimmonha_autobackup 3.9.8 2021-01-12_17:16:44, disconnected insiall=Falsa
2021-01-12 17:16:44, 807 INFO Runner - Validating the current workspace. ..
2021-01-12 17:16:44,807 INFO Runner - Craating the backup...

2021-01-12 17:16:44,878 INFO Runner - Compressing the backup...

2021-01-12 17:16:45,0093 INFO Runner - Backup completed succassfully:
frarciscofovimmonha_autobackup

fcvimmaonha_autobackup 398 2021-01-12_17:16:44 1gz
The logs for this run are available at fearflogicvimmonhaladd _worker_2021-01-12_16:54:38

IADD_WORKER [COMMON_VIM_MON_INFRA] step completed [Success]
[5/5][KUBERNETES_PROVISIONER: ntp-Ntp date | Enable chronyd service] DONE!

[ ]
[5/5][KUBERNETES_PROVISIONER: INIT] [DONE! [JOmin {4secs
[5/5][KUBERNETES_PROVISIONER: kubeadm-Remove swapfile from /etc/fstab] [[DONE! [JOmin [6secs
[ ]
[ ]

Omin [Osec

[5/5][KUBERNETES_PROVISIONER: kubeadm-Turn swap off] DONE! [JOmin |8secs
[5/5][KUBERNETES_PROVISIONER: kubeadm-Enable SELinux] DONE! [JOmin [18secs

[...]

Removing a Worker Node (--remove-worker)

You can remove a worker node from the cluster if required. An HA VIM-MON cluster can operate without any worker
nodes. You can also remove all the worker nodes. After this operation, VIM deletes the node from the HA VIM-MON
Kubernetes cluster. All the running pods are automatically migrated to the other workers or masters.

The conditions for removing a worker node are given below:
e You canremove only one worker node at a time.

e You must delete the node details of the worker node from the candidate setup data file, before executing the
remove worker operation.

To remove the worker node, use the following command
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# k82 runner --rewove-worker <node nswe:> —-setupfile <path to candidate setup data filex
[rootBmatrix ~]1# k85 run --remove-worker matrix04 —-setupfile /root/setupdata’setupdats nw.yaml

2021-01-12 16£:51:17,700 INFO Bunner - Executing: PFEMNOVE WCORFER (args: —-remove-worker matrixf4 -—-setupfile
Jroot

{setupdats/setupdata nw. yaml )
2021-01-12 16:51:17,7958 INFO Bunner - Removing Worker (s) mwatrix0d

HUBHARABHEBRARA AR BUHHRRR A
# Ivim MCON HA CORCHESTRATOR
S S SN S S BN I A

[1/4] [VALIDATICH: [ - 1 Omin
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Managameani Modes Validations!

| Rula | Status | Erru-r|

| | Check Kernal Version I FA.ESI| Maona |
| Check RHEL Pkgs Install State | PASS | HCII'E |
[12[VALIDATION: INIT] | | 1 Omin 11secs

Input File Validations!

B ss s s s n e n— R — LT B m e — e R — NS R R R R m— “
| Fula | Stalual Error |
B s n e e e e e B e e e  — R R — N — “
hema ] im 1 & Iy L] ASS L

hack oo =ake m=MHan btecgs AGh Hoars

nicrea n
i 1] 1]
11/2)] | VALLIDATION: LKIT] |ODEE! [Uranlimsck
FENEN K4S Th LIDATION] miny o letsd |[Succesx

IHIT)
HE - ranaw=carcte="heck
: ku IANAW=CRCtE=CGmt Va
N - r=ranaw=-certz=Ranmx
HE rANBW=CRCtr=CmE Ua
N - sr=ranawr-certrx=Check
: ku sr=ranawr=-carctex=Check

[2FZ[KUBERMETES _PROVISIONER: kubernetas-renew-certs-Gat Validity Period... |
DONE! | 2mins Tsacs

[ZZ2][KUBERMETES _PROVISIOMER: kubernstas-renew-certs-Renew Validity Peri... |
DOMNE! | 2mins 32s8cs

[2F2[KUBERMNETES _PROVISIONER: kubernetas-renew-certs-Gat Validity Period... |
DOMNE! | 2miins S6sacs

[2F2[KUBERMETES _PROVISIONER: kubernates-renew-certs-Chack if all Pods i... [
DONE! | dmins Ssecs

[2Z][KUBERNETES PROVISIOMER: kubernates-renew-certs-Chack Clustar State] |
DOMNE! ] dmins Qsacs
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[22][UBERMETES _PROVISIOMER: kubarnetes-ranaw-ceris-Get Validity Pariod... |
DOME! ] dmins 34sacs

[2FZ[KUBERMETES _FPROWVISIOMER: kubarnetas-renew-certs-Renew Validity Peri... |
DOME! ] Amins Dsac

[272][KUBERMETES _PROVISIOMER: kubernetas-renew-certs-Gat WValidity Period... |
DOME! ] Amins 24s8cs

[272][KUBERMETES PROVISIOMER: kubernetas-renew-certs-Chack if all Pods i... [
DOME! ] 4mins 255ecs

RENEW_ KBS CERTS [KUBERNETES PROVISIONER] step completed [Succass]

2021-01-12 15:40:40 405 INFO Runner - Operation RENEW _K85_CERTS complated
successiully

Tha logs for this run ara availabla al varlogicvimmonhalransw _kBs_carts_2021-01-
12_15:35:58

: Ervanz thal the kzhecil comnmarsls comlizue 1o wink pod renew-bfs-ceris opanian

For any wreniiinieed gmn dirng buberd | corremand excaution |.|1J:J: e sdawn cany 1= L0 AR EImET reeake
Ty Srickabormederadnin con’ rom Kuberacies mesier sisds o frondt fubseoonfie m the HA marsgencn
e

ETCD Certificates {--renew-etcd-certs)

Toreganerate ETCD cedtificatas, use the following command:

1tHoossnz land § kEr_runnerc CECH=BECo=certa
L 2 4 o EESU 7= RERIS ERT jarax: CENAH=At =]
I | I Runne Fu N QErnsc antd teoir FEHEW _E IFTh
gRgdgdgdigddaina
hwim HOCH A OF
gigdgdgddiddaiaa
£ ALIDKTICH T Taln Emm
Hanagemsnt im & =1
Auls Staktum C
k Vs L Yesrminor A Soarels
-heck FIEL Pkg N Gtwk® | FASS dars
WALIOARTICH: IHIT| 1 —rin llzecx
nput T N
Al Skmkl Error
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REKEN ITCO CERTS [VALIDATION| atep complstnd |[Socceax]

{pd| [FMOEERHETES FRODWISIONER: HIT| 1
{pd| [FMOEERHETES FRODWISIONER: = o esde=Centigues “he=k 212 mbzd sla... | CioHE
{id| [FOEERHETES FROWISIONER: cd oearede=Gat Walidikey Ferciced far all k... | CoHE
{id| [FOEERHETES FROWISIONER: e o redn=Parasw Validity Fercisd for all...

did | [FOEERHETES FRODWISIOHER cd oearede=Gat Walidikey Ferciced far all k... | CoHE

REREN ETCO CERTS |[KIFEERRETES FROVWISIONER| sbtmp complsibsd

Self-signed Application Certificates [--regenerate-certs)

To regenarate self-signed application carificates, uss the following command:

# kBs_runner --regeneraie-cerls —selupfile <path_lo_candidale_setup_data_file=
[root@oueansland - # kBs_run --regenarate-caris --setupfile Savelselup_data_certs.yamil

2021-01-12 15:46:35,738 INFO Runner - Executing: REGENERATE_CERTS (args: —
reganarata-carls --satuphile Sava

Jselup_dala_ceris.yaml]
2021-01-12 15:44:21 386 INFO Runner - Runming genearic handlar for REGEMERATE_CER™

VIR BMOMN HA ORCHESTRATOR

[1Z]WVALIDATION: INIT] [ - 1 Omin 25acs

Managemeani Modes Validations!

| Check Kernal Yersion | PASS | Mana |
| - | .- [— |
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| Check RHEL Pkgs Install State | PASS | None |

+ * * +

[1/2][VALIDATION: INIT] [ I ] Omin 11secs

Imput File Validations!

+ + + +
| Rule | Status | Error |
+ + + +
Schema Validation of Input File PASS | None
Check duplicate Cvim-Mon target PASS | Mone
Information
+ + + +
[1/2)[VALIDATION: INIT] [ DOME]

REGEMNERATE_CERTS [VALIDATION] step completed [Success)

[2/2][HELM_INFRA: INIT] [ DONE]
[2/2)[HELM_INFRA: nginx-ingress-controller-Check whether helm binary exi... [ II}DNE]
[2/2)[HELM_INFRA: nginx-ingress-controller-List installed Helm chartz.)] [ DOME]
[2/2][HELM_INFRA: nginx-ingress-controller-Get Helm Parent Directory| | DOME]

[--]
EEJ_A[H ELM_INFRA: prometheus-CWIMMOM-stackresync->Replace CVIM- [ DOME]

!.n E].. ClJIEr{'EI[HELM_INFRA: prometheus-CVIMPMOMN-stackresync- | DOME]
eplace -
;ﬂnﬂﬁgrgre.-. |2f2][HELM_INFRA: prometheus-CVIMMON-stackresync- | DOME]
elete
all Cert Sensit...

REGEMERATE_CERTS [HELM_IMFRA) step completed [Success]
2021-01-12 15:55:35, 202 INFO Runner - Backing up setup_data yaml

Omin 12secs

Omin dzecs
Omin 5zecs
Omin 5zecs
Omin Bzecs

Imins 21secs
3mins 21secs
3mins 2Bsecs

2021-01-12 15:55:35,206 INFO Runner - Operation REGEMERATE_CERTS completed

successfully 2021-01-12 15:55:35 207 INFO Runner - Performing autobackup...

2021-01-12 15:55:35,271 INFO Runner - Executing autobackup to
fvar'ciscofcvimmonha_autobackup

Mhvimmonha_autobackup 3.9.5 2021-01-12_15:55:35, disconnected install=Falze 2021-01-12

15:55:35,271 INFO Runner - Validating the current workspace...

2021-01-12 15:55:35,333 INFO Runner - Creating the backup... 2021-01-12 15:55:35 456

IMFO Runner - Compressing the backup...
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2021-01-12 15:55:35,793 INFO Runner - Backup completed successiully:
fvar'cisco/cvimmonha_autobackup

fcvimmonha_autobackup 3.9.5 2021-01-12_15:55:35.1gz

The logs for this run are available at fvarflog'cvimmonha‘regenerate_certs 2021-01-
12_15:51:51

Custom Application Certificates

Get Endpoint Command {--get-endpoint)

With central VIM-MON, vou can provide trusted CA signed x509 certificates which are used to
access the Prometheus, Grafana, and Alertmanager applications in the Ha VIM-MON cluster.
If certificates are not provided, self-signed certificates are generated for these URLs by
default. To find the ingress URLs configured for Prometheus, Grafana, and Alertmanager in
each stack, execute the following command:

[rooti@queensland ~]8 k8s_runner —get-endpoint

2021-01-12 13:05:14 471 INFO Runner - Execufing: GET_ENDPOINT (args: —get-endpoint)

| Endpaint | Endpoint FGDN~ |VIP |

| prometheus-cvimmon-monitor-server | htips:fecvmon-gueensland-cvimmaon-
prometheus cisco.com | 2001:420:293: 2422168 |

| grafana | https:fovmon-queensiand-cvimmon-grafana.cisco.com | 2001:420:293:
2422168 |

| prometheus-thanos-querier-ingress | https:fovmon-guaensland-thanos. cisco.com |
2001:420:203: 2422168 |

| prometheus-thanos-ruler-ingress | hitps/icvmon-gueensland-thanos-ruler.cisco.com |
2001:420:293: 2422168 |

| thanos-alertmanager | https:#fovmon-queansland-thanos-alertmanager.cizco.com |
2001:420:2935: 2422168 |

| prometheus-scalestack-server | hitps//hvimmon-prometheus-scalestack_cisco.com
| 2001:420:293: 2422::168 |

| prometheus-stackresync-samver | hitps/fhvimmon-prometheus-stackresync cisoo.com
| 2001:420:293: 24221168 |

| minio | hitps-ficvmon-queensiand-minio.cisco.com | 2001:420:283: 2422::1648 |

2021-01-12 13:05:17, 349 INFO Runner - Operation GET_EMNDPOINT completed successiully
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Based on the result, you can use the application FQDN's as Common Name (CN) or alternative DNS names in the
x509 certificate. The central VIM-MON supports two types of custom x509 Certificates:

e Domain levelwildcard certificates

e Stack level certificates

Atrusted CA signed certificate comprises of multiple files (root CA certificate, intermediate CA certificate, application
certificate, and certification key). A Privacy Enhanced Mail (PEM) bundle comprising of all these files must be created
using the following steps:

$ cat user-ca.crt >> user-bundle.pem ( Root CA and intermediate CA ) (Optional)

CAt USer.crt >> u bundle. pem { Certificate file )

$
$ cat user.key > user-bundle.pem { Key File )
$

mv user-bundle.pem /root/cvimha_certs
1 Private key of a trusted CA signed certificate must not have any passphrase (non-encrypted key)

Domain Level Wildcard Certificates

Awildcard certificate can support multiple subdomains for a particular domain. To generate this certificate, ensure

that the following conditions are met:

e Must match the cvimmon_domain_suffix defined in the setup data file.

e Mustbe defined at a global level in the setup data file so that it can be used to access Grafana, Prometheus, and
Alertmanager of all VIM-MON stacks.

An example of wildcard certificate is provided below:

§ grep cvimmon_domain_suffix /root/openstack-configs/setup_data.yaml
cvimmon_domain_suffix: lab._test.com

% openssl x509 -in /root/cvimha_certs/user-bundle. pem -text -noout

Subject: C=US, ST=California, LeSan Jose, 0=IT, CN=*_ lab.test.com

To define a domain level custom certificate, edit the setup data file and add the path to the certificate as given below:

$ grep cvimmon_domain /root/openstack-configs/setup_data.yaml
cvimmon_domain_suffix: lab. test.com
cvimmon_domain_ca_cert: /root/evimha_certs/user-bundle . pem

® You can switch from self-signed certificate to custom certificates or vice versa using the --regenerate-certs command line option. You can add

® the appropriate certificate path in the candidate setup data file and run the --regenerate-certs for using the certificate.

® If you remove the certificate path from the candidate setup data file and re-run the k8s_runner --regenerate-certs, you are switched back to
self-signed certificates.

Regenerating Secrets

During the deployment of VIM MON HA cluster Grafana, Prometheus and AlertManager passwords are auto
generated. These passwords are for admin user and can be used to access respective dashboards. Additional CLI's
have been provided with k8s_runner.py script to list passwords for each stack and regenerate passwords.

To configure passwords for above services, use the following:

e Regenerate Secrets
e Custom Secrets

View Secrets (--list-secrets)

To view passwords for each application, first execute list-secrets command to fetch the secret keys.
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[root@queensland ~]# k8s_runner --list-secrets
2021-01-12 13:26:29,171 INFO Runner Executing: LIST_SECRETS (args: --list-secrets)
v

Secret Keys

i

| Grafana-Password-monitoring (Username:admin)

| Grafana-ReadOnly-Password-monitoring (Username: cvimmon)
t

Thanos-Password-monitoring (Username : admin)

After fetching the secret keys, execute get-password command with secret key to view the configured password for
the service.

Get Password Command (--get-password)

[root®gueensland ~]# k8s_run get-password "Crafana-Password-monitoring (Username:admin) "

2021-01-12 13:27:10,970 INFO Runner Executing: GET_PASSWORD (args: get-password Grafana-Password-monitoring
(Username:admin) )

Secret Key Password

i
|
i ' '
| Crafana-Password-monitoring (Username:admin) 4nBAVORSwbWaDwqQ1REp/ XqpEASANO 2 1ecICDCL+E3U

i

Secret key must be provided in double quotes ("") with --get-password cli.

Regenerate Secrets (--regenerate-secrets)

To regenerate all passwords at once, use the following command:

[root@queensland ~]# k8s_runner --regenerate-secrets

2021-01-1218:23:19,090 INFO Runner - Executing: REGENERATE_SECRETS (args: --regenerate-secrets) 2021-01-12
18:23:21,866 INFO Runner - Regenerating Application Secrets

B VIM MON HA ORCHESTRATOR #H#
[1/2][VALIDATION:INITI [ | ]  Omin 3secs

Management Node Validations!

+ + + o+

| Rule | Status | Error |

+ + +
| Check Kernel Version | PASS | None |
([ |
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| Check RHEL Pkgs Install State | PASS |None |

+ o+

[1/2][VALIDATION:INITI [ | ]  Omin11secs

Input File Validations!

+ + + +

| Rule | Status | Error |
+ + + +

| Schema Validation of Input File
[ ..
| Check duplicate Cvim-Mon target

| PASS |None |

[

| PASS |None |

| Information | | |

+ + + +

[1/2][VALIDATION: INIT] [ DONE!] Omin 12secs

REGENERATE_SECRETS [VALIDATION] step completed [Success]

[2/2][HELM_INFRA: INIT] [ DONE!] Omin 4secs

[2/2][HELM_INFRA: nginx-ingress-controller-Check whether helm binary exi... [ DONE!] Omin 5secs
[2/2][HELM_INFRA: nginx-ingress-controller-List installed Helm charts.] [DONE!] Omin 5secs
[2/2][HELM_INFRA: nginx-ingress-controller-Get Helm Parent Directory] [DONE!]1 Omin6secs|[ ]
[2/2][HELM_INFRA: prometheus-CVIMMONS-stackresync->Delete temporary auth ... [DONE!] 11mins 18secs
[2/2][HELM_INFRA: prometheus-CVIMMON-stackresync->Save the password ins... [DONE!] 11mins 22secs

REGENERATE_SECRETS [HELM_INFRA] step completed [Success]

2021-01-1218:34:57,512 INFO Runner - Operation REGENERATE_SECRETS completed successfully 2021-01-12
18:34:57,514 INFO Runner - Performing autobackup...

2021-01-1218:34:57,580 INFO Runner - Executing autobackup to /var/cisco/cvimmonha_autobackup
/cvimmonha_autobackup_3.9.5_2021-01-12_18:34:57, disconnectedinstall=False 2021-01-12 18:34:57,580 INFO
Runner - Validating the current workspace...

2021-01-12 18:34:57,641 INFO Runner - Creating the backup... 2021-01-12 18:34:57,785 INFO Runner - Compressing
the backup...

2021-01-12 18:34:58,109 INFO Runner - Backup completed successfully: /var/cisco/cvimmonha_autobackup
/cvimmonha_autobackup_3.9.5_2021-01-12_18:34:57.tgz

The logs for this run are available at /var/log/cvimmonha/regenerate_secrets_2021-01-12_18:23:19

Custom Secrets (--set-secrets)
You can set custom passwords for Grafana and Thanos applications. To configure custom passwords, use the below
command:

[root@queensland ~]# k8s_runner list-secrets

2021-01-12 13:26:29,171 INFO Runner Executing: LIST_SECEETS (args: list-secrecs)

Secret Keys

Gr 1a-ReadOnly-Pas
Thanos-Password-monitoring (Username :admin)

i
|

} - ST

| Grafana-Password-monitoring (Username:admin)

| rd-monitoring (Username: cvimmon)
|

i

To change password, create a new yaml file and the key you want to set for password. For example:

To change password for Grafana-Password-monitoring, create a file and update the file with following:

Grafana-Password-monitoring(Username:admin): "<New Password>"
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! Ensure that you use the same key name as shown in the output including Username:admin, otherwise the
command is not executed.

Password Policy

Only alphanumeric and special characters are allowed for secrets.

Passwords must contain at least one letter, one special character, a digit, without blank spaces.
e Password length must be >=8 and <= 44.

Allowed special characters [_@./#+-=]\

Save the yaml file where you entered the custom password and execute the following command:

[root@queensland ~]# k8s_runner --set-secrets /root/Save/new_secrets.
yaml
2021-01-1213:13:06,369 INFO Runner - Executing: SET_SECRETS (args: --set-secrets /root/Save/new_secrets.yaml)

HHHHHHHHHHHHE
VIM MON HA ORCHESTRATOR
HIH

[1/2][VALIDATION: INITT [/ ]  Omin 6secs

Management Node Validations!

+ + ++

| Rule | Status | Error |

+ + ++

| Check Kernel Version | PASS | None |

| Check RHEL Pkgs Install State | PASS | None |
+ + ++
[1/2][VALIDATION: INIT] [ | ] Omin 11secs

Input File Validations!

+ + + +
| Rule | Status | Error |
+ + + +
| Schema Validation of Input File | PASS | None |
[ ... [ ... ... |
| Check duplicate Cvim-Mon target | PASS | None |
| Information | | |
F e e R + +
[1/2][VALIDATION: INIT] [DONE!]0min 12secs

SET_SECRETS [VALIDATION] step completed [Success]
[2/2][HELM_INFRA: INIT] [DONE!]0min 4secs
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[2/2][HELM_INFRA: nginx-ingress-controller-Check whether helm binary [DOMNE!]Omin 5secs

%QLHELM_INFRA: nginx-ingress-controller-List installed Helm charts.] [DONE!]Omin 5secs
[ZKQLHELM_INFRA: nginx-ingress-controller-Get Helm Parent Directory] |[DONE!]0Omin 6secs

EZ;’QLHELM INFRA: prometheus-stackresync->Get Helm Parent [DDNE']2min5

irect ecs

ZIQLHELM INFRA: prometheus-stackresyng->Check whether Helm App [DONE']mes
dsecs

[2!4HELM_INFRA. rometheus-stackresync->Checking for Required [DDNE!]3m|ns 3secs

Files an...

SET_SECRETS [HELM_INFRA] step completed [Success]

2021-01-1213:16:25,601 INFO Runner - Operation SET_SECRETS completed successfully 2021-01-12 13:16:25,603
INFO Runner - Performing autobackup...

2021-01-12 13:16:25,669 INFO Runner - Executing autobackup to /var/cisco/cvimmonha_autobackup
/cvimmonha_autobackup_3.9.5_2021-01-12_13:16:25, disconnectedinstall=False 2021-01-12 13:16:25,670 INFO
Runner - Validating the current workspace...

2021-01-1213:16:25,732 INFO Runner - Creating the backup... 2021-01-12 13:16:25,869 INFO Runner - Compressing
the backup...

2021-01-1213:16:26,207 INFO Runner - Backup completed successfully: /var/cisco/cvimmonha_autobackup
/cvimmonha_autobackup_3.9.5_2021-01-12_13:16:25.tgz

The logs for this run are available at /var/log/cvimmonha/set_secrets_2021-01-12_13:13:06 [root@queensland ~]#
Regenerating oob_parameters (--reconfigure-oob-creds)

For deployment of VIM-MON HA cluster, you can reconfigure the following parameters on Day 2 as an option.
e 00b_username, oob_password at the global or node level
e oob_password_hash for access via KVM console

Listed below are the steps on how to achieve the reconfiguration:

e Copythe VIM-MON HA setupdata from /root/openstack-configs/ into a local location.

e Update the oob_username, oob_password, and/or password_hash, and manually copy of the setup_data created
from Step 1. You need to update the common_info section and the individual oob_password for each server and
then run the reconfigure option:

ARGUS_BAREMETAL -
common_info:

oob_password: <"new password”=
password_hash: «<password_hash=

SITE_CONFIG:
clusters:

name: <cluster_name:

SErvers:
ip_address: <ip_address=
[oob_password] @ <oob_passwords

Ensure that the new password satisfies at least three of the following conditions:
e Must contain at least one lower case letter.

e Must contain at least one upper case letter.

e Mustcontain at least one digit between 0 to 9.
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e One of these special characters !$@%"-_+=
e Must be 8to 20 characters long with no spaces

1 Do not change OOB password directly in the exiting setup_data in /root/openstack-configs/

Run the reconfiguration command to update the setup_data as follows:

[roct®mgmtl ~]#
[rooct@mgmtl ~]#
[rooct®mgmt]l ~]#
[root@mgmtl ~]#
[root®mgmtl ~]#
[roct@mgmt]l ~]#
[root@mgmt]l ~]#

cd /froots

mkdir MyDir

cd MyDir

cp Jrootsopenstack-configs/setup_data.yaml CVIMMONHA  yaml <my_setup_data_cvimmon_ha.yaml=
cp <my_setup_data_cvimmon_ha.yvaml> <setup_data.yaml.CVIMMONHA original .vaml=

vi my_setup_data_cvimmon_ha.yaml (update the relevant sections of the file)

k8s_runner --reconfigure-ooch-creds --setupfile <location of setup data file where these

o h;mgc::—'; were made:>

1 After successful completion of the OOB Password, the reconfiguration triggers an auto-back if the management node auto-back
recovery feature is enabled. If the oob_password reconfigure fails, contact Cisco TAC for recovery.

Global Parameters Reconfiguration (--reconfigure)

The following parameters can be reconfigured with the --reconfigure operation:

Parameter name Description

log_rotation_frequency Specifies the frequency of log rotation.

log_rotation_size

log_rotation_del_older

Indicates the maximum size of each log. A rotation occurs if the log size exceeds

the maximum value.

file. The old archive log files are deleted.

CVIMMONHA_CLUSTER_MONITO All parameters related to SNMP can be reconfigured with the limitation that

R:SNMP
SYSLOG_EXPORT

enabled cannot be set to False once it is configured to True
All parameters related to syslog export can be reconfigured.

To reconfigure any of the above parameters, you must update them in a candidate setup data file and run the
k8s_runner command with the reconfigure option.

The following example shows how to use the reconfigure option:

k8s_runner --reconfigure --setupfile <path_to_candidate_setup_data_file>
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Stack Operations

Stack Operations

* Overview of HAVIM-MON Stacks ¢ Adding a Stack (--add-stack)
Deleting a Stack (--delete-stack)
Adding, Updating, and Deleting VIM Pod Targets in a Stack
— Adding a Target VIM OpenStack Pod (--add-CVIM-pod)
— Reconfiguring a VIM OpenStack Pod (--reconfigure-CVIM-pod)
— Deleting a Target VIM OpenStack Pod (--delete-CVIM-pod)

Overview of HA VIM-MON Stacks

An HAVIM-MON stack is a set of containers responsible for collecting metrics from a set of VIM pods that are grouped
in the same metro or different metros from the same region or from different regions.

At least one stack must be created to collect metrics from VIM pods. In most deployments, this single stack is
sufficient to monitor all VIM pods. Only in few very large deployments, it may be necessary to create more than one
stack to scale properly.

Each stack is identified by its name and provides the following services:
e Collection and short term storage of all the metrics generated by monitored VIM pods.
e Persistence of collected metrics in the Minio object store.

The scraping of these pods is randomly spaced within the interval window to balance the load both on the network
and VIM pods.

Each stack runs two independent instances of Prometheus servers that collect metrics from the same set of VIM pods
concurrently. As the Prometheus servers run on different cluster nodes, any node failure will therefore only impact
one scraper. In steady nominal state, the metrics are duplicated in the Minio storage and are deduplicated at query
time.

The collected metrics are retained in local memory and local storage for blocks of two hours before they are written to
the Minio object store.

Scale limitations

The main load of a stack is related to the following activities:

e Collecting metrics from all the remote VIM pods at the configured interval (networking load).

e Process and store these metrics into the Minio object store (CPU and storage load).

e Handling metric queries coming from Grafana front-end or from external applications for short term metrics (CPU
and storage load).

Depending on the total number of metrics to process, each stack can use a substantial amount of CPU, memory,

storage, and network bandwidth. In the current version with the recommended HA cluster hardware:

e Therecommended limit per stack is 8,000 nodes or 1,000 VIM pods - whichever comes first (using 1m sampling
interval).

e Therecommended maximum number of stacks per HA cluster is 1+m stacks per cluster, where m is the number
of worker nodes (excluding the controller nodes).

For example, an HA cluster configuration with three controller nodes and three worker nodes can run up to four
stacks for a total of 32,000 nodes or 4,000 VIM pods. Such large configuration can typically process in the order of 1
million metrics per second (or a quarter million metrics per second per stack).

Adding a Stack (--add-stack)

All stack operations are allowed only when the cluster is in the INSTALLED state.
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After a fresh installation, the cluster will have no stack defined and adding a new stack will be the first operation in
order to monitor VIM pods.

You can execute the add-stack operation after adding 1 or more stack descriptors to the cvim-mon-stacks list in the
candidate setup data file. Each stack name must be unique in the reference setup data file. The new stack being
added can be configured with or without any VIM pod targets as VIM pod targets can be added subsequently (see the -
-add-cvim-pod operation).

Avalid stack nhame can be any alphanumeric string with "-"
special characters suchas"_", "*", "%", ...).

included. Any other character is not allowed (including

Example of new stack descriptor added in the candidate setup_data.yam!l file without any VIM pod target:

cvim-mon-stacks:

name: production-stackl

Any changes to the candidate setup data file besides adding new stacks to the cvim-mon-stacks list resultin a
validation failure. After updating the candidate setup data file, run the add-stack operation using the following
command:

# k8s_runner --add-stack --setupfile <path_to_candidate_setup_data_file>

Deleting a Stack (--delete-stack)

You can execute the delete-stack operation after deleting the stack descriptors from the candidate setup data file.
Any changes to the candidate setup data file besides deleting stacks from the existing cvim-mon-stacks list resultin a
validation failure.

After updating the candidate setup data file, execute the k8s_runner command with the delete-stack option: The
following example shows how to use the reconfigure option:
# k8s_runner --delete-stack --setupfile <path_to_candidate_setup_data_file>

Adding, Updating, and Deleting VIM Pod Targets in a Stack

The Prometheus servers in each stack are configured to pull metrics from the list of configured target VIM pods at the
configured interval. These pull requests are scheduled concurrently to spread equally within the interval window. This
action enables a better distribution of the bandwidth within each scrape interval.

Each VIM pod target must be associated with a given region and metro. Aregion is identified by its name which can
have any alphanumeric character with "_" and "-". Few examples of region names are East, West, Asia, US1, and US-1.

Aregion can contain one or more metros. Each metro is identified by a name which can have any alphanumeric
character with "_" and "-". Examples of metro names: are LosAngeles and Bay-Area-3.

You can add VIM pods as targets once they are configured or reconfigured with VIM-MON enabled and central set to
True. Ensure that you explicitly use a sampling interval of one minute (instead of the default 15 seconds) to match the
default 1m sampling interval configured in the HA VIM-MON cluster. Following are the details of setup_data.yaml for a
VIM pod:

Pod Setup data for monitoring by HA CVIM-MON cluster

CVIM_MON:
central: true
enabled: true
polling intervals:
high frequency: 1m

i One important limitation is that an HA CVIM-MON cluster configured to use IPv6 (ARGUS_BAREMETAL: DHCP_MODE: vB) also requires the
Cisco VIM pods to be dual stack (IPv4 and IPv6). Cisco VIM pods configured in IPv4 are not monitored by IPv6 HA CVIM-MON.
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The following VIM pod information are required to monitor the VIM pod from an HA VIM-MON cluster:

ip VIM pod scraping IP address and port The IP address is available in /root/openstack-
configs/setup_data. yaml:
For dual stack pod:
external_lb_vip_ipv6_address
Foripv4 only pod:
external_lb_vip_address
Always use the port 9283.

cvim_mon_proxy_passw Denotes the password to access the Use this CLI:

ord scraping service point hvim list-secrets --getpassword
CVIM_MON_PROXY_PASSW ORD
cert Indicates the pod CA certificate file /root/openstack-configs/haproxy-ca.crt

In case of an IPv6 HA VIM-MON cluster, always use the external_lb_vip_ipv6_address IP address. The configured IPv6
address must be given within square brackets followed by the port. For example:

ip: '[2001:420:293:2426:172:29:84:252]:9283'

In case of IPv4 HA VIM-MON cluster, use the external_lb_vip_address |IP address and append the 9283 port, example:

ip: 10.1.1.1:9283

The CA cert file must be copied from the VIM pod to the /root/cvimha_certs/ directory on the HA VIM-MON cluster
management node and with a unique name.

In case where all the VIM pods share the same CA cert file, that cert file needs to be copied only once. If multiple CA
cert files are used, they must be copied with a different name in that directory.

Adding a Target VIM OpenStack Pod (--add-VIM-pod)

You can execute the add-cvim-pod operation after adding 1 or more new VIM OpenStack targets to the existing stacks
of the cvim-mon-stacks list in the candidate setup data file. Target names must be unique and must have a unique
target IP. Any changes to the candidate setup data file besides adding new targets to existing stacks resultin a
validation failure.

Example of IPv6 VIM pod target added to a stack descriptor (proper indenting with spaces is important), using the
region US and metro BayArea:

cvim-mon-stacks:
name: production-stackl
regions:
name: US
metros:
name: BayArea
pods:
- cert: froot/cvimha certs/stormflyc-haproxy.crt
cvim_mon_proxy_password: n6SrceYXxpsyCKUsM
ip: "[2001:420:203:2426:172:29:84:252] :9283"'
name: stormflye

username: admin

After updating the candidate setup data file, execute the add-VIM-pod operation using the following command:
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# k8s_runner --add-cvim-pod --setupfile <path_to_candidate_setup_data_file>
Reconfiguring a VIM OpenStack Pod (--reconfigure-VIM-pod)

You can use the reconfigure-cvim-pod option to update the HA proxy certificate (cert) and HA CVIM-MON proxy
password (cvim_mon_proxy_password) of each pod.

You can execute the reconfigure-cvim-pod operation after changing the certificate or the proxy password keys of the
existing OpenStack targets from the existing stacks in the candidate setup data file. Any changes to the candidate

setup data file besides these keys in the existing cvim-mon-stacks list result in a validation failure.

After updating the candidate setup data file, execute the reconfigure-cvim-pod operation using the following
command:

# k8s_runner --reconfigure-cvim-pod --setupfile <path_to_candidate_setup_data_file>

Deleting a Target VIM OpenStack Pod (--delete-VIM-pod)

You can execute the delete-cvim-pod operation after deleting the existing OpenStack targets from the existing stacks
in the candidate setup data file. Any changes to the candidate setup data file besides deleting targets from the
existing cvim-mon-stacks list result in a validation failure.

After updating the candidate setup data file, execute the delete-cvim-pod operation using the following command:

# k8s_runner --delete-cvim-pod --setupfile <path_to_candidate_setup_data_file>

HA VIM-MON Update

@ There is NO, HA CVIM-MON support in 5.0.3, since this is the first release version in cvim 5.0.x where HA CVIM-MON is supported.

Updating Software of HA VIM MON Nodes

e Updating to New Version
e Rolling Backto Previous Version

=Committing Updated Version

You can update the software of HA VIM-MON nodes using the following three actions:

e

Update Gets the new software version and updates the HA VIM-MON software in the nodes. If successful, the
cluster is set to the Updated state. From that state, the update must be committed or rolled back.

Rollback Rolls back to the previous version of the software if the updated cluster is not satisfactory.

Commit Commits the software update. You cannot perform a rollback to an older version, after you commit the
software.

Updating to New Version

When HAVIM-MON is in the INSTALLED state, it is possible to update to a new version using the update operation. The
update operation performs the following steps:

e  Extracts the new software version and the container images.

e Updates the software and containers in the management nodes.

e Updates the software in the HA VIM-MON controller and worker nodes.

e Updates the HAVIM-MON stacks.
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Following are the steps to update the software of HA VIM-MON nodes:

e  Getthe mercury-installer.tar.gz" file corresponding to the new version, based on the installation type.

e |Initiate the update operation using the k8s_runner CLI and passing the file pathname with the --update option
from any directory:

k8s_runner --update <pathname>

The cluster is set to Updated state after successful completion. The mercury-installer.tar.gz file can be safely deleted,
after the update is completed.

Rolling Back to Previous Version

You can invoke the rollback operation from the Updated state to roll back to the previous software version if there are
problems after the software update.

To roll back the update, execute the following command from any location:

k8s_runner --rollback

Starting from 4.4.4, CVIM-MON HA rollback to previous versions like (4.4.X (X =1,2,3) cannot be possible.
Invim 4.4.4, the kubernetes version is 1.25 whereas the previous version is 1.21

Committing Updated Version

You can invoke the commit operation from the Updated state and commit the software update. You cannot rollback to
an older version, after you commit the software.

The commit operation performs the following:

e The old version of the software running in the containers of the management node is removed.
e The software version of the HA VIM-MON stacks is committed with the running version.

e Allintermediate files and temporary files are removed.

To commit the update, execute the following CLI command from any location:

k8s_runner --commit

If successful, a backup of the management node is performed automatically at the end of the commit operation
(auto-backup).

Custom Grafana Dashboards

Custom Grafana Dashboards for HAVIM MON

e Overview
e Listing Custom Dashboards

Saving Custom Dashboards from Grafana to Management Node
Uploading Custom Dashboards from Management Node to Grafana Server

Most Common Use Cases and Best Practices for Managing Custom Dashboards
e Creating and Saving First Custom Dashboard

e Adding or Modifying Dashboards

e Uploading Custom Dashboards on Freshly Installed Cluster
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Overview
HA VIM-MON allows you to create, persist and upload custom dashboards to Grafana.

Custom dashboard can be created directly from any Grafana session when logged in as admin. Once these new
dashboards are saved from the Ul, they can be persisted on the cluster management node using the k8s_runner CLI (-
-save-dashboards). These dashboards will be saved on the local disk in the system custom dashboard folder. This
folder is backed up by any backup operation. In the current version, you must create custom dashboards at the top of
the dashboards hierarchy as folders are not persisted.

Built-in dashboards may be modified but are never persisted by k8s_runner. The only way to make permanent changes
to the content of a built-in dashboard is to duplicate that dashboard as custom dashboard and modify the copy (all
from within the Grafana Ul).

You can copy the custom dashboards that have been persisted on the management node to a user-specified
directory, for archiving or versioning. For example, these dashboard files can be saved in a version control system.
Conversely, you can upload the custom dashboards from a user-specified directory to the system custom dashboard
folder and to Grafana using the --upload-dashboard option. This is useful, for example to install or update a set of
custom, dashboards across multiple HA VIM-MON clusters starting from development cluster to production cluster.

Grafana server management node
system custom
dashboards folder
custom
—
dashboard <path>
I user custom
dashboards folder
. ' [~dir-path <path>]
live custom save-dashboards (e custom |
dashboard 1/ dashboard | I
™
uploadvdashboards
~dir-path <path>
user sync
user custom custom |
offsite archive | dashboard |
(eg GIT) |
Use the following k8s_runner option to manage custom dashboards:
# k8s_runner -h
--cvimmon-custom-dashboards
Required key to execute operations on grafana custom dashboards (--list/save/upload-dashboards)
—--save-dashboards Save custom dashboards from Grafana server to mgmt node or to folder specified by --dir-
path
--list-dashboards List custom dashboards
—--upload-dashboards Upload custom dashboards to Grafana and persist to mgmt node from folder specified by --
dir-path
——force Delete dashboards in the destination if they are missing in the source.
--preserve (deprecated)
--dir-path <custom dashboard folder pathname>
Upload (mandatory): upload from folder, Save (optional): save to folder
—-—-dry-run To view the changes done on Grafana. No actual changes will be made.
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Use --cvimmon-custom-dashboards if you want to execute any operation related to custom dashboards. It must
always be paired with one of the following options:

e —-list-dashboards
e --save-dashboards
e --upload-dashboards

Listing Custom Dashboards
To list current custom dashboards, use the following command:
# k8s_runner --cvimmon-custom-dashboards --list-dashboards

This command lists all custom dashboards and their states. A custom dashboard can be in one of the following
states:

g

Uncha nged Same copy of the custom dashboard is present in both the Grafana server and the system custom
dashboard folder on the management node.

New The custom dashboard is only present in the Grafana server but not yet saved to the system custom
dashboard folder on the management node.
Modified The custom dashboard is present in both the Grafana server and the system custom dashboard

folder on the management node, but both copies are different. This means that the Grafana version
was modified but not saved.

Deleted The custom dashboard is present only in the system custom dashboard folder on the management
node, but not on the Grafana server. This is likely to happen when the Grafana admin user deletes a
custom dashboard.

An example of an output showing two custom dashboards, one being saved and unchanged (Link State) and another
being created in Grafana but not saved (Link State Revised):

# kBs_runner --cvimmon-custom-dashboards --list-dashboards

2021-02-09 01:53:39,498 INFO Runner - Executing: CVIMMON_CUSTOM_DASHBOARDS (args: cvimmon-custom-dashboards
list-dashboard}

2021-02-09 01:53:40,532 INFO Runner List custom dashboards:

R i i = ;

| Dashboard Group Dashboard Title

|
|
i
| Unchanged dashboards | Link State |
| Mew dashboards Link State Revised |

|

S P A ——— N
2021-02-09 01:53:40,552 INFO Runner - Operation CVIMMON_CUSTOM_DASHBOARDS completed successfully
The logs for this run are available at /var/log/cvimmonha/20210209_015339_cvimmon_custom_dashboards
#

Saving Custom Dashboards from Grafana to Management Node

The save dashboard operation synchronizes all custom dashboards from the Grafana server to the management node
custom dashboard folder. To save custom dashboards from Grafana to the management node, use the following
command:

k8s_runner --cvimmon-custom-dashboards --save-dashboards

If there is at least one dashboard present on the management node custom dashboard folder and not in the Grafana
server (for example, if the dashboard is deleted from Grafana) during sync operation, the command fails unless --
force option is passed. In other words, the --force option confirms that the deletion of dashboard(s) in Grafana can
persists.
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Once the Grafana server and management node are synchronized, you can copy all custom dashboards to any user-
provided and user-managed empty directory on the management node using the --dir-path option. This option is
useful if you want to version and save all the custom dashboards in a version control system, for example, Git.

This operation succeeds only if the Grafana server and management node repository are in sync. Hence, a sync
operation is required before copying the custom dashboards to a user directory.

Following is an example of the --dir-path option:

k8s_runner --cvimmon-custom-dashboards --save-dashboards --dir-path /root/sync_dash/

! If you pass the --dry-run option to any of these options, you can see relevant logs, but no actual sync
operation happens between the Grafana server and management node repository.

An example of save dashboard with dry run:
# k8s_runner --cvimmon-custom-dashboards --save-dashboards --dry-run

2021-02-08 02:00:55,213 INFO Runner Executing: CVIMMON_CUSTOM_DASHBOARDS (args: cvimmon-custom-dashboards
save-dashboards --dry-run)

2021-02-09 02:00:55,278 INFO Runner - No Changes will be made as --dry-run option is selected

2021-02-08 02:00:55,446 INFO Runner [DRY_RUN] Saving custom dashboards to the management node, force=False...
2021-02-08 02:00:55, 446 INFO Runner [DRY_RUN] Saving new dashboard: Link State Revised

2021-02-08 02:00:55, 447 INFO Runner [DRY_RUN] Save custom dashboards:

i +

| Dashboard Group Dashboard Title

t 1

i
|
S . |
| Unchanged dashboards | Link State
| New dashboards Link State Revised |

i

} : : : ; N
2021-02-09 02:00:55,477 INFO Runner - Operation CVIMMON_CUSTOM_DASHBOARDS completed successfully

e

The logs for this run are available at /var/log/cvimmonha/20210209_020055_cvimmon_custom_dashboards

1. Before executing the --save-dashboard CLI, any modified Grafana dashboards must be explicitly saved in Grafana Ul first.

The changes done in a custom dashboard in the Grafana Ul are saved only to the Grafana database. Hence, it is not sufficient for the custom
dashboards to persists on the management node.

k8s_runner will nat allow any Grafana dashboard folder associated with custom dashboards to persist.

Uploading Custom Dashboards from Management Node to Grafana Server
There are two main use cases that require uploading of custom dashboards on Grafana server:
*  Installation of a set of custom dashboards stored in a user folder for a freshly deployed cluster.

Overwriting of any modification in the Grafana server with the set of dashboards that are saved in the management
node custom dashboard folder. For example, recovering from accidental deletion of a custom dashboard in Grafana.

To upload custom dashboards from a user-managed directory to the management node custom dashboard folder

and the Grafana server, you must provide the user-managed directory using the --dir-path option. This functionality
works only when the Grafana server and the management node custom dashboard folder are in sync, for example,

both are empty, or both contain the same set of custom dashboards. Use the --save-dashboard command to sync

first, if needed.

The upload command fails if the Grafana server contains custom dashboards that are not present in the user-
managed dashboard folder. If the upload fails, do one of the following to proceed further:
e eitherrerun with the --force option to upload the user managed custom dashboards and delete those extra

custom dashboards in Grafana* Or manually delete these extra dashboards from Grafana and rerun the
command
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e Orsave these extra dashboards and save them in the user managed dashboard folder and rerun the command.

Following is an example of the --force option:

# k8s_runner --cvimmon-custom-dashboards --upload-dashboards --dir-path /root/sync_dash/ --force

The above options are useful if you want to upload a new set of custom dashboards from a git repository onto a newly
deployed HA VIM-MON stack.

. If you use the --dry-run option to run the operations without actual sync, you can see logs for operations
between the Grafana server and the management node.

Most Common Use Cases and Best Practices for Managing Custom Dashboards

Creating and Saving First Custom Dashboard

e Create aversion controlled environment for saving and managing versions of your custom dashboards, for
example, create a git repository.

e Create a new custom dashboard from the Grafana Ul with the admin user.

e Save the new dashboard in Grafana Ul.

e Listthe custom dashboards and verify whether a new one is detected:

k8s_runner --cvimmon-custom-dashboards --list-dashboards

e Create an empty directory on the management node, for example, /root/cdash. This directory must exist but must
be empty.

Save the new custom dashboard to the management node using the below command to synchronize the Grafana
server and management node:

k8s_runner --cvimmon-custom-dashboards --save-dashboards
Save a copy of the dashboard in the /root/cdash folder:

k8s_runner --cvimmon-custom-dashboards --save-dashboards --dir-path /root/cdash

Save and commit the content of /root/cdash in the git repository.

Adding or Modifying Dashboards

e Add dashboards or modify dashboards in Grafana (admin user).

e Synchronize the Grafana server and management node by saving the new custom dashboard to the management
node:

k8s_runner --cvimmon-custom-dashboards --save-dashboards

e Empty the user dashboard folder or create a new empty folder.
e Save a copy of the dashboard in the /root/cdash folder:

k8s_runner --cvimmon-custom-dashboards --save-dashboards --dir-path /root/cdash
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Finally save and commit the content of /root/cdash in the git repository.

Uploading Custom Dashboards on Freshly Installed Cluster
e  Copythe custom dashboards from the git repository to the management node.
e Upload the custom dashboards:

k8s_runner --cvimmon-custom-dashboards --upload-dashboards --dir-path /root/cdash

Alert Rules

Customizing Alerting Rules

e Overview

e Update Alerting Rules

e Format of Custom Alerting Rules File

e AddingAlert Rules

e Modifying Alert Rules

e Deleting Alert Rules

e Validation Script for Custom Alerting Rules

Overview
Alerting rules define how alerts must be triggered based on conditional expressions on any available metric.

You can view the alerts from the Grafana user interface or Alerting dashboard or send them optionally to a number of
supported receivers. After deployment, the pod administrators can customize the alerting rules based on their
requirements.

For example, you can trigger an alert when any performance metric such as CPU usage, network throughput, or disk
usage reaches a certain threshold. HA VIM-MON has a set of default built-in alerting rules that cover the most
important error conditions that can occur in the pod.

You can customize alerting rules by using the following steps:

e Create a custom alerting rules configuration file to add new rules, modify, or delete built-in rules.
e Verify that the custom alerting rules file is valid using a verification tool.

e Update alerting rules by applying the custom alerting rules file.

The custom alerting rules are applied to a Thanos Ruler component, which is common to all stacks. It is not possible
to apply different custom alerting rules for each stack.

Update Alerting Rules
The update operation for alerting rules always merges the following two files:
e Default alerting rules file (built-in file)

e Custom alerting rules file

Applying a second custom alerting rules file does not preserve alerting rules from the previously applied custom
alerting rules file. The update operation does not include previously applied custom alerting rules.

To update alerting rules, run the k8s_runner command with the --alerting _rules_config option and a path to the
custom_alerting_rules.yml file.

For example:

# k8s_runner --alerting_rules_config /root/custom_alerting_rules.yaml

The merge tool output file consists of:
e Allrules from the custom_alerting_rules.ymlfile that do not belong to the change-rules or delete-rules group.
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e Rules from the default_alerting_rules.yml that:
— Do notduplicate rules from custom file.
— Mustnot be deleted.
— Are modified according to change-rules input.

Format of Custom Alerting Rules File

The format of custom_alerting_rules.ymlis identical to the one used by the Prometheus configuration file with a few
additional semantic extensions to support the deletion and modification of pre-built existing rules.

The groups entry contains a list of groups identified by group_name, where each group can include one or more rules.
The labels are used for determining the severity and other SNMP trap attributes.

The limitations when setting labels are given below:

e You must set the values of severity, snmp_fault_code, and snmp_fault_severity to the values specified in the
example below.

e You must set the value of snmp_fault_source to indicate the metric used in the alert expression.

e You must not change the value of snmp_node.

e You must set the value of snmp_podid as the pod name specified in the setup data file.

groups:
name: {group_name}
rules:
alert: {alert_name}

annotations:
description: {alert_description}

summary: {alert_summary}
expr: {alert_expression}
for: {pending time}
labels:

se

=rity: {informational/warning/critical}
snmp_fault_code: {other/rescurcelsage/resourceThreshold/serviceFallure/hardwareFailure

/networkConnectiv

snmp_faulc_. rity: {emergency/critical/major/alert/informational}

snmp_fault_source: {fault_scurce}
snmp_node: '{{ $labels.instance }}'
snmp_podid: {pod_id}

Adding Alert Rules

Any alert rule specified under a group that is not named change-rules or delete-rules is populated to the merged
output file. Custom rules are prioritized over the preexisting rules. If there are two alerts with the same name in both
files, only the one from the custom file is retained as a result of the merge.

Modifying Alert Rules

You can modify any preexisting rule using the following syntax:

Sroups :
name: change-rules
rules:
alert: {alert_name}
expr: {new_alert_expression}
annoctations:
summary: {new_alert_summary}

The merge script identifies only the group named change-rules and changes the following fields of the targeted alert
and description expression for:

e When the field is not present in change-rules: reuse value from built-in alerting
e rules

e When the field is present in change-rules and contains a non-empty value:

e overwrite the value from built-in alerting rules

e Whenthefield is presentin
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e change-rules, but does nothave value:

e remove the property from built-in alerting rules
e  Severity

e snmp_fault_code

e snmp severity

e summary

If the alert to be changed does not exist, itis not created, and changes are not made.
Deleting Alert Rules
You can delete any built-in rule by using the following construct in the custom_alerting _rules.ymlfile:

Eroups:
name: delete-rules
rules:
- alert: {alert_name/regular_ expression}

The merge script identifies only the group named delete-rules and deletes pre-existing rules that match the provided
names or regular expressions. If the alert to be deleted does not exist, changes are not made.

The following custom configuration file includes examples of a new alerting rule, a modified alerting rule and a
deleted alerting rule:

Zroups:
- name: cpu
rules:
- alert: cpu_idle
annotations:
description: CFU idle usage is too high resources underutilized
summary: CPU idle too high
expr: cpu_usage_idle = B0
for: 5m
labels:
severity: informational
snmp_fault_code: resourcellsage
snmp_fault_severity: informaticnal
snmp_fault_scurce: cpu_usage_idle
snmp_node: '{{ $labels.instance }}’
snmp_podid: pod?
alerc: cpu_iowait
annotations:
description: CPU iowait usage is too high
summary: CPU iowait too high
expr: cpu_usage_iowait = 10
for: 3m
labels:
severity: warning
snmp_fault_code: resourcelsage
snmp_fault_severity: alert
snmp_fault_source: cpu_usage_iowait
snmp_nade: '{{ $labels.instance }}'
snmp_podid: pod?
name: change-rules
rules:
- alert: disk_used_percent
expr: disk_used_percent > 99
annotations:
summary: Disk used = 29%
- alert: reboot
annotations:
summary: Server rebooted
- alert: system_n_users
exXpr: system_n_users = 10
name: delete-rules
rules:
- alert: disk_filling up_in_4h
- alert: mem.*
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Validation Script for Custom Alerting Rules

You must validate any custom alerting rules file before an update, using the following CLI command:

# check_promtool -v <custom_alerts_file>

The validation script uses the Prometheus promtool script but skips some of its checks for updating and deleting
rules. It also checks if the SNMP severities and fault codes are supported.

The following example shows the output of the promtool script in case of a successful validation:

# check_premtool Aroot/alerting custom_rules.yaml v
check_promtool: checking /root/alerting custom_rules. yaml
check_promtool: success:

check_promtool: rules to be changed: 1

check_promtool: regular expressions for rules to be deleted: 2

check_promtool: rules to be added: 1

The following example shows the output of the promtool script in case of a failure:

# check_promtool /root/alerting custom rules.yaml -v

check_promtool: checking /root/alerting custom_rules.yaml
check_promtool: failure:

check_promtool line 10: mapping key "for" already defined at line 9
Error! Custom rules file is invalid

Alert Manager

Customizing Alert Manager and Receivers
e Overview

e Supported Receivers

e Alert Manager Custom Configuration File Format
e Default Built-in Configuration File

e SNMP Trap Receivers

e Validation Script

Overview

The Alert Manager component in VIM-MON is in charge of the routing, grouping, and inhibiting alerts that are sent by
the Prometheus alert rule engine to the appropriate receivers.

By default, VIM-MON forwards each alert to the SNMP agent to be sent to the SNMP managers as SNMP traps, if
enabled in the configuration file. After deployment, you can add custom alert routes, alert grouping, alert inhibitions,
and receivers by following the below steps:

Create a proper custom alert manager configuration file:

e Create a custom alert manager configuration file.

e Editthe content using your favourite editor (see format below).

e Verify that the custom alert manager configuration file is valid using the provided tool.

Once the file is validated, you can execute the following command:

# k8s_runner --alertmanager_config <alertmanager_config_file>

The custom alert manager configuration is applied to a unified alert manager component, which is common for all
stacks. Itis not possible to apply different custom alert manager configurations for each stack.
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Supported Receivers

The Alert Manager supports the following list of receivers:

webhook

pagerduty

e-mail

pushover wechat
opsgenie victorops

Alert Manager Custom Configuration File Format

General Format

The following listing shows the general format of the alert manager configuration file. Most custom configuration files
must include only a small subset of the available options.

global:

# —

##H

— e o dh dE e— 3 dE

——p——

ResolveTimeout is the time after which an alert is declared resolved # if it has not been updated.
resolve_timeout: <duration> | default = Sm ]

The default SMTP From header field. [ smtp_from: <tmpl_string>
The default SMTP smarthost used for sending emails, including port number.
Fort number usually is 25, or 587 for SMTP owver TLS (sometimes referred to as STARTTLS) .

Example: smtp.example. org:587 [ smtp smarthost: <strings |

The default hostname to identify to the SMTP server. [ smtp_hello: <string= | default "localhost” ]
smtp_auth_username: <string> ]|

SMTP Auth using LOCIN and PLAIN. [ smtp_auth_password: <secret> |

SMTP Auth using PLAIN.

smtp_auth_identity: <string= | # SMTP Auth using CRAM-MDS.

smtp_auth_secret: <secret> ]

The default SMTP TLS requirement.

smtp_require_tls: <bools> | default = true |

The API URL to use for Slack notifications. [ slack_api_url: <secrets>
victorops_api_key: <secret> ]

victorops_api_url: <strings= | default = "https://alert.victorops.com/integrations/generic/20131114/alerts " |
pagerduty_url: <strings> | default = "https://events. pagerduty. com/v2/enqueue” | [ opsgenie_api_key: <secret> |
opsgenie_api_url: <string> | default = "https://api.opsgenie.com/” ] [ hipchat_api_url: <string> | default

"https://api. hipchat.com/" 1 [ hipchat_auth_token: <secrets:

r
L
I
L

—

wechat_api_url: <string> | default = "https://qyapil.weixin.gq.com/cgi-bin/" ]| [ wechat_api_secret: <=secret> ]
wechat_api_corp_1id: =string> ]

The default HTTP client configuration [ http_config: <http configs |

Files from which custom notification template definitions are read.

The last component may use a wildcard matcher, e.g. 'templates/* . tmpl’'. templates:
- <filepath> _.. ]

The root node of the routing tree. route: <route:

A list of notification receivers. receivers:

- <receiver:>

#

A list of inhibition rules. inhibit_rules:
- <inhibit_rule> ... ]

The custom configuration must be a full working configuration file with the following template. It must contain three
main keys such as global, route, and receiver.

The global configuration must have at least one attribute, for example, resolve_timeout = 5m. Ensure that all new
receivers must be part of the route, so the alerts are routed to the proper receivers. The receiver name cannot be
snmp.

You can find the configuration details for creating route/receiver in the Prometheus Alert Manager documentation
(publicly available online).
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global: resclve_timeout: 5m
route: <routes

receivers:
<receiver> ...

The following is a custom config to add a webhook receiver.

global:
resolve_timeout: Sm

route:
group_by: ['alertname', 'cluster', 'service'l]
group_wait: 30s
group_interval: 5Sm
repeat_interval: 8737h
receiver: receiver-webhook

receivers:
name ! ' receiver-webhook'
webhook_configs:
- send_resolved: true
url: "htep://webhook-example: #### o000 e’

Default Built-in Configuration File

Two different default configuration files are available to define the following in order:
e  Generic route for all alerts to the SNMP agent running on the management node.
e Route to a generic receiver that can be customized to add a channel of notification (webhook, slack and others).

Default configuration file with SNMP enabled

global:
resolve_timeout: 5m

route:
group_by: ['alertname’', 'cluster', 'service']
group_wait: 30s
group_interval: 5Sm
repeat_interval: 8737h

# A default receiver
receiver: snmp

receivers:
name: snmp’
webhook_configs:
send_resolved: true
url: "http://localhost:1161/alarms’

Default configuration file with SNMP disabled

route:
receliver. recv
group_by:
alertname
cluster
service
group_wait: 30s
group_interval : Sm
repeat_interval: 8737h
receivers:
name: recv

SNMP Trap Receivers

You can send the SNMP traps to SNMP managers enabled in the VIM configuration file setup_data.yaml.

© 2026 HCLTech. All rights reserved. 166



Classification: Internal

Example: inhibit (mute) alerts matching a set of labels

Inhibit alerts is a tool that prevents certain alerts to be triggered if other alert/alerts is/are trigged.
If one alert having the target attribute matches with another alert that has source attribute, this tool inhibits the alert
with target attribute.

This is the general format for inhibit alerts. You can set a regex to match both the source and target alerts and to filter
the alerts per label name.

# Matchers that have to be fulfilled in the alerts to be muted
target_match:

| =labelname>: <labelvalue>, ... ]
target_matc h re:

[ <labelname>: <regex>, ... ]

# Matchers for which one or more alerts have to exist for the
# inhibition to take effect.
source_match:
[ =labelname>: <labelvalue>,
source_match_re:
[ <labelnames: <regex>, .. ]

# Labels that must have an equal value in the source and target
# alert for the inhibition to take effect.
[ equal '[' <labelname>, ... ']" ]

Example: Inhibit alerts if other alerts are active

The following is an example of inhibit rule that inhibits all the warning alerts that are already critical.

inhibit_rules:
- source_match:
severity: 'critical’
target_match:
severity: 'warning’
# Apply inhibition if the alertname is the same.
equal: ['alertname’, 'cluster', 'service']

This is an example of inhibit all alerts docker_container in containers that are down (which has the alert
docker_container_down on).

inhibit_rules
- target_match_re:
alertname: 'docker_container.+'
source_match:
alertname: 'docker_container_down'
equal: ['job', 'instance']

Validation Script

When a new configuration is set, execute amltool script and ensure that you get a SUCCESS in the output from the
configuration POV.

# amtool check-config <alertmanager_config_filex>
Checking '<alertmanager_config_file>"' SUCCESS
Found:

- global config

- route

- 0 inhibit rules

- 1 receivers

- 0 templates
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Backup

Backing Up HA VIM-MON

e Overview
e Auto Backup

i"loving Backup files of Management Node
Overview

Backup of the management node is essential to recover the management node from catastrophic failure.
You can take the backup of HA VIM-MON management node either manually or automatically through cluster
management operations that change the state of the cluster, for example, commit following an update.

In any case, the backup operation creates a backup compressed file locally. You need to copy this backup
compressed file from the management node to a safe location.

Auto-backup initiates only if the last executed operation changes the cluster state and completes the state change
successfully.

Manual Backup

You can perform manual backup only in the INSTALLED state using k8s_runner CLI with the --backup option:
# k8s_runner --backup

2020-11-02 16:30:05,145 INFO Runner - Executing: BACKUP (args: --backup)

2020-11-02 16:30:05,220 INFO Runner - Executing backup to /var/cisco/cvimmonha_backup/cvimmonha_backup_3.9.2
_2020-11-02_16:30:05, disconnected install=False

2020-11-02 16:30:05,220 INFO Runner - Validating the current workspace. ..

2020-11-02 16:30:05,286 INFO Runner - Creating the backup..

2020-11-02 16:30:05,342 INFO Runner - Compressing the backup. ..

2020-11-02 16:30:05,513 INFO Runner - Backup completed successfully: /var/cisco/cvimmonha_backup
/evimmonha_backup_3.9.2_2020-11-02_16:30:05.tgz

2020-11-02 16:30:05,514 INFO Runner - Operation BACKUP completed successfully

The logs for this run are available at /var/log/cvimmonha/backup_2020-11-02_16:30:05

Information about the backup compressed file and log directory location appears in the console, after the execution
of the operation. All manual backup compressed files are saved under the following directory:

# ls -1 /var/cisco/cvimmonha_backup

total 54608

-rw-r--r--. 1 root root 53988893 Oct 19 23:21 cvimmonha_backup_3.9.0_2020-10-19_23:21:24 . tg=
-rw-r--r--. 1 root root 1928298 Nov 2 16:30 cvimmonha_backup_3.9.2_2020-11-02_16:30:05.tg=
#
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The k8s_runner CLI keeps only the last two manual backup compressed files. Hence, all older manual backup
compressed files are automatically deleted.

Auto Backup

After successful completion of any state change operation, k8s_runner executes an auto-backup to create a backup
compressed file.

The operations that do not change the installation state will not execute auto-backup. Examples of such operations:
e --get-endpoint

e --renew-k8s-certs
e -—renew-etcd-certs
e --update

Examples of operations that will trigger an auto-backup:
e ¢ __commit

e + --add-stack

e + —-add-worker

All auto-backup compressed files are created under the following directory:

# ls -1 /var/cisco/cvimmonha_autobackup/

total 5636

-rw-r—-r——. 1 root root 3813199 Oct 30 12:26 cvimmonha_autobackup_3.9.1_2020-10-30_12:26:31.tg=
-rw-r--r--. | root root 1953866 Nov 2 13:58 cvimmonha_autobackup_ 3.9.2_2020-11-02_13:58:00.tg=

The k8s_runner CLI keeps only the last two auto backup compressed files. Hence, all older auto backup compressed
files are automatically deleted.

Moving Backup files of Management Node

After each successful backup, you must move the created backup compressed file to a well-defined remote location,
so that it can be used later when needed while restoring a management node.

Restore

Restoring HA VIM-MON

e Overview
e Prerequisites

Restoring Management node from Backup
Overview

You can restore a previous backup of the management node, typically after replacing the management node server
and reinstalling it with the management node I1SO.

The restore operation restores the state of the management node back to the backed-up state.
Prerequisites
Before you restore HA VIM-MON, ensure that the following conditions are met:

e Thereplacement management node must be installed from ISO image, kick-started with the right node type (HA-
VIM-MON), and set in HA VIM- MON UNINSTALLED state.

®  You must copy from your backup file storage the appropriate backup compressed file that was created from the
same HA VIM-MON cluster.
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e Timezone, hostname, and IP configuration of the management node must be identical to the backup. If not, the
restoration fails.
e You must not modify the backup compressed file. If modified, the restoration fails.

Restoring Management node from Backup

o After ISO installation, copy the backup compressed file from the remote backup server to the management node,
preferably under /var/cisco

/cvimmon_backup directory.

e Execute the k8s_runner restore operation from any location:

# k8s_runner --restore <path to the backup compressed file>

o When k8s_runner restores all the necessary configuration data on the management node, the script executes the
following three steps to complete the restore operation:

Il CVIM MON HA ORCHESTRATOR !!

| VALIDATION
| BOOTSTRAP_INFRA
| SETUF_ARGUS

e Afterthe successful completion of restoration, you can execute the kubectl get pods --all-namespaces command
and see if all the pods are still in the running state. You can also verify by logging into Grafana using the old
password and confirm if all the data is visible.

Reinstallation of VIM-MON HA Pod

Reinstallation of VIM-MON HA Pod

Due to unforeseen circumstances, there might be a need to reinstall the VIM MON HA pod with the same image
version. To alleviate the need for reimaging the management node followed by re-installation of the VIM MON HA pod,
reinstall the pod under the assumption that the management node is compatible with the same tag.

! For reinstallation, ensure that you use the same target vim-MON servers in which the original installation
is done. If you are using a different or subset of servers for reinstallation, power off the servers in which
the previous installation is done, to prevent floating of the duplicate IPs in the network.

To reinstall the pod without reimaging the management node for VIM MON HA, follow the below steps:
1. Copy the setup_data.yaml from /root/openstack-configs/ directory to ~/Save/

cd /roct/installer
SAovim_mon_ha_unbootstrap.sh -k

2. To verify that no docker containers are running, use the command:

docker ps -a

3. To verify that no docker images are present, use the command:
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docker images

4. To re-run the VIM MON HA installation, use the command:

k8s_runner --install --setupfile ~/Save/setup_data.yaml

VIM MON HA Cluster Monitoring

VIM MON HA Cluster Monitoring

e Overview

e Components of HAVIM-MON Cluster Monitoring
e Cluster Monitoring Endpoint URL's

e Secrets for HAVIM-MON Cluster Monitoring

e Grafana Dashboards

e Alerts

Overview

HA VIM-MON has an inbuilt mechanism to monitor the cluster itself apart from monitoring the VIM pods. The HAVIM-
MON cluster is made up of kubernetes master and kubernetes workers. The objective of the cluster monitor is to
monitor the health of the entire kubernetes cluster. The cluster monitor provides the following information.

e Health of the cluster.

e Resource utilization of the nodes.

e Status of various Kubernetes objects.
e  Portworx ( Storage ) monitoring

e Alerts for various conditions.

Components of HA VIM-MON Cluster Monitoring

The HA VIM-MON cluster monitor uses the following components to monitor the kubernetes cluster:
e Kube-state-metrics.

e Advisor

e Node-exporter

e Prometheus to collect metrics .

e Grafanato display the metrics.

All the tools for monitoring the cluster run under the cvimmon-monitor namespace.

Cluster Monitoring Endpoint URL's

To get information about cluster monitoring endpoint service URLs, use the following command:
# kubectl get ingress -n cvimmon-monitor
NAME HOSTS ADDRESS PORTS AGE
grafana-cvimmon-monitor ha-cluster-l-cvimmon-grafana.cisco.com 80, 443 37m

prometheus-cvimmon-monitor-alertmanager ha-cluster-l-cvimmon-alertmanager.cisco.com 80, 443 38m
prometheus-cvimmon-monitor-server ha-cluster-l-cvimmon-prometheus.cisco.com 80, 443 38m
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The prefix ha-cluster-1 is the name of the cluster given in the setup_data.yaml under the section ARGUS_BAREMETAL.

Secrets for HA VIM-MON Cluster Monitoring

To get the secrets for the HA VIM-MON cluster monitor, use the following commands:

[root@Argentina ~]# k8s_runner --get-password "Grafana-Password-monitoring(Username:admin)®

2025-12-09 10:30:24,295 INFO Runner - Executing: GET_PASSWORD (args: --get-password Grafana-Password-monitcring(Username:admin))
o i +

| Secret Key | Password

e e +

| Grafana-Password-menitoring(Username:admin) | c¢j2j8lTgSb76trRtoMbSoWXWACSTKEhKSzcWhCnaPac= |

A o o +

2025-12-89 10:30:24,332 INFO Runner - Operation GET_PASSWORD completed successfully

[root@Araentina ~1#

Grafana Dashboards

The grafana dashboards can be accessed with the URL from the above step. Some of the Dashboards in cluster

monitoring are shown below:

262 kBs
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Alerts

The alerts are generated based on the predefined alerting rules. The predefined alerting rules are triggered based on
the metrics obtained by the Prometheus server. The alerts can be monitored using the web interface or api. Some of
the common alerts are mentioned in the table below:

o e

KubeAPIDown critical KubeAPI Server is down in some of the nodes.

KubeStateMetricsDown critical KubeStateMetrics is down.

KubeletDown critical Kubeletis down in one of the nodes.

NodeExporterDown critical NodeExporter is down.

KubePodCrashLooping critical Some of the pods are crash looping.

KubePodNotReady critical Some pods are not in the ready state even after 15 minutes.

KubeDeploymentReplicasMismatch / critical The number of replicas do not match the number of replicas

KubeStatefulSetReplicasMismatch requested in kubernetes deployment / statefulset

KubePersistentVolumeUsageCritical critical The persistent volume claimed by a pod is nearing 85% of the
allocated space.

KubePersistentVolumeFullinTwelveDays critical The persistent volume is expected to be full in twelve days.

KubeCronJobRunning / KubelobCompletion warningKubernetes CronJob /Job is running for a long time or more
than 1 hour.

KubeCPUOvercommit,KubeMemOvercommitwarning Overcommited CPU/memory resource requests on pods more
than the CPU available in the nodes.

KubeNodeNotReady warningThe node is in not ready state for more than an hour.

KubeClientErrors warningKubernetes API client requests are experiencing errors.

KubeletTooManyPods warningThe number of pods running in a node is more than the defined
limit (110).

KubeClientCertificateExpiration warningKubernetes API certificate is expiring in less than 15 days.

NodeDiskRunningFull warningThe node disk will fill up within the next 24 hours.

HA VIM Mon Upgrade

Note: HA CVIM-MON upgrade from previous versions are supported in 5.0.4
3.4.6>>5.0.4

4.2.x (x=1,2,3,4) >>5.0.4

4.4.y (y=4,5) >>5.0.4

HA VIM Monitor (HA VIM-MON) supports upgrade to new releases. HA VIM MON 3.4.6 release is the starting point for
any HA VIM MON upgrade to 4.2.x lineup. The HA VIM MON upgrade procedure is orchestrated with minimal
downtime where the kubernetes cluster is redeployed with the updated components in the latest release. For the
metrics retention, the historical prometheus data is restored from the backup and injected into the newly deployed
HA VIM MON system. The upgraded to HA VIM-MON system in 4.x provides enhanced cluster self-monitoring, unified
grafana interface, unified quering/alerting across stacks and enhanced k8s_runner cli.

Starting from VIM 4.4.3; VIM-MON HA upgrade is supported from 3.4.6 to 4.4.y(y=3,4) and 4.2.x (x=1,2,3,4) to 4.4.y
(y=3,4)
e Comparison of HA VIM-MON Component Versions
e Upgrade Procedure
— Pre-upgrade check
e Upgrade steps: HAVIM MON from 3.4.x ( 3.4.6)
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Upgrade steps : HAVIM MON from 4.2.x (x=1,2,3,4) to 4.4.y (y= 3,4)

Comparison of HA VIM-MON Component Versions

Component 4.2.x 4.4.3 4.4.4 5.0.4 6.0 6.0.1
Kubernetes v1.17.8 v1.21.14 v1.25.14 v1.29.5 v1.29.5 v1.34.3
Version
Helm Version v3.5.3 v3.7.1 v3.9.0 v3.9.0 v3.9.0 v3.9.0
Prometheus 2.241 v2.31.1 v2.31.1 V2.31.1 V2.31.1 V2.31.1
Alert manager v0.21.0 v0.23.0 v0.23.0 v0.23.0 v0.23.0 v0.23.0
Grafana 7.2.0 v7.5.0 v7.5.0 v7.5.11 v7.5.11 v7.5.11
Storage Minio Minio Minio Minio Minio Minio
Thanos v0.17.2 v0.17.2 v0.17.2 v0.17.2 v0.17.2 v0.17.2
Stacks Single Grafana Single Grafana Single Grafana Single Grafana for |Single Grafana Single Grafana
forvisualizing  forvisualizing | forvisualizing visualizing all stacks for visualizing @ for visualizing
all stacks all stacks all stacks all stacks all stacks
Ldap, SNMP, Common Common Common Common Common Common

SYSLOG

Upgrade Procedure

Pre-upgrade check

Plan for proper maintenance window and upgrade downtime. The upgrade downtime is proportional to the HA
VIM MON installation time (time may varies depending on HA cluster size).

Copy the autobackup directory from the management node to a safe location.

The management node should have sufficient disk space for prometheus metrics data storage.

The setup data for installation must be manually updated to be compatible with target release version .

Refer to the new setup data format setup_data.yaml.CVIMMONHA.EXAMPLE under /installer-xx/openstack
directory.

The custom alerting rules need to be applied back to the system through reconfigure action. Ensure the backup of
custom_alerting_rules.ymlis completed.

6. The custom Grafana dashboards need to be restored to the new system manually.

Upgrade steps : HAVIM MON from 3.4.x ( 3.4.6)

Perform the following steps to upgrade the HA VIM MON pod from 3.4.x (x=6) to the current release of HAVIM MON
POD:

1. Copy the latest autobackup from the management node.

## Auto backup location
# cd /var/cisco/cvimmonha_autobackup
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Move the auto backup to another remote server.
#rsync -e ssh -go -rtypX --numeric-ids

/var/cisco/cvimmonha_autobackup/<cvimmonha_autobackup_3.4.6_2021- 03-04_00:21:34> <Destination-
Server>:/<path>

e Re-image the HA management node with the ISO of current release version with the same IP address.

e  Copy the backup file to the management node from the Remote server.

# rsync -e ssh -go -rtypX --numeric-ids root@<Destination-server>:/path/ /root/

! Ensure sufficient disk space available in the management node for performing backup/restore
operation

Run the prepare_vimmon_upgrade tool with the backup. The tool performs the snapshot of the prometheus TSDB

from the backup files.
Note : from 5.0.3 onwards prepare_cvimmon , commit_cvimmon_upgrade changed as prepare_vimmon
,commit_vimmon_upgrade as below followed steps

[root@Argentina ~]#

prepare_vimmon_ upgrade --help

usage: prepare_vimmon_upgrade [-h]
--startimagetag

opticnal arguments:
-h, --help

START

--storage_location STORAGE_LOCATION --backup_location BACKUP_LOCATION

IMAGETAG --endimagetag ENDIMAGETAG [——download_data]

show this help message and exit
——storage_location STORAGE_LOCATION, -s STORAGE_LOCATION

Storage location to store the snapshot data
**backup_location BACKUP_LOCATION, -b BACKUP_LOCATION

Locaticn of 3.4.x backup

—--startimagetag STARTIMAGETAG, -s
Choose the starting Image tag;
-n ENDIMAGETAG

—--endimagetag ENDIMAGETAG,

77download_data, —d
[root@Argentina ~]#

t STARTIMAGETAG

Choose the end image tag

minio backup data restore

#prepare_vimmon_upgrade —-storage_location /root/Databackup/ --backup_location /var/cisco
/cvimmonha_autobackup 3.4.6_2023-06-27_08\:12\:12/ -st 3.4.6 -n 4.9.9

2021-03-04 15
2021-03-04 15
2021-03-04 15
2021-03-04 15
2021-03-04 15
15:

2021-03-04

133,930
:33,830
:33,831
133,846
:05,748
:14,829

INFO
INFO
INFO
INFO
INFO
INFO

Runner
Runner
Runner
Runner
Runner
Runner

- Preparing for Cvimmon Upgrade from 3.4.x to 4.9.9
— Checking if the backup is good

- Copying all reguired files

- Enabling Admin API in all stacks

- Creating Prometheus Snapshots

- Copying snapshot to storage

CVIM MON snapshot tool completed successfully!!

The logs for this run are available at /var/log/cvimmonha/20210304_154733 prepare_cvimmon_upgrade

fprepare_CVmeon_upgrade.log

Run the HA VIM MON installation operation using the k8s_runner CLI.
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! Referto the new setup data format setup_data.yaml.CVIMMONHA.EXAMPLE under /installer-
xx/openstack directory. GLOBAL CVIMMON MONITOR STACK PARAMETERS - section outlines the
changes to be done for LDAP, SNMP, Log rotate configurations in the setup data. The parameters
are moved from stack level to global POD level.

Once the install is complete, verify that HA VIM MON cluster is up and running.

# kubectl get nodes
# kubectl get pods -A

Run the commit_vimmon_upgrade tool with the snapshot path to restore the data.

[root@Argentina ~]# commit_vimmon_upgrade --help

usage: commit_vimmon_upgrade [-h] [——snapshot_l@cati@n SNAPSHOT_LOCATION] [——restore_data RESTORE_DATA]

opticnal arguments:
-h, --help show this help message and exit
——Snapshctilocation SNAPSHOT_ LOCATION, -s SNAPSHOT_ LOCATION
Storage leocation of the sanpshot prepared by prepare Tool
——restore_data RESTORE_DATA, -r RESTORE_DATA
minio backup data restore path
[root@Argentina ~]#

# commit_vimmon_upgrade --snapshot_location /root/Databackup/snapshot 20241113 042523/

2025-01-05 16:23:03,701 INFO Runner - Commit Tool for Cvimmon Upgrade started
2025-01-05 16:23:03,870 INFO Runner - Checking Snapshot

2021-01-05 16:23:03,870 INFO Runner - Adding metadata to the Metrics
2021-01-05 16:23:03,886 INFO Runner - Copying old metrics to the Storage

CVIMMON Snapshot Tool Completed Successfully!!

The logs for this run are available at /var/log/cvimmonha/20250105_162303_commit_cvimmon_upgrade
/commit cvimmon_ upgrade.log

Obtain the grafana endpoint using k8s_run command. Login to unified Grafana Ul.

# k8s_run --get-endpoint

Upgrade steps: HA VIM MON from 4.2.x ( x=1,2,3,4) to 4.4.y (y= 3,4)

Upgrade the VIM MON pod from 4.2.x (x=1,2,3,4) to the current release of HA VIM MON POD using the following steps:

NOTE : The example shown below may refer to different hvim tag. Kindly ignore that.

1. Copy the latest autobackup from the management node ( running with 4.2.x)

## Auto backup location
# cd /var/cisco/cvimmonha_autobackup
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Move the auto backup to another Remote server.

# rsync -e ssh -go -rtypX --numeric-ids
/var/cisco/cvimmonha_autobackup/<cvimmonha_autobackup_4.2.x_2021- 03-04_00:21:34> <Destination-
Server>:/<path>

Re-image the HA management node with the ISO of current release version with the same IP address.
Copy the backup file to the management node from the Remote server.
# rsync -e ssh -go -rtypX --numeric-ids root@<Destination-server>:/path/ /root/

Ensure sufficient disk space is available in the management node for performing backup/restore operation

Run the prepare_cvimmon_upgrade tool with the backup. The tool would perform snapshot of the prometheus
TSDB from the backup files.
For 4.4.3 onwards Minio backup is available:

We have to run prepare upgrade script as below :

prepare_cvimmon_upgrade --storage_location /root/Databackup1 --backup_location
/var/cisco/cvimmonha_autobackup_4.2.4

_20230531_054750.tgz -st 4.2.4-n 4.4.3 -d

Note: -stfor Starting TAG

-d for Downloading the data

-r for restore the minio_backup in dashboard
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[roct@arkansas ~]§# prepare_cvimmon_upgrade --help

usage: prepare cvimmon upgrade [-h] --storage location STORAGE LOCATION
--backup_location BACKUP LOCATION
--startimagetag STARTIMAGETAG --sndimagetag
ENDIMAGETAZ [--download datal

opticonal arguments:
-h, --help show this help message and exit
--storage location STORAGE_LOCATION, -= STORAGE LOCATION
Storage location to store the snapshot data
--backup location BACEUP LOCATION, -b BACKUP LOCATION
Location of 3.4.x backup
--startimagetag STARTIMAGETAG, -=t STARTIMAGETAG
Choose the starting Image tag;
--endimagetag ENDIMAGETAGZ, -n ENDIMAGETACZ
Choose the end image tag
--download data, -4 minic backup data restore
[root@arkansas -1#

# prepare cvimmon upgrade --storage location fvar/Databackupl --backup location fwar/cisco
Jovimmonha_sutobackup 4.2.4_20230531_054750.tgz -2t 4.2.4 -n 4.4.3 -

2021-03-04 15:47:33,930 INFO Runner - Preparing for Cvimmon Upgrade from 4.2.x to 4.4.2
2021-03-04 15:47:33,930 INFD Runner - Checking if the backup is good

2021-03-04 15:47:33,931 INFD Runner - Copying all reguired files

2021-03-04 15:47:33, 946 INFD Runner - Enabling Admin API in all stacks

2021-03-04 15:51:05, 748 INFDO Runner - Creating Prometheus Snapshots

2021-03-04 15:51:14,692% INFD Runner - Copying snapshot to storage

CVIMMON Snapshot Tocl Completed Successfullyl!l

The logs for this run are available at fvar/log/cvimmonha /20210304 154733 prepare cvimmon upgrade
/prepare cwvimmon upgrade.log

FPlease find below =scresnshot for your reference

1 are avallable at

Note: from 5.0.3 onwards prepare_cvimmon , commit_cvimmon_upgrade changed as prepare_vimmon
,commit_vimmon_upgrade else use same command.

Kindly Verify Minio_backup is available after post prepare_cvimmon_upgrade activity in /var/cisco/ Path as below

rw-------. 1 root root 3184884 May
drwxr-xr-x. 74 root root 4096 May
drwxr-xr-x. 4 root root 4096 May 31
drwxr-xr-x. 74 root root 4096 May 31
drwxr-x 4 root root 29 May :
drwx-- 2 root root 35 Jun

2 root root 116 Jun

@america-bn ciscol# pwd
/var/cisco
[root@america-bn ciscol# |}
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Run the HA VIM-MON installation operation using the k8s_runner CLI.

# k8s_runner --install --setupfile <setupdata file >

Refer to the new setup data format setup_data.yaml.CVIMMONHA.EXAMPLE under /installer-xx/openstack
-directory.

GLOBAL CVIMMON MONITOR STACK PARAMETERS - section outlines the changes to be done for LDAP,
SNMP, Log rotate configurations in the setup data.

The parameters are moved from stack level to global POD level.

Once the install is completed, verify that the HA VIM MON cluster is up and running .

Run the commit_cvimmon_upgrade tool with the snapshot path to restore the data.

commit cvimmon upgrade --help

CVIMMON COMMIT UPGRADE TOOL

usage: commit cvimmon upgrade [-h] --snapshot location SNAPSHOT LOCATION

optional arguments:
-h, --help show this help message and exit
--snapshot_location SNAPSHOT_LOCATION, -s SNAPSHOT_LOCATION
Storage location of the sanpshot prepared by prepare
Tool

# commit_cvimmon_upgrade --snapshot_location /root/Databackupl/snapshot 20230531 071552 -r /var/cisco
/minio data 20230531 071626/
CVIMMON COMMIT UPGRADE TOOL

2021-03-0516:23:03,701 INFO Runner - Commit Tool for Cvimmon Upgrade from 4.2.x to 4.4.x
2021-03-05 16:23:03,870 INFO Runner - Checking Snapshot

2021-03-0516:23:03,870 INFO Runner - Adding metadata to the Metrics
2021-03-0516:23:03,886 INFO Runner - Copying old metrics to the Storage

HVIMMON Snapshot Tool Completed Successfully!!

The logs for this run are available at /var/log/cvimmonha/20210305 162303 commit cvimmon upgrade
/commit cvimmon upgrade.log

® The Cloud admin should use the below command for upgrade from 4.2.x to 4.4.y

commit_cvimmon_upgrade --snapshot_location </var/Databackup1/snapshot_20230531_071552> -r
</var
/cisco/minio_data_20230531_071626/>
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[root@america-bn ~1# ommit_cvimmon_upgrade ==snapshot_location /root/Da?abackupl/snapshnt_20230531_0715-52 5F /var/cisco/miniog
data 20230531 071626/

CVIMMON uploading the data to minio...
Restore complete!

- Commit Tool for Cvimmon Upgrade from 3.4.x to 4.4.x
- Checking Snapshot
- Adding tadata to the Metrics

- C g old metrics to the Storage
CVIMMON Snapshot Tool Completed Su
The logs for this run are available at /var/log/cvimmonha/20230531_098802_commit_cvimmon_upgrade/commit_cvimmon_upgrade.log

[root@america-bn ~1# i

10. Obtain the grafana endpoint using k8s_run command. Login to unified grafana Ul .

# k8s_run --get-endpoint

In Grafana Ul, verify below dashboards HA VIM-MON Cluster Health

HAVIM-MON Cluster Resource Usage HA VIM-MON Pods Resource Usage HA VIM-MON Storage Health
Node level metrics example:

0 A

SERVER MON

! SERVER-MON feature support for HA vim MON is enabled as tech preview in cvim 4.2.2

This feature supports only for UCS servers.

Enabling SERVER-MON on HAVIMMON POD

You can enable SERVER-MON on an existing pod that is installed with VIM 4.2.2 or later, through the reconfigure

option by extending the setup_dat a.yaml file with relevant information.

e SERVER_MON: Enables collecting UCS-C bare metal alerts into VIM-MON for Cisco UCS C-series servers.

e MANAGEMENT_SERVERS: Enables collecting UCS-C bare metal alerts of external UCS servers, for example,
management node, SDS or UM node.
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SERVER_MON is a prerequisite for this option.
Example of setup_data.yaml section

SERVER MON:
enabled: true
host_info:

- ALL

rsyslog_severity: <str> # optional; supported from 4.4.x Release.

## Optional, Bare metal alerts monitoring of UCS based - ManagementNode, UM or SDS servers.
# Can only be enabled when SERVER_MON is configured
MANAGEMENT_SERVERS:
<hostname>:
oob_info:
oob_ip: '<ip_addr>' # Required
oob_username: '<username>' # Optional, if not provides it uses the info in CIMC-COMMON section

oob_password: '<password>" # Optional, if not provided it uses the info in CIMC-COMMON section

rsyslog_severity : Adding the configuration enables the fluentd-logging service the management node. The CIMC logs
are collected and forwarded to the external remote syslog server.

Checking the Target nodes getting monitored after enabling the server_mon
After the server_mon feature enabled, there are ways to see the servers being monitored by this feature.

k8s cluster will create the ucs monitor configuration and store itin configmap and this configuration contains all
server details and where to send the alerts in our case it is alertmanger. Below is the reference screenshot.

Login to VIM-MON HA Management node and execute the below commands to see the ucs monitor container and its
status: root@xxxxxxx ~]# kubectl get pod -n monitoring |grep ucs-monitor

monitoring-ucs-monitor-b786b9f67-2ch58 1/1 Running 0 17h

root@xxxxxxx ~]# kubectl exec -it monitoring-ucs-monitor-7455547944-8nnjq -n monitoring -- /bin/bash - Command
to login inside the container

[ucsmonitor@monitoring-ucs-monitor-b786b9f67-2ch58 ucs-monitor]$ cd /docker/ucs-monitor/
[ucsmonitor@monitoring-ucs-monitor-b786b9f67-2ch58 ucs-monitor]$ s ucs_monitor_config ucs_server_info.json

[ucsmonitor@monitoring-ucs-monitor-b786b9f67-2ch58 ucs-monitor]$ cat ucs_monitor_config PODNAME:
"america"

ALERTMGR_URL: "http://thanos-alertmanager.monitoring.svc.cluster.local:80/api/v1/alerts" UCS_SERVER_LIST:
"[ALL]"

VIMMONHA: "True"

METRO_NAME: "monitoring"

[ucsmonitor@monitoring-ucs-monitor-b786b9f67-2ch58 ucs-monitor]$ cat ucs_server_info.json

{"americal": {"cimc_ip": "10.8.x.x", "cimc_pass": "passwd", "cimc_user": "admin", "cimc_hostname": "americal”,

"power_status": "on"}, "america2":

{"cimc_ip": "10.8.x,x", "cimc_pass": "passwd", "cimc_user": "admin", "cimc_hostname": "america2", "power_status":

"on"}, "america3": {"cimc_ip": "10.8.x. X", "cimc_pass": "passwd", "cimc_user": "admin", "cimc_hostname":
"america3", "power_status": "on"}}[ucsmonitor@monitoring-ucs-monitor-b786b9f67- 2ch58 ucs-monitor]$
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Alert Manager configuration Lookup

[root@america-bn ~]# kubectl describe configmap monitoring-ucs-monitor-cm -n monitoring

Name: monitoring-ucs-monitor-cm
Namespace: monitoring

Labels: <none>

Annotations: <none=

Data

ucs_monitor_config:

PODNAME: "america”

ALERTMGR_URL: "hitp:/ithanos-alertmanager. monitoring.svc.cluster.local:80/api/v1/alerts”

UCS_SERVER_LIST: "[ALL]"
CVIMMONHA: "True”
METRO_NAME: "monitoring”

ucs_server_info.json:

{"americal": {"cimc_ip": "10.8.224.18", "cimc_pass": "Lab1234!", "cimc_user"; "admin”, "cimc_hostname": "americal”, "power_status": "on"}, "america2":
{"cimc_ip": "10.8.224.19", "cimc_pass”: "Lab1234!", "cimc_user": "admin”, "cimc_hostname": "america2”, "power_status": "on"}, "america3": {"cimc_ip™:

"10.8.224.21", "cimc_pass”™: "Lab1234!", “cimc_user": "admin”, “"cimc_hostname": "america3", "power_status": “on"}}

Events: <none>

Opensearch-Fluentd-Opensearch Dashboard for VIM-MON
HA Management Node

Starting from VIM 6.0.1, we have introduced Opensearch-Fluentd-Opensearch dashboard for VIM-MON HA.

Opensearch-Fluentd-Opensearch dashboard is a set of opensource PaaS tools belonged to group of allied open
standards which can capture, store, distribute and query the logs from different services running on HA VIMMON

nodes.

VIM-MON HA uses a combination of open source tools to collect and monitor the VIM-MON HA cluster and
management node service logs using Opensearch, Fluentd, and Opensearch dashboard.

NOTE : VIM-MON HA uses Fluentd instead of Logstash. EFK has been replaced with Openserch - Fluentd -
Opensearch Dashboard. Setup file and configurations are same as EFK. So, whenever EFK is enabled, Opensearch
components will be installed in HVIM 6.0.1.

Here is the list of the components and its version used in VIM.

Component 4.2.x

Kubernetes

. v1.17.8
ersion

Helm Version v3.5.3

Pro heus 2.24.1

AT A ELECIAYV0.21.0

Grafana iR

Storage Minio

v0.17.2

Single
Grafana for
visualizing
all stacks

Ldap, SNMP,

SYSLOG Common

4.4.3 4.4.4 5.0.4
v1.21.14 v1.25.14 v1.29.5
v3.7.1 v3.9.0 v3.9.0
v2.31.1 v2.31.1 V2.31.1
v0.23.0 v0.23.0 v0.23.0
v7.5.0 v7.5.0 v7.5.11
Minio Minio Minio
v0.17.2 v0.17.2 v0.17.2

Single Grafana Single Grafana
forvisualizing forvisualizing
all stacks all stacks

Common Common
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Single Grafana for
visualizing all stacks all stacks

Common

6.0
v1.29.5

v3.9.0
V2.31.1
v0.23.0
v7.5.11
Minio
v0.17.2

Single Grafana
for visualizing

Common

6.0.1

v1.34.3

v3.9.0

V2.31.1
v0.23.0
v7.5.11

Minio

v0.17.2

Single Grafana

forvisualizing
all stacks

Common
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The Opensearch-Fluentd-opensearch dashboard data flow in VIMMON HA implementation includes:

A Fluentd container running on management and k8s cluster nodes collect the logs and forwards the logs to the
Opensearch cluster running on k8s master nodes and to remote syslog server.

Fluentd Daemon-Sets running on k8s cluster nodes collect the k8s pods logs and system logs and forwards the
logs to the fluentd aggregator running on management node.

Fluentd-aggregator running as a docker container on management node aggregates the logs received from fluentd
pods along with the audit, secure and system logs on management node, forward these logs to OPensearch
cluster running on k8s master nodes and also to remote syslog server.

OPensearch stores the data, indexes it, and supports fast queries against a large amount of log data. Opensearch
Curator helps to curate, or manage, Opensearch indices and snapshots by taking backup on local volumes or
NFS volumes.

OPensearch dashboard visualizes the data that is stored in Opensearch using a custom dashboard. You can also
add filters to the data to visualize interesting fragments of the log data.

Pod

Ruyslog
server

Poa

P Fruentd pod
Kibana
s, Container
Pod
Pod T

- yl‘lumlﬂ > _Eluhrnul(n

- Container
Curator
= i

Pod

&
r Fluenid pod

vy
' Flusnid pod

\ MasterWarker 7
nodes

HACVIMMON - EFK re architecture

EFK stack component Version details:

““

1

2

3

4

Fluentd v4.4.1
Opensearch v3.0.0
Opensearch Dashboard Vv3.0.0
Curator v5.7.5

Opensearch — Fluentd — Opensearch Dashboard stack deployment procedure on HAVIM MON:
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To bring up EFK stack cluster on HACVIMM MON, add the following flags in the setupdata.yaml file.

SERVER_MON:
enabled: true
host_info:
-ALL
rsyslog_severity: ‘debug
EFK_STACK_K8S:
enabled: true

kibana_logging: true

Note: 4.4.2 release supports EFK stack bring up with fresh installation only. EFK via reconfigure has been brought in from cvim 4.4.3 , 4.4.4

® EFK for CVIM-MON HA is available as Tech preview in cvim 4.4.2, 4.4.3.

Starting from 4.4.4, EFK has been re-architectured; Hence while updating from 4.4.x (2,3) to 4.4.4, EFK log data porting is not possible because

of the architecture change.

We recommend to do fresh install of cvim-mon HA 4.4.4 for fully functional EFK.

HA VIMMON - Opensearch Dashboard Login:

Logging into Opensearch Dashboard:

To Login to Opensearch Dashboard use the https://<management_node_ip>:5601

Sign in to access this site

Authorization required by https:/,
Username

Password

Get the KIBANA_PASSWORD from ~/openstack-configs/secrets.yaml and username is "admin"

[root@an :

Minio-Pa : .ﬂ rname..im = mNXb+acd
/ord-cvimmon-monitor{Username: ad in): RBzfuLHbz

word-monitoring( rname n): eI7Xz
ord-monitoring({Usernam g
Grafana-Re: ly-Password- m0n1tor1n (Use
Prometheu ass : < > :adm1 z+V7PQmOS
PJ1UCvleTNPLCb

[root@antarctica ~]#

KzBUKxrllstmdfydy=
: valaboDcmquBebZuM=

After entering the credentials, Opensearch dashboards page will be displayed as default home page.
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& O (EREEETE Fies//172.29.86.68:5601 /app/dashboards#/list?_g=(filters:|{},refreshinterval:(pause:lt valuz:0) time:tfrommow-15m,to:naw]) QB8 . ot

1Search Dashboards

Dashboards

Type Description Last updated Actions
Dashboard

Dashboard

Opensearch - Fluentd - Opensearch stack reconfigure support:

We can bring up or reconfigure Opensearch - fluentd - Opensearch dashboard stack components as day1 operation
with the --reconfigure operation.

k8s_runner --reconfigure --setupfile

Reconfigure support on HA VIMMON re architecture available from 4.4.4 release cut. The below parameters
used on setup_data.yaml file to reconfigure EFK stack.

#Optional, Enable this to collect kubernetes, audit logs from k8s cluster

nodes using fluentd EFK_STACK_K8S:

enabled: <true or false> # required kibana_logging: <true or false> # required
elk_k8s_rotation_frequency: "<string>" #Optional elk_k8s_rotation_size: <float>
#Optional

elk_k8s_rotation_del_older: <int> #optional

EFK_STACK_K8S: parameter is optional in setup_data.yaml file.

Note: enabled & kibana_logging parameters are required under "EFK_STACK_K8S".

elk_k8s_rotation_size: Rotate all (open) indices (except .kibana) > elk_k8s_rotation_size ({{ elk_k8s_rotation_size }}
GBs) to storage

Delete all (open) indices (except .kibana) > elk_k8s_rotation_size ({{ elk_k8s_rotation_size }} GBs) on opensearch
elk_k8s_rotation_frequency: # Available options: "daily", "weekly", "fortnightly", "monthly" #optional

elk_k8s_rotation_del_older: # Delete older than 8 units (where units depends on elk_rotation_frequency
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LDAP Authentication for Opensearch dashboard in VIM-MON HA

Starting from VIM 4.4.4 release, kibana login for VIM-mon HA pod is supported via openLDAP and windows AD. This
feature can be brought in during Day-0 (fresh installation) or Day-1 (via reconfigure)

OpenLDAP with non-secure and secure setup_data example

Non Secure LDAP configuration with Openldap server
# setup_data.yaml snippet
CVIMMONHA_CLUSTER_MONITOR:
KIBANA
ldap
domain_mappings:
- attributes: {email: email, name: givenName,K surname: sn, username: uid}
bind_dn: dc=admin,dc=cisco,dc=com
bind_password: XxXXXX
domain_name: corp_ldapl
group_attribute: memberUid
group_attribute_is_dn: false
group_search_base_dns: [ 'ou=Groups, dc=cisco,dc=com’ ]
group_search_filter: (&(objectClass=posixGroup) (memberUid=%s))
group_search_filter_user_attribute: uid
ldap_uri: ldaps://172 XX .XX.231
root_ca_cert: /root/cvimha_certs/openldap-ca.crt
search_base_dns: [ 'dc=cisco,dc=com']
search_filter: (uid=%s)
#start_tls: false
use_ssl: true
group_mappings:
- {group_dn: 'cn=groupZ.ou=Croups.dc=cisco.dc=com’', org role: Viewer}
- {group_dn: 'cn=group3.ou=Croups.dc=cisco.dc=com', org role: Viewer}

Secure LDAP configuration with Openldap server
# setup_data.yaml snippet
CVIMMONHA_CLUSTER_MONITOR:
KIBANA
ldap:
domain_mappings
- attributes: {email: email, name: givenName, surname: sn, username: uid}
bind_dn: dc=admin,dc=cisco,dc=com
bind_password: XXXXXX
domain_name: corp_ldapl
group_attribute: memberUid
group_attribute_is_dn: false
group_search_base_dns: ['ou=Groups,dc=cisco,dc=com' ]
group_search filter: (&(objectClass=posixGroup) (memberlUid=%s))
group_search_filter user_attribute: uid
ldap_uri: ldaps://172 XX XX 231
root_ca_cert: /root/cvimha_certs/openldap-ca.crt
search_base_dns: ['dc=cisco,dc=com’]
search_filter: (uid=%s)
use_ssl: true
group_mappings:
- {group_dn: ‘cn=group2,ou=Groups,dc=cisco,dc=com’', org_role: Viewer}
- {group_dn: ‘cn=group3,ou=Groups, ,dc=cisco,dc=com’', org_role: Viewer}

Windows AD Secure and non-secure setup_data example

@ The windows LDAP AD server details tobe added in the fetofhosts as below for both secwre and non-seoae.

# Please add following section in fete/hosts file.
172 XV EX . 196 WIN-ZE3EE.wercury. local
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Non Secure KIBANA-LDAP configuration with AD server
# setup_data.yaml snippet
CVIMMONHA_CLUSTER_MONITOR:
KIBANA :
ldap:

domain_mappings:

- attributes: {email: mail, member_of: memberQf, name: name, surname: sn, username: sAMAccountName}
bind_dn: CN=osuserl,CN=Users, K DC=mercury,DC=local
bind_password: XXXX
domain_name: ad_mercury
group_attribute: member
group_attribute_is_dn: true
group_search_base_dns: [ 'DC=mercury, DC=local’]
group_search_filter: (&(objectClass=group) (member=%s))
group_search_filter_user_attribute: distinguishedName
ldap_uri: ldap://WIN-XXXXXX.mercury.local

ldap_user_name: sAMAccountName #t Mandatory incase using AD
#root_ca_cert: /root/cvimha_certs/ad-ca.crt
search_base_dns: [ 'DC=mercury,DC=local’]

search_filter: (sAMAccountName=%s)
#use_ssl:. true
group_mappings:
- {group_dn: 'CN=os-users,0U=05-Groups,DC=mercury,DC=local’, org role: Viewer}
- {group_dn: 'CN=cvim-group,DC=mercury,DC=local’', org role: Viewer}
- {group_dn: 'CN=cvimmon-group,DC=mercury,DC=local’, org_role: Viewer}

Secure KIBANA-LDAF configuration with AD server
t#t setup_data.yaml snippet
CVIMMONHA_CLUSTER_MONITOR:
KTBANA :
ldap:
domain_mappings:
- attributes: {email: mail, member_of: member0Qf, name: name, surname: sn, username: sAMAccountName}
bind_dn: CN=osuserl,CN=Users, K DC=mercury,DC=local
bind_password: XXXXX
domain_name: ad_mercury
group_attribute: member
group_attribute_is_dn: true
group_search_base_dns: [ 'DC=mercury, DC=local’]
group_search_filter: (&(objectClass=group) (member=%s))
group_search_filter_user_attribute: distinguishedName
ldap_uri: ldaps://WIN-XXXXXXX . mercury.local
ldap_user_name: sAMAccountName # Mandatory incase using AD
root_ca_cert: /root/cvimha_certs/ad-ca.crt
search_base_dns: [ 'DC=mercury,DC=local’]
search_filter: (sAMAccountName=%s)
use_ssl: true
group_mappings:
- {group_dn: 'CN=os-users,0U=05-Groups,DC=mercury,DC=local’, org role: Viewer}
- {group_dn: 'CN=cvim-group,DC=mercury,DC=local’, org role: Viewer}
- {group_dn: 'CN=cvimmon-group,DC=mercury,DC=local’, org_role: Viewer}

LDAP Integration for VIM-MON HA Management Node

Starting from VIM-MON HA version 4.4.2, LDAP integration for the following are supported
e Non-root user login to VIM-mon HA Mgmt node via Ldap (Windows AD, OpenlLdap) with both ldap and ldaps.
e Non-root user login to VIM-mon HA Mgmt node.

Grafana user login via LDAP (Windows AD, OpenlLdap) with both ldap and ldaps are supported from 3.4.x (Note: from
4.4.1 versions ldap_uri with (ldap server FQDN) is supported)

VIMMON HA Management node (Non-root user).

Non-root userin VIM is planned to be called 'VIM admin' user.

This can be achieved by configuring the below (sample) setup_data attributes.
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Generate hash key using below command.
python -c 'import crypt; print(crypt.crypt("PASSWORD"))'

POD should have VIM_admin parameter in setup_data file.

VIM_admins:

1.{VIM_admin_password_hash: $6$1aSK.U17DL7Vod8.$AaR2WnQH9I5KmbPkA890/wG40YQOCS2Suu5R900SF.Hi4.
ZkclH48nyiVZHWj3md8QStOxyctxzjfwllW3HtK/,

VIM_admin_username: testuser1}

{VIM_admin_password_hash:
$6$0uKyGXTeTQ2cKw9Op$QDYkIbIGjfK17HISNQgqiFdw6zES0eBAI8SNqtzrODqFnhGwiCZTBsXB8EZZgAerUp8A4RfUN)
tRqglzPDxzWB/, VIM_admin_username: testuser2}

Day-2 operation like creating a new user for VIM_admin is supported via reconfigure operation. Follow the above
mentioned steps to create a hashkey and add the user details in the setup_data and reconfigure.VIMMON HA
Management node (non-root user in VIM MON HA management node through LDAP.)

VIM supports management of the VIM administrators whose access to the VIM-MON HA management node can be
authenticated through an external LDAP server (Open LDAP or Microsoft Active Directory (AD) based). Since VIM-MON
HA management node is not a general purpose Linux box, all users accessing the VIM-MON HA management node
have the same administrative privileges, that is, the enforcement is limited to user authentication and not
authorization. It can be added as part of Day 0 or Day 1 activity. Multiple LDAP entries are allowed, as only the
domain_name and ld ap_uri in each entry are mandatory. Ensure that the ldap_uris is secured over LDAPs and the TLS
is enabled for the external api (external_lb_vip_tls: True). For LDAP certificate management, install the copy over the
CArroot certificate file of the LDAP server onto the management node and append it to the /root/ openstack-
configs/haproxy-ca.crt chain.

Starting from VIM 4.4.2 LDAP authentication with both secure and non-secure through an external LDAP server (Open
LDAP or Microsoft Active Directory (AD) based) is supported.

To obtain sudo access to the management node and execute kubectl commands, you can choose one of the

following options:

e |fsudoers_group_name is not enabled,, manually add the user with root privileges to the wheel group in the
corresponding LDAP domain, for example, usermode -aG wheel user1

e Use the optional parameter sudoers_group_name, so that all members listed in sudoers_group_name gain root
privileges. This optional parameter is available only from VIM 3.4.6 onwards. Also, ensure that you enable the pod
with external TLS before using this parameter.

VIM_ldap_admin can be bring on VIM-MON HA pod on both Day-0 (fresh install) and Day-1 (via reconfigure)
To enable VIM administrators with LDAP authentication over secure (i.e., ldap_uri : ldaps:// <>) or non-

secure(.i.e., ldap_uri : ldap://<>) perform the following steps:, perform the following steps:

e Take a backup of the setupdata file and update the file manually with the configuration listed below during
installation:
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vim_ldap_admins:
- domain_name: corp_ldapl
ldap_uri: "ldaps://<ip address_1:[port_1]=, ldaps://<ip_address_2:[port_2]=" or ldap_uri:
"ldap://<ip_address>"
ldap_search_base: "dc=cisco,dc=com”
ldap_schema: rfc2307 # Optional
ldap_user_object_class: posixAccount # Optional
ldap_user_uid_number: uidNumber # Optional
ldap_user_gid number: gidNumber # Optional
ldap_group_member: memberlUid # Optional
ldap_enumerate: True or False # Optional, defaults is True

ldap_debug level: <int> # Optional, defaults (4) (4-9)

- domain_name: corp_ldap2
ldap_uri: "ldaps:///<ip_address_3: [port_3]"
ldap_search_base: "dc=cisco,dc=com”

ldap_schema: rfc2307 Optional, supported possible values 'rfc2307' or 'ad’
ldap_user_object_class: posixAccount Optional
ldap_user_uid_number: uidNumber Optional
ldap_user_gid_number: uidNumber Optional
ldap_group_member: memberUid Optional
ldap_default_bind_dn: "<string>" Optional
ldap_default_authtok: "<string>" Optional

ldap_default_authtok_type: "<string=" Optional (password|obfuscated_password)

ldap_group_search_base: "<string>" Optional
ldap_user_search_base: "<string>" Optional
access_provider: "<string>" Optional
simple_allow_groups: "<string>" Optional
ldap_id use_start tls: <boolean> Optional

ldap_tls_reqcert: "<string>" Optional (never|allow|try|demand)

Optional (ldap|krb5|ad|none)

Optional (list of group that should be able to execute "sudo")
Optional, defaults is True

Optional, defaults(4) (4-9)

chpass_provider: "<string>"
sudoers_group_name: <list>
ldap enumerate: True or False

ldap_debug_lewvel: <intx>

3t 3t 3t 3 3 3 3k 3+ 3 3k 3 3 3 3 F 3 3 3t

To support AD with or without Kerberos, provide the additional parameters as given below:

vim_ldap_admins
- access_provider: simple

# modified attribute wvalues
ldap_schema: rfc2307 # supported possible values 'rfc2307' or 'ad'
ldap_user_object_class: person # supported possible values 'posixAccount’, “person’

# new attributes (for AD with LDAP or Kerberos)

realm_name: <string> # optional, mandatory if krb5 is the auth_provider

id_provider: ldap # optional, default is ldap

auth_provider: krb5 # optional, possible values ldap | krb5, defaults to ldap

ldap_user_name: sAMAccountName # mandatory if ldap_schema is "ad’

kdc_server: '<fgdn>:<port>' # optional # optional. mandatory if auth_provider is krb5

kerberos_ticket_lifetime: <int> # optional, relevant if krb5 is auth_provider (defaults to 24h in
sec) (0 - 214T483647)

kerberos_renew_lifetime: <int> # optional relevant if krb5 is auth_provider (defaults to 7d in sec)
(0 - 2147483647)

ldap_enable fallback homedir: True or False # Optional default is False

ldap_enable_override_shell: True or False # Optional default is False

Multiple entries of the LDAP domain are allowed. For each entry, only domain_name and ldap_uri info are mandatory. Ensure that the (
dap_uriis secured over LDAPs. As part of reconfiguration, you can add new domain_name, but the domain_name cannot be changed once
configured.
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VIM

e Installation Sequence

e Deploymentof Management Node

e VIM Client Details

e Pod Reinstallation

e Controland Data Plane Testing Updating VIM Software

Installation Sequence

Installation Sequence

Before you install VIM, complete the procedures in Preparing for NFVI Installation and ensure that NFVI network
infrastructure is set up. If your management node does not have internet access, complete the procedure in
Installation Preparation Without Internet Access. You can download and install the VIM installation files from the
Internet, VIM software Hub, or the USB drive prepared for installation.

The bootstrap scriptis then kicked off to download the installer repository for installing Docker and its dependencies
and starting the installer web service.

VIM installation is a multi-step process, with tests embedded in each step, to allow fixing user or environment errors
and continue from the failure point of the installation. To start off, the VIM installer validates the intent file
(setup_data.yaml) from a syntax and semantic point of view. It also validates the correctness of the management
node orchestration and the hardware BOM (bill of materials) along with its BIOS settings. The orchestrator then sets
up the docker registry on the management node along with other essential services, for example, cobbler, EFKin
respective containers in the management node. It then creates new vNICs (for Cisco VIC) or sub-interfaces (for Intel
NIC) on the controller, compute, and dedicated storage nodes based on the configuration provided in the
setup_data.yaml file. This is followed by the Pxeboot Execution Environment (PXE) boot of RHEL onto the target nodes
(control, compute, and storage) through the Cobbler server set up on the management node. Post PXE boot, the
orchestrator carries out layer 2 and 3 ping checks to test out connectivity with target frame sizes.

After the installation, the VIM installer performs common steps across all the NFVI nodes.

Next, the Ceph related packages required for managing the cluster and creating Object Storage Daemon (OSD) and
monitor nodes are installed on the control and storage nodes. Three Ceph monitor nodes are installed at the host
level on the control nodes. These serve as management nodes and have the administration keyring. Ceph
configurations such as ceph.conf and Ceph client keyrings files are stored under /etc/ceph on each controller. Each
Ceph storage node associates an OSD to a physical hard drive with a write journal on a separate SSD, to support
small block random 1/0.

Next, Openstack services are installed on the target servers, along with the target mechanism driver. An integrated
cloud sanity is then executed to make sure that the cloud is up and running. Based on the setup_data input, an
optional control, and data plane check with VMs is then run, to validate the end-to- end connectivity of the cloud from
a cloud user point of view.
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The following illustration provides an overview of the VIM installation.
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If you have Unified Management (UM), complete only part of the VIM installation procedure and proceed to the
Installing UM with Internet Access procedure to complete the configuration and setup of VIM. If you do not have VIM
UM, configure VIM by editing the setup_data. yaml file as described in the VIM installation.

Deployment of Management Node

Deployment of Management Node
This procedure allows you to install VIM on a NFVI management node:

P Y
:

Before you begin
L[]

You must get NFVI installation file download site credentials from your HCLTech account representative.

For management nodes with no Internet access, you need a USB drive containing the NFVI nstallation files.
o To prepare the USB drive, see Installation Preparation Without Internet Access.

The private networks 192.168.1.0/24 and 192.168.2.0/24 are internally reserved for testing the cloud from a control and data plane point of view.
o Werecommend that you do not use these reserved networks while preparing network layouts.

You need to provide a valid certificate signed by a trusted certificate authority for vim deployment. It needs to be a server certificate with a

common name matching the IP address and DNS name specified in the setup data file under external_Ib_vip_address and

external_Ib_vip_fqdn. To ensure security, use only the valid certificate signed by a trusted certificate authority in a production environment.

For details on generating a self-signed certificate, see OpenStack Configuration.

If your management node does not have Internet access, use the prepared USB drive, and complete the following
steps:
e Insertthe USB drive into the management node.
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e Runtheimport_artifacts.sh script to copy all artifacts onto the management node, for example:
cd ~/installer-<tag_id>/tools

Jimport_artifacts.sh

All the installation artifacts are copied to /var/cisco/artifacts/ on the management node.

e Ifyou are installing VIM Insight, navigate to Unified Management and complete the VIM Insight installation. If you
are not installing VIM

e Insight, complete the following steps, irrespective of the fact thatitis an air-gapped or connected installation.

e Change to the installer directory by running the following command:

cd ~/installer-<tag_id>

Create a directory (for example, ~/Save/) to store a copy of the setup_data.yaml file that configures the NFVI for your
particular implementation.

Change to openstack-configs directory and copy the example VIM setup_data.yaml file into the directory that you just
created:

cd openstack-configs/

cp setup_data.yaml.<C_or_B>_Series_ EXAMPLE setup_data.yaml

~/Save/setup_data.yaml

[

Based on your requirements, you must change the CPU and MEM allocation ratio for the target pod. Update the following
parameters located in /root/installer-<xxx>/openstack-configs/openstack_config.yaml to your target value:

NOVA_RAM_ALLOCATION_RATIO: 1.5 # range of 1.0 to 4.0
NOVA_CPU_ALLOCATION_RATIO: 16.0 # range of 1.0 to 16.0

In case this setting is not done on Day 0, see Memory/CPU Usage on how to set these variables.

With a yaml editor, modify the copied example setup_data.yaml file as the data setup file for your implementation.
This includes both NFVI data and OpenStack parameters.

e Ifyouintend to run the cloud over TLS, see OpenStack Configuration for TLS certificate generation.

e Runthe installation:

hvim --setupfile ~/Save/setup_data.yamlrun

After the installation is complete, you can view the installation logs at /var/log/mercury/<UUID>.

VIM Client Details

VIM Client Details

VIM combines the CLI and API so that you can use the CLI or APl installer transparently.

! For a complete list of vim REST APl commands, view the REST API Guide.
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Before using VIM CLI, ensure that installer APl server is up and pointing to the right installer directory. Use the
following command to validate the state of the APl server and the installer directory:

#cdinstaller-<tagid>/tools #./restapi.py -a status

Status of the REST API Server: active (running) since Thu 2016-08-18 09:15:39 UTC; 9h ago REST API launch
directory: /root/installer-<tagid>/

Ensure that server status is active and the REST API launch directory from where the installation began. Use the
following command if the installer directory or the REST API state is not correct:

#cd new-installer-<tagid>/tools #./restapi.py -a setup
Check if the REST APl server is running from the correct target directory #./restapi.py -a status

Status of the REST API Server: active (running) since Thu 2016-08-18 09:15:39 UTC; 9h ago REST API launch directory:
/root/new-installer-<tagid>/

The REST API provides the options to restart, tear down, and reset password for the REST API server as listed below:

# ./restapi.py --h
usage:
restapi.py [-h] --action ACTION [--yes] [--verbosel]

REST API setup helper optional arguments:

-h, --help show this help message and exit
-—-action ACTION, -a ACTION
setup - Install and Start the REST API server.
teardown -Stop and uninstall the REST API server.
restart - Restart the REST API server.
regenerate-password - Regenerate the password for REST API server.
reconfigure-tls - Reconfigure SSL certificates and key.
upgrade - Upgrade to new workspace.
reset-password - Reset the REST API password with user given password.
status - Check the status of the REST API server.

--yes, -y Skip the dialog. Yes, to the action.
--verbose, -v Perform the action in verbose mode.
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If the REST API server is not active, executing liyin shows the following error message:

i -setupfils ~/Save/<getup, datauami: run

lf the installer directory or the REST API state is mot correct, or pointing to an incorrect REST AP launch
directory, then go to tha installer-<fagig=/tools directory and execute the following command:

Arestapi.py --action sstup

Jrestapi.oy --action status

To chack whether the Rest APl server state and launch directory are cormect, use the following
command:

If you rum thie REST APl recovery on an existing poed, nun the following command to ensure that the REST
APl server continues to manage tha existing pod:

i —setup tile <sstup data dlppath> --perform 7 -y

Frormn the CLI, enter the following commmand:

fthvimm —help
bisage: fuim [ sehvpfie <sefupdata.filer] [--debug] <subsommands ..
Comrmand-line interfaca to the Virtualized Infrastructure Manager

Positional argumenits:

<subcommand=>

un Parforms/terminate an install operation
install-status Status of installation of the Qpenstack

clowd

list-steps List steps
add-compites Add compute-nodes to the Dpenstack clood
add-storage Add a storage-node to the Qpenstiack cloud
expand-storage Expand storage node capacity
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lizt-nodes List the nodes inthe Qpenstack cloud
poweer-off Prswer Off comnputa-nodss

Roower-on Power On compute-nodes

poweer-stabus Show the power status of nodes

reboot oot compure-nodes

raboot-status List of Qpengtack nodes that require a reboot

remove-computes  Remove compute-nodes from the Qpenstack cloud

remove-storage Remove a storage-node from the Qpenstachk.cloud

replace-controllar Replace a contreller in the Qpenstack cloud

list-gpensiack-configslist of Qpenstack configurations that can be changed using reconfigurs

list-secrets List of password Secrets
reconfigure Begenfigire the Dpgpstagk cloud
clustar-recaovearny Recover the Qipenstack.cluster after a netweork partition or power cutage

MEmitnods-health Show status of the managament node REST AP
commit Compnit an update

rollback Bollback an
Apdate_—_Updgtr the Qpenatack.cloud

update-statusStatus of the update operation

chack-fermat-keys Check whather the farmet keys are successfully synchronized across keystone

nodes
oibe0eh, Launch NEYbeneh Flows
oiiman MFVI Monitoring f Zenoss managemeant cperations

resync-fernet-keys  Resynchronize the fernet keys across all the keystone nodes
rotate-fernst-keys Trigger rotation of tha fernst keys on keystons
central-ym, Central Managemeant VM Commands

client-version Showe Virtualized Infrastructure Manager Client Wersion

cloud-sanity Fun cloud-sanity test suite
digkrmemi, HDD rnaintenance halpar
hardware-mgmt, Hardware validation and failure resolution
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oadment 05D maintenance helper

WETEion ShowWirtualized Infrastructure Managsr Version

al=rs List all alarts | CreatefClear B test alert

winfo Get hardwara info

lasi-run-status Get current or last operation details

‘cyipmen-dashboard : Execute oparations for Quimbon dashboard

help Display help about this program or one of its components
subcommands

Opticral arguments
AT (R [P o T
O Prirt delrgging oulput

Sz " eelip COAMEMIT" o hdp onia speadic command
Toa look at #e hdp fora sb-oommand jeg. nn] exsoute the following:

# Dk halp oun
wiaya: Ieim sun [--satendiles <satapdats. Ziler] [--jodn]
[—ra=fosm <pacfozme] [——akip <akipe] [-y] [--tas=minatal

Fasfosmy/tasminata m inotall opa=ation

Oetlional asfureants
-8Bt ile SRQEutdats- fRlar  Usds Satut-dafaanaml

—=Jain Jadn tha inetallabion peocang
—pacfoch pacfoome- Pacfocm tha follswing otapd.

——gkiy <mkipe Skip tha feollowing atana.

-y, ——yaa ¥as eption to aidp staps without poompt
—-ta=minata Ta=minata tha suming inetall.

You fan ales cun tha installas in multipla smallac stans. To unda@cgtand tha staes imeol-ad docing inetallatism,

Awxacuta tha following oommand:

F Deglm ligb-gbana

Vistwalizad Infrastsuoto-g Manages:
| TRLITATION

To execute the installer in steps, include specific steps from abowe.

For example:

% yim run --perform 1,3 -y

During installation, you can use skip option to indicate which options to skip.
For example:

$ hvim run --skip 1,3 -y

1 During step-by-step installation, keep a track of the steps that are already completed to avoid the occurrence of unpredictable results. hvim
install-status indicates the current state of the installation process.
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While the installation time varies from pod to pod, typical installation time through the Internet for a UCS C-series with
three controllers, nine computes, and three storage components is listed in the following table.

Operation ID Operation Estimated Time
1 Input validation 6 minutes

2 Management node orchestration 40 minutes

3 Run time Validation 30 seconds

4 Bare metal 60 minutes

5 Host setup 10 minutes

6 Ceph 5 minutes

7 Orchestration 25 minutes

8 VMTP (external and provider networks) 14 minutes

Pod Reinstallation

Pod Reinstallation
You might need to reinstall the pod with the same image version. To alleviate the need for reimaging the management

node followed by re-install, you can re-install the pod on assuming that the management node is compatible with the
same tag.

1 For re-installation, ensure that you use the servers in which the original installation is done. If you are using a different set of servers for re-
installation, power-off the servers in which the previous installation was done, to prevent duplicate IPs floating in the network.

Listed below are the steps to reinstall the pod without reimaging the management node:

Copy the setup_data.yaml from /root/openstack-configs/ directory to ~/Save/

cd ~/installer-<xxx>

.Junbootstrap.sh -k

To verify that no docker containers are running, use the command:

docker ps -a

i . If you use NCS-55xx as a ToR, then you must execute ./unbootstrap.sh -k before any
: reimage or reinstallation of the pod to a new tag.

To verify that no docker images are present, use the command:

docker images
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To setup RestAPI, use the command:
cd ~/installer-<xxx>/tools

./restapi -a setup

To regenerate the TLS certificate, when needed or TLS is enabled, use the command:

cd ~/installer-<xxx>

./tools/tls_cert_gen.sh -f ~/Save/setup_data.yaml

To re-run VIM installation, use the command:

hvim run --setupfile ~/Save/setup_data.yaml

Control and Data Plane Testing

Control and Data Plane Testing

VIM offers an optional integrated test to validate the control and data plane sanity of the cloud from an end-user point
of view. Virtual Machine Through Put (VMTP) is an optional test available to check the Layer 2 and Layer 3 data plane
traffic between NFVI compute nodes. VMTP performs ping connectivity, round trip time measurement (latency), and
TCP throughput measurement for the following NFVI east to west VM-to-VM flows:

e Same network (private fixed IP, flow humber 1).

e Different network using fixed IP (same as intra-tenant L3 fixed IP, flow number 2).

e Different network using floating IP and NAT (same as floating IP inter-tenant L3, flow number

3.) To enable VMTP for basic VIM installation, update the setup_data with the following commands:

VMTP_VALIDATION:

EXT_NET: # Option applicable for V4 with external network with floating IP, min of 5 cont. IP; and a min of 3 VLANS
need to be defined in TENANT_VLAN_RANGES

NET_NAME: <name of external network>

NET_SUBNET: <external cidr>

NET_IP_START: <floating ip start>

NET_IP_END: <floating ip end>

NET_GATEWAY: <external net gateway>

DNS_SERVER: <dns server for external net>

PROV_NET:# Either for V4 or V6 for provider network
NET_NAME: <provider network name>
NET_SUBNET: <provider net cidr>

NET_IP_START: <starting IP for provider net>
NET_IP_END: <end IP for provider net>
NET_GATEWAY: <provider net gateway>
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A minimum of four continuous IP is needed for VMTP (ideally have 8 IPs). For IPv6, it is recommended to
iterate over the last group to get the start and end IP addresses.

For provider network, IPv4 or IPv6 is supported, but not at the same time. Ensure that you do not enable
external network for IPv6.

Updating VIM Software

Updating VIM Software

The VIM installer provides a mechanism to update all OpenStack services and some infrastructure services such as
RabbitMQ, MariaDB, HAProxy, and VMTP.

! Updating host-level packages and management node ELK and Cobbler containers are not supported.

As NFVI software update runs serially, component-by-component, one node at a time, the service impact is minimal.

® NFVI software updates are not supported for registry related containers and authorized_keys.

® When the management node repo containers are updated, they cannot be rolled back to the older versions as this requires node packages to be
deleted, which might destabilize the cloud.

* Update of NFVI software is done within the same major version, that is, from X.Y.a to X.Y.b, and not from X.Y.z to A.B.c.

If errors occur during an update, an automatic rollback brings the cloud back to its previous state. After an update is
completed, check for any functional cloud impacts. If everything is fine, you can commit the update which clears the
old containers from the system. It is recommended that you commit the update before you perform any other pod
management functions. Skipping the commit option might lead to double faults. If you see any functional impact on
the cloud, perform a manual rollback to start the old containers again.

To prevent double faults, a cloud sanity check is done both before and after the update.

To complete the software update, perform the steps listed in Deployment of Management Node. If your management

node does not have Internet, fetch the target software bits by completing the steps listed in Installation Preparation

Without Internet Access first, then follow the VIM installation instructions. Differences between a software update

and regular VIM installation:

e Youdo not need to modify setup_data.yaml like you did during the first installation. In most cases, no
modifications are needed.

e Youdo notneed to repeat the VIM Insight installation.

e Minor differences between NFVI software installation and updates are listed in the installation procedure.

i After you complete a software update and before you perform any pod management operation, you must execute the hvim commit.
During the software update, the following operations are locked: add/remove compute/storage node, replace controllers, reconfigure, power
off/on, and rotate fernet key.
o Before you commit, you can roll back the update to return the node to its previous software version.
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Unified Management

Installing VIM Unified Management

e UM Overview

e UM with Internet Access

e UM with VIM Software Hub

e UMUIUserAuthentication and Authorization with LDAP
e UM Without SMTP

e UM Without Internet Access

e UM Optional Services

e UM Post Bootstrap Validation Checks

e UM Admin Login for Standalone Setup

e UM Pod Admin Login for Standalone Setup
e UM Host Administrators

e Reinstallation of UM Node

UM Overview

UM Overview

e AdminUl Pod Ul
e UMOG/NG

Unified Management (UM) also known as VIM Insight is a light-weight Ul introduced to ease the deployment and
management of the NFVI platform. This feature is available as an add-on from both commercial and feature point
of view. VIM Insight offers a single pane of glass service to provide deployment visualization and to manage multiple
VIM pods, thereby reducing user-errors. Ensure that the UM is running on a standalone VIM supported BOM.

From VIM 4.0.0, only next-generation Unified Management (UM NG) is supported. Pods upgrading from VIM 3.4.6,

must run with UM NG. For installation of UM NG, ensure that the INSIGHT_NG is defined as True in the setup_data
of UM. For installation details, see UM with Internet Access

The following figure illustrates the interaction of the VIM UM with a pod.

-7 A >
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The architecture of the VIM UM is light-weight, hierarchical and scalable. It simplifies the management from the global
Ul. Each local site is autonomous with localized toolsets. The global UM Ul provides ease of management with multi-
site multi-pod capability for distributed NFV deployment at scale. VIM UM is designed to operate in HA as an option.

UM is integrated with VIM REST layer, to support multi-tenancy with local RBAC support. The container-based Ul
platform is loosely coupled and can help manage multiple VIM pods right from Day 0 or later in the lifecycle of
the cloud as shown in the following figure.

Unified Management
Cisco NFV! insight
{Multi-site, Multi-POD)

loosely coupled architecture

o Modular.

{ af compon ] re are mandatory to have)

You can install UM on a standalone (BOM same as the management node) dedicated node to manage one or more
VIM pods. As the Ul interacts with the REST API, it is not necessary that the pod must be managed by UM node from
Day 0. The Ul interacts with each pod through REST APl and Role Based Access Control (RBAC) information stored in
the DB.

The Ul has two types of views:
e+ Ul Admin: Ul Admin can add users as Ul admin or pod admin.
e + Pod Admin: Pod admin has the privilege only at the pod level, unless Pod admin is also a Ul admin.

Admin Ul

Admin Ul is responsible for managing the Ul and Pod admin, which includes adding and revoking user privileges. The
Ul admin can delete an existing pod from the management pane.

Pod Ul

The pod Ul is responsible for managing each pod. UM provides easy access to switch between multiple pods.
Through pod Ul, a pod admin can manage users and their respective roles and responsibilities.

You can execute Day O (installation) and Day n activities such as pod management, software update, and so on
seamlessly, where nis an integer greater than 1. ELK, Horizon web Ul, and so on, are also cross-launched and visible
for each pod through the pod Ul.

UM OG/NG

In CVIM 3.4.6, the UM is transitioned from legacy (Unified Management OS) to next-generation (Unified Management
NG). While you can use both the UM versions to manage VIM pods, it is highly recommended to migrate to NG version

of UM by following the steps listed in Migrating of UM to NG Instance. From VIM 4.0.0, only next-generation UM is
supported. Ensure that VIM 4.0.0 pods are managed with VIM 4.0.0 UM-NG application.
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UM with Internet Access

Installing UM with Internet Access

® Overview
° Installation

Overview

Complete the following steps to install VIM Insight on the NFVI management node. As security is paramount to pod
management, the web- service hosting the single pane of glass is protected through TLS. Following are the steps to
get the TLS certificate setup going.

You can select one of the following approaches for the TLS certificate configurations:

e  Provide your own certificate. You can bring in your certificate on the management node and provide the absolute
path of .pem and CA certificate files in the insight_setup_data.yaml file. The path must be provided as a value for
the key PEM_PATH in the insight_setup_data.yaml file.

e Generate a new certificate on the node. You can create a new certificate on the node by running the following
command:

# cd /root/Insight-<tag_id>/insight/

#./tls_insight_cert_gen.py -f <path_to_insight_setup_data.yaml>/insight_setup_data.yaml

This script searches for the PEM_PATH inside the insight_setup_data.yaml. As the path is not provided, it creates a
new certificate inside install- dir/openstack-configs.

The self-signed certificate generation utility script is provided for lab/testing deployment only. Ensure that

I
“ you do not use a self-signed certificate generated by this utility for the production deployment.

Installation

Before you begin

Complete all the preparation tasks that are described in Preparing for NFVI Installation. The procedure to bootstrap the node hosting Insight is the same as
installing the buildnode.iso. Ensure that you plan for a standalone unified management node for production. Click Yes if the node is to be used in the production.

Enter ip a to verify the br_mgmt and br_api interfaces are up and are bound to bond0 and bond1, respectively.
For example:

$ipa

br_api: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP link/ether 00:42:68:6f:79:f2 brd
ffoff:ff:ff:ff:ff

inet nnn.nnn.nnn.nnn/25 brd nnn.nnn.nnn.nnn scope global br_api valid_Lft forever preferred_Lft forever

inet6 fe80::3c67:7aff:fef9:6035/64 scope link valid_Lft forever preferred_Lft forever

bond1: <BROADCAST,MULTICAST,MASTER,UP,LOWER_UP> mtu 1500 gdisc noqueue master br_api state UP
link/ether 00:42:68:6f:79:f2 brd ff:ff:ff:ff:ff:ff

br_mgmt: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc nhoqueue state UP link/ether 00:78:88:46:ee:6e
brd ff:ff:ff:ff.ff.ff

inet nnn.nnn.nnn.nnn/24 brd nnn.nnn.nnn.nnn scope global br_mgmt valid_Lft forever preferred_Lft forever

inet6 fe80::278:88ff:fe46:ee6e/64 scope link valid_Lft forever preferred_Lft forever
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bond0: <BROADCAST,MULTICAST,MASTER,UP,LOWER_UP> mtu 1500 gdisc noqueue master br_mgmt state UP
link/ether 00:78:88:46:ee:6e brd ff:ff.ff.ff:ff:ff

"The br_mgmt and br_api interfaces are created when you install the RHEL on the management

node as in Management Node on UCS C-series (ssMb/M&).

Run the following commands to copy the installer directory and the standalone insight_setup_data_yaml.
Copy the installer directory to a directory in /root/. Start the name of the new directory with Insight-tag id.

# cd /root/
# cp -prinstaller-<tag_id> <Insight-tag_id>

Copy the standalone insight_setup_data.yaml. Standalone_EXAMPLE file from the Insight-dir/openstack-configs to
any other location on the management node or the BOM.

# cp /root/Insight-<tag_id>/openstack-configs/insight_setup_data.yaml.Standalone_EXAMPLE /root
/insight_setup_data.yaml

Modify the insight setup data according to your requirements.

B
# IHINSIGHT SETUP CONFIGURATIONS U ]

# User Defined Configuration File
# Information in this file is specific to the user setup

# UM -= Unified Management {Insight)

# INSIGHT NG LI #

# NG -=> Mew Generation

# Optional, valid options are True and False. # Mon-reconfigurable, not enabled by

default. INSIGHT_MNG: <True or Falsex

REfasdehadnhaagadn i iadende it s et e dd e B ek el i Rty
# REGISTRY INFORMATION #

# Mandatory parameters
REGISTRY USERMNAME: '<uzemame>"
REGISTRY PASSWORD: <password>"
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# Mandatory Parameter when SDS is enabled # Not required when SDS is disabled

# Example registry FQDN name [your.domain.com] REGISTRY _NAME:
‘<registry_name>'

R R R R R R R g e R i g i S s
# INSTALLATION MODE it
MR R N R R R R R R R R R g e v

# Optional parameter # Valid options:
# a) connected (default): Node has connectivity to hittps://VIM-registry.com

#

#f b) disconnected: Node has NO connectivity to https:i/'VIM-registry.com
# For details, see Installing UM without Internet Access section #
INSTALL MODE: connected

SRR R A R S R R R R R R R R

# NETWORKING INFORMATION
#

# Optional, must have at least one sub key defined.
NETWORKING:

# Opticnal, needed if the pod is behind a proxy
# Mame of the proxy server without ‘hitps.//
# Mot required for INSTALL_MODE: disconnected
https_proxy _server: '<proxy.domain.com:8080>"
# Oplional; max of 4 enteries in the list
ntp_servers:
- <1.pool.ntp.org>
#OR
# Support for IPvE address
ntp_servers: [2001:c5c0:1234:5678:1002::1", 15.0.0.254]

© 2026 HCLTech. All rights reserved. 207



Classification: Internal

AL L R A R P A S R R R B S
# INSIGHT SUPER ADMIN #
AL L R A R P A S R R R B S

#User will be the default Super Admin of the system and can grant access to # all other users
getting registered to VIM pods.

# Mandatory parameters Ul_ADMIN_USERNAME: '<=username=>'
UI_ADMIN_EMAIL_ID: '<emz1]l idldomain.com:=’

WL R B A R R L R R R R S e g
# SMTP CONFIGURATIONS i
WHLR R R R R A R R R i R g e R R

# Set this to False, if there is no access to SMTP server # Optional, valid options are True and
False (default)

SMTP_MODE: False

# Following SMTP/EMAIL settings are mandatory "ONLY when" SMTP_MODE is True # Skip
the below keys, if SMTP_MODE is False

# Define the mail server off which the Insight email alias works. # For example,
outbound.cisco.com

# Mandatory: Valid SMTP Server is required for sending mails to the customers.
INSIGHT _SMTP_SERVER: <smip.domain.com=>

# Optional, defaults to 25 if undefined INSIGHT_SMTP_PORT: <port no.>

# For Insight Ul, you must create a mailer, so that all automated mails are # sent from that
alias.

# For example: 'VIM-insight-admin@cisco.com’ # Mandatory
INSIGHT _EMAIL_ALIAS: <email-alia=Edomain. com>

# Optional: Insight Email Alias Password is required if login on a SMTP server # requires
authentication.

INSIGHT _EMAIL_ALIAS PASSWORD: <password>

HE R e i g S R g e e R i e e
#
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# TLS CERT AMD HOST INMFORMATION #
SRR R R R R R AR R R R R R R R

# TLS certificate for INSIGHT UL

# Absolute TLS certificate path can also be generated using the script # tla_insight_cert_gen.py located
atinsight-<fgg_Jd=/insight.

# i ganerated by: tls_insight_cert gen.py, then below entry iz optional. FEM_PATH:
“abn.Jocatinn.ienset.aathe

# Mandatory in case PEM_PATH is defined.

S5L_CERT_CHAIN_FILE: <ghs_location. for cert chain, file of x503 certificate

# if using tls_insight_cert_gen.py to create the cert, define the following: # Mandatory
CERT_IP_ADDR: <br,api.5i.the MM node>
# Optional

GERT_HOSTNAME: <domain.name.jorseds

R R R R A S RS SR RS SR RS SRR R R R SR R R B RE Y #
LDAP CONFIGURATIONS #
HEHESA R R R RS SRS S R SR A SRR R SRR R S R

# LDAP Configurations to enable LDAP users to manage Insight L. # Optional, valid options are True and
False [default)

LOAP MODE: False
# Following LDARP sattings are required "ONLY when" LDAP MODE is True.

# Skip the below keys if LDAP_MODE is False

# Mandatory, valid options are True and False. # True is for secure connection{ldaps).

LDAP_SECURE: <True or False>

# Mandatory, IP address of the LDAP Server or Hostname when LDAP _SECLURE is # True with a trusted
Rioot CA certificate.

LDAP_SERVER: <{plhnaiams. ofldan.se0mr

# Mandatory, LDAP configured port. LDAP_PORT: <port no.>
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# Mandatory, Base DN of the LDAF sarver. # E.g., 'de=gisgpde=com’

LDAP_BASE_DN: '<Base. DM, of dan.se0r'

# Optional, LOAP search filter to search groups on LDAP. # Defaults to "ighlactClasa=posi=Groun)’
LDAF GROUP_SEARCH_FILTER: '<ldap_group search flwer'

# Optional, LDAP search filter to search group-members on LDAP. # Defaults to
phisctClass=posidecount] LDAP GROUP_USER_SEARCH_FILTER:
el ; n_filter>

# TLS certificate path.
# Required when LDAP_SECURE is True for self-signed certificates only.

# In zase of trusted Root-CA-signed certificate, this keyis not required. LOAP_CERT_PATH:
—_— TR : o'

# Mandatory, LDAP attribute which can be used as user-id # E.g., "<'yid, or 'gn; or 'mail >’
LDAF USER_ID_ATTRIBUTE: <ldap user Jd .attributes

# Optional, complete DN of the admin usar for bind and search. # E.g., "<dn=admin, dc=e<ampls,
do=com:='

LOAP _ADMIM: "<user-DN for admin='
# Optional, password of the bind adminuser: LDAP_ADMIMN LDAP_ADMIN_PASSWORD: "<passveord>'

# Optional, attribute on the LDAP server used to define group members. LDAP_GROUP MEMBER: '<
bl >

# Optional, attributa on the LDAP server used to define role associated meambers.
LDAP RCOLE_MEMEER: "< member =

# Optional, valid options are True and Falze (default)
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# Enable this to use Insight permissions mepping keys with LDAP groupfrole.

LOAF ALUTHORIZATION: Falza

# Following are the optional keys to map Insight permissions with LDAP grouprole

# Thesa Group/Role-DNvelus and LDAF BASE DM are used to create full Group/Role-Dikd_4#
UM_ADMIM_GROUP: 'gn=VIM-um-admigou=Roles’

# LDAP_BASE DM: 'do=gizgpde=com’

# Full-DN mapped as UM-Admins:- UM_ADMIN_GROUP + LDAP_BASE_DN

# Optional, LDAP Group-DN to be mapped as Insight LUM-Admins. # Defaults to 'gn=YIM-um-
adminpy=Roles’

UM _ADMIM_GROUP: <y admin. ErouRs

# Optional, LDAP Group-DN to be mepped as Insight Pod-Admins # Defaults to 'gn=VIM-pod-
adminpu=Roles’

POD_ADMIN_GROUP: <god, admin £aups

# Optional, LDAP Group-DN to be mapped as Insight Pod-Lsars[Write and Read Bermissinns] # Defaults
to go=VIM-pod-yssr ou=Roles’

FOD_USER_GROUP: <pod. uEer. Eroup>

# Optional, LDAF Group to be mapped as Insight Pod-Uses[Read Only)

# Defaults to ‘go=VIM-read-gnly,au=Roles' READ_ONLY_POD_USER_GROUP:
<RRsL oI Bod NARR EROUD>

RS PR SR PR F Y R R R R R e R E S e e R R e
OPTICNAL FEATURES it
R R R R H R R R R R R R R

# Automatically assigns the pod. wger permissions to W .admin during pod # registration with default
role ‘full-pod-acocess'.

# Optional, valid options are Trua and False (default)
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UM_ADMIN_WITH_FULL_POD_ACCESS: False

# Display all pod-users a= suggestion at new pod-user registration. # Optional, valid options are True and
Fals= (default)

DISPLAY ALL POD USERS: False

S R R R R R R R R R R R R R Y o
Ut ADMIMS #
S R N R R R R R R R R R R R R R

# Cptional, options for non-root wsar, § Can hawve one or more admins.

# Each VIM admin must have a Y. admin passwacHash, a YN, adminpublic. gyt or both.

#4 1. \IM, amin usernams; ADMIN UISER NAME |

H#i
e

##WIM admin usar names should satisfy following criteris* 848 5. Required
## b Unigue

## ¢ ASCI chars

##  d.Mospaceallowed ## a1 <= Langth <=32

#4# 1. Only losver case letters

#4# g Digits, underscores, or dashes

## __h First character must be a letter or an underscore

#4 2. VIM. sdmin_passwed.hagh: ADMIN USER PASSWORD HASH |

o8]
it

## Optional, to generate a password hash:
## - python -¢ 'import crypts print goEspsl(<plainkst.alang avde )’

#4 3. WIM. smin_public. kew ADMIN USER PUBLIC KEY

o8]
it
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## Opticnal  WIM _admin, public keyis o user's public key. #8 I can be generated with 'ssh-keygen'.
## Should be a string that starts with "ssh-ra AAAA" or "ssh-=dZ5510 ARAA™

# Optional, must have at least one sub key defined. YIM_admins:

# W admin with anly password hash.
I Rl A roal admin LI megangtsiigd dgals St

# VI admin with password hash and public key
L iAol _admie 2 el gagng e dgals S

MW ::I'l-{;,aI LASS | orosh-edZ5519 AALE,

# WM admin with only public key
R

MW ::I'l-{;,aI LASS | orosh-edZ5519 AALE,

FRAHEY SR ESE S a R ba B R S A H YA AR SR Fa b BR S Fal MR pa g HE SR SR S banlis b raall o
E5H A#CCESS COMFIGURATIONS #
sRadEEEraHESSSa AR ra S S ra eSS g AR Fal i Fra HE S Fa aER A aliis s ra ¥ dpadll

# Optional, velid options are Tree and False (defaudt] £ Tres: root can 33H to the UM management nodes.

# False: root connot 35H to the U managemsant node.

¥ At La st o WIR] adienin must be configursd if this is False peondt, poet, loging False

#Optional ¥ Eg,
# WARNING: Unautharized access to this system is forbidden and will be

# prosecuted by law. By accessing this system, you agres thet your actions # may ks monitored if
unauthorized usage is suspeched.

SR RRDRR, AR AR

sRaHEE SR ESS S A AR ba aH ER S A H YR AR S SR BR S ra HEE pa aHESSFa S aalis raadd o
UM LDAP ADMIMNS #
FRAHEEER R ESE S A AR SA A H N PR B ER SR BN PR BN Fr HES R B SR Rl bR s Fan ¥ Fa

# Optional, enable LDAP users to 55H to the UM management mode. # Can be added 2 dayg-00or day-1
o= part of reconfigure.
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# During recondigure, all but demain, nams can be changed.

# Mew domain npme can be sdded as part of tseonfignes bt once configured & cannot be changsd.
# Optional, contains list of ldap mappings
# Must have 2t least one glement defined inits Gst UM _LDAP_ADMINS:

# Al belows keys are mandatony
et e e T T R U

# For multiple |dap server pass comma separated value. [dap un: “{daps-/0172.29 84 2317

# All below keyz are optional lgza. shama; fe2307 |dap.uark RRRRFRS BRAROEEREA

#'IEHFFHFE”FGEIEEFIHFl Elm““ IHEE HEHHE ’”mmk EEg-"fsﬁngh'Jm.mm‘ﬁmhm:
“estring =" |fap-laser gnsneh base: “ostring>" qrrpas prpasder; " ostring=" ghpphe allow gRsES,
“eatring” lganar L ek HA <healergs

* nepstafidindAsmand) lose. s, regerk " ostring="
# {ld apdlorin’5|ad|none| mﬁ'tﬂﬁnp"

# Modified attributs values for MS-AD
# Supported possibls values 'fe 2307 orad’ |dap, schame; ric2307
# Supparted possible values gosbocmund - ‘person’ ldgp, user ahjart.clags; person

& Mew atiributes (for M5 AD with m,nrm“:‘]__ﬂ: Optional, mandatoryif krhS is the W{
m MERCLURY LOCAL

# Opticnal, dafaulti:mmm

# Optional, possible valuss JQHE.-""'C' krkS, dﬂuuhr.tnm;krhﬁ
# Mandatary i |dap.sehampis ad’ apapsen name: shhlansoasiiane,

# Optional, mandatory if auth, prosgdes is kridS kde_seoves “fodoe <part>’
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# Optional, relevant if krb5 is auth_provider (defaults to 24h in sec) (0 - 2147483647) kerberos_ticket_lifetime: <int>
# Optional, relevant if krb5 is auth_provider (defaults to 7d in sec) (0 - 2147483647)

kerberos_renew_lifetime: <int>

i
# REMOTE SYSLOG #
FHEF A R R R R R
# Optional, can be enabled by reconfigure action
SYSLOG_EXPORT:
# Required: List of remote servers
remote hosts:
# Required; remote syslog ipv4/ipv6 address
- host: '<ip addr>'
# required; typically, 514
port: <int>
# Required; possible values: user, locall, local2, local3, locald,
# localb5, local6, local7
facility: user or local[l-7]
FHEF R R R R R

Save the edited insight_setup_data.yaml file.

Start the insight installation process:

% od /root/In=ight—<hag id»/

S finsight/in=ight_rumer _py -h

usage: insight_runner.py [-h]l [-f SETUPEILE] [-y] [-s SEIP_STEPES]
[-p FEREORM STEPS] [-1] [—v]
[—update] [-—dry-nm] [--commit] [--rollhack]
[--reconfigure] [--zegeRrrsbe. sRREshel
[—setpasswond] [-4] [-u] [—-list-reconfigure-keys]

IHEIGHT ORCHESTRATOR

optional arguments:
-h, —help Show this help message and exit
-f SETUREFILE, ——zemmfila SETUREILE
U=er imput file, default is insight sehup dsts-sselk
-§, —pRS fa= option to =kip s=steps without prompt
-= SKIP STEP3, --gkip.sreps SEIP_STEES
Comma separated list of =steps to skip. g3 -= 1
-p FEREFURM_STEPS, —perfprm step= EEREOBM STEES
Coema separated list of steps to perfom. og -p 2
-1, —liaRsbens Lizt steps

-7, ——versicm Display wersion info

——update Dpdate, Insight

——drp-nm Dry Bun to find all containers marked for update
——Ccommit Commir Im=ight Tpdate

—rzrollback Bollbsck Insight Update

—-reconfigure Becrnfigure Insight IE, TL3, and UL
——pegrnerabs. Serrets. System generated Insight DE_ROOT_FRSSWORD
——sehRRSSERnd, U=er supplied Insight IE_RIOT_FASSWORD

iy ——install-statu=s Di=splay Insight install =tatus
-u, ——update-status Di=play In=ight update status
—list-reconfigure-keys

List =mstup data recomfiqurahle kegs

S$efinzight/in=ight rummer .py -1

!l INSIGHT !!
VIM THNIEIED MAMRGEMEMT ORCHESTRATOR

S
| Jperaticoms
R
| IHEUT_VALIDATIONW

| EOOTSTRAR THERA
S

il U
]
]
]
]
|
]
]
]
]
1
|
]
]
|
+

foofinsight/insight_rummer.py - < root/ingighh Sefn 0 s ireks

Perform step= ["1', 'Z2']. Combimie {¥/Mlg
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The logs far this nun are availebla at Ssarfloglinsight/bootstrapf<dete>_<timea>
FRaH¥Errabadrranbddraa BiEad
WIM IMNSIGHT ORCHESTRATOR

Shabiigiadilrraaiisaai sl

[1/2)[INFUT_VALIDATION: INIT] v Ormin 1sac

FManagemant Mode validation!

N ——S— R —————————
| Rde | Startus | Errar|
N ——S— R —————————

| Chack Esrmal Yersion | PASS Mane |
| Check &n=ibls Wersion | PASS | Mone

| Cheack Docker Version |P&ES | Mone|

| Cheack Management Mode Tag PASES | Maome |
| Chack Emdjg,[j.-ﬂ:ﬂing: | PASS | Mone |

| Root Password Check |PASS | Momes |
| Chaclk Boat Puﬂiﬁun%l’.ﬁs&:l M cinis |
| Cheack LY Swap Settings PAES | Maone|

| Check Docker Pool Settings  |PAES | Maone |

| Chack Home Cir Pariition | PAES | Mone|

| Chack Roat Dir Parditian PaEE | Mona |

| Chack fwar Partition | PASS Mane |

| Cheack LW partition BAES | M |

| Chack RHEL Pkgs Install State | PASS | Mone
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| Insight standalone Schema Validation| PASS [ Mane |

| Welid ey Theck in Insight Satup Dota PASS [Mane |
| Cuplicate Kay Check o Insight Setup Data PASS [Mane |
| WM fnsight Warkspace Conflict Check PAES Mane= |
| Chack Registry Conmectivity PASS Hane |
| Check LDAP Connectivity | PASE | Mo
| Test Emiail Serser for Insight FASS |Mone |
................................................ R A e R R R R R AR K R K R R R A R R A R R A EE R EE R R R n e smeenannn
[Z/AYBOTSTRAP_IMFRA: VIM-admins-Restart and enable 555 de=maon)] [COkFL] 1min 23zacs

WIM Insight Installed successfully!

- + +

| Description | Status | Details)]

- + +

| Insight I URL |PASS | hitps:i<br_api=:9000 |

| LI &dmin Email 1D | PASS | Check for info @ froct/insight-gpenstack- |

I | configs/ingight Asiua.daravamh, |
| Ul Admin Password | PASS | Chieck for info @« /opt/cisco/insight/seciets waml |
Backup Validation Passed

[**2HAUTOBACKUP: Completed Step 1 of backup, bagkupdin. Avar/cisco/ingight. hackup,
fiosight autobackup_3.4.5_<date>_<time>] [**ZIAUTCBACKUP: Starting post-packun..plegsgwait!!]

[**LAUTOBACKUF: Completed VIM UM backup ...
fvarfciscof|pgight. baskup/insight_autobackup_3.4.5

_<date®_<time>

Ended Installation [BOOTSTRAP_INFRA] [Success]

The logs for this run ara available at fvarlogfinsight/bootstrap/<date>_<times>

Logs of Insight Bootstrap are generated at: /varflogfinsight/bootstrap/ on the UM management node.
Log file neme for Insight Bootstrap are in the following tar format: insight_<date> <timeztfar gz
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Once the bootstrap process is completed a summary table preceding provides the information of the UI URL
and the corresponding login credentials. After first login, for security reasons, we recommend you change
the Password.

Insight autobackup takes place after the installation, and is located at default backup location /var
/cisco/insight backup; details of which is provided below the bootstrap summary table.

To add a new UI Admin in a setup that just got created, login to VIM insight and add a new UI admin user
from the Manage UI Admin Users menu. Without doing a fresh installation (that is un-bootstrap, followed
by bootstrap) of the insight application, the UI admin that was bootstrapped cannot be changed.

Refer vim Insight Post Bootstrap Validation Checks section, to verify the bootstrap status of vim
Insight.

UM with VIM Software Hub

UM with VIM Software Hub

To reduce the logistics of the artifact distribution during an air-gapped installation, use the VIM Software Hub. To
download the artifacts to the VIM Software Hub server, follow the instructions available at VIM Software Hub. Then,
you can use the connected way of installing Unified Management (UM) on the UM node.

To install UM on the UM node through VIM Software Hub, you need REGISTRY_NAME as an additional field in the setup
data for the UM node.

# Mandatory Parameter when SDS is enabled. REGISTRY_NAME: '<registry_name>'

Here, the registry name is fully qualified domain name (FQDN) or your domain.com. When VIM Software Hub is not
enabled, you must not use this parameter.

Once REGISTRY_NAME is defined in the setup data, the UM software fetches the artifacts from the VIM Software Hub

server as long as the INSTALL_MODE is defined to be connected or not defined in the insight_setup_data.yaml file. By
default, it is assumed to be connected.

UM Ul User Authentication and Authorization with LDAP

UM Ul User Authentication and Authorization with LDAP

Unified Management supports both LDAP and LDAPs (Secure over SSL) for an AD (Active Directory) environment, but
you can choose only one at a time. LDAPs supports connection using both self-signed and CA-signed certificate.

If you choose self-signed certificate option for LDAPs, you must have a certificate for verification over LDAPs and for
secure LDAP connection to LDAP over SSL.

© 2026 HCLTech. All rights reserved. 220



Classification: Internal

If you choose CA-signed certificate option, no certificate is required.

# LDAP confipurations to enable LDAP users o menegs Insight Ul & Optional, valid options are Tres and
Falze [dafawlt]

LO#P_MODE Folse

# Followanp LOAP setings ere reguired “OMLY when™ LDAP_MODE is True.

# Skip the below kays if LDAP_MODE s False

# Mandatary, valid options are True and False.
# Trus is for securs connection(|daps].

LO®P _SECURE: <True or Falsex

# Mardatary, IP address of the LDAP Server ar Hostneme when LDAP_SECURE is
# Trus wiith a trusted Root T4 Cartificate.

LDAR_SERVER: <iphostameapllopm AR

# Mandatory, LOAP cordfipured port. LDAP PORT: <part nou»

# Mandatary, Base DN of the LDAP server. # E.g.. 'de Wﬂm{
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LROEBOSE.DD: <Bage. A el AR se0m'

# Optional, LOWP search filter to s=arch groups on LODAP,

# Defaults to '|ghjectClass=posisGoup) LDAF_GROUF_SEARCH_FILTER:
'{!!;'FF El:gllp ﬁq:pb t E[:’-'

# Optional, LOAP search filter to search group-members on LOAP.

# Defaults to '{ghiectClass=pesivdeenuntl LDAF GROUF_USER SEARCH_FILTER:
<ldan.g Sl

# TLS cartificate path.
# Required when LDAP_SECURE i= True for self-signed certificates only.

# In case of trusted Root-CA-signed certificate, this key io not required. LDAF_CERT_PATH:
<abs. location.f I -

# Mandatory, LDAP attribute which can be used as user-id

# Eg., <'ud or'gn; or 'mail’>’ LOAP_USER_ID_ATTRIBUTE: <ldap_userid atribute=

# Optional, complets DM of the admin user for bind and s=arch.
# E.g., "“dn=admin, dc=example, de=com>"

LOAP_ADMIM: "<user-DM for admin='

# Optional, password of the bind admin user: LDAP_ADMIM LDAP_ADMIN_PASSWORLD: "<password>'

# Optional, attribute on the LDAP server used to define group members. LDAP GROUP_MEMBER: '<
herli >

# Optional, attribute on the LDAP server used to define role associeted membsers.
LDAFP ROLE_MEMEER: < mambear =

# Optional, valid options are True and Falsa {default)
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# Enabla this to use Insight permissions mapping keys with LOAP group/role. LOAP_AUTHORIZATIHON:
Fals=

# Following are the Optional keys to map Insight permissionswith LDAF group/role
#These Group/Role-0ON value and LDAP_BASE_DN are used to creste full
Group/Role-DN.

#FUM_ADMIN _GROUP: '‘cn=hvim-um-sdmin,ou=Rales'
#LDAP BASE DN: 'dc=ciscodco=com’

#Full-DN mapped 25 UM-Admins:- UM_ADMIN_GROUP +LDAP_BASE_DN

# Dptionszl, LDAP Group-DN to be mapped a2 Insight U-
Admins.

# Defaults to ‘cn=h¥im-um-zdmin.au=Rales’
UR_ADMIN _GROUP: =um sdmin_Sooups

# Optionzl, LDAP Group-DN to be mapped as Insight Pod-
Admins

# Defsults to ‘cn=hyim-pod-sdmin,au=Roles’

FOD ADMIN GROUP: <pod sdrmin-groups

#0Optionzl, LDAP Group-DM to be mapped 2 Insight Pod-Users[Write and Resd
Permissions]

# Defzults to ‘cn=hyim-pod-user, gu=Rales'
POD USER GROUP: <pod.user sroups

#Optionzl, LDAP Group to be mapped as Insight Pod-Usars[Rezad
Only]

# Defsults to ‘co=hvim-resd-gnly,ou=Rales’
READ_ONLY_POD_USER_GROUP: <resd _only_pad user_sroups

i Thesgroup-DM values must exclude LODAP_BASE DN vslue. For exsmple: U ADNIN GROUFP: cn=hwim-ur
gdmingu=Group

UM Without SMTP

Installing UM Without SMTP

By default, a SMTP infrastructure is required for the VIM UM service.

For releases starting from VIM 2.4.2, the UM service is supported in the absence of SMTP.

1 The migration of the UM service to SMTP-enabled mode from the mode which does not require SMTP is not supported.
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To install UM without SMTP, follow the below steps:

Modify the insight_setup_data.yaml file and add the following key:
SMTP_MODE: False

Remove the following keys from the insight_setup_data.yam!l:

INSIGHT_SMTP_SERVER INSIGHT_EMAIL_ALIAS INSIGHT_SMTP_PORT INSIGHT_EMAIL_ALIAS_PASSWORD

# cd Insight-<tag-id>
# ./insight/insight_runner.py -p 1,2 -f <path_to_setup_data>

Save the insight_setup_data.yaml file and begin the installation.

With SMTP disabled, insight runner sets both the Super Admin and Pod Admin as the default user. The default user can
login and register the pod, but cannot perform the following:

e Addanewuseratpod level.

e Addanew Pod Admin.

e Add anew Super Admin.

To add new user or update password for the existing user for Insight without SMTP, use the below script:

# cod Insight-<tag-id:>/ insight

# .fuser_populate.py —-help

usage: user populate.py [-h] [-—usernseoe USEFNAME] [——emailid EMATLID]
B [-—usertype UIERTYPE] [--updatepsss UPDATEPAZZ]

Add new user or update password for existing user for Insight without 23MTP.

optional arcurents:
=h, —help show thizs help message and exit
——usernse UIERNAME, -u USERNLME
Mamwe of the user.
——emmilid EMAILID, -2 EMAILID
Email ID of the user.
——usertype UIERTYPE, -t UIERTYPE
User Type:
super admin - User is Juper User for Insight
pod admin - User allowed to register new pods
pod user - User can only get associated with pods
——updatepass UPDATEPASS, -p UFDATEPALSS
Frail ID of the user whose passwvord needs to bhe updated.

following is an example to add a user:

! ® -t can take one of the following values such as super_admin, pod_admin, and pod_user as an argument.
® If the user already exists, an error stating "User already exists" is displayed. If the user is new, the script prompts to enter a new
password and confirmation password.

To use forgot password functionality, use the below command:

#./user_populate.py -p abcQRabc . com

If you add a user or change a password using -p option, you are redirected to the Change Password page on the first
login through UM.

© 2026 HCLTech. All rights reserved. 224


mailto:abc@abc.com

Classification: Internal

© 2026 HCLTech. All rights reserved. 225



Classification: Internal

UM Without Internet Access

Installing UM without Internet Access

®  Qverview
e |nstallation

Overview

Complete the following steps to install VIM Insight on the NFVI management node. As security is paramount to pod
management, the web- service hosting the single pane of glass is protected through TLS. Following are the steps to
get the TLS certificate setup going.

You can select one of the following approaches for the TLS certificate configurations:

e Provide your own certificate: You can bring in your certificate on the management node and provide the absolute
path of .pem and CA certificate files in the insight_setup_data.yaml file. The path must be provided as a value for
the key PEM_PATH in the insight_setup_data.yaml file.

e Generate a new certificate on the node. You can create a new certificate on the node by running the following
command:

# cd /root/Insight-<tag_id>/insight/

#./tls_insight_cert_gen.py -f <path_to_insight_setup_data.yaml>/insight_setup_data.yamLl.

This script searches for the PEM_PATH inside the insight_setup_data.yaml. As the path is not provided, it creates a
new certificate inside install-dir

/openstack-configs.

The self-signed certificate generation utility script is provided for lab/testing deployment only. Ensure that you do not
use a self-signed certificate generated by this utility for the production deployment.

The UM node is installed in the air-gapped mode when the data center does not have internet connectivity. You can
use the USB drive to load the installation files on the UM node. Downloading them to the USB drive may take several
hours depending on the speed of your internet connection.

1 Only Insight Installation on a Standalone UM node is supported. Attempt to install Insight on vim management node causes unexpected
behavior.

Installation

The procedure to bootstrap the node hosting Insight is the same as installing the buildnode.iso. Ensure that you plan
for a standalone UM node for production. Click Yes if the node is to be used in the production.

Before you begin
Ensure that you have set up a CentOS 7 staging server (VM, laptop, or UCS server) with a 64 GB USB 2.0 drive.
0
o Ensure thatyou have internet, preferably a wired connection, to download the vim installation files on the USB drive.

)
Ensure that you have disabled the CentOS sleep mode.
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On the staging server, use yum to install the following packages:
e PyYAML

e python-requests

e  Python 3.6 (rh-python36))

Check if python 3.6 binary is located at /opt/rh/rh-python36/root/bin/, if not copy the python 3.6 binary to /opt/rh/rh-
python36/root/bin/.

Access the VIM software download website using a web browser.

Log in with the credentials provided by your account representative and download the getartifacts.py script from the
external registry.

# download the new getartifacts.py file

curl -o getartifacts.py -u '<username>:<password>' https://vim-registry.com/mercury-releases/cvim34- rhel7-
osp13/releases/<releaseid>/getartifacts.py

# Change the permission of getartifacts.py

chmod +x getartifacts.py

Run the getartifacts.py script. The script formats the USB 2.0 drive (or USB 3.0 drive for M5-based management node)
and downloads the installation files. You must provide the registry username and password, tag ID, and USB partition
on the staging server.

./getartifacts.py -h

usage: getartifacts.py [-h] -t TAG -u USERNAME -p PASSWORD [--proxy PROXY]
[--retry] (-d DRIVE | -f FILE)
[--mgmtk8s | --argus | --insight | --sds | -U]

Script to pull container images en masse.

optional arguments:

-h, --help show this help message and exit
-t TAG, --tag TAG Installer version to pull
-u USERNAME, --username USERNAME
Registry username
-p PASSWORD, --password PASSWORD
Registry password
—--proxy PROXY https proxy if needed
—--retry Try to complete a previous fetch
-d DRIVE, --drive DRIVE
Provide usb drive path
-f FILE, --file FILE location of image file
—--mgmtk8s Additionally download hvim MON HA artifacts
—-—-argus Additionally download argus artifacts
--insight Additionally download insight artifacts
—-sds Additionally download sds artifacts
-U, --upgrade Additionally download artifacts for upgrade from 2.4.x

This script pulls images from remote registry then copies the contents to USB
drive or image file based on the user supplied option

The getartifacts.py script gets the images from the remote registry and copies the contents to the USB drive.

To identify the USB drive, execute the Isblk command before and after inserting the USB drive. The command displays
a list of available block devices. You can use the output data to find the location of the USB drive. You must provide
the entire drive path in the —doption instead of any partition.

For example:
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sudo ./getartifacts.py -t <tag_id> -u <username> -p <password> -d </dev/sdc> --insight [--proxy proxy. example.com]

Verify the integrity of the downloaded artifacts and container images.

# create a directory sudo mkdir -p /mnt/Cisco

# /dev/sdc is the USB drive, same as supplied in getartifacts.py python script sudo mount /dev/sdc1
/mnt/Cisco

cd /mnt/Cisco

# execute the test-usb help to look at the options

./test-usb -h

usage: ./test-usb [-h] -- Show this program to check integrity of artifacts in this USB drive/image file
[-a] -- Check integrity of all (core and all) artifacts in this USB drive/image File
[-] -- Location of artifacts
[-f] -- Location of image file
[-U] -- test upgrade artifacts from 2.4.xto 3.4.y

# execute the verification script

./test-usb

# failures will be explicitly displayed on screen, sample success output below

# sample output of ./test-usb execution with 3.4.6 release

#./test-usb

INFO: Checking the integrity of this USB drive

INFO: Checking artifact buildnode-K9.iso

INFO: Checking artifact registry-3.0.0.tar.gz

INFO: Checking the integrity of this USB drive

INFO: Checking artifact buildnode-K9.iso

INFO: Checking artifact registry-3.0.0.tar.gz

INFO: Checking artifact haproxy-K9.tar.gz

Node
INFO: Checking required layers:
INFO: 548 layer files passed checksum.

If a failure occurs, an error message is displayed. For example:

# ./test-usb

INFO: Checking the integrity of this USB drive INFO: Checking artifact buildnode-K9.iso

ERROR: Checksum for artifact buildnode-K9.iso does not match ('SHA512 (buildnode-K9.iso) =
96ec62a0932a0d69daf60acc6b8af2dcde5eca132cd3781fc17a494592feb52a7f171eda25e59¢c0d326fbb09194eedab
6036¢cbdc3 870dafe74f59cf1f2dce225'

1='SHA512 (buildnode-K9.iso) =
a6a9e79fa08254e720a80868555679baeea2dd8f26a0360ad47540eda831617bea0514a117b12ee5f36415b7540afa11
2a1c904cd 69e40d704a8f25d78867acf')

INFO: Checking artifact registry-3.4.2.tar.gz

ERROR: Artifact registry-3.4.2.tar.gz is not present

INFO: Checking required layers:

ERROR: Layer file sha256:002aa1f0fbdaea7ea25da1d906e732fe9a9b7458d45f8ef7216d1b4314e05207 has a bad
checksum

ERROR: Layer file sha256:5be3293a81773938cdb18f7174bf595fe7323fdc018c715914ad41434d995799 has a bad
checksum

ERROR: Layer file sha256:8009d9e798d9acea2d5a3005be39bchfe77b9a928e8d6c84374768ed19¢c97059 has a bad
checksum

Virtualized Infrastructure Manager Installation Guide, 3.4.x 97

Preparing for NFVI Installation
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ERROR: Layer file sha256:ea55b2fc29b95d835d16d7eeac42fa82f17e985161ca94a0f61846defff1a9c8 has a bad
checksum
INFO: 544 layer files passed checksum.

To resolve failure in downloading artifacts, unmount the USB and run the getartifacts command again with the --retry
option.

sudo ./getartifacts.py -t <tag_id> -u <username> -p <password> -d </dev/sdc> --insight —retry

1. Mount the USB and then run the test-usb command to validate if all the files are downloaded:

#/dev/sdc is the USB drive, same as supplied in getartifacts.py python script sudo mount /dev/sda1
/mnt/Cisco

cd /mnt/Cisco

2. Execute the verification script:
# ./test-usb

# In case of failures the out of the command displays a message indicating the same on the screen

3. When the USB integrity test completes, unmount the USB using the following command:

sudo umount /mnt/Cisco

4. After the artifacts of a target release are saved on the USB, you must unplug the USB from the staging server, connect
it to the UM node, and then perform the following steps on the UM node:

a. Provision your UM node with the build node ISO of that release and then connect the USB to UM node.
b. To copy the contents of the USB to UM node navigate to the /root/insight-<tag> directory and then execute the import
artifacts command.

#cd~/insight-<tag>/tools # ./import_artifacts.sh

1 To update UM, do not proceed beyond Step 11 and continue with Step 5 of Update/Upgrade UM

5. To create insight_setup_data.yaml, see Step 2 and Step 3 of Installation under UM with Internet Access
6. Save the edited insight_setup_data.yamlfile.
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14, 5tart the inzight instzllation process:

+= + +
| Operations | Operaton D |
+= + +
| IMPUT_WALIDATICM | 1 |
| BOOTSTRAP_INFRA)| 2 |
+- + +
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£ finsight/insight_runner. py -f </rootingight. 5emp. data.gaml> Perform steps ['1, '2']. Continue (¥/By

The logs for this run are available at fvarflogfinsight/bootstrap/<dete>_<timss>

SRR R R R R RS VM INSIGHT ORCHESTRATOR

[1/2INPUT_VALIDATION: INIT] R W, | Omin 1sec

Management node validation!
+ + + -

| Rule | Status | Error|

+ + - -
Uheck Kernel Version PASE | Mane
Check Ansible Viersion PASS| None
Check Docker Version PASS| None
Check Management Node Tag | PASS | None
Check Bond Saettings PASS| None
Root Password Check PASS| None
Check Boot Partition Settings | PASS|None
Check LV Swap Settings PASS| None

Check Docker Pool Settings PASS| None
Check Home Dir Partition PASS | Mane

Check Root Dir Partition PASS | None
Check fwvar Partition FAS5| None
Check LV partition PAS5| None
Lheck HHEL FEES Install state | FASE| Mane
+ + + -

Inzight standalone input validation!
+ - + +

| Rule | Status | Error |
+ - + +

| Insight standalone Schema VWalidation| PASS | Mone |
| Walid Key Check in Insight Setup Data | PASS | Mone |

| Duplicate Key Check Lo Insight Setup Data | PASS | Mone |

| WIM/Insight Workspece Conflict Check | Check LOAP Connectivity
| Check Registry Coninectivity

| PASS | Mone |

| PASS | Mone |

| PASS | Mone |
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| Test Emnail Sarver for Insight | PASS | MNomne |
+ - + +

2/ BOOTSTRAP_INFRA: VIM-admins-Restart and enable 555 daemon]

[DONEF] Imin 235ecs

WIM Imsight Instzlled succassfully!

+ + +

| Description | Status | Details|
+ + +

| Insight LN URL |PASS | hitps:f<br_api=2000 |
| U Admiin Email 1D | PASS | Check for info (G /roct/insight-gpanstack-

| | eonfigs/{nsight. SRRuE. Harsvamk I

| Ul Admin Password | PASS | Chieck for info (@ fopt/ciscofinsight/secrets vamyd
+ + +

Backup VWalidation Passed

[**2][AUTOBACKUP: Completed Step 1 of backup, bagkupdir; fvar/cisco/insight, backup
finzight sutobackup 3.4.6_<date>_<time>]

[**2[AUTOBACKUP: Starting post-hackup.plegse,

wait!!]
[*=2][AUTOBACKUP: Completed VIl UM backup ...

fvar/cisco/insight. backup/finsight_sutobackup_3.4.6_2020-

<date>_<time>

Ended Installation [BOOTSTRAF_INFRA] [Success]

The logs for this run zre available at fvar/log/finsight/bootstrap/=date>_<time=>

Logs of Insight Bootstrap are generated at - fvar/log/insight/bootstrap/ on the UM management

node. Log file name for Insight Bootstrap are in the following tar format:

inzight_<date>_<timeztar £z

Once the bootstrap process is completed a summary table preceding provides the information of the Ul URL and the
corresponding login credentials. After first login, for security reasons, we recommend you change the Password.

Insight autobackup takes place after the installation, and is located at default backup location /var
/cisco/insight_backup; details of which is provided below the bootstrap summary table.

To add a new Ul Admin in a setup that just got created, login to VIM insight and add a new Ul admin user from the
Manage Ul Admin Users menu. Without doing a fresh install (that is un-bootstrap, followed by bootstrap) of the insight

application, the Ul admin that was bootstrapped cannot be changed.
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Refer VIM Insight Post Bootstrap Validation Checks section, to verify the bootstrap status of VIM Insight

UM Optional Services

UM Optional Services
For release CVIM 3.2.0 or later, CVIM UM service provides the following optional features:

e Automatically add each UM admin as the default pod user with Full-Pod-Access to a pod during pod registration.
Display all the pod users as suggested users, while registering a new pod user.

1 By default, the optional features are not enabled. To enable these optional features, change the value of corresponding keys to True in Insight setup data
file.

To install UM with these optional features, follow the below steps:

Modify the insight_setup_data.yaml file and add following key:

a. Toautomatically add each UM admin to pod with Full-Pod-Access during pod registration, use the below
command:

UM_ADMIN_WITH_FULL_POD_ACCESS: True

b. To display the suggested users during pod user registration, use the following command:

DISPLAY_ALL_POD_USERS: True

1. Save the yaml file and begin the installation from the insight directory:

# cd /root/Insight-<tag_id>/

# ./insight/insight_runner.py -f </root/insight_setup_data.yam(>

UM Post Bootstrap Validation Checks

UM Post Bootstrap Validation Checks
Follow the below steps to check the VIM Insight bootstrap validation:

Check Insight installation workspace:

#cd$HOME # Il

Look for path pointed by symlink 'insight-openstack-configs'

# lrwxrwxrwx. 1 root root38 May 20 23:59 insight-openstack-configs -> /root/insight-<tag_id>
/openstack-configs

After the VIM Insight bootstrap, you can view the status of Insight installation through install-status action using
bootstrap:
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You can also verify whether the Insight and MySQL containers are up or not, by running the following command:

# ./insight/insight runner.py --install-status
Fetching Insight install status.

vim Insight Install Status!+------------------——- Fom—————
B et et +

| Description | Status | Details

B e e e +

| Insight Setup | PASS | Success

| Insight Version | PASS | NG: <release tag>

| Insight UI URL | PASS | https://<br_api>:9000
| Mariadb Container | PASS | mariadb <tag id>

| Insight Container | PASS | insight <tag_id>

| Insight Autobackup | PASS |

e R +

$ source ~/.bashrc

$dp

4. Check the status of Insight, by running the following command:

§ systowpsl status

[ACTIVE]: Running 'insight-autobackup.service'

docker—insight

docker-insjght,service - Insight Docker Servica

Loaded: loaded (/ysr/lib/systemd/system/docker-insight.service; enabled; vendor preset disabled)

Active: active (running) since Fri 2017-04-07 13:05:25 PDT; 365 ago Main PID: 30768 (docker-current)

Memory: 15.2M

CGroup: /system.slice/docker-insight.service

30768 /ysr/bin/docker-current start -a insight_ng_<tag-id=>

Apr07 12:09:260111-th2-ins-3
Apr07 13:09:26111-th2-ins-3
Apr07 13:09:26111-th2-ins-3
Apr07 13:09:26111-th2-ins-3
Apr07 13:09:26111-th2-ins-3
Apr 07 13:09:26111-th2-ins-3
Apr07 13:09:26111-th2-ins-3
Apr07 13:09:26111-th2-ins-3
Apr07 13:09:26111-th2-ins-3
Apr07 12:09:260111-th2-ins-3

the server's fully qualified domain name, using 2.2.2.6. Set the "ServerName’ directive gl...

ocker[30708]:user .rale.
ocker[30768]: i

L O o O o o

determine

Hint: Some lines were gllipsized, use -l to show in full.
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ockerl 20708 Tablas o Fhac
ocker[30768]: buildnode. master
ocker[30768]: permissian. master,
ocker[30768]:role. master
ocker[30768]:role. permission
ocker[30768]: user masker.

USEE-AR55)00
ocker[30768]:Starting the apache httpd
ocker| 30768 : AHO0558: hitpd: Could not reliably

this message
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s Check if the Insight & up, By running the fallvwing command:

% cur hitps:fbr_egiz3000 & {or -—-insscurs)

four response of curl should shows the DOCTYPE HTML:

=IDOCTYPE hitml=

£l-=Jif [LIE TJ= <htrnl lang="gn" ng-app="mydpR’ closs="no-ig lt-i=0 [-ied l-ie? =
£lendif]--=

£l==fif IE 7] <htrml lang="gR" ng-app="mydgp" class="no-{5 lt-ie9 t-ied"
£lendif]--=

£l=oif IE @) <htrml lang="gR" ng-app="mylgp" class="no-{5 t-ie9"> dendif]-->
£l--Jif gt |E BJr=l—> <himl leng="gp" ng-app="merrundngiztler. class="no-j5">
£l=xendif]-—=

<haad=

“meta charsat="uif-§">

=mta htt p-gguin="K-UA-Campatibls" comant="E=edpe">
title=WIM Installer/titla=

“meta name="dascription” content="">

“meta name="viewpor” content="width=desice-width, initial-scale=1, masimum-scale=1, user-
scalable=0"1>

<link pgl="stylashest”

hegt="..fstaticlib/html3-boilerplats/dist cgsfnommalize. css"

<link rpl="styl=shest” hgaf=". fstatic/lib/html5-boil=rplats/ et cgs/main oss"
<link pel="stylashest” hgef=". fstaic/lib/bootstrep/bootstrap mincss"»

lirk ppl="stylashest” hgef="..fstabc/libfont -ewescmeffont-awes cme.min.css™=

<le=<link

o (plF"stylesheet"s—=
<link pel="stylashest” hgef=". fstaic/lib/bootstrep/boctstrap-themes.min.css™>
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link pgl="stylashest” hpef=".. fstaticlibfuggd fui-grid min.css "

“link pgl="stylashest” hpef="..fstatic/ibfchart/angular-chart.min.css">

=xcript

sre=". fetaticflib/htmlS-beilerplatefdistfjsvendardmedernize-28.3.min.js el eeript
<link pgl=" stylashest” hpef=". fstotic/cgs/opp.oss™>

gl--new dashboard C5s stans--»

link gl =" stylashest” hpaf="_fstetic/cgs/deshboard.cas™>

gl-new dashboard gg5 end-->

i hmad =

“hady class="skin-blue sidabar-collepss " ng-controller="Dagshbea dCar ' id="Tagslebaybagt =
=div class="wrapp=sr” id="wrappar">

<diw class="content-wrapper” id="contaniclase®

“mi-header></mi-header=

“mi-left-side-navbar></mi-left-side-nasbar>
“message-boe </messape-box>

<divv class=" ymahaight’ np-viee gyipscrpll="trus"=< v
<l

<mi-fpater=</mi-fooker>

=i i

gl-new dashboard |5 starts-->

=script spp="..fstatic/lib'bootstropdguary.min.js" =< script>
“acript spe="..fstatic/libjgueny fqueny-ui.js" =<dscrpts
caeript spe="_ fstaticdlibd boatstrap/progresshar =" > </script>
gl—new dashboard |5 ends-—->»

<acript spe="..fstatic/lib' chertfChert.min "> < script>
caeript spe=". fstaticd/libd boatstrap/boatstrop.min. =" > <s cript>
<script spp="..fstatic/libdenpulerfangular. js "< /s ripts

Cacript srp=".fstatic/libd chartfangular-chart mings™ =< fscript™
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<script src="../static/lib/uigrid/angular-touch.js"></script>

<script src="../static/lib/uigrid/angular-animate.js"></script>

<script src="../static/lib/uigrid/csv.js"></script>

<script src="../static/lib/uigrid/pdfmake.js"></script>

<script src="../static/lib/uigrid/vfs_fonts.js"></script>

<script src="../static/lib/uigrid/ui-grid.js"></script>

<script src="../static/lib/angular/smart-table.min.js"></script>

<script src="../static/lib/angular-route/angular-route.js"></script>

<script src="../static/lib/angular-cookies/angular-cookies.js"></script>
<script src="../static/lib/angular/angular-translate.js"></script>

<script
src="../static/lib/angular/angular-translate-loader-static-files.min.js"></script>
<script
src="../static/lib/angular/angular-translate-storage-cookie.min.js"></script>
<script
src="../static/lib/angular/angular-translate-storage-local.min.js"></script>
<script src="../static/lib/yamltojson/yaml.js"></script>

<script src="../static/lib/yaml/js-yaml.min.js"></script>

<script src="../static/lib/d3/d3min.js"></script>

<script src="../static/utility/utility.js"></script>

<script src="../static/widgets/widgets.js"></script>

<script src="../static/app.js"></script>

<script src="../static/layout/layout.js"></script>

<script src="../static/login/login.js"></script>

<script src="../static/globals/globals.js"></script>

<script src="../static/dashboard/dashboard.js"></script>

<script src="../static/cloudpulse/cloudpulse.js"></script>

<script src="../static/blueprintsetup/physicalsetupwizard/ucsmcommon.js"></script>

<script src="../static/blueprintsetup/physicalsetupwizard/cimccommon.js"></script>

<script src="../static/vmtp/runvmtp.js"></script>

<script src="../static/blueprintsetup/physicalsetupwizard/networking.js"></script>
<script src="../static/blueprintsetup/physicalsetupwizard/serverandroles.js"></script>
<script src="../static/blueprintsetup/openstacksetupwizard/cephsetup.js"></script>
<script src="../static/blueprintsetup/openstacksetupwizard/cindersetup.js"></script>

<script src="../static/blueprintsetup/openstacksetupwizard/glancesetup.js"></script>
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<script src="..
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".
<script src=".

<script src="..

/static/blueprintsetup/openstacksetupwizard/haproxy.js"></script>

./static/blueprintsetup/openstacksetupwizard/keystonesetup.js"></script>
./static/blueprintsetup/openstacksetupwizard/swiftstack.js"></script>
./static/blueprintsetup/openstacksetupwizard/neutronsetup.js"></script>
./static/blueprintsetup/openstacksetupwizard/vmtpsetup.js"></script>
./static/blueprintsetup/physicalsetupwizard/physicalsetupwizard.js"></script>
./static/blueprintsetup/servicesSetupWizard/systemlog.js"></script>
./static/blueprintsetup/servicesSetupWizard/NFVbench.js"></script>
./static/blueprintsetup/servicesSetupWizard/servicesSetupWizard.js"></script>
./static/blueprintsetup/openstacksetupwizard/openstacksetupwizard.js"></script>
./static/blueprintsetup/blueprintsetup.js"></script>
./static/blueprintmanagement/blueprintmanagement.js"></script>
./static/topology/topology.js"></script>
./static/monitoring/monitoring.js"></script>
./static/horizon/horizon.js"></script>
./static/podmanagement/podmanagement.js"></script>
./static/blueprintsetup/openstacksetupwizard/tlssupport.js"></script>
./static/blueprintsetup/openstacksetupwizard/elksetup.js"></script>
./static/systemupdate/systemupdate.js"></script>
./static/blueprintsetup/physicalsetupwizard/registrysetup.js"></script>
./static/registertestbed/registertestbed.js"></script>
./static/registersaas/registersaas.js"></script>
./static/useradministration/manageusers.js"></script>
./static/useradministration/rolemanagement.js"></script>
./static/saasadmindashboard/saasadmindashboard.js"></script>
./static/saasadmindashboard/buildnodes.js"></script>
./static/saasadmindashboard/buildnodeusers.js"></script>
./static/saasadmindashboard/managesaasuser.js"></script>
./static/saasadminusermanagement/saasadminusermgmt.js"></script>
./static/blueprintsetup/physicalsetupwizard/nfvisetup.js"></script>
./static/blueprintsetup/physicalsetupwizard/torswitch.js"></script>
./static/blueprintsetup/openstacksetupwizard/vtssetup.js"></script>
./static/rbacutilities/rbacutility.js"></script>
./static/forgotpassword/forgotpassword.js"></script>
./static/changepassword/changepassword.js"></script>

./static/passwordreconfigure/passwordreconfigure.js"></script>

/static/openstackconfigreconfigure/openstackconfigreconfigure.js"></script>
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<script src="../static/reconfigureoptionalservices/reconfigureoptionalservices.js"></script>
</body>

You can check the status of Insight autobackup service that is invoked as a daemon process. Incremental autobackup
is taken from the database and /opt/cisco/insight/mgmt_certs directory if there is any change. In other words, it
triggers a backup whenever there is a change in Insight DB resulting from Ul and saves it in the latest backupdir
located at /var/cisco/insight_backup

# systemctl status insight-autobackup

insight-autobackup.service - Insight Autobackup Service

Loaded: loaded (/usr/lib/systemd/system/insight-autobackup.service; enabled; vendor preset disabled)
Active: active (running) since Mon 2017-09-04 05:53:22 PDT; 19h ago

Process: 21246 ExecStop=/bin/kill ${MAINPID} (code=exited, status=0/SUCCESS) Main PID: 21287 (python)
Memory: 9.2M

CGroup:/system.slice/insight-autobackup.service 21287 /usr/bin/python
/var/cisco/insight_backup/insight_backup_2.1.10_2017-08-31_03:02:06/root
/rohan/installer-10416/insight/playbooks/../insight_autobackup.py

Sep 04 05:53:22 F23-insight-4 systemd[1]: Started Insight Autobackup Service.

Sep 04 05:53:22 F23-insight-4 systemd[1]: Starting Insight Autobackup Service...

UM Admin Login for Standalone Setup

UM Admin Login for Standalone Setup

For security reasons, the Insight Admin logs into the Ul with which UM is bootstrapped. Insight Admin needs to add
new users as Pod Admin.

Registration of UM Admin to UM

e Enter the following address on the browser: https://<br_api>:9000.

e Enter the Email ID and Password. The Email ID should be the one specified as U_ADMIN_EMAIL_ID in
insight_setup_data.yaml during bootstrap. The Password for Ul Admins are generated at:

/opt/cisco/insight/secrets.yaml

where key is U_ADMIN_PASSWORD.
e |f LDAP mode is True and LDAP user attribute is set to uid, login with LDAP user id credentials.
e Click Login as Ul Admin User. You will be redirected to Insight Ul Admin Dashboard.

UM Pod Admin Login for Standalone Setup

UM Pod Admin Login for Standalone Setup

Follow the below steps:

e LoginaslInsight UM.

e Navigate to Manage Pod Admin and click Add Pod Admin.

e Enteranew Email ID in Add Pod Admin pop-up.

e Enter the username of the Pod Admin.

e Click Save. User Registration mail is sent to a newly added Pod Admin with a token.

e Click the URL with token and if token is valid then Pod Admin is redirected to Insight-Update Password page.
e Enter new password and then confirm the same password.

e Click Submit.
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UM Host Administrators

Managing UM Host Administrators

e Additional VIM UM Administrators

e Enabling UM Administrator with LDAP Authentication
e Enabling Root Login

e Disabling Root Login

e Enabling Banner During SSH Login

Additional VIM UM Administrators

VIM UM supports the management of the VIM administrators. The administrator can log into the Unified Management
node through SSH or the console using the configured password. By configuring one VIM admin account,
administrators do not have to share credentials. Administrators have individual accountability. This can be included
as a part of a fresh installation or can be brought in via reconfiguration.

To enable one or more VIM administrators, perform the following steps:

Fetch the latest insight_setup_data.yaml file:

# cd /root/
# mkdir MyDir
# cp /root/insight-openstack-configs/insight_setup_data.yaml /root/MyDir/
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2 b.-'ludif-.l the jpaipih ssinm dokgpaird file manually with the configurations listed as balow:

TED Tim Edmin mUET DETE OB OTAE BIELE - DEEENCCA RERl, & Tim mdmioopullic R,
or both.

Tie sdel=z vssrzasss aluld asziafy felloswisg srimeries
. omgrired
E. c=lgas
. MECTI chare
d. mo apacHe sllowad
w. 1 o= zmmgth =31

2. Caly losar cEgm Laztara
F- —igita, uzdarsccrad, or dEakhaa

o mimsz arscter muat be 6 latTar or ao uodersccom

CopTizasl |, = JEATNETES & FEanvcrd Deals
~> pFthSz o TimgorT SIFRTS FOLST SEERELSPERT | SRkadocas-sszomg. peedst | "

Cyticmel, wip sdmio-guElice ey Lo & usarta pElic kay.
T =a= ko guaoszszed with "yt

Ahoeld ba s @zrzizg theT etErte with “sErtTas mmas” or "palk-eddillS amas®

Cormiconl , murat e AT lasat oo il ey dadizad .

LM EIrLTE
& wim adeis swrirvh mly paasrcrd haab .
Towin mIRLT RIS ETAD
zon rocT_mdmiz 1
VAR RELLD_FEERSILE DEED
HI- T =)

4 Tim adels wizh peasverd baal azd puklicz ay
d 0 wip RAELT AT ECA
=o= rocT_mdmiz
TAR_EALE ZREFSILL NEER
HI T fepepee
whorosdnio-ouklic Sers sabh-mex sass. .. or aalk-eddfOlE mmas oo

1 Run the fallowing command far installation:

# For reconfigure

¥ Formstallaton

£ finsight/inzight_rurmar.py -t <gaph. b, et A G AMAXHRL

4. Hun the fallowing reconfiguration command:

# ./insight/insight_runner.py --reconfigure -f <path_to insight_setup_data.yaml>

VIM administrators can manage their own passwords using the Linux passwd command. You can add or remove VIM administrator
through the reconfigure option, while the passwords for their existing accounts remain unchanged.
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Enabling UM Administrator with LDAP Authentication

VIM UM supports the management of the UM administrators whose access to the management node can be
authenticated through an external LDAP server (Open LDAP or Microsoft Active Directory (AD) based). Since Unified
Management node is not a general-purpose Linux box, all users accessing the management node have the same
administrative privileges, that is, the enforcement is limited to user authentication and not authorization. It can be
added as a Day 0 or Day 1 activity. Ensure that the (dap_uris is secured over LDAPs.

Starting from VIM 4.4.2 LDAP authentication with both secure and non-secure through an external LDAP server (Open
LDAP or Microsoft Active Directory (AD) based) is supported.

To obtain sudo access to the UM node, you can choose one of the following options:

e If sudoers_group_name is not enabled, then manually add the user with root privileges to the wheel group in the
corresponding LDAP domain, for example, usermode -aG wheel user1

e Usethe optional parameter sudoers_group_name, so that all members listed in sudoers_group_name gain root
privileges. This optional parameter is available only from VIM 3.4.6 onwards.

To enable UM administrators with LDAP authentication over secure (i.e., ldap_uri : ldaps:// <>) or non-secure(.i.e.,
ldap_uri: ldap://<>) perform the following steps:

Take a backup of the setupdata file and update the file manually with the configuration listed below during
installation:

UM_LDAP_ADMINS:

1. domain_name: corp_ldap1
ldap_uri: "ldaps://<ip_address_1:[port_1]>,ldaps://<ip_address_2:[port_2]>" or ldap_uri: "ldap://<ip_address>

ldap_search_base: "dc=cisco,dc=com"
ldap_cert_path: <LDAP Cert Path> # Optional
ldap_user_object_class: posixAccount # Optional
ldap_user_uid_number: uidNumber # Optional
ldap_user_gid_number: gidNumber # Optional

ldap_group_member: memberUid # Optional

e domain_name: corp_ldap2
ldap_uri: "ldaps:///<ip_address_3:[port_3]"

ldap_search_base: "dc=cisco,dc=com"
ldap_cert_path: <LDAP Cert Path> # Optional
ldap_user_object_class: posixAccount # Optional
ldap_user_uid_number: uidNumber #Optional
ldap_user_gid_number: uidNumber #Optional
ldap_group_member: memberUid #Optional
ldap_default_bind_dn: "<string>" #Optional
ldap_default_authtok: "<string>"  # Optional

ldap_default_authtok_type: "<string>" # Optional (password|obfuscated_password) ldap_group_search_base:
"<string>"# Optional
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ldap_user_search_base: "<string>" # Optional access_provider: "<string>" #Optional simple_allow_groups:
"<string>" # Optional

ldap_id_use_start_tls: <boolean>  # Optional

ldap_tls_reqcert: "<string>" #Optional(never|allow|try]demand) chpass_provider: "<string>" # Optional
(ldap|krb5]ad|none)

sudoers_group_name: <list> # Optional (list of group that should be able to execute "sudo")

Idap_default_authtok is mandatory if the LDAP server does not support anonymous bindings.

To support AD (Windows AD) with or without Kerberos, provide the additional parameters as given below:

UM_LDAP_ADMINS:

- aceess. proyider: simple

# madified attribute values

ldap.schema: rfc2307 # supported possible values 'rfc2307' or 'ad’ ldap. user. object. class: person # supported
possible values 'posixAccount’, 'person’

# new attributes (for AD with LDAP or Kerberos)
realm._name; <string> # optional, mandatory if krb5 is the auth_provider id_provider: ldap # optional, defaultis ldap

auth_proyider: krb5 # optional, possible values ldap | krb5, defaults to ldap ldap._user_name: sAMAccountName. #
mandatory if ldap_schema.is 'ad'

kde_server: '<fadn>:<portz'# optional # optional, mandatory if auth_provider is krb5 kerberos. ticket lifetime; <int> #

optional, relevant if krb5
is auth_provider (defaults to 24hin
sec) (0 - 2147483647)

Kerberos. renew. lifetime; <int> # optional relevant if krb5 is guth_provider (defaults to 7d in sec) (0 - 2147483647)

Multiple entries of the LDAP domain are allowed. For each entry, only domain_name and ldap_uri info are mandatory. Ensure that the [ dap_uri
is secured over LDAPs. As part of the reconfiguration, you can add a new domain_name, but the domain_name cannot be changed once
configured.
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4. To recanfigure the WIM adminBtrator, run the fallowing commands:
Enabling Root Login

[rootEmprmt] =& cd froot’
[roct@Eimpgrmt] =18 mbdir e Cic
[raat@mgrmt] =} cp froot/insight-GRepREk Configs/iDEd R AR ARIRL froat TRy
# update/include the yirm Idap edeman in the sateg dets
[rootEmprmt] =& cd frootTllic’
[ract@mgrmt] =32 v ipeighh, AR ARIARIA
[rootEmprmt] =& od ~finsight-gine,
[roct@Emprmt] =& cd Insight-<teg, s
[roctEmprnt] =]& Snsightinsight_runner.py --recanfigus -f <pgth boinsisht, sedup, deta yamle

Ta complement the manegameant of WM administrators, VIM supparts an option to encbla/disebls raot

ocoess at login. By default, this option is set to Troe. You can optionally disable this root access through
reconfiguration or installation.

To enabls root login, follows the belome steps:
1. Fetch the latest (eipid sl s Sk, file:
icd frootf
# i Myl
# cp fraotfinsight-gRenakaek: config s/ ingighi ARt drle g roat iy

. Modify the Eaghr satam gkl file manually with the configuration listed below:

& Trues: root can 35H to the UM menagemsant node.

¥ False: roat cennot 55H to the UM mansgemsnt node.
¥ At laast ane yim, afmicsmust be configured if this is False

¥ Ume sy to drop down to root end sxecuts administrator functionalities peomit, gnet login: False
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1. Run the fallowing command for installation:

# For Install

& firesightfinsight_rurnar.py -f <pagh, 1o, ineeat. A5t B ARRNmL

4. Run the following papgrigiatiga.command:

# For recarfigure

ifirsightfinsight_nunner. py --reconfigurs -f <gath, lodnsehl, ssivg drizyamls

Disabling Root Login

¥ ou can disable the root login using the helmy commoand:

# Permit Root Login {optional, defawlt True]

# Trus: adrmin can 33H to management rode with root gsenid and passwoed

Enabling Banner During 55H Login

WM UM supports the enabling of 2 banner during 35H login to the management nods. ¥ou can enable the
banmer during frash installation or wia recondipuration.

To enable banner during login, perform the following steps:
1. Fetch the latest ingighb saiwm o gma, File:
dod frootf
# i My
# cp frootfinsight-gpenatgck-configs’inaghlspinpdriagrml roat Ty Dy
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2. Wadify the feaighh safapm cfahg e, file manually with the configuration lisked below:

SR RPORR

<ypour Banner Tet>

3. Run the follewing command Far installation:

# For Install

£ finzight/inight_runn=r.py -f <gaph. 1o, ehl AR e ARRMHMAL

4. Run the fallowing reconfiguration command:

# For reconhpure

& finmightfinsight_roniner.py --reconfigurs -f <path, toinseht, ssfug, detaaamls

Reinstallation of UM Node

Reinstallation of UM Node
Due to unforeseen circumstances, there might be a need to reinstall the UM application with the same image version.
To alleviate the need for re-imaging the UM node, follow the steps listed below to uninstall and reinstall the UM
application with the image tag used for install in the first place.
Copy the setup_data.yaml from /root/openstack-configs/ directory to ~/Save/

cd insight-<tag-id>/insight

./insight_unbootstrap.sh -k

1 Ensure that you pass -k option during uninstallation, to preserve the artifacts.

To verify that no docker containers are running, use the command:

docker ps -a

To verify that no docker images are present, use the command:

docker images

Once the uninstallation is complete, proceed with the installation steps mentioned in the Unified Management.
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Verifying Installation

Verifying Installation

e Displaying IP Addresses

e VIM Client CLI Availability

e Displaying NFVI Logs Accessing OpenStack API
e Endpoints Assessing NFVI Health

e HA Proxy Dashboard/ELK Stack

e |Logs Testing Pod/Cloud Infrastructure

Displaying IP Addresses

Displaying IP Addresses
To display the IP addresses for all NFVI nodes, enter the following command:

# cd /root/openstack-configs
[root @nfvi_management_node openstack-configs]# cat

/root/installer/openstack-configs/mercury_servers_info

Sample output:

Total nodes: 8

Controller nodes: 3

+ + [ TS Fommmm o B + +
| Server | CIMC | Management | Provision | Tenant | Storage |
+ + Fomm - Fommmm - Fommm o + +

| c44-control-1]172.26.233.54[10.21.1.25 [ 10.21.1.25 | 10.2.2.22 | None |

I I I I
| c44-control-3 | 172.26.233.56 | 10.21.1.27 [ 10.21.1.27 [ 10.2.2.24 | None |

I I I I I
| c44-control-2 | 172.26.233.55 | 10.21.1.28 | 10.21.1.28 | 10.2.2.25 | None |

+ + Fommmmmmeem Fommmmmeeee o Fommmmmeeeem + +

Compute nodes: 2

+ + Fommmmeeem Fommmmmmeee - Fommme - + +
| Server | CIMC | Management | Provision | Tenant | Storage
+ + Fommmmeeem Fommmmmmeee - Fommme - + +

| c44-compute-1|172.26.233.57110.21.1.26 | 10.21.1.26 | 10.2.2.23 | None |
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| c44-compute-2 | 172.26.233.58 | 10.21.1.23 | 10.21.1.23] 10.2.2.21| None |
| | | | | |

+ + + + + + +

Storage nodes: 3

+ + + + + + +
| Server | CIMC | Management | Provision | Tenant| Storage |
+ + + + + + +

| c44-storage-31172.26.233.53]10.21.1.22| 10.21.1.22| None |10.3.3.22 |

I | | | | I
| c44-storage-21172.26.233.52 |10.21.1.24110.21.1.24 | None | 10.3.3.23 |

| | | | | |
| c44-storage-1]172.26.233.51 [10.21.1.21[10.21.1.21 | None | 10.3.3.21 |

+ + + + + + +

[root@c44-top-mgmt openstack-configs]#

VIM Client CLI Availability

VIM Client CLI Availability

VIM client CLI is used for managing NFVI pods. After the completion of NFVI installation, verify that the VIM user is
running and pointing to the right management node in the installer directory. NFVI provides a tool to check the REST
API server status and directory where it is running.

To run the tool, enter the following command:

#cdinstaller-<tagid>/tools #./restapi.py -a status
Status of the REST API Server: active (running) since Thu 2016-08-18 09:15:39 UTC; 9h ago REST API launch
directory: /root/installer-<tagid

Confirm if the server status is active and check whether the REST APl directory matches with the directory where the
installation is launched. The REST APl command also provides options to start, tear down, and reset the REST API
server password. Run the following REST APl command to reset the password.

#./restapi.py -h
usage: restapi.py
[-h] --action ALTIGN. [--yes] [--verbose]

REST API setup helper
opticnal arguments:
-h, --help shew this help message and exit
——action ALTION, —a ACTION
setup — Install and start the REST ZPI server.
teardown — Stop and uninstall the REST API server.
restart — Restart the REST API server.
regenerate-password -Regenerate the password for
reset—password — Reset the REST API password with the given password.
status — Check the status of the REST API server

—--yes, -y Skip the dialeg. Yes, to the acticn.
—-verbose, -v Perform the action in verbeose mode.
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If the REST API server is not running, executing VIM displays the following error message:

# cd installer-<tagid>/
# hvim --setupfile ~/Save/<setup_data.yaml> run

4. If the installer directory or the REST APl state is not correct or pointing to an incorrect REST API directory,

go to the installer-<tagid>/tools directory and execute the following command:

# ./restapi.py -action setup

5. Confirm that the REST API server state and directory are correct using the below command:

Jrestapi.py -action status
6. If the REST API recovery step was run on an existing pod, run the following command to ensure that the

REST API server continues to manage it:

# cd installer-<tagid>/

# hvim --setupfile <setup.data_file_path> run --perform 7 -y

1 For more information on REST API, see REST API Overview

Displaying NFVI Logs

Displaying NFVI Logs

The NFVl installation logs are generated and available in /var/log/mercury//<install_uuid>/ directory of the
management node. The last 20-log directories are tarred and kept in this directory. The logs are archived (tar.gz file)

after each run.

The following table lists the NFVI installation steps and corresponding log files:

Step Description Log File

1 INPUT_VALIDATION mercury_baremetal_install.log
2 MGMTNODE_ORCHESTRATION mercury_buildorchestration.log
3 VALIDATION mercury_baremetal_install.log
4 BAREMETAL mercury_baremetal_install.log
5 COMMONSETUP mercury_os_install.log

6 CEPH mercury_ceph_install.log

7 ORCHESTRATION mercury_os_install.log

8 VMTP None
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Accessing OpenStack APl Endpoints

Accessing OpenStack APl Endpoints

The NFVI installer stores the access credentials in /root/installer-<tag-number>/openstack-configs/openrc of the
management node. The external_lb_vip_address provided in the setup_data.yamlis the IP address where OpenStack
APIs are handled.

Example:
export OS_AUTH_URL=http://172.26.233.139:5000/v3 or

https://172.26.233.139:5000/v3 (if TLS is enabled)
export OS_USERNAME=admin

export OS_PASSWORD=xyzabcd

export OS_TENANT_NAME=admin
exportOS_REGION_NAME=RegionOne

# For TLS, add

export OS_CACERT=/root/openstack-configs/haproxy-ca.crt

The corresponding setup_data.yaml entry:

HHHHAHHHHAHH R
# HA Proxy ### R

external_lb_vip_address: 172.26.233.139

Assessing NFVI Health

Assessing NFVI Health with CloudPulse

You can use the OpenStack CloudPulse tool to verify NFVI health. CloudPulse servers are installed on all NFVI control
nodes, while the CloudPulse users are connected to the management node. Run the following commands to display
NFVI information. For information about CloudPulse, visit the OpenStack CloudPulse
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To check the results of periodic CloudPulse runs:

: Internal

# cd /root/gpenstack-configs
# source gRenrg
# gloudpulag result

To run a specific CloudPulse test on demandi

#cd/root/gpenstack-configs # source gpenrc
# cloudpulse run --name <test_name> # cloudpulse run --all-tests
#cloudpulse run --all-endpoint-tests # ¢loudpulse run --all-operator-tests
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R o= o Fomm - +

| wwid id

e o o fmmm +
bfT7facT0-7246-4577-b339-b1535b6237e8 | 3782 | glanze sodpoint | periodic |
1£575ad6-06759-4e5d-bcl5-952bade038£19 | 3791 | nove.endpoinhk | periodic |
765083d0-=000-4146-8235-call6falf864 | 3794 | peutnon.spdpoink | periodic |
clcfeldea-28bf-4£faf-91dd-cl3a31042114 | 3737 | ginder.sndpcint | periodic |
04b0cb48-16a3-40d3-aal8-5682bBd25105 | 3800 | keyskoms.sndpoint | periodic |
db42185f-12d9-47ff-b2£9-4337744bfTe5 | 3803 | glange.sndpoint | periodic |
G0aaf%e7c-5%%a-4410-8516-1c08kbeb4144e | 3806 | pova.ondooink | periedic |
d383a859-c727-4b5e-9803-222%£fb88893 | 3809 | peutrom.spdpoint | periodic |
30c31b37-d4ee—4cfl-a4el-8228£faT7a8bel | 3B12 | ginder.sodecink. | periodic |
dl245146-2683-40da-ble6-dbof56e3£4379 | 3815 | keyskoms.srdpeint | periodic |
celb8l65-5£26—-4610-963c-3££12062210a | 3812 | glange.sndpoint | periodic |
£6a727168-8d47-4ald-Baal-65b5942898214 | 3821 | ppus.sndpoink | periodic |
6fbf48ad-d97f-4a4l-be39-e04668a328fd | 3824 | psutron.endpoink | periodic |

SUCCess
SUCCess
SuCcCcess
Sucoess
SUCCess
SUCCess
sucoess
sSuccess
Sucoeas
Sucoe3s
Sucoess
Sucoeas
SuCcCcess
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[rooct@vma-linel-build in=tallar-2128.21% gloudpuless run --nams JeuLEoD. SDOEELTS

| Property
P

|
+
|
croescdu.ss | 2016-02-29T02:20:-16.840581400:00 |
|
|
|
|
|
|

|

|

| wpdassd.as | Hon= |

| =tate scheaduled |

| resuls HosietBuo |

| Zestbype manual I

| id 2827 |
| wuid Scc38faf-826c-4a%1-8514-Ecfde050=503 |

B B e +

[cootBrma—linel-build in=tall=r-31258_21%

To show detailed results from a specific CloudPulse run:

[root@vmea-linel-build in=taller-2128.2}% gloudoulss =how ScolBfaf-B26c-4a%1-8514-EcédelS0=502

o
"
=]
bl
L]
H
ot
=
]
u
ot
=]
L]

nams= 1 ot

greased.as | 2016-03-25T02:20:16+00:00 |
pedassd. st | 2016-03-25T02:20:-41+10:00 |

=tate | =ucc===
resuls | =ucom==
mme | manual 1
id | 2827 1
Buid | Scc2Sfaf-82€6c—-49a81-8514-&EcEdel50a502 |
CloudPulse has two test sets: endpoint _scenarig (runs as a cron or manually) and operator test (run
manually). Endpoint tests include:
*  nova.endpeint
*  neuiran. endpeint
* keystone endpoint
*  glance.endpeint

Operator tests include:
e ceph_check

e docker_check

e galera_check

e node_check

e rabbitmqg_check

The following table lists the operator tests that you can perform with CloudPulse.

Test Description

Ceph Check [Executes the ceph -fjson status command on the Ceph-mon nodes and parses the output. If the result
of the outputis not HEALTH_OK, the ceph_check reports an error.

Docker Finds out if all Docker containers are in running state on all nodes and reports an error if any containers
Check are in the exited state. The Docker check runs the command, docker ps -aq --filter 'status=exited'.
Galera Executes the command mysql SHOW STATUS on the controller nodes and displays the status.

Check

Node Check [Checks if all the nodes in the system are up and online. It also compares the results of the Nova
hypervisor list and determines whether all the compute nodes are available.

RabbitMQ Runs the command, rabbitmqctl cluster_status on the controller nodes and finds out if the RabbitMQ
Check cluster is in quorum. If nodes are offline, the rabbitmq_check reports a failure.
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HA Proxy Dashboard/ELK Stack Logs

Displaying HA Proxy Dashboard and ELK Stack Logs

You can view the HA Proxy dashboard at: http://< external_lb_vip_address >:1936 using the following login credentials:

e Username—haproxy

e Password—Value for HAPROXY_PASSWORD in /root/installer-<tag-number>/openstack-
configs/secrets.yaml

You can use the opensearch dashboard to view logs aggregated by Logstash at: http://< management_node_IP>:5601
using the following login credentials:

e Username—admin
e Password—Value for KIBANA_PASSWORD in /root/installer-<tag-number>/openstack-configs/secrets.yaml

Testing Pod/Cloud Infrastructure

Testing NFVI Pod and Cloud Infrastructure

To test the NFVI pod and cloud infrastructure (host connectivity, basic mariadb, rabbit, ceph cluster check, and RAID
disks), you can use the cloud-sanity tool available on the management node.

! For details on the execution of cloud-sanity with vim, see Assessing NFVI Status.

UM Without SMTP

Installing UM Without SMTP

By default, a SMTP infrastructure is required for the VIM UM service.
For releases starting from VIM 2.4.2, the UM service is supported in the absence of SMTP.
To install UM without SMTP, follow the below steps:

The migration of the UM service to SMTP-enabled mode from the mode which does not require SMTP is not
supported.

Modify the insight_setup_data.yaml file and add the following key:
SMTP_MODE: False

Remove the following keys from the insight_setup_data.yaml:

INSIGHT_SMTP_SERVER INSIGHT_EMAIL_ALIAS INSIGHT_SMTP_PORT INSIGHT_EMAIL_ALIAS_PASSWORD
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Save the insight_setup_data.yaml file and begin the installation.

# cd Insight-<tag-id>

# ./insight/insight_runner.py -p 1,2 -f <path_to_setup_data>

With SMTP disabled, insight runner sets both the Super Admin and Pod Admin as the default user. The default user can
login and register the pod, but cannot perform the following:

e Addanewuseratpod level.

e AddanewPodAdmin.

e Add anew Super Admin.

To add new user or update password for the existing user for Insight without SMTP, use the below script:

# cd Insight—<tag-id:/ insight

# .fuser_populate.py —-help

usage: user populate.py [-h] [-—usernseoe USEFNAME] [——emailid EMATLID]
B [-—usertype UIERTYPE] [--updatepass UPDATEPASE]

Add new user or update password for existing user for Insight without SMTPE.

optional arcuaents:
-h, —help show thizs help message and exit
——username UIERNAME, -u UIERNAME
MNamre of the user.
——emailid EMAILID, -= EMAILID
Email ID of the user.
——usertype UIERTYFPE, -t USERTYPE
User Type:
Zuper adwmin - User is 3uper User for Insight
pod adwin - User allowed to register new pods
pod user - User can only get associated with pods
——updatepass UPDATEPASS, -p UPDATEPASS
Email ID of the user whose password needs to be updated.

Following is an example to add a user:

# cd Insight-<tag-id>/insight

#./user_populate.py -u abc -e abc@abc.com -t pod_user

! ® -t can take one of the following values such as super_admin, pod_admin, and pod_user as an argument.
® If the user already exists, an error stating "User already exists" is displayed. If the user is new, the script prompts to enter a new
password and confirmation password.

To use forgot password functionality, use the below command:

#./user populate.py -p abclabc.com
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If you add a user or change a password using -p option, you are redirected to the Change Password page on the first
login through UM.

The specifications and information regarding the products in this manual are subject to change without notice. All
statements, information, and recommendations in this manual are believed to be accurate but are presented without
warranty of any kind, express or implied. Users must take full responsibility for their application of any products.

The software license and limited warranty for the accompanying product are set forth in the license agreement signed
between the parties.

Notwithstanding any other warranty herein, all document files and software of these suppliers are provided “as is”
with all

Faults. Hclsoftware and the above-named suppliers disclaim all warranties, expressed or implied, including, without
limitation, those of merchantability, fitness for a particular purpose and noninfringement or arising from a course of
dealing, usage, or trade practice.

In no event shall hclsoftware or its suppliers be liable for any indirect, special, consequential, or incidental damages,
including, without limitation, lost profits or loss or damage to data arising out of the use or inability to use this manual,
even if hclsoftware or its suppliers have been advised of the possibility of such damages.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual
addresses and phone numbers. Any examples, command display output, network topology diagrams, and other
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone
numbers in illustrative content is unintentional and coincidental.

HCLSOFTWARE Logo is trademark of HCL Technologies Ltd., and/or its affiliates in the U.S. and other countries.

Third party trademarks mentioned are the property of their respective owners. The use of the word partner does not
imply a partnership relationship between HCLSOFTWARE and any other company.

Copyrights @HCL Technologies Ltd., 2026 All rights reserved.
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