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Enhance your cyber resiliency
posture with VaultNXT

Powered by Cohesity




Ransomware threats are increasing due to accelerated digital transformation, cloud
migration, remote working and geo-political tensions. CISOs and IT teams need a broader
threat landscape to manage ransomware threats. Successful breaches that paralyze entire
organizations and lead to significant financial and reputational losses for victims keep
cybercriminals on the offensive.

As per a Gartner Report, businesses often recover only 65 percent of their data after paying
ransom, demonstrating that full data recovery is unlikely.

The frequency of ransomware attack For 90 percent organizations, ransomware

in the year 2021 was every 11 seconds. attacks impacted their ability to operate.

This frequency is expected to rise to And around 86 percent of organizations said

every 2 seconds by 2031. that ransomware caused them to lose
business or revenue.

Source:

Cybersecurity Ventures, 2022, 2022
Cybersecurity Almanac: 100 Facts, Figures,
Predictions And Statistics

Source:

Sophos, 2022, Ransomware Hit 66% of Organizations
Surveyed for Sophos’ Annual “State of Ransomware 2022

The average cost of a single ransomware attack is $1.85 million.
Source: Embroker, 2023, 2023 Must-Know Cyber Attack Statistics and Trends

Why cyber resiliency is important

Even after configuring adequate security measures, organizations are unable to deal with
evolving ransomware threats. Therefore, being cyber resilient is essential to protecting your
organization against potential attacks. Cyber resiliency is important for:

Improving business continuity in
the event of a ransomware attack

Continuous business health check
to identify potential risk, threats
and vulnerability

Adhering to requlatory and
governance rules

Quick recovery of business-critical data

Boosting data integrity and
protection with no/minimal loss




To overcome these obstacles and ensure cyber resiliency, organizations are looking at new
frameworks and solutions.

Enhance enterprise data protection with VaultNXT,
powered by Cohesity

VaultNXT combines Cohesity's modern data security and management with proven
HCLTech’s managed services to deliver end-to-end cyber resilience solutions and services.
Organizations choosing VaultNXT strengthen their data protection and boost agility—leaping
from threat prevention to a holistic cyber security strategy—with the combination of
HCLTech strategic services and Cohesity Data Cloud for modern data protection.

Overview

HCLTech and Cohesity provide expertise and innovation to protect critical data and maintain
data integrity. This is delivered with proven data expertise and multi-layered innovations to
organizations struggling to counter ransomware attacks.

The VaultNXT framework serves as the foundation and approach for creating, building and
operating a cyber-resilient architecture featuring robust data management and SaaS data
isolation.

The foundation is supported by a large team of trained HCLTech resources that continually work
toward achieving enterprise objectives and cyber resiliency maturity with operational simplicity
and efficiency.

: Monitor
Discovery

©)

JACISISTTS Operate

Analyse




Key features

O'l Immutable snapshots, encryption, O 2
WORM rules and modern data

isolation capabilities

O 3 Comprehensive and native O 4
Al/ML-driven ransomware

monitoring, investigation and alerts

O 5 Global search to quickly locate O 6
data/infected files and take

appropriate corrective action

Zero Trust security techniques such as
least-privileged access, multi-factor
authentication (MFA), role-based
access controls (RBAC)

Sensitive data monitoring and threat
hunting to determine IOCs (indicators
of compromise)

Orchestrated, automated app and
disaster recovery with minimal
downtime

Key benefits

Improved Comprehensive  Reduced
security cyberresilience  downtime and
posture against  strateqgy rapid recovery

ransomware at scale
attacks

Streamlined Rapid

compliance deployment
through
pre-validated
reference
architectures

Why HCLTech and Cohesity

. Recognized leadership

. Proven success

. Continued joint innovation

Reports published by leading analyst firms (IDC, Everest Group, ISG, Avasant and
Gartner) have recognized HCLTech as a leader in cloud services/strategy and they have
validated the value in the Cohesity approach to data security and management.

HCLTech provides infrastructure security, governance, risk and compliance
management solutions, leveraging Cohesity's data security and management platform.

The companies have invested in a joint innovation lab and dedicated center of

excellence (CoE).

For more details, write to us at contact.hyc@hcl.com
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HCLTech is a global technology company, home to 222,000+ people across 60
countries, delivering industry-leading capabilities centered around digital,
engineering and cloud, powered by a broad portfolio of technology services and
products. We work with clients across all major verticals, providing industry
solutions for Financial Services, Manufacturing, Life Sciences and Healthcare,
Technology and Services, Telecom and Media, Retail and CPG, and Public Services.
Consolidated revenues as of 12 months ending December 2022 totaled $12.3
billion. To learn how we can supercharge progress for you, visit hcltech.com.

hcltech.com
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