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Revolutionize next-gen
Connectivity with
CLTech Managed
SD-WAN




Overview

Originally leveraged as a medium to cost-effectively connect branch offices to cloud
services and corporate networks, SD-WAN technology has become smarter and more
intelligent for the network edge. While the first round of debate on SD-WAN was
centered around enabling branch access and providing intent-based networking, the
discussions are now maturing towards:

e How do | achieve Secure Access Service Edge (SASE) (single vendor) in my
environment?

e How do | manage multicloud connectivity across hyperscalers?

¢ What are the possible multi-access edge computing (MEC) use cases for my WAN
environment?
e How do | consume SD-WAN through the as-a-service commercial model?

e How do | leverage Network Reliability Engineering (NRE) across my branches?

Challenges: Why are customers embracing SD-WAN?

&

Support for distributed architecture: With enterprise apps moving to the cloud,
organizations require flexible traffic steering from branch offices without
backhauling to the data center. SD-WAN identifies and intelligently routes
application traffic based on policies to major cloud providers like AWS, Google
Cloud and Azure directly to enhance app performance, reliability and security.

Application experience. As internet-based applications exploded with the
arrival of the pandemic, it was no longer tenable for most enterprises to
continue to backhaul traffic destined for the internet to HQ. Backhauling injects
undesirable latency and jitter that negatively impacts internet applications and
the resulting user experience.

Direct Internet Access: The ability of SD-WAN's intelligence to do local breakout
to the Internet ensures improved application experience and user satisfaction.

Zero-trust security and foundation for SASE: Advanced SD-WAN provides a
tighter integration with multiple SSE vendors to form a best-of-breed SASE
architecture, leveraging SD-WAN and security capabilities to fit various
organizations' zero-trust security needs.

Network and security infrastructure consolidation: As enterprises maintain
many network and security equipment in branches, consolidating them
becomes challenging. SD-WAN solutions enable organizations to consolidate
their network infrastructure in branches by replacing routers, firewalls and WAN
optimization devices with a single SD-WAN device, which also helps reduce
power consumption and carbon footprint.



The solution

HCLTech’s Managed SD-WAN, powered by Cisco, is a future-ready and
technology—agnostic—choose between Catalyst SD-WAN and Meraki—framework
that dynamically routes and intelligently connects the enterprise's global WAN
infrastructure to make it truly transport-agnostic. It is an architectural framework that
simplifies leveraging investments in MPLS and enables offloading of Internet traffic,
thus helping with hybrid cloud adoption, providing a capability to be carrier-agnostic
and improving user experience.
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Figure 1. HCLTech's Managed SD-WAN, powered by Cisco (Catalyst SD-WAN and Meraki)

Our Managed SD-WAN services framework consists of:

Q"b Suites: Provides advanced branch and edge routing capabilities, optimizing
network traffic and ensuring efficient communication between branches and

data centers. It offers simplified branch routing with cloud-based
management, allowing for easy deployment and centralized control of branch
networks.

@ Visibility: SD-WAN-Analytics provides detailed insights into network
performance, allowing for proactive troubleshooting and optimization.
It utilizes machine learning algorithms to predict optimal paths for network
traffic, ensuring efficient utilization of available resources. It integrates with
ThousandEyes for comprehensive network visibility, enabling businesses to
monitor application performance and identify potential issues across the WAN.
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A Security: The solutions provide comprehensive security features, including

in-box security solutions and cloud-based secure connectivity options like
Cisco Secure Access and Cisco Secure Connect. This provides data
confidentiality and integrity across the network, protecting against
unauthorized access and threats.
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Management: SD-WAN Manager simplifies network management, offering
centralized control and configuration of SD-WAN policies across the network.
SD-WAN Manager also offers intuitive management through the Meraki Dashboard,
allowing administrators to monitor and manage SD-WAN deployments with ease.

Transport: Offers flexible transport options, including Internet and LTE, providing
reliable connectivity for branch offices and remote sites, allowing businesses to
choose the most suitable transport for their specific needs.

Location: This solution offers versatile deployment options, enabling businesses to
deploy their network infrastructures in various locations such as branches, data
centers, co-locations and cloud environments. This flexibility ensures seamless
connectivity and management across different deployment scenarios.

HCLTech delivers more value

Managed Network Services (Day 0, 1and 2): Our enterprise-grade SD-WAN
services help clients with Day 0, 1 and 2 operations and manage bespoke SD-WAN
solutions through a dedicated automated portal.

SD-WAN consulting and assessment services: These services help customers in
simplifying SD-WAN choices and selecting the right OEM based on their unique
business needs. Our 2K+ network consultants act as your strategic advisor,
leveraging experience working with a wide range of providers and helping you
with

¢ SD-WAN sourcing
¢ SD-WAN implementation
e SD-WAN roadmap
SD-WAN budget development

The HCLTech tool stack is built for value and comprised of:

iObserve, a comprehensive, integrated and full-stack observability solution
designed to observe the complex IT ecosystem across hybrid cloud and help
clients accelerate digital transformation.

iAutomate, a powerful, intelligent runbook automation product that leverages Al
and ML, helping enterprises deploy end-to-end incident remediation and task
automation to create a responsive and resilient enterprise.

IntelliOps, an Al-first full stack integrated offering aimed at organizations that
require an infusion of advanced AlOps to boost their operation ecosystems.

MyXalytics, a unified reporting and dashboarding product that provides a
simplified bird's-eye view of operations by converting data from multiple
enterprise tools into intuitive and insightful reports.


https://www.dryice.ai/products-and-platforms/iobserve
https://www.dryice.ai/products-and-platforms/iautomate
https://www.dryice.ai/products-and-platforms/intelliops
https://www.dryice.ai/products-and-platforms/my-xalytics

HCLTech’s SD-WAN end-to-end lifecycle services

HCLTech’s Managed SD-WAN, powered by industry-leading solutions from Cisco,
including Catalyst and Meraki, offers comprehensive lifecycle services (Figure 1)
comprising assessment and discovery, design and plan, procurement, build,
implementation and managed network services. Our transformation framework,
subdivided into convenient packages, offers enterprises the flexibility to choose the
work package based on the stage of network transformation.

Assessment and Discovery

- Current state gap analysis
- SD-WAN use cases identification
- Bill of material (BoM) creation and validation —
Q + Business case development

- ROl analysis, risk identification,
commercial modelling

- Technology roadmap Phase 1

O Architecture,
Design and Engineering

Design and Plan

- SD-WAN Migration strategy (schedule, roll back plan)
- High-level and low-level designs

- SD-WAN architecture design and finalization

- SD-WAN architecture documentation
+ Choosing the right option

- oPhase 2

Equipment Purchase

Procurement

- SD-WAN Equipment procurement
including parts & licenses

l l Proof of Concept (PoC) l l

« Procurement of Support services
- Registration of equipment & license to Customer as owner
- Procurement of spares if required

Phase 3

Implementation
- Simplified migration to SD-WAN environment with phased deployments and Ongoing Support

Build, Migration, Testing and Cutover

- Integrate, test and migrate

- User Acceptance testing (UAT) before going live

- Train network engineers and operations team

Operations

- Transfer to operations team

+ Perform SD-WAN network monitoring —J
- Network change management

- Troubleshooting

« Continuous improvement

Figure 2. HCLTech’s WAN to SD-WAN transformation approach



Key benefits

HCLTech's Managed SD-WAN, powered by Cisco, is available to customers as a
pre-tested, validated and turnkey solution that covers all the phases from assessment,
design, procurement, build, migration and AlOps. Enterprises can realize benefits in the
following ways:
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Reduced operational costs:

Our secure and reliable
SD-WAN solution ensures
minimum unplanned
network downtime, leading
to significant cost savings
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Maximized ROI: Our expertise
in application-aware SD-WAN
design helps in optimizing
network resources, reducing
reliance on MPLS link costs

and minimizing service
downtime

Accelerate outcomes and expedite digital readiness through a
consulting-led approach. Through our Network Consulting &
Assessment services, we help customers Solve network
complexities through focused technology expertise.

Improves operational
efficiency and NetOps
productivity via DRYiCE
iAutomate our in-house
network automation
solution.
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Take advantage of single
or multiple forms of WAN
connectivity - MPLS,
Internet, satellite, 5G and
other technologies

Superior application performance for any user across any cloud (multi/hybrid)



Our Managed SD-WAN use cases

Use Cases

Transport

Observability

Network
Automation

Security

Multicloud

Advanced
Analytics
and Trend
Analysis

Description

Offers flexible transport
options, including MPLS,
Internet and LTE.

Provides detailed insights into
network performance, allowing
for proactive troubleshooting
and optimization.

Our Managed SD-WAN is integrated with
DRYIiCE iAutomate NetBot, our network
automation and orchestration platform.

It has readto- consume integrations with
Cisco Meraki and Catalyst SD-WAN, helping
clients automate repetitive tasks and
auto-remediate events or incidents and
changes created at the ITSM layer.

Provides comprehensive security
features, including in-box security
solutions and cloud-based secure
connectivity options like Cisco Secure
Access and Secure Connect.

Extend branch network
securely to the cloud with
end-to-end segmentation

Extend your network visibility with Cisco
vAnalytics and ThousandEyes, helping
you transform network operations from
a reactionary to a highly proactive
model

Benefits

Transport agnostic,
improving resiliency,
cost-effectiveness and
scalability

Real-time visibility,
aids in day-to-day
operations and
troubleshooting

Automate the
configuration and
monitoring, reducing
the need to log into
the orchestrator

Future-proof with SASE
framework, advanced
protection through
CASB, SIG, DLP, FwaaS

Distributed
connectivity to major
cloud providers, using
cloud as a middle-mile
backbone

Multilayered visibility from
application to network to
internet, comprehensive
network reporting, AlOps,
reporting

Commercial Tiers




Why HCLTech

You can bank on a CXO SD-WAN leader who brings 30+ years of network
transformation expertise and WAN technology maturity, skilled resources, and thought
leadership to help enterprises align with their business needs. Here's what sets us

apart:

Leadership across network
assessments: Our 'Network
Leadership' across leading analyst
firms like Gartner, ISG, Forrester and
Everest Group has been a testament
to our SD-WAN capabilities and
service delivery platform.

Skills and expertise: HCLTech's 2K+
SD-WAN professionals, including
network engineers, solution
architects and SMEs, are trained and
certified across Cisco SD-WAN
(Catalyst and Meraki) products. This
enables access to experienced
delivery engineers for rapid
escalation and response.

30+ years of network
transformation experience:
HCLTech has rich experience in
designing, building and delivering
SD-WAN solutions to Global 2000
enterprises across verticals in
60+ countries.

Flexible commercial models:
HCLTech customized pricing
constructs (t-shirt pricing) offer
customers the flexibility to choose any
SD-WAN solution based on their
unigue needs and gain financial
simplification.

Network services verticalization:

As there is no one-size-fits-all approach,
our technology-agnostic services team
supports businesses of all shapes and
sizes. Our wide assortment of vertical
use cases is tailored to address
individual client pain points and help
them with a flexible consumption model
that fits their budget.
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