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Introduction

The GSMA Open Gateway is a framework proposed to provide developers
with universal access to operator networks through Application
Programming Interfaces (APIs). This initiative addresses the telecom
industry's need for increased monetization, particularly since the
introduction of 5G technology. To boost monetization, the industry aims to
create more use cases focused on enhancing the end user's experience
and accelerating technology to support application development and
portability.

CAMARA, an open-source project, established within Linux foundation
projects and supported by various telecom companies, facilitates
seamless access to telecommunications or Telco networks. It exposes
mobile operators' hetwork capabilities within a consistent, interoperable
and federated framework, allowing the development and testing of APIs.
While equipment vendors and telecom service providers are direct
beneficiaries, other stakeholders, such as application developers,
enterprise customers, and end users, also stand to benefit.

The GSMA Open Gateway leverages the GSMA's expertise to help
members expose and monetize operator network capabilities through
open APIs. This ‘outside-in’ approach involves technical alignment for
federation, such as API forwarding and distributed functions like identity,
routing and discovery.

GSMA architecture framework

To support telecom physical network connectivity, GSMA, CAMARA and
TM Forum are collaborating closely. GSMA’'s Open Gateway Initiative is
developing system frameworks for Telco service providers. Camara, an
open-source project, provides service APIs, while TM Forum'’s Open APIs
handle operation, administration and management functions.

Within the GSMA framework, the Operator Platform (OP) exposes network
capabilities and resources to developers, enterprise customers and
Application Providers (APs). The diagram below depicts the GSMA
conceptual OP architecture. [4]

Operator platforms (like OP-A and/or OP-B) can either be a single
instance implementing all functions or multiple instances with separate
functions. Figure 1 shows a conceptual view of having two OPs.

APs discover the operator functions and capabilities and utilize them to
interact with the Capability Exposure Function (CEF) over NBI. On the
other side of CEF, the service resource manager enables APs to explore
network resources, user clients, charging functions or cloud resources via
designated interfaces.

The Federation managers oversees interconnection management
functions between multiple OPs. It facilitates service availability in the
visited networks, edge cloud resource exposure and application
instantiation in partner OPs. The Federation Broker which is optional,
supports this process.



[GSMA Open Gateway]

o

Application
Provider

Application NBI ,,,,,,,,,,, o Capability
Provider Exposure
SBI-NR
:
Network User
Resource Client

OP-B
Service
NBI Capability Federation
rrrrrrrrrrrrrrr » s RESOUMCE  w)) ——
Exposure Manager g
OP-A
Federated EWBL
S . APIs (GSMA) .
Resource > Federation Federation
Manager Manager Broker
4 2
g g SBI-CI
i SBI-CHF
v
Charging Cloud
Engine Resource

~

Figure: 1 OP architecture

3.1 Interfaces in OP

This section describes the different interfaces used in the OP to support
the GSMA Open Gateway concept. Figure 2 depicts interfaces in the

operator platform.
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Figure: 2 Interfaces

The NBl interface supports service and management APIs, thoroughly
studied and developed by CAMARA. These APIs enable AP to utilize
multiple scenarios including network capability exposure, application
onboarding, application lifecycle management and edge cloud infra

endpoint exposure.
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The SBl interface supports the exposure of cloud resources, network
resources and charging functions. It facilitates the inventory allocation
and monitoring of compute resources and orchestrates application
instances. Additionally, it provides access to usage and monitoring
information from the operator's charging engine. It supports interaction
with the mobile network data plane, user equipment mobility
subscriptions, Quality of Service (QoS) policy information subscription and
enforcement and lifecycle of network slicing.

Federated E/WBI are used by Federated Managers and Brokers to interact
with each other. These managers and brokers can be sub-functions inside
the Telco service exposure function.

The NNI interface interconnects multiple OP to streamline resource
sharing, especially for roaming subscribers moving between different OP
networks.

The GSMA provides agreement templates for Northbound Open Service
and East-West Open Federation, simplifying business integration,
contractual relationships and technical integration among developers,
hyperscalers, aggregators and mobile network operators. This
standardization reduces barriers to entry and accelerates the
monetization process.

3.2 Operator relationship

The Telco service exposure platform (TSEP) has been proposed to expose
the Telecommunications Service Priority (TSP) network to end customers
for various use cases. In a straightforward network configuration, a single
telco service exposure platform (TSEP) manages one TSP network. Howev-
er, by introducing an aggregator or hyperscaler, multiple instances of
service exposure can manage multiple TSP networks simultaneously. [5]
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Figure: 3 Operator relationships




The figure above demonstrates the relationship between capability
customers and operators, as explained below:

1. Single operator relationship: Capability customers can approach
single-operator resources. As shown in the figure, it can be either OP-A
or OP-B.

2. Multiple operator relationship: Where aggregator is either used to
access OP-A and/or OP-B. However, the aggregator is optional and
customers can approach different operator networks directly.

3. Single-operator relations can approach other operators using roaming
APIs, where OP-A would route through OP-B using a roaming API.

4. The telco service exposure platform (TSEP) exposes capabilities such as
network slicing, quality, user location, cloud resources and others using
network APlIs.

3.3 Monetization use cases

GSMA and CAMARA have proposed multiple use cases to enrich the
end-user service experience using both internal and CAMARA APIs. GSMA
has also proposed an East-West Bound interface, which consists of
Representational State Transfer (RESTful) APIs that allow an OP to securely
share edge cloud resources and capabilities with a partner OP.

The GSMA Open Gateway leverages 5G capabilities such as enhanced
Mobile Broadband (eMBB), QoS and network slicing to optimize networks
for on-demand capabilities. This approach can help operators create new
revenue opportunities by offering enhanced services to users or
enterprise customers.

Here are a few use cases attracting Telco customers to get APIs
developed and used for their end customers:
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Figure: 4 Monetization use cases
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Network slice: Provides a dedicated and customized connectivity path
with specific data processing tailored to customer’s requirements within a
5G network.

QoD: This feature enables 4G/5G mobile customers to set quality
parameters for their connection, such as latency, jitter and bit rate and
receive notifications for the same.

Location service: This allows the customer to verify and retrieve the
location of a device, along with subscription and notification reception for
the device at a certain location.

Device status: Provides the capability to check the network status of the
user’s mobile device, including roaming, reachability and more for
application customers.

Device identity: This feature enables application customers to check the
identifier of a user's mobile device, aiding in the support of IMEI fraud
cases.

SIM swap: This feature allows application customers to check and provide
information on recent SIM changes in a user’s mobile account.

Identity and consent management: This use case ensures compliance
with requlatory requirements by adopting a privacy-by-default approach.
It provides a means for the operator to obtain, save and manage user
consent when using CAMARA APIs.

OTP validation: This process verifies that a user currently possesses a
mobile device by sending a One-Time Password (OTP) and validating it.
Number verification confirms that a mobile phone number is currently
allocated to a SIM and actively using the mobile operator's service.

Scam signal: Verifies that the user on the mobile number is engaged in
a voice call when an API request is raised.

Operators are collaborating to expose and monetize common
Northbound APIs through initiatives like CAMARA and GSMA, as well as
interconnect for reach via GSMA. This collaboration with major cloud
service providers like AWS, Microsoft and Vonage allows for standardizing
technical and business frameworks, simplifying access for these large
players and potentially leading to opportunities.

The GSMA Open Gateway encourages operators in various markets to
champion the framework and design products around it. For example,
operators in different countries are leading in productizing services such
as FinTech for fraud detection and entertainment for concerts and sports.
This productization can lead to market launches, APl availability and
partnerships with channel participants.

To support these efforts, the GSMA provides a Global Telco Finder
service to hyperscalers and developer communities for API Discovery
in conjunction with Federating Operator Telco Finder instances. This
service facilitates the discovery of APIs, making it easier for developers
to integrate with operator networks and create monetizable services.



Network 1

=

Telco Finder

Network 2

_—

MSISDN 1

abc.com

Network 1

MSISDN 2

Xyz.com

Network 2

AS1

Customer for
Device
Status / Location

|

Tenant Operator 1

o

t

AS 2

Customer for
Device
Status / Location
etc.

!

Tenant Operator 2

/

Figure: 5 Telco Finder Service

Telco Finder makes it easier for application servers to identify which users
belong to which operator in this open gateway architecture. Furthermore,
it is instrumental in routing requests to appropriate destinations, making it
possible to support multi-tenancy architecture for the telco service

exposure platform (TSEP).

Conclusion

To summarize, the GSMA Open Gateway facilitates the monetization of
operator networks by providing a standardized, interoperable and
federated framework that enables new services and applications,
simplifies integration with large cloud providers and encourages
innovation and collaboration across the telecom industry.
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