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Abstract

This whitepaper provides a comprehensive overview of microservices
security, emphasizing its importance in modern applications. It details key
security risks, security testing techniques and best practices. Additionally,
it addresses requlatory compliance, security standards and the industry’s
best tools for implementing anti-counterfeit techniques and processes.

Abbreviations

Open Authorization Framework

Open Identity Connect for Authentication
Open Web Application Security Project
Continuous Integration

Continuous Deployment/Delivery
Representation State Transfer

Application Program Interface

Introduction

Over the last decade, application development and deployment has
undergone significant changes, including changes in software
components and infrastructure. There has been a paradigm shift towards
cloud-native applications, with microservices playing a crucial role in
digital transformation and cloudification. Microservices architecture
decomposes applications into smaller, independent applications or
services that communicate through REST API.

Evolution of microservices
architecture

Traditional monolithic architecture is a software development model
where a single, large code base handles multiple business functions.
Despite modularization, the entire application is deployed as a single unit.
As web applications have grown more complicated, with larger code
bases, requirements of quicker response time and an increasing number
of users, this model has shown its limitations particularly in scalability and
frequent updates.
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Complex web applications such as e-commerce apps, stock market apps,
file storage apps, search engine apps and more highlight these issues.

Modern architecture, leveraging the latest technologies, decomposes
large applications into independent, smaller applications called
microservices. These microservices can be easily modified, scaled and
independently deployed, communicating with each other through REST
API.

The following diagram depicts the microservice architecture:
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Figure 1: Microservice evolution
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Importance of security in
MiCroservices

Traditional monolithic applications typically have one or very few entry
points. For instance, a web application running on ports 80 and 443 has
just two entry points to access all its modules. All modules share the same
web session and security validation occurs once at the entry point. Each
module then validates if the request has a valid web session. If the request
lacks a valid web session, it triggers an authentication challenge. The
following diagram depicts the authentication and entry point of a
monolithic application.
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Figure 2: Sample security entry point in monolithic architecture

In a microservice architecture, each microservice is independently
deployed and communicates through REST API. Each microservice
undergoes security validation for every request. As the number of
microservices increases, so do the entry points for the overall application.
The following diagram shows the security mechanism of a microservice
architecture.
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Figure 3: Security validation in microservices architecture



The security of microservices is crucial since each of them is isolated,
technologically different and deployed in hybrid models, with data being
transferred from external entities to the internal microservices.

Challenges of securing
MICroservices

The key characteristics of microservices architecture include:

¢ Microservices are independent and isolated
¢ Deployment can be done on-premise or on a hybrid cloud

e Technologically agnostic

All these characteristics make it quite challenging to secure the entire
posture of the application and infrastructure.

The following are key challenges in securing microservices:
Broader attack surface

A monolithic application has few entry points, with all requests sharing the
same web session. In contrast, microservices being independent, require
each microservice to authenticate requests to validate identity. Numerous
microservices result in a higher number of entry points., which broadens
the attack surface and increases the potential risks.

Security between microservices

Adapting a zero-trust network approach, which assumes that the
infrastructure is always vulnerable, is a best practice for microservices
security. Ensuring security between microservices is essential for risk
mitigation. Therefore, authentication between microservices must be an
integral part of the solution development process.

Deployment complexities

Microservices can be deployed either on-premises, in the cloud orin
cloud environments using different cloud service providers. Large-scale
applications like search engines, analytics and e-commerce sites often
deploy hundreds or thousands of microservices in cloud and container
environments. Consequently, implementing robust security controls for
cloud, containers and microservices is crucial for achieving holistic
security.
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Access control

Not every request requires access to all microservices. A role-based
access control mechanism should be implemented for each request.
Every request must undergo authentication to validate identity and
authorization to verify permissions and determine the scope of access to
the assets.

The following diagram provides the key challenges in securing the
microservices:
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Figure 4: Key challenges in security microservices

Securing microservices

Several design and implementation controls exist to secure the
microservices and follow the best security practices. The key security
controls are as follows:

DevSecOps:

DevSecOps is an approach to software development that integrates
DevOps and security practices, focusing application security processes
from the initial stages of the development lifecycle. This includes
automating security processes and embedding them into the DevOps and
CI/CD pipeline. For instance, integrating security scanning mechanisms
like Static Application Security Testing (SAST) and Dynamic Application
Security Testing (DAST) into the automation process like the development
and testing phases of DevSecOps. Additionally, open-source library
scanning can be integrated into the CI/CD pipeline to avoid known
vulnerabilities in the system. The sample diagram of DevSecOps is shown
below.
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Identity and access token

As part of service-to-service authentication, each request must validate
its identity and access control. Microservices authenticate between them
using various mechanisms such as certificates (Mutual Transport Layer
Service (M-TLS)) and JWT Tokens. In this process, The authentication
process involves providing an Identity token in JSON Web token format to
any request proving that the user has been authenticated. The Access
token, on the other hand, facilitates authorization and access control
mechanisms, allowing a client application to access a resource to perform
certain tasks on behalf of the user. The ID Token adheres to the OpenID
Connect standard while the Access Control employs the OAuth standard.

APl Gateway

API Gateway serves as the entry point or front door for applications,
microservices and database. Positioned between clients and
microservices, handles all the requests from external entities. The API
Gateway performs traffic management tasks such as routing and security
management, including authentication, throttling and monitoring of the
microservices’ access and usage. Notable APl Gateways include Amazon
API Gateway, Mulesoft, APIGEE and Kong Gateway.

Container security

A container is a software package that encapsulates application modules
including microservices, along with their dependencies and libraries,
enabling consistent deployment across various environments. Ensuring
the security of these containers is paramount. Container scanning plays a
critical part in security testing, ensuring the absence of significant known
vulnerabilities before deployment into production environments.
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Top APl vulnerabilities by OWASP

Open Web Application Security Project (OWASP ) is a non-profit
organization that offers insights into the top risks and vulnerabilities
spanning various platforms including mobile, web, API — microservices and
cloud. It is crucial to validate the top API vulnerabilities by OWASP across
microservices during development. This ensures that minimal or zero
critical or major vulnerabilities exist in the released products.

The following are the Top API Vulnerabilities provided by OWASP

m Top API Vulnerabilities by OWASP

1 Broken Object Level Authorization

2 Broken Authentication

3 Broken Object Property Level Authorization

4 Unrestricted Resource Consumption

5 Broken Function Level Authorization

6 Unrestricted Access to Sensitive Business Flows
7 Server Side Request Forgery

8 Security Misconfiguration

9 Improper Inventory Management

10 Unsafe Consumption of APIs

Figure 5: Top API vulnerabilities by OWASP
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Figure 5: Securing microservices
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HCLTech provision

HCLTech provides comprehensive cybersecurity design, implementation
and security testing for microservice architecture applications and
deployments. Our expertise in cybersecurity facilitation complies with
various industry standards and security best practices. Beyond the
cybersecurity process, we provide consultancy and gap assessment on
applications with microservices security and utilizes industry standard
security tools, homegrown templates and test cases to provide clear
value-added services to enterprises.

Conclusion

Software development has undergone a notable evolution transitioning
from traditional modular, monolithic applications to microservice
architecture. The microservices offer independence, scalability for large

complex applications, the ability to communicate with various entities and

provide major business-oriented functions, performance and security
requirements. However, due to its broader attack surface, securing
microservices is paramount to prevent and mitigate cybersecurity risks
effectively.

Holistic approach to microservices security



Author information

Mahesh K

Mahesh K is working as an Associate General Manager in the ERS PTS
division of HCLTech, with specialization in Cybersecurity Testing. His areas of
expertise include Threat Management, Application Security, Device Security
and Cloud Security Test Services which involve consultancy, solution
proposals and value adds to the customers.

Holistic approach to microservices security 1



HCLTech

HCLTech is a global technology company, home to 222,000+ people across

60 countries, delivering industry-leading capabilities centered around Digital,
Engineering and Cloud powered by a broad portfolio of technology services and
software. The company generated consolidated revenues of $12.3 billion over the
12 months ended December 2022. To learn how we can supercharge progress for

you, visit hcltech.com.

Supercharging
Progress™

hcltech.com

E:2E




