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Offering robust cyber
defense for the cloud

A case study by HCL for a global anatomical
pathology solutions company

About the Client

The client is a global leader in the development, manufacturing, and sales of
comprehensive anatomical pathology solutions. Headquartered in the US,
the company operates across the globe.

Customer Goals

The client needed to swiftly move
from their existing ArcSight
platform to a cloud-native threat
analytics platform. They also
needed a dedicated service model
of operations. The client’s strategy
focused on migrating their
subscriptions from ArcSight to
Microsoft Azure Sentinel for
consolidated security information
and event management (SIEM)
across multiple environments for all
other subunits as well. HCL was
entrusted with the responsibility of:

Designing and Integrating the Managing
deploying the complete IT security and
Azure Sentinel environment incident
SIEM solution resolution
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Solution

After taking stock of the various challenges and objectives,
the HCL team leveraged our cyber defense cloud services to
offer the client end-to-end designing and deployment,
integration and development, and analysis and mitigation
solutions. The salient features of the solution suite are:

Continuous security Proactive threat

monitoring on the hunting and

Azure Sentinel platform analysis

Incident alerting and Incident response

notification recommendation and support

Cyber threat Security event log

advisories processing

Continuous security Regular operation and process

process optimization efficiency bolstered by Al and
automation

Business Benefits

Our Azure Sentinel solution has offered some remarkable outcomes for global clients.

reduction in deployment time

cost reduction compared to legacy solutions

reduction in false positives



Reduced cyber risks through integration of multiple security solutions

HCL’s holistic cyber defense cloud services and Azure Sentinel made a definitive
impact on our client’s cloud migration initiative and offered robust security by
offering:

NCEINIERS Tighter

resource integration of
migration to the complete
cloud infrastructure

Swift and holistic Better SIEM and Reduced CAPEX
adoption of SOAR platform associated with
cloud-led SIEM utilization SIEM

solutions

To know more visit: https://www.hcltech.com/cyber-security-grc-services
or write to us at Cybersecurity-GRC@hcl.com

HCL Technologies (HCL) empowers global enterprises with technology for the next decade today. HCL’s

Mode 1-2-3 strategy, through its deep-domain industry expertise, customer-centricity and entrepreneurial
HCL culture of ideapreneurship™ enables businesses to transform into next-gen enterprises.

HCL offers its services and products through three lines of business - IT and Business Services (ITBS),
Engineering and R&D Services (ERS), and Products & Platforms (P&P). ITBS enables global enterprises to
transform their businesses through offerings in areas of Applications, Infrastructure, Digital Process
Operations, and next generation digital transformation solutions. ERS offers engineering services and
solutions in all aspects of product development and platform engineering while under P&P. HCL provides
modernized software products to global clients for their technology and industry specific requirements.
Through its cutting-edge co-innovation labs, global delivery capabilities, and broad global network, HCL
delivers holistic services in various industry verticals, categorized under Financial Services, Manufacturing,
Technology & Services, Telecom & Media, Retail & CPG, Life Sciences, and Healthcare and Public Services.

As a leading global technology company, HCL takes pride in its diversity, social responsibility, sustainability,
. r.l and education initiatives. As of 12 months ending on March 31, 2021, HCL has a consolidated revenue of
US$ 10.17 billion and its 168,977 ideapreneurs operate out of 50 countries. For more information, visit
www.hcltech.com www.hcltech.com
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