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Understanding DORA: 
A new paradigm in risk management

Targeted entities

Essential stakeholders impacted

Wide-ranging impact: 
Financial entities, including 
credit and payment 
institutions, investment 
firms, central securities 
depositories, trading 
venues and data repo�ing 
service providers.

• Comprehensive risk management: DORA mandates 
institutions to uphold operational resilience, broadening 
the scope of risk to encompass technology-dependent 
processes and tools.

• Robust third-pa�y risk management: Third-pa�y providers 
must adhere to DORA's stringent requirements. This 
includes not only market infrastructures such as clearing 
houses and exchanges but also digital service providers 
like cloud computing and data storage entities.

• Enhanced digital operational resilience testing: Institutions 
are required to unde�ake extensive threat-led penetration 
testing, which includes the involvement of third-pa�y 
service providers.

• Information intelligence and sharing: DORA promotes the 
voluntary exchange of cyber threat intelligence throughout 
the financial industry, fostering a collaborative defense 
mechanism.

• Incident response and recovery: DORA specifies rigorous 
requirements for incident response and recovery, ensuring 
institutions maintain operational resilience.

Critical ICT and 
third-pa�y providers: 
Providers of essential 
digital services such 
as cloud computing, 
software, data 
analytics and data 
centers.

Payment 
services 
ecosystem: 
Entities 
involved within 
the payment 
services realm.

Global reach:
US and international 
organizations offering 
financial services 
within the EU or 
providing third-pa�y 
services to EU financial 
services companies.

Line of business 
leaders

Application 
po�folio leaders

Infrastructure 
leaders

Developers



Enhancing reliability and 
po�ability with Red Hat® OpenShift®

HCLTech Container Adoption solution

HCLTech Automation Adoption solution

Enhancing operational resiliency 
and compliance with Ansible automation

Red Hat OpenShift provides a consistent and secure platform for building and deploying applications, 
ensuring maximum security and efficiency. It features scalability and uptime through automated failover 
and self-healing capabilities. OpenShift also offers high availability and disaster recovery with active-active 
clustering, geo-replication, backup and restore capabilities. Continuous monitoring, including log 
aggregation, metrics visualization and tracing, provides ongoing visibility into applications and 
infrastructure.

• Provides tools and frameworks for hybrid cloud modernization, including platform roadmap and 
architecture, MVP/pilot execution, platform design and managed OCP service

• Integration with CI/CD tools, playbook testing and Day 2/SRE activities
• End-to-end solution with tooling, DevOps and automation capabilities
• Highly trained and ce�ified pool of Architects and Developers
• Client experience labs and consulting services
• Pre-built solution accelerators
• Pay-as-you-go / Subscription-based model

Ansible can automate incident response workflows, ensuring quicker detection and resolution. By 
automating configuration management, companies can ensure consistent system configurations, 
improving security and compliance. Ansible also automates compliance checks and remediation, reducing 
the risk of non-compliance.

• HCLTech Automation Adoption solution provides suite of tools and frameworks to address 
different stages of client’s automation journey

• Review current landscape and define automation roadmap and architecture
• Execute pilot/MVPs
• Writing playbooks and using pre-build accelerators to drive adoption
• Integration with CI/CD tools, playbooks testing and handling Day 2/ops activities
• Using GenAI – Ansible Lightspeed for playbook creation and review



• Extensive experience of datacenter migration 
and consolidation for 500+ large enterprises.

• Leader in all major analyst repo�s.

• Flexible commercial models for more accuracy 
and transparency in cost estimation.

• Extreme automation with HCLTech ePACE 
accelerator built upon leading open-source and 
cloud-native technologies.

• Proven methods and frameworks, including 
ones validated by Red Hat, for migrating and 
managing data centers. Global Premier pa�ner 
to Red Hat with dedicated IBM Red Hat 
Ecosystem unit and CoE. 

• Dedicated cloud-native and AI labs for 
innovation and proof-of-value.

• Advanced automation tools, IPs and 
accelerators such as ePACE, CARE RI, SRE 
Academy, MigrateNXT, etc. 

Why HCLTech




