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Executive

This whitepaper addresses the
escalating demand for
computational power driven by
technological advancements like
generative Al, High-Performance
Computing (HPC), and Blockchain.
Current data centers (DCs)
struggle to scale efficiently due to
cost and sustainability concerns,
necessitating optimization of
existing infrastructure.

Data center outages impose
significant financial and
operational burdens, with
increasingly high costs due to the
outages. Primary causes include
inefficient operations, poor IT
infrastructure management, and
requlatory compliance issues.

Glossary ¢

DCIM tool (Data center
infrastructure management)

The rising demand for
computational power and
projected increases in data center
energy consumption underscore
the need for innovative solutions.
The whitepaper highlights using
industrial metaverse technologies
and Al with machine learning (ML).
Specifically going deeper into
digital twin, AR/VR/XR, 3D spatial
intelligence, generative Al and
Al/ML to solve this problem.
Further we explore HCLTech’s
solution to these problems -
DCxTwin, it is a cutting-edge
solution leveraging digital twin
technology and Al-powered
spatial intelligence to
revolutionize data center

management. It offers real-time
monitoring, operational
optimization, design simulation,
enhanced planning, energy
optimization, and predictive
maintenance. DCxTwin integrates
hardware components like loT
sensors, AR/VR headsets and
other networking components
with software supporting a
web-based portal, visualization
tools and APl integrations for
seamless integration with existing
systems. With DCxTwin, data
centers can achieve unparalleled
levels of performance, reliability
and sustainability, paving the way
for a more efficient and
environmentally friendly future.

A combination of data center facility management and information
technology disciplines. Data center infrastructure management (DCIM)
tools help you to manage your DC infrastructure.

Modular DC designs

Data center designs that use prefabricated modules for rapid deployment,
scalability, and flexibility in managing data center infrastructure.

BMS (Building
management system)

An automated control system that manages and monitors a building's
mechanical and electrical equipment such as ventilation, lighting, power
systems, fire systems and security systems.

Digital twin

A digital twin is a virtual representation of a physical object or system used
to model its performance, identify inefficiencies and design solutions to
improve the physical counterpart.

HCLTech DCxTwin

DCXTwin is an HCLTech offering. It is a digital twin of your DC
infrastructure with Al powered spatial intelligence to monitor, manage
and optimize operations.

Data center simulation

A data center simulation is a virtual model that mimics the operation of
an existing or proposed system- data center. The model helps decision
making by predicting how a data center will perform in the real world with
different test scenarios or process changes.

Al-powered spatial
intelligence

The use of Al to analyze and interpret spatial data, enabling advanced
monitoring, management and optimization of physical spaces.

PUE (Power usage
effectiveness)

A metric used to determine the energy efficiency of a data center,
calculated as the ratio of total facility energy consumption to IT
equipment energy consumption.

ESG (Environmental,
social and governance

ESG is a framework that business and investors use to understand and
measure organizational sustainability. ESG stands for Environmental,
Social and Governance.




ISO/IEC 30134 series KPls

A set of international standards providing key performance indicators for
data center resource efficiency and effectiveness introduced.

AR (Augmented reality),
VR (Virtual reality),

XR (Extended reality) and
MR (Mixed reality)

Terms that describe different types of immersive technologies, typically
observed using a headset or a handheld device.

HPC (High performance
computing)

The use of supercomputers and parallel processing techniques for solving
complex computational problems at high speeds.

Blockchain A decentralized digital ledger technology that records transactions
across many computers in a way that ensures security, transparency, and
immutability.

Lidar A decentralized digital ledger technology that records transactions

across many computers in a way that ensures security, transparency
and immutability.

Introduction an

The demand for computational
power is skyrocketing, driven by
advancements in
resource-intensive technologies
such as generative Al
High-Performance Computing
(HPC) and blockchain. This surge
is not only at an all-time high but
is also accelerating at an
unprecedented rate. Strong
customer commitments and a
focus on leveraging these
technologies further fuel this
demand. Current data centers
(DCs) need help to scale their IT
capacities efficiently. Building
more data centers is not a viable
solution due to cost and
sustainability concerns. This
expansion is crucial to meet the
growing computational demands,
but it must maintain

+ The problem still exists

Datacenter outages impose
significant financial and
operational burdens on

businesses across various sectors.

As per the reports from The
Register [1] and DCD [2] in 2023
alone, two major banks
experienced a cooling system
failure that halted 2.5 million

cost-effectiveness and
environmental sustainability.
Therefore, there is a pressing need
to optimize existing data centers
to maximize efficiency and do
more with less.

To do this, data centers must
adopt innovative solutions such
as advanced cooling techniques,
energy-efficient hardware, and
intelligent resource management
systems. Implementing Al-driven
predictive maintenance can also
help reduce downtime and
improve overall performance.
Additionally, embracing modular
data center designs can provide
scalability and flexibility, allowing
for incremental capacity
expansion without significant
upfront investments. By focusing

transactions. Similarly, as per DCD
[3], an airline company faced
substantial disruptions with 175
flight cancellations in 2023,
mirroring the 2017 outage that
caused $72 million in losses and
affected 75,000 passengers. In
2022, a hospital in the UK also
reported severe impacts, including

on these strategies, data centers
can enhance their operational
efficiency, reduce their
environmental footprint and
continue supporting modern
technologies' ever-increasing
computational needs. This holistic
approach ensures a sustainable
and cost-effective path forward
for the data center industry.

™

service disruptions worth $17
million, caused by a
heatwave-induced cooling failure
[4]. In another example, an
American retail company faced
payment processing failures due
to a data center outage in 2019,
leading to financial losses,
operational interruptions and



brand reputational damages [5].
Similarly, a telecom giant faced
reputational damage and loss of

users due to a data center related
outage [6]. According to a report
by Vertiv [7] and a report by hour!

Sunbird [8], the average cost of a
DC downtime is about S300K per

= Data indicates that about 70% of data center outages result @

in operational disruptions costing at least $100,000 [9]

= 25% of these outages exceed $1 million. This represents a
notable increase in high-cost outages steadily increasing

since 2019. [9]
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= Notably, 80% of managers and operators believe that their ‘
80%

most recent and impactful outages could have been

prevented with improved management and processes. [9]

These statistics underscore the critical need for robust data center management and proactive measures to

mitigate the risk and impact of outages

- Datacenter hurdles

Going ahead, let’s try to understand what causes all these data center outages, what the root causes are, and
what issues the data center owners and operators face on a day-to-day basis.

Data centers face significant challenges in four main areas: Efficiency, planning, manageability and regulatory.

Efficiency

Inefficient data center (DC) operations and poor
IT infrastructure density management lead to
increased operational expenses and energy
spending. An increase in demand leads to
further inefficiencies while scaling. Suboptimal
temperatures in the DC affect the DC power
usage effectiveness (PUE) and thus the Data
center’s efficiency. Poor attempts at reducing
CO2 emissions are another cause of energy
inefficiencies in the DC.

Manageability

Suboptimal predictive capabilities hinder
proactive maintenance, thus further affecting
the performance metrics. Poor inventory control
and reporting challenges can hinder effective
management. And inadequate support in terms
of remote quidance and operability exacerbate
these issues.

=

Planning

Forecasting actual demand, dealing with
under/over provisioning, and adopting expansion
strategies for lower-tier data centers is a
complex task. Failing to identify the right places
to deploy additional IT resources leads to
high-temperature zones or hotspots in the data
center. Additionally, resistance by operators to
changes leads to suboptimal operations.

Vt

Regulatory

Compliance with regulatory requirements, such
as the EU EED and CSRD mandates, impacts
data center operations. Reporting key
performance indicators (KPIs) is vital to meet
these standards. Staying updated with evolving
regulations and ensuring that all processes align
with legal requirements is crucial for avoiding
penalties and maintaining a good reputation.



Adding to these challenges, the
demand for computational power
is rising due to demands in Al,
High-Performance Computing
(HPC), Blockchain, and 5G
technologies. Due to generative Al
alone, Tirias Research [10] predicts
data center infrastructure and
operating costs to exceed $76

In the next section, we will explore
how leveraging industrial
metaverse technologies and Al,
can provide innovative solutions

Industrial me

In this section, we explore how
people and machines collaborate
to design, build, operate, and
optimize physical systems using

[
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Digital Twin

A digital representation
of a real-world entity,
system, or process,
enabling real-time
monitoring and predictive
maintenance.

Benefits: Improves
observability, lowers
operational costs and
enhances planning
accuracy.

By integrating these technologies,
data centers can significantly
enhance their operational
efficiency, improve planning
accuracy, and ensure better
manageability and compliance.
This holistic approach not only
addresses current challenges but
also paves the way for a more
sustainable and efficient future in
data center management.

billion by 2028. Additionally,
Goldman Sachs Research [11]
predicts that the global data
center energy consumption is
expected to grow by 160% by
2030. At present, data centers
worldwide consume 1-2% of
overall power produced, but this
percentage will likely rise to 3-4%

to these challenges. Understand
how data centers can enhance
their operational efficiency,
improve planning accuracy, and

immersive technologies to
improve sustainability and
efficiency. The industrial
metaverse offers transformative

&

3D modelling and spatial
reconstruction

Digital models with spatial
position, size, geometry and
physics simulation for
accurate planning and
optimization.

Benefits: Improves design
accuracy, enhances
operational efficiency, and
enables simulations and
what-if analysis.
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by the end of the decade [11].

This necessitates significant
investments in technology to
enhance efficiency. These trends
underscore the urgent need for
data centers to adapt to emerging
challenges to maintain
operational sustainability.

ensure better manageability and
compliance by integrating
next-gen technologies.

solutions for data centers by
leveraging the following
technologies:

&
Extended Reality (XR)

A combination of Augmented
Reality (AR), Virtual Reality (VR),
and Mixed Reality (MR) to
provide immersive experiences
for collaboration, training and
problem-solving.

Benefits: Enhances
collaboration, improves
training effectiveness, enables
remote support and fosters
innovative problem-solving.




Artificial

In this section, we explore how Al and ML algorithms can be leveraged to optimize
data centers and positively impact their manageability and efficiency.

)

Al/ML

Algorithms that generate predictive insights and solve
complex problems, optimizing operations and
enhancing efficiency.

Benefits: Provides predictive insights, solves complex
operational issues, and drives overall efficiency while
minimizing environmental impact and promoting
sustainability

Generative Al

Generative Al can power data center-specific
chatbots, which can generate reports and visualize DC
parameters efficiently

!
.
b

i

Benefits: Creating and updating procedures, SOPs and
user guides. Generate charts/graphs that can help us
understand all the data captured with the correct
visualization.

s

Agentic Al

This Al bit focuses on autonomous actions and
lights-out operations in a data center. We can replace
traditional automation with agentic Al, which can act
independently depending on real-time data and
situational changes, optimizing performance and
efficiency without human intervention.

Benefits: Lights out operations or autonomous
operations in a data center, quicker decision making
for day to day operations, creating maintenance
schedules based on requirements.




HCLTech’s response to the prok

In this section, we introduce
DCxTwin, a cutting-edge solution
designed to revolutionize data
center management through the
power of digital twin and Al.

DCxTwin creates a digital twin of
your DC infrastructure with
Al-powered spatial intelligence
to monitor, manage, and optimize
operations. It promotes
sustainability through efficient
asset allocation and risk

DCxTwin has three components:

The hardware component

This includes different types of
loT sensors such as humidity,
temperature, current, power,
chilled water flow etc. and other
network components such as
hubs, modems and rack units.

The software component

This includes a web-based
portal to access all the
information in a 3D visualized
form. It's a SaaS platform
designed to run seamlessly
across all your devices. You can
do the changes, simulate to see
the effects and implement
APl-based smart ticketing to get
the changes done in the real
world.

management using advanced
techniques like simulations,
predictive models, failure
diagnosis, and remote assistance
while improving overall DC
efficiency.

The API portfolio

This helps to integrate with
augmented reality-based
devices, ITSM or ticketing
applications, existing DCIM or
Building Management Systems
(BMS) and other customer data
sources like power monitoring,
rack PDUs, AHI, UPS systems
etc, for integrating all the
infrastructure data on a single
pane of glass and unlocking
other use cases like health
alerts, fault monitoring etc.

While designing DCxTwin, we've kept our customers in mind and have focused on five key pillars:

Efficiency

IT density improvement:

DCXTwin improves the data
center energy efficiency by
increasing the IT density, while
reducing the operational costs
and reducing energy
requirements.

Capex decisions:

Simulate alternate cooling
strategies and hardware
configurations, validate capital
purchases efficiently and
quickly.

5%
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Change management

Design simulation:

Facilitates faster asset
deployment with design
simulation, testing, and
validation of changes, ensuring
smooth transitions and minimal
disruptions.

Enhanced Planning:

Accurate planning and
schedules with Al/ML
capabilities, predictive
maintenance tasks enforced
with ticketing system ensure
seamless integration of the
changes with the workforce.

Sustainability

Energy optimization:

Helps to right-size the data
center by optimizing energy and
managing emissions, helping to
optimize PUE, CUE and WUE.

Real-time alerts:

Provides alerts and insights into
energy consumption patterns,
helping to stay within limits
regarding carbon emissions,
thus helping you to achieve your
net zero commitments.
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Reliability

People skills:

Remote assistance with
immersive technology enabling
digital documentation access,
asset tracking and on-call
support. Immersive XR-based
trainings also aid in improving
the overall DC reliability.

Predictive maintenance:

Advanced analytics and ML
predict potential failures before
they occur, minimizing
downtime and reducing
maintenance costs.

Continuous monitoring:

The digital twin representing the
heatmap and heat alerts in a 3D
visualization helps to improve
the DC reliability.
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Resilience

Future planning:

Predicts future space and
power management needs,
enabling proactive planning and
ensuring the data center’s
resilience against potential
challenges.

Compliance and reporting:

Ensures compliance with
advanced reporting and health
alerts to maintain high reliability
standards.

DCxTwin represents a significant advancement in data center
management, offering a comprehensive solution that enhances
efficiency, reduces costs, and supports sustainability. By
integrating DCxXTwin, data centers can achieve unparalleled
levels of performance and reliability, paving the way for a more
sustainable and efficient future.

« Concrete applications and benefits

Some of the concrete applications or use cases of DCXTwin are as follows

Ea,

Advanced DCIM

The tool features 3D
intuitive visualizations to
provide real-time overview
of all the data center
assets and performance
across the globe on a
single pane of glass.
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Capacity optimization Capacity planning
The digital twin allows for The analytics engine identifies
detailed capacity visualization the 'zones of influence’ by
and management, indicating learning the racks and the
the changes needed cooling units. It identifies the
regarding rack locations to possible zones to add more
ensure that your data center racks with regard to power,
operates at peak efficiency. space and cooling availability.

Based on the user inputs for
additional load, the software
identifies and advises where to
install more racks, considering
the heat effects on the
surrounding area within the
zone of influence.
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Cooling optimization

Our Al-driven cooling
optimization engine
releases stranded cooling
capacity in the DC, thus
minimizing the DC energy
consumption while ensuring
100% ASHRAE thermal
compliance. The analytics
engine gives
recommendations with
regard to cooling unit set
points, fan speed, grill layout
for airflow distribution, etc.
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Predictive maintenance

This improves data center
reliability using predictive
capabilities. It also performs
KPI analysis and gives
recommendations and alerts
to stay on track regarding
energy usage, seasonal PUE,

emissions, cost and capacity.

&)

What-if simulations

This enables testing
alternative cooling strategies
and hardware configurations
with advanced simulations.
By validating capital
purchases with quick
simulations, you can check
the ROI before investing.
Additionally, what-if
simulations also help you
understand different rack
configurations, thereby
improving IT density while
avoiding redundancy. It
enables resilience testing for
HVAC and power systems,
ensuring that your data
center can withstand various
operational challenges.
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Network simulations

The simulation capabilities
also extend to network
operations; you can fully
emulate your data center
with networking
infrastructure as a code
approach.
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Thermal risk mitigation

The digital twin enables
granular heat maps of the
entire infrastructure,
including IT, power and
cooling infrastructure,
helping reduce thermal risks.
The Al-based software
calculates and learns the
cooling power requirements
and creates trends by
considering different factors
like seasonality, time of day,
server heat load, etc. The
software identifies abnormal
cooling performance and
alerts the users before the
failure. We can thus
proactively diagnose
possible problems like
machine overload, water
valve issues, heatwaves, etc.

ESG reporting

Generates automated
reporting, which includes
the new ISO/IEC 30134
series KPIs ensures that you
stay on track with energy
usage, seasonal PUE,
emissions, cost, and
capacity metrics.

&3
Immersive training
(XR-based)

AR/XR provides immersive
learning experiences and
creates specific training
modules. This improves skill
acquisition and retention and
accelerates resource
onboarding and training.

&

Energy tracking

&

N

Remote assistance

VR enables enhanced hand
and feet support for
troubleshooting and
maintenance, enables
port/cable level tracking and
reduces the need for on-site
visits. It also enables digital
documentation to easily
access critical information
with real-time updates for
easy troubleshooting.

The Al model uses DC site data and local weather data
to identify the DC energy consumption pattern. The
pattern is normalized for different locations and is
treated as an ‘optimized state’ Benchmarking this
optimized pattern against all other DC locations is
possible and any deviations can be used as triggers to
help/alert the DC operators to stay on track with respect

to the energy consumption.



Key benefits

Reduce OPEX by up to 30%
by optimizing the cooling
systems and reducing
energy consumption.

Remove thermal risks by
gaining complete rack level
visibility across all your
data centers.

Ensure 100% ASHRAE
thermal compliance,
improving data center
resiliency.

Release up to 60% of
stranded cooling capacity
and reduce CAPEX on
additional DCs by
right-sizing and improving
the IT density within the
existing DC.

Help justify CAPEX
spending by simulating
different cooling strategies.

« Service model

Our DCxTwin service model is designed to ensure seamless integration and optimal performance of your data

Simulation - additional
workloads, power/
cooling-related outage

Outage simulation —
resilience testing

Provide automatic full ESG
reporting with ISO/IEC
30134 metrics and carbon
footprint reduction helping
to support net-zero
programs.

Help realize ROI typically in
12-24 months using our
business case calculator.

Efficiency improvement
thanks AR/VR/XR
technology, 75% reduced
rework and human error,
40% increased task
efficiency for field
engineers.

= Accelerated onboarding
and training of the staff
and provided the best
remote support.
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center operations. The model is divided into four key phases: Discover, define, build, and operate.
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Discover

&

Build

This phase involves assessing current assets,
processes and capabilities. We conduct site and
inventory checks, thermal imagery and airflow
measurements to understand the existing
infrastructure. This comprehensive assessment
helps identify areas for improvement and create
a detailed implementation roadmap.

We design digital twin (DT) schemas and architecture
during the build phase and develop the digital twin
model. We deploy the DT in the live operations and ensure
KPI measuring, tracking and benchmarking. This phase
focuses on creating a robust, reliable digital twin that
enhances operational efficiency. We also deliver training
as part of resource enablement and operations handover.

(@)

Define

In this phase, we select the appropriate service tier
based on your requirements. We analyze
integrations with the current digital ecosystem
and create value and ROl models. This step
ensures that the solution is tailored to meet your
specific needs.

2]

Operate

The final phase involves managing operations based

on the selected service tier. We enable resources

through additional training, manage the operations,

and deliver the operational DCXTwin solution. This

phase ensures continuous improvement and optimal
performance of your data center. 9



« Growth opportunities

The recent changes in the EU
Energy Efficiency Directive (EED)
and Corporate Sustainability
Reporting Directive (CSRD) in
2024 present a significant market
opportunity for DCxTwin. With
stricter rules and mandatory KPI
reporting by 2025, data centers
must innovate to comply. By 2028,
data center infrastructure and

Future visic

In the realm of 3D modeling
and visualization, DCxTwin
would be able to implement
port-level network telemetry
and cable layouts alongside
power delivery management
and optimization. This
integration provides a
comprehensive view of the
data center’s physical,
network and power
infrastructure, enabling
precise monitoring and
proactive management.
Harnessing the power of
Al/ML Capabilities, DCxTwin

can excel in forecasting future

power and space needs,

ensuring that data centers are

prepared for future demands
while optimizing current
resource utilization. This

predictive approach enhances

operational efficiency and

Reference

operating costs are expected to
surge by $76 billion, driven by
investments in compute-heavy
technologies like GenAl, HPC, 5G,
and Blockchain. The financial
impact of outages is also
escalating, with average costs
around $S300k and 25% of
outages exceeding $1 million—a
2.5x increase since 2019. By 2030,

sustainability. Extended
Reality Capabilities can further
elevate DCxTwin by integrating
asset tracking, digital
document management,
remote assistance, and
training and learning use
cases. These features
streamline asset
management, improve
documentation processes,
and provide immersive
training experiences, fostering
a more knowledgeable and
efficient workforce. Utilizing
lidar capabilities to create the
digital twin in the future state
can also help give better visual
renders of the digital twin.
Additionally, DCxTwin could
offer advanced simulation
capabilities for additional
what-if scenarios, allowing for
robust planning and risk

datacenters and communications

infrastructure will consume 7% of

global power production. DCXTwin

can capitalize on these trends by
offering solutions that enhance

efficiency, reduce costs, and drive

sustainability, positioning itself as
a key player in the evolving
datacenter landscape.

assessment. This holistic
approach ensures that
DCxTwin meets current
operational needs and
anticipates and adapts to
future challenges, driving
continuous improvementand
innovation in data center
management.
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HCLTech is a global technology company, home to more than 218,000 people across
59 countries, delivering industry-leading capabilities centered around digital,
engineering, cloud and Al, powered by a broad portfolio of technology services and
products. We work with clients across all major verticals, providing industry solutions
for Financial Services, Manufacturing, Life Sciences and Healthcare, Technology and
Services, Telecom and Media, Retail and CPG, and Public Services. Consolidated
revenues as of 12 months ending September 2024 totaled $13.7 billion. To learn how
we can supercharge progress for you, visit hcltech.com.

hcltech.com
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