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The cyber threat landscape has become more sophisticated and pervasive than ever. Data
breaches and security incidents — particularly ransomware - can bring even the biggest

organizations to their knees. With breaches, security incidents and other disruptions
causing devastating damage to operations, customer trust and business results, the ability
to recover quickly is paramount.

83% of surveyed organizations reported experiencing a

material security breach.

42% of leaders lack clarity on who is responsible for
cyber resilience and recovery

55% of respondents are not fully confident they could
recover systems and data following a major incident.

Source

HCLTech VaultNXT: Prioritize cyber resilience

Organizations must broaden their approach to data protection and recovery to a holistic cybersecurity and

resilience strategy that ensures business continuity across on-premises, cloud and endpoints. HCLTech
VaultNXT provides end-to-end services to strengthen cyber security postures, continuously improve incident
response and ensure rapid reliable recovery in the event of cyberattacks or other disruptions.

HCLTech VaultNXT resilience framework

Assess

= Define CR objective
and goals

Identify critical data
(Crown Jewels)

Map critical application
and infrastructure
Breach likelihood and
Readiness review

IR plan review and
threat briefing

= Crown jewel protection

= Security controls and
protection policy

= Risk detection and
compliance review

= Ransomware readiness
assessment
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Objective mapping |
Assessments | Readiness
review | Current CR maturity

<z/ Build

= Define Solution approach
and deployment model
= Finalize OEM / vendor selection
= Allocate resources for
Cyber-vault setup
= Design secure Vault
connectivity and infrastructure
= Prepare for Incident
handling process

= Implement resiliency and
firewall builds

= Integrate Cyber-vault with
existing infra.

= Set up vault landing zones and
recovery pathways

= Update security policies as per
CERT processes

Solution locking | R&R with
timelines | infra build

=
@ Operate

= VaultNXT monitoring/reporting

* Reqular testing and monitoring of
incident response plans (cyberattacks,
outages, disruptions)

= Cyberincident event/change
management

= Run and manage recovery operation
tasks with one console

* Automated threat scanning/anomaly
detection/IOCs within backups

= Post breach validation of
recovery points which
contain clean copies of data.

= Documentation, updation,
maintenance and Execution
of cyber recovery plan

= Regular testing

Steady state | Monitoring |
Recovery and restoration


https://www.commvault.com/gc/cyber-recovery-readiness-report

HCLTech VaultNXT powered by Commvault® Cloud

Overview

HCLTech VaultNXT powered by
Commvault® Cloud redefines
cyber resilience services to meet
the demands of today’s
cloud-first enterprises and
ensure reliable, continuous
business operations.

The platform leverages
next-generation intelligence and
automation to minimize
customers’ risk of sensitive data
breaches and costly downtime,
improves data readiness with
on-demand testing of
recoverability and accelerates
recovery of all hybrid workloads
at enterprise scale.

Traditional backup and disaster
recovery methods fall short
because ransomware has
evolved to target using new
ways -such as embedding
malicious code within backup so
any restore operation will only
expand the breach. Cyber
recovery requires assuming
everything has potentially been

contaminated and working to
rebuild completely from the
ground up. Commvault® Cloud
provides a secure failover
environment on-demand to
validate and restore data and
systems rapidly. This makes
regular testing of cyber recovery
plans to identify security gaps
more accessible and
cost-efficient than ever.

Purpose-built to secure hybrid
and multi-cloud environments,
the platform provides
comprehensive portability, can
scale to petabyte size demands
and provides the industry’s
broadest coverage of
mission-critical data,
infrastructure and modern
workloads. These services are
unified through a single console
to simplify the cost and
complexity of enabling robust
cyber resilience while providing
greater control and flexibility.
HCLTech VaultNXT powered by

Cyber resilience using Commvault Cloud

Security, intelligence and automation everywhere, with lowest TCO

Threatwise
Early cyber detection and warning

Security 1Q
Security posture improvements

Risk analysis
Sensitive file discovery and
data classification

Threat scan
Malware detection, remediation

% On Premises

g Multi-cloud

Unified Management
Software - SaaS - Appliance

r Commvault
Clo ud_

Zero-trust architecture
Immutability — Air-gapping -
Credential vault

@ SaaS apps

Security Integrations

Visibility, coordination and countermeasures

ﬁiﬁ Containers

Commvault® Cloud helps
enterprises focus on
transformative business
outcomes—confident their data
and systems are secure, resilient
and always ready.

Backup and recovery
Fast, flexible and reliable response

Auto recovery
% Analyze, validate and orchestrate
oA disaster recoveries

Cleanroom recovery
=7 Secure and rapid application
recovery from cyber attacks
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Comprehensive capabilities

B Proactive
N\ monitoring

= Early warning threat detection with scans of indicators of
compromise in time series backup data

= Security integration with hyper scalers and other key
security partners for near real-time, relevant IOCs
associated with cyberattacks

= Cyber deception tools to proactively draw out bad actors
and contain damage

Continuous
threat scanning
= Scan backups for anomalies
using built-in scanners

= Verify backups against latest
malware hashes, also scans files,
paths, patterns, extensions and
YARA rules

ﬁ Sensitive data 01 On-demand
@ discovery ' l¥) cleanroom recovery

= Automate with pre-built or = Create singular or bulk cyber recovery playbooks to recover data

customer-defined analyzers
and policies

= |dentify sensitive data
exposure

» Facilitate compliance with

= Recover anywhere from a virtual air-gapped environment

=  Commvault® Cloud Cleanroom Recovery automates recovery
and failover in a safe, isolated cloud environment

= Monitor recovery progress and measure outcomes

GDPR and other privacy = Run forensic investigations on infected snapshots

regulations

GenAl assistant,
Arlie™

» Generative Al-enabled troubleshooting to discover operational issues and provide recommendations

and next steps for resolving job issues

» APl Code Assist: Offers a "no-code” way to build an integration or code in action.

» Custom Walkthroughs: Context-sensitive, quided product walk-throughs that make it easy to perform

new tasks

= Arlie™ Chatbot: Ask "how-to" questions and get step-by-step guidance on configuring and using

Commvault Cloud to maximize cyber resilience
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Key benefits

Establish a robust cyber recovery strateqgy,
beyond standard disaster recovery plans,

Develop and deploy a mature to ensure business continuity

cyber recovery strategy

Proactive identification and Stringent recovery process even in situations
detection of threats using Al/ML where cyber ransomware compromises vault site

Isolated, immutable data to ensure recoverability, acts as
a last line of defense from evolving cyberattacks

Why HCLTech

» Leader in all analyst reports for cloud

= Vast experience in infrastructure security,
governance, risk and compliance

» Trained and certified resources in cyber recovery
implementation and delivery

= Dynamic security framework offering a full spectrum of services

Why Commvault

»  Gartner® Magic Quadrant™ Leader 13 years running for
Enterprise Backup and Recovery Software Solutions

= Over 14K patents for groundbreaking innovation

FedRAMP highly authorized

To know more, you may write to us at hcbu-pmg@hcltech.com



HCLTech | s&ce™

HCLTech is a global technology company, home to more than 218,000 people across
59 countries, delivering industry-leading capabilities centered around digital,
engineering, cloud and Al, powered by a broad portfolio of technology services and
products. We work with clients across all major verticals, providing industry solutions
for Financial Services, Manufacturing, Life Sciences and Healthcare, Technology and
Services, Telecom and Media, Retail and CPG, and Public Services. Consolidated
revenues as of 12 months ending September 2024 totaled $13.7 billion. To learn how
we can supercharge progress for you, visit hcltech.com.

hcltech.com
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