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Overview 
Global System for Mobile Communications Association (GSMA) initiated 
Open Gateway a framework for common Application Programming 
Interface (API) development by early 2023, to simplify the process of 
development and deployment of services across operator networks. This 
helps developers build innovative applications/services that can be 
deployed/integrated easily with different Telecom Service Providers (TSPs). 
The primary purpose of this initiative is to unlock the potential of 5G and 
edge computing for developers and enterprises by providing standardized, 
interoperable access to telecom network capabilities. The initiative 
simplifies developer access and accelerates innovation, improves 
monetizing 5G capabilities and drives digital transformation. 

Challenges in standardized 
API implementation 
Though the initiative of standardized APIs solves the deployment and 
operational issues for telecom operators due to the disparity among APIs 
from different technology providers, it brings many challenges to be sorted 
out, without which the contemplated benefits may not become reality. The 
following are the challenges at a high level. 

Business challenges  
• Requires significant cooperation: Building a robust business platform with 

vast stakeholders like developers, OEMs, TSPs and partners requires 
substantial effort and cooperation. 

• Governance: Governance across a wide range of stakeholders poses 
challenges in terms of convergence, buy-in for ideas, establishing norms 
and making changes. 

• Required transformation: For the TSPs to utilize this revenue generation 
opportunity, a paradigm shift from their current traditional business 
models is required. 

Technical challenges  
• Integration challenges: Integrating legacy systems with modern 

API-based architecture is difficult and many telecom providers still rely on 
them. 

• Security concerns: Exposing network functions in standardized APIs 
brings new security risks as threat exposure increases. Since standardized 
APIs called for wider adoption and integration, there would be increased 
attack surface. Also, attackers might misuse the well-documented APIs 
available globally. 

• Other system parameters: Sustaining scale and performance levels 
through standardized APIs throw challenges. 

• Data availability: Since telecom companies store information across 
numerous disparate systems like billing, network management, customer 
service etc., there could be chances some of these were not 
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designed to share data easily and remain in silos. This could pose data 
availability challenges. 

• Data consistency: Further data in different telecom systems might have 
been stored in different formats, prone to errors and incomplete 
information, causing data quality challenges. 

Other regulatory challenges 
• Obtaining necessary approvals might be a time-consuming process, 

depending on the complexity of the systems/environment. 
• Data privacy and other data handling regulations would add further 

scrutiny with enhanced threat exposure. 

In this whitepaper, we will examine in detail the list of security challenges 
that can be encountered while implementing standard APIs and how to 
address those challenges. 

Software and services 
requiring network API 
specifications from TSPs 
It’s important to recognize the various categories of software and services 
that will use these standardized network APIs. This understanding can help 
gauge the potential impact of any attacks or security threats, as well as 
identify the numerous possible entry points for attacking the system. The 
following are a few such categories of services, but they are not limited to 
these. 

SIM SWAP API Edge Selection API 

QoS API 

Nokhbound 
Common Network APIs 

East/West Federation 
Open APIs Device Status API 

Banking and 
financial 
services 

Network 
orchestrator 
services 

Network function 
virtualization 

Security 
services 

5G core 

Data analytics services 
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The above-mentioned APIs are not the complete set of APIs. It is merely a 
sample for understanding. There are numerous other paths for interworking 
among software applications. 

Security challenges 
encountered due to 
standardizing APIs 
Following are the significant challenges that would be encountered due to 
standardizing APIs:
• Evolving threat landscape: In recent years, the telecommunication 

industry has been a prime target for cyberattacks and many telecom 
providers have been impacted by an attack. These threats continuously 
evolve as attackers use advanced, sophisticated tools for malicious 
purposes. By exposing APIs across operators and vendors, the probability 
of an increase in the threat landscape becomes inevitable. 

• Increased exposure: Extending network APIs to external developers 
increases the surface of attack, creating more entry points for attackers to 
tamper with the system. 

• Data privacy: The API standardization paves the way for sharing sensitive 
data, such as customer usage patterns and information. This would be a 
major threat to TSPs or providers’ compliance with data handling laws and 
regulations. 

• Misuse of APIs: Developers could misuse APIs, creating issues like 
Distributed Denial-of-Service (DDoS) and maliciously increasing excessive 
traffic. 

• Third-party integration risks:  As third-party integration becomes 
inevitable for standardizing APIs. It further enhances the threat of getting 
attacked with any vulnerability exposed. 

Impact of security incidents 
with APIs 
Let us understand the exact security risks for APIs before we see their 
impact. 

What is an API security risk? 
An API security risk is a vulnerability that allows attackers to hack into 
software systems, gain access to sensitive or confidential data or launch 
other malicious activities, such as DDoS attacks or injection attacks. API 
security risks are often the result of poor API design, implementation, or 
configuration. Risks can also arise from outdated security measures that 
were valid at implementation but haven’t adapted to new attack vectors. 

Unfortunately, because APIs enable interactions between different services, 
software and systems, points of access can become vulnerable — and there 
are even more evolving mechanisms for hackers to enter systems. 

https://konghq.com/blog/learning-center/what-is-api-security


Impact 
While we might already know the impact of security incidents, it is good to 
remember the consequences of such incidents in these standardized APIs 
for telecom. Since multiple players are involved in this ecosystem, 
assessing the impact itself might take time and result in shaking trusted 
relationships among partners. This would create a major disruption in 
service delivery, data leaks, reputation damage, possible litigations or fines 
and subsequent financial losses, among other things. 

In addition, the impact amplifies in scenarios like private 5G networks, as 
one of the major reasons for having private 5G networks is to ensure a 
secured network and any vulnerabilities here would magnify the impact. 

Solutions for ensuring 
secured APIs 
We will categorize this section into the mandatory and typical measures 
that will be reviewed, along with additional practices that contribute to 
developing robust and comprehensive solutions. 

Mandatory measures 
Following are some common measures, but not limited to, to ensure to 
build of secure APIs which would be standardized and utilized across 
operators. 

A. Robust authentication and authorization:
• Strong authentication mechanisms, like OAuth 2.0 and OpenID 

Connect, must be implemented to verify user identity
• To enforce granular access controls to limit user permissions to 

specific API endpoints and data – like fine-grained access control or 
role-based access control

B. Input validation and sanitization:
• Rigorously validate and sanitize all input parameters to prevent 

injection attacks like SQL injection and XSS – Tools like OWASP 
ESAPI, PHP filter and HTML purifier to be used

• Use whitelisting or blacklisting techniques to restrict allowed input

C. Secure data handling:
• Encrypt sensitive data both at rest and in transit
• Implement secure data storage practices, including encryption and 

access controls

D. Rate limiting:
• Implement rate limiting to protect against DDoS attacks and abuse
• Set appropriate rate limits based on API usage patterns and resource 

constraints
• Secure coding practices:

a. Adhere to secure coding standards and guidelines to minimize 
vulnerabilities
b. Conduct regular code reviews and security testing
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Above are a few of the tools and techniques that could be used to 
implement secured APIs. There are many other tools and techniques that 
are available to address the above-specified categories or parameters in 
security. 

Other methods and practices to develop a robustly 
secured API 

The following practices would help build secured APIs, but often, these 
tend to be missed due to tight schedules for time to market and the 
mandatory security aspects are taken care of as per defined checklists. 

We would see the threat modeling techniques and limiting data exposure 
in detail. 

I. Thread modeling - A proactive approach to security 
Threat modeling is a systematic process of identifying potential security 
threats to a system, analyzing their likelihood and impact and designing 
security controls to mitigate them. It’s a proactive approach that helps 
organizations build more secure systems by focusing on potential risks 
early in the development lifecycle. 

Designers should take time to have a whiteboard discussion or 
brainstorming session with key stakeholders like architects, test experts 
and security experts before designing APIs and implementing thread 
modeling more systematically. Often, this part is missed for various 
reasons, leading to possible vulnerabilities. 

How to implement threat modeling: 

• Identify assets: Determine the system’s critical assets, such as data, 
infrastructure and applications

• Identify threats: Brainstorm potential threats to these assets, such as 
unauthorized access, data breaches and denial-of-service attacks

• Analyze threats: Evaluate the likelihood and impact of each threat
• Identify vulnerabilities: Determine the system’s weaknesses that 

attackers could exploit
• Design security controls: Develop security controls to mitigate identified 

threats and vulnerabilities
• Validate security controls: Assess the effectiveness of the security 

controls
• Document and review: Document the threat modeling process and 

review it regularly to adapt to changing threats

Let us see the advantages and limitations of threat modeling: 

• Proactive security: Identifies potential risks early in the development 
process

• Risk prioritization: Helps prioritize security efforts based on the 
likelihood and impact of threats

• Improved security design: Leads to more secure system designs by 
addressing vulnerabilities proactively

• Compliance adherence: Ensures compliance with security standards 
and regulations
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b)  Process for Attack Simulation and Threat Analysis (PASTA)  

PASTA is a more structured approach that involves the following steps: 

• Asset identification: Identify the system’s critical assets

• Threat identification: Brainstorm potential threats to these assets.

• Vulnerability identification: Identify vulnerabilities that could be 
exploited by attackers

• Attacker identification: Consider the types of attackers who might 
target the system

Limitations 

Implementing a threat model would be time-consuming and resource 
consuming.  In addition, it may be needed iteratively until the development 
is completed. 

Some threat modeling practices 

There are a few threat modeling practices like STRIDE, PASTA and OCTAVE. 
Let us glance at each of these: 

a)  STRIDE 

STRIDE is an acronym that represents six common security threats:   

• Spoofing: Pretending to be someone else

• Tampering: Modifying data or system components

• Repudiation: Denying actions or events

• Information disclosure: Revealing sensitive information

• Denial of service: Preventing legitimate users from accessing 
resources

• Elevation of privilege: Gaining unauthorized access to system 
resources

To use STRIDE, you can apply it to each component of your system 
and ask yourself: 

Can the attacker expose any of the following vulnerabilities? 

Threat Prope�y Definition 

Spoofing Authentication Impersonating something 
or someone else 

Tampering Integrity Modifying data or code 

Repudiation Non-repudiation Claiming to have not 
performed the action 

Information disclosure Confidentiality Exposing information to 
someone not authorized 
to see it 

Denial of Service (DoS) Availability Deny or degrade service 
to users 

Elevation of privilege Authorization Gain capabilities without 
proper authorization  
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c)  Operationally Critical Threat, Asset and Vulnerability 
      Evaluation (OCTAVE) 

OCTAVE is a risk-based approach that involves the following steps: 

• Identify assets and threats: Identify critical assets and potential threats

• Identify vulnerabilities: Identify vulnerabilities that attackers could 
exploit.

• Assess risks: Evaluate the likelihood and impact of each threat

• Develop security strategies: Develop strategies to mitigate identified 
risks

• Implement security controls: Implement security controls to address 
vulnerabilities

• Monitor and evaluate: Continuously monitor the system’s security 
posture and evaluate the effectiveness of security controls

The choice of technique depends on various factors, including the 
system’s complexity, the security team’s experience and the specific 
security goals. However, a combination of techniques often provides the 
most comprehensive approach. 

Key considerations: 

• Tailor to your needs: Adapt the techniques to your specific system 
and security requirements

• Involve the development team  : While it is common for a design 
team involving security experts to draft a design, there is a tendency 
to miss the development team. Involve developers in the threat 
modeling process to ensure security is built into the system from the 
start

• Regular review and updates: Review and update your threat models 
regularly to account for changes in the system and the threat 
landscape

Things to remember when using threat modeling 

• It is not a replacement for security testing: Threat modeling is a 
modeling methodology and does not replace the need for actual 
security testing, such as penetration testing or code reviews

• It can depend on expertise: Effective implementation of threat 
modeling requires a certain level of security expertise, which may pose 
a challenge for less experienced teams

• Incorporating non-technical threats: While there is a good focus on 
technical aspects, one should also consider non-technical threats, 
such as social engineering or physical security concerns

• Security control design: Design security controls to mitigate 
identified threats and vulnerabilities

• Security control evaluation: Evaluate the effectiveness of the 
security controls



II. Limiting data exposure 

Developers focus even more on complex implementations but 
sometimes fail to pay more attention. While developers create 
enablement for accessing data and software through APIs, it is 
important to restrict information that is not required. 

Excessive data exposure occurs when an API responds to a request 
with additional data that is expected to be filtered or ignored by the 
user—a shortcut that some development teams use to enhance their 
productivity. But when attackers see this additional data come 
through, they may attempt to mine as much of it as possible. This 
situation is hazardous when data includes sensitive, confidential or 
protected information under regulatory requirements. 

Excessive data exposure threats can be difficult to track since 
attacks are so subtle. For example, all an attacker needs to do is 
enter the mobile app as a client and intercept API traffic to locate 
additional data sent in the API’s response. Once attackers know that 
excessive data is being leaked in one location, they will perform 
automated attacks to look for it everywhere — which can lead to a 
catastrophic data breach. We can prevent such situations by 
removing extraneous data from the API responses. 

GraphQL 

Techniques to prevent excessive data exposure 

1. GraphQL implementation: Consider using GraphQL to allow 
clients to request only the specific data they need, reducing the 
risk of oversharing information

2. Data masking: Implement data masking techniques to conceal 
sensitive information in API responses.

3. Response filtering: Develop a robust response filtering mechanism 
that tailors the API output based on user roles and permissions.

4. API response analysis: Regularly analyze API responses to identify 
and remove any unnecessary or sensitive data being returned 

5. Content-based security policies: Implement content security 
policies that restrict the types of data that can be included in API 
responses

We would zoom more into GraphQL and data masking techniques in this 
article. 

GraphQL is a query language for APIs that provides a more efficient and 
flexible alternative to traditional REST APIs. One of its unique features 
lies in its ability to precisely specify the data required and prevent any 
other excessive information from being shared. 

Following are some ways to show how GraphQL hides excessive data: 

• Clients avoid receiving irrelevant information by defining the exact 
structure of the desired data in the query

• GraphQL can fetch multiple resources in a single request, reducing 
the number of round trips to the server
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Traditional REST APIs often return more data than necessary, wasting 
bandwidth and processing power. GraphQL’s precise querying 
capabilities eliminate this issue. 

Example: 

Let’s consider a scenario where you want to fetch a list of products from 
an ecommerce API. With a traditional REST API, you might receive a large 
JSON response containing all product details, even if you only need the 
product names and prices. 

With GraphQL, you can construct a query like this: 

GraphQL 

query { 

  products { 

    name 

    price 

  } 

} 

This query specifically requests only the name and price fields for each 
product, resulting in a smaller and more efficient response. 

Additional benefits of GraphQL: 

• Strong typing: GraphQL schemas clearly define the available data, 
improving code maintainability and reducing errors

• Introspection: Clients can query the GraphQL schema itself to discover 
available fields and types, facilitating exploration and development

By leveraging its powerful querying capabilities, GraphQL enables 
developers to build efficient and data-conscious APIs that meet the 
specific needs of their clients. 

Data masking 

Data masking is a technique used to hide sensitive information while it is 
still allowed to be used for testing, training and a genuine need to share 
data. This technique modifies the original data to make it unusable or 
meaningless for any malicious purpose but still utilized for its intended 
purpose. 

How does data masking work? 

There are several techniques to implement data masking. Just a quick view 
on each  

Data substitution:  This method replaces sensitive data with fake data but 
is realistic. For instance, we get some dummy numbers that are randomly 
generated on the credit or debit card, yet with that number, we cannot find 
the account number

Data shuffling: This rearranges parts of data, such as swapping the letters or 
numbers and unscrambling the order so that information is not meaningful 
or accurate
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Data encryption: This technique encrypts the sensitive data, making it 
unreadable without the decryption key

Data nullification: This technique involves removing or deleting sensitive 
data altogether. This is a simple and effective method, but it may not be 
suitable for all use cases, as the data would not be usable and or suitable 
for all cases

Data generalization: This technique involves replacing specific values 
with more general ones. For example, a person’s exact address might be 
replaced with the city or state where they live

Stakeholders and their role 
Several key stakeholders must be considered when providing a secured API 
framework. These stakeholders have varying interests and needs and their 
involvement is essential for the framework’s success. 

a.  API developers 

• Interest: Creating and managing APIs efficiently and securely
• Needs: Easy-to-use tools, comprehensive security features and 

performance optimization

b.  API consumers 

• Interest: Accessing and utilizing APIs reliably and securely
• Needs: Well-documented APIs, robust security measures and excellent 

performance

c.  Security professionals 

• Interest: Protecting sensitive data and preventing unauthorized access
• Needs: Strong security features, compliance with industry standards and 

regular security audits

d.  Network administrators 

• Interest: Ensuring the smooth operation and security of the network 
infrastructure

• Needs: Scalable and reliable API gateways, efficient traffic management 
and integration with existing network systems

e.  Business owners 

• Interest: Driving revenue generation, business growth and innovation 
through APIs

• Needs: A secure and reliable API platform that supports their business 
goals 

f.  Regulatory bodies 

• Interest: Ensuring compliance with data privacy and security regulations 
• Needs: API frameworks that meet industry standards and comply with 

relevant laws
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g.  End-users 

• Interest: Benefit from the services and applications enabled by APIs
• Needs: A secure and reliable experience, protecting personal data 

By understanding the needs and interests of these stakeholders, 
organizations can develop API frameworks that meet their requirements 
and contribute to the initiative’s overall success. 

While we have already examined in detail the responsibilities of developers 
(through the subtopic solutions/measures for building secured API), let’s 
examine the responsibilities of a few other significant stakeholders i.e., 
security professionals and business owners. 

Security professionals’ role in providing a secured API framework 

Security professionals play a critical role in ensuring the security of API 
frameworks. Their responsibilities include: 

i)  Threat assessment: 

• Identify vulnerabilities: Identify potential vulnerabilities and attack 
vectors that could compromise the API’s security

• Risk assessment: Evaluate the potential impact of security breaches 
and prioritize mitigation efforts

ii)  Security architecture: 

• Design secure APIs: Collaborate with developers to design APIs that 
incorporate security best practices and controls

• Choose appropriate security mechanisms: Based on the API’s 
requirements and risk profile, select appropriate authentication, 
authorization and encryption methods

iii)  Implementation and configuration: 

• Implement security measures: Ensure that security controls are 
correctly implemented and configured

• Monitor and audit: Regularly monitor and audit the API framework 
to identify and address security issues

iv) Vulnerability management: 

• Identify vulnerabilities: Stay up to date with the latest security threats 
and vulnerabilities

• Patch management: Apply security patches and updates promptly to 
address known vulnerabilities

v)  Incident response: 

• Develop response plans: Create incident response plans to handle 
security breaches effectively 

• Investigate incidents: Investigate security incidents and determine 
the root cause

• Remediate vulnerabilities: Take steps to remediate vulnerabilities and 
prevent future attacks
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vi) Compliance: 

• Ensure compliance: Ensure that the API framework complies with 
relevant industry standards and regulations (e.g., GDPR, CCPA)

• Conduct audits: Conduct regular audits to assess compliance and 
identify areas for improvement

vii) Training and awareness: 

• Educate stakeholders: Educate developers, network administrators 
and other stakeholders about best practices for security

• Promote security awareness: Foster a culture of security awareness 
within the organization

By actively participating in these areas, security professionals can 
significantly enhance the security of API frameworks and protect 
against potential threats. 

Business owner’s responsibilities in building a secure API framework 

Business owners play a crucial role in ensuring the success of API 
frameworks, including their security. Here are their key responsibilities: 

• Identify critical assets: Determine the most valuable assets that need 
protection, such as customer data, intellectual property or financial 
information

• Set security priorities: Establish clear security priorities based on the 
organization’s risk tolerance and business objectives. 

ii)  Allocate resources: 

• Invest in security: Allocate sufficient resources for security 
measures, including personnel, technology and processes

• Prioritize security initiatives: Ensure that security initiatives are 
prioritized and adequately funded

iii)  Establish governance: 

• Create policies and procedures: Develop clear security policies and 
procedures to guide the organization’s approach to API security. 

• Assign roles and responsibilities: Assign clear roles and responsibilities 
to individuals or teams responsible for API security. 

iv)  Foster a security culture: 

• Promote security awareness: Create a culture where security is a top 
priority and employees are encouraged to report potential 
vulnerabilities

• Provide training: Ensure that employees receive adequate training on 
security best practices and awareness

v)  Oversee compliance: 

• Monitor compliance: Ensure that the API framework complies with 
relevant industry standards and regulations (e.g., GDPR, CCPA)

• Conduct audits: Conduct regular audits to assess compliance and 
identify areas for improvement

i)  Define security goals: 
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 vi)  Support continuous improvement: 

• Review and update: Regularly review and update security policies 
and procedures to address evolving threats and best practices

• Invest in innovation: Invest in new security technologies and 
methodologies to stay ahead of emerging threats

By actively participating in these areas, business owners can create a 
strong foundation for building and maintaining a secure API framework. 

Measurement of the 
effectiveness of APIs 
While verification and validation play a significant role in development, in 
this section, we will see the significant security aspects to be assessed 
while measuring the efficiency of the APIs. This doesn’t include the detailed 
test and verification plan (which goes unsaid), but the critical aspects in 
measuring the efficiency of the security aspects. 

Vulnerability detection rate: 

• Static Application Security Testing (SAST): Measure the number and 
severity of vulnerabilities identified by static code analysis tools

• Dynamic Application Security Testing (DAST): Measure the number 
and severity of vulnerabilities found by tools that test the running 
application

• Penetration testing: Measure the effectiveness of penetration tests in 
identifying and exploiting vulnerabilities

Threat detection rate: 

• Intrusion Detection System (IDS) / Intrusion Prevention System (IPS) 
effectiveness: Measure the ability of security systems to detect and 
prevent malicious activities targeting the API

• Security Information and Event Management (SIEM) alerts: Analyze the 
number and type of security alerts generated by the SIEM system and 
their accuracy in identifying actual threats

Incident response time: 

• Mean Time to Detect (MTTD): Measure the average time taken to 
detect a security incident after it occurs

• Mean Time to Respond (MTTR): Measure the average time taken to 
contain and resolve a security incident after detection

Security posture assessment: 

• Compliance with security standards: Measure the extent to which the 
API and its underlying infrastructure comply with relevant security 
standards and regulations (e.g., OWASP API Security Top 10, NIST 
Cybersecurity Framework)

• Security controls effectiveness: Evaluate the effectiveness of 
implemented security controls, such as authentication, authorization, 
encryption and data loss prevention
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Security training and awareness: 

• Employee security training completion rates: Track the completion 
rates of security awareness training programs for developers and 
other personnel involved in API development and maintenance

• Phishing test success rates: Measure the effectiveness of phishing 
tests in identifying and preventing social engineering attacks

By regularly monitoring and analyzing these metrics, organizations can 
gain valuable insights into the security posture of their APIs and identify 
areas for improvement. This can help them proactively address security 
risks, minimize the impact of potential breaches and maintain the integrity 
and confidentiality of sensitive data. 

Current status of 
common network API 
implementation 
In discussing GSMA’s Open Gateway initiatives, it is essential to mention 
CAMARA APIs for Mobile Access and Real-time Applications. 

The CAMARA project and the GSMA’s Operator Platform initiative 
collaborated closely, defining a federated platform solution for exposing 
operator network capabilities to external applications. 

CAMARA APIs 
CAMARA  is an open-source project under the Linux Foundation that aims 
to define, develop and test APIs for accessing and controlling 
telecommunications networks. It’s a crucial part of the GSMA Open 
Gateway initiative, which seeks to standardize APIs for network capabilities 
and make them accessible to developers. 

More details about “CAMARA – The Telco Global API Alliance” are available 
via GitHub[1]. 

GSMA’s update on the Open Gateway initiative 
The initiative was born from a simple yet ambitious idea: to harness mobile 
networks globally by exposing their capabilities via standard APIs. GSMA 
has provided an update on its Open Gateway telecoms API initiative, 
highlighting strides in collaboration, developer engagement and uptake. 
Yet, amid numerous triumphs, the report underlines persisting challenges 
that demand attention.[2] 

The following are key updates (by December 24) from GSMA on 
standardized APIs: 

a) As of December 2024, 67 operators have signed on to the Open 
Gateway, expanding its representation across key global markets. 

b) The geographic distribution remains uneven, with the lion’s share of 
growth concentrated in China and South and Southeast Asia. Operators 
such as Smart, Globe Telecom and Cell Card from Southeast Asia have 
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spearheaded this push, sparking a “domino effect” across the region 

c) Africa’s  participation lags, with only 5% of Sub-Saharan operators 
signed up despite their significant subscriber base, emphasizing the 
need for greater outreach. 

d) Security has proven to be the “bedrock” driver for Open Gateway API 
adoption, reflecting elevated global concerns around fraud. Operators 
have predominantly focused on deploying APIs that tackle fraud 
prevention and identity verification, including tools like SIM Swap, 
One-Time Password, Number Verification and KYC Match. 

e) Numbers in context:  The API ecosystem surrounding Open Gateway 
now includes 23 distinct APIs covering a range of use cases. 

f) According to the report, while technical enablers to drive the initiative 
are “in place,”  2025 will be critical in addressing demand-side 
challenges. This includes securing buy-in from hyperscalers, such as 
Google Cloud and AWS, whose involvement has remained “subdued” 
after early fanfare. 

g) Network APIs are positioned as instrumental tools for operators to 
capitalize on a booming market for enterprise digital transformation, 
which is forecast to double to nearly $1 trillion by 2030. 

h) Security, IoT and cloud/data center services are identified as the primary 
areas of opportunity. Yet, despite the pledges, enterprises have been 
slow to integrate APIs into high-visibility projects. 

i) Developer sentiment: On a survey conducted across 1000 developers 
globally, including 5G-enabled and non 5G-enabled scenarios, it was 
encouraging that developers have relatively strong knowledge of 
network APIs with 68% clear understanding. However, regional 
disparities exist – like only around one-third of Chinese developers are 
familiar, while India and South America have 60-70% and the US/Europe 
still in 30%. 

j) Few case studies cited in the article 
• In Finland, Nokia and Elisa joined forces for a proof of concept with 

remote-driving pioneer Elmo Cars. Using the Quality on Demand 
API, dynamic network adjustments were made to support remote 
driving through crowded areas, even under network congestion. 

• In Indonesia, Telkomsel developed “Telco Verify,”  an API-driven 
solution to combat fraud in the digital banking space. Against rising 
cyberattacks, the tool enhances authentication processes with 
two-factor authentication and number-based verification, which is 
crucial in safeguarding Indonesia’s burgeoning digital payments 
economy. 

k) While anti-fraud tools continue to deliver early wins, a broader mix of 
APIs is slowly being deployed—particularly in edge computing and 
location tracking. Nonetheless, questions around scalability and proof 
of revenue remain top priorities. 

l) 2025 will be a pivotal year as the GSMA shifts focus from building 
technical capabilities to driving measurable business outcomes. The 
report concludes that “the main indicator of success will be the extent 
to which APIs drive incremental revenues. “ 
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Glance of case studies of Operators and Their 
Initiatives:  

I.   Deutsche Telekom and T-Mobile US Introduce Network APIs
      and a Joint Developer Platform 

Deutsche Telekom and T-Mobile US have developed a platform with joint 
Application Programming Interfaces (APIs) - called T-DevEdge. Following 
are their salient features:

• New network Application Programming Interfaces (APIs) will enable 
developers to build and innovate with telco network capabilities

• Deutsche Telekom and T-Mobile US address global use cases with 
joint platforms and new network APIs 

• First partner: Siemens Energy optimizes user experience for remote 
maintenance using a Quality-on-Demand (QoD) API

• Collaboration with Microsoft will make it easier for developers to 
access the network APIs via Microsoft Azure Programmable 
Connectivity [3] 

Courtesy: 
https://www.businesswire.com/news/home/20230226005202/en/D
eutsche-Telekom-and-T-Mobile-US-Introduce-Network-APIs-and-a
-Joint-Developer-Platform-in-Germany-and-the-US

T-Mobile emphasizes that its QoD APIs are compliant with CAMARA 
principles. This is important because it means that developers can build 
applications that can potentially work across different telecom networks 
that support CAMARA APIs. [4] 

II. Telefonica: 

Telefonica has a number of APIs that are already commercially available 
in different countries. The first launches are focused on anti-fraud, but 
there are many more to come. Here, we can see what each of these 
APIS brings to the table:

(i)  Device Location Verification API (Brazil): It allows to check whether
     a device is located in a certain location, so that fraudulent  
     transactions can be detected and prevented. This helps to increase
     customer protection. This API performs instant validation based on
     the mobile carrier’s network information. [5] 

(ii) API Number Verification (Germany, Brazil and Spain): This provides 
     a more reliable authentication process of a user’s mobile number, 
     providing a simple form of validation for any company using mobile
     numbers and one-time passwords via SMS. [6] 

(iii) API SIM Swap (Germany, Brazil and Spain): Facilitates detection of
      recent changes to the SIM card associated with a particular phone
      number. The confirmation provided by this interface allows the 
      entity to be notified in a more agile manner, reducing the risk of  
      possible fraudulent account takeover attacks.  [7] 

https://www.businesswire.com/news/home/20230226005202/en/Deutsche-Telekom-and-T-Mobile-US-Introduce-Network-APIs-and-a-Joint-Developer-Platform-in-Germany-and-the-US


How cutting-edge 
technologies like eBPF and  
uProbe can be utilized in 
developing secured APIs 
Cutting-edge technologies like eBPF and uProbe might add value to 
developing and monitoring secure APIs. Let’s see how they can be used. 

API traffic monitoring and analysis: eBPF can monitor API traffic for 
suspicious activity, such as unauthorized access attempts, data breaches 
and denial-of-service attacks. 

API performance optimization: eBPF can optimize API performance by 
identifying and addressing bottlenecks in network traffic. 

Monitoring API usage: uProbes can monitor the usage patterns of 
specific APIs by individual applications. This could help identify unusual 
or suspicious activity, such as excessive API calls or attempts to access 
unauthorized resources. 

Profiling API performance: uProbes could be used to profile the 
performance of individual API calls, helping to identify potential 
bottlenecks or performance issues that attackers could exploit. When 
integrating both eBPF and uProbe, a robust API monitoring and 
performance assessment platform can be built. 

3. Vodafone: 

• Vodafone has been active in the development and deployment of 
network APIs, particularly in the areas of IoT and 5G

• Collaborated with other operators to develop standardized APIs for 
network slicing and edge computing

4. Deutsche Telekom: 

• Deutsche Telekom has launched APIs for network slicing, edge 
computing and IoT connectivity

• Collaborated with other operators to develop standardized APIs for 
security and fraud prevention

Collaborated with other operators to develop standardized APIs for 
security and fraud prevention.  [8] 

Also have launched other multiple APIs, including those for network 
slicing, edge computing and IoT connectivity. 

These tools can be integrated into a wide range of sectors to combat 
digital fraud, where authentication and security are essential. 
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How to leverage AI towards 
the development of 
secured standardized APIs 
for networking 

d)  Adaptive security: 

• Anomaly detection: AI algorithms can learn normal API traffic 
patterns and flag deviations, such as unusual traffic spikes or 
unexpected data access

• Behavioral analysis: AI can analyze user behavior to detect 
malicious activities, such as unauthorized access or data theft

• Automated response: AI-powered systems can automatically block 
malicious traffic, trigger alerts and initiate incident response 
procedures. 

• Static code analysis: AI-powered tools can analyze API code for 
potential vulnerabilities, such as SQL injection, cross-site scripting 
(XSS) and buffer overflows

• Dynamic analysis: AI can monitor real-time API behavior, identifying 
anomalies and potential attacks

• Faster incident detection: AI can accelerate incident detection by 
analyzing large volumes of security logs and identifying anomalies

• Automated incident response: AI-powered systems can automate 
routine incident response tasks, such as isolating affected systems 
and notifying security teams

• By leveraging AI, organizations can significantly enhance the security 
of their standardized APIs, reducing the risk of breaches and 
protecting sensitive data

• Real-time threat intelligence: AI can analyze threat intelligence feeds 
to stay updated on the latest threats and vulnerabilities

• Adaptive security policies: AI can dynamically adjust security policies 
based on real-time threat information and user behavior

• Fuzz testing: AI can generate a large number of test cases to 
uncover vulnerabilities in API endpoints

• Penetration testing: AI-powered tools can automate penetration 
testing processes, identifying weaknesses and potential attack 
vectors

AI can be a powerful tool in addressing security issues on standardized 
APIs. Here are some key ways AI can help: 

a)  Automated vulnerability detection: 

b)  Intelligent threat detection and response: 

c)  Enhanced security testing:  

e) Improved security incident response: 
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Conclusion 
The Open Gateway was born from a simple but ambitious idea to harness 
mobile networks globally by exposing their capabilities via a common set of 
APIs. The initiative promises to unlock innovation and revenue opportunities 
for mobile operators and their partners. 

Security has proven to be the “bedrock” driver for Open Gateway API 
adoption, reflecting elevated global concerns around fraud. 

While many key TSPs have come forward to collaborate, the key challenge 
remains to convert these ideas/initiatives to improve revenue. 

GSMA and collaborations forum would focus more attention on addressing 
the demand-side challenges in 2025 that will enable the operators to make 
revenue with these standardized APIs. Providing a secured API framework 
would be imperative. The involvement of hyperscalers like Google, AWS and 
Microsoft in this area is crucial and it remained “subdued” after initial 
fanfare. 

Let us look forward to the industry reaping the benefits in 2025 from the 
efforts and collaboration made to create standardized APIs so far. 
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