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Navigating the Digital Markets Act

Introduction

The Digital Markets Act (DMA) is a requlation enacted by the European
Union (EU) in November 2022, and since May 2023, it has become fully
applicable.

This is a legislative proposal of the European Commission that intends to
ensure a higher degree of competition in the European Digital Markets by
preventing large companies from abusing their market power and allowing
new players to enter the market. It establishes a list of obligations for
designated gatekeepers. In non-compliance, sanctions mechanisms will be
enforced, including fines of up to 10% of the worldwide turnover (and 20% in
case of repeated infringements).

DMA has large implications for the designated gatekeepers HCLTech
supports on various teams, such as messaging teams on Android. Google
Chrome teams (and other browsers) also rely on HCLTech services to
improve products and the changes mandated by DMA will affect existing
workflows. This document aims to summarize and clarify some of DMA’s
effects on teams engaged with designated gatekeepers.

What is the DMA's purpose?

The DMA aims to create fairer and more competitive digital markets within
the EU by:

« ldentifying and regulating “gatekeepers”: These are large online
platforms (like Google, Amazon and Facebook) with significant power
over certain markets.

» Imposing obligations on gatekeepers: These include promoting
interoperability with other platforms, enabling fair access and ranking of
services and avoiding self-preferencing. Gatekeepers must allow
third-party app stores, search engines and messaging platforms on their
platforms.

+ Prohibiting certain practices: These include unfair ranking, tying of
services and data self-preferencing.
(a) Protecting user data privacy: Gatekeepers must obtain users’ consent
before collecting and using their personal data.
(b) Gatekeepers must be transparent about their policies and practices
and comply with the law.



Who is affected by the
DMA?

The DMA primarily targets gatekeepers identified based on specific
criteria like size, user base and market power. However, its impact can
be felt by:

» Smaller businesses: They may benefit from fairer access and
competition in digital markets

+ Users: They may see more choice, transparency and competition in
online services

Gatekeeper designations

Search
Youtube oS
Google Search

Microsoft

Gatekeeper Core platform service
Alphabet Social network Intermediation
Tiktok Google Maps Google
Facebook Google Play Amazon
In§tagram Google Shopping Meta
Apple LinkedIn Amazon Marketplace ___
App Store Meta Browser Operating
ByteDance Marketplace system
Whatsapp Safari Google Android
Messenger Video sharing iOS Windows PC

Figure 1: Gatekeeper designations

Common services that are likely to be categorized as Core Platform
Services (CPSs) include Facebook, Instagram, WhatsApp, iOS, Apple App
Store, macOS, Safari, iMessage, Amazon Marketplace, Amazon Ads and
Windows OS, Windows Store and LinkedIn.

What are the key benefits
of the DMA?

® User consent: It is required to cross-use personal data from one service
to another service.

» Data collected from Google Search will not be leveraged for
showcaing relevant content in ads or on YouTube unless the consent is
given explicitly.

* Increased competition: By curtailing the power of gatekeepers, the DMA
encourages market entry and innovation.

¢ Improved user experience: Users may benefit from more choice,
transparency and better access to services.
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¢ Fairer market practices: The DMA aims to tackle issues like
self-preferencing and unfair ranking.

* For example, Amazon product Search cannot give preferential treatment
to its preferred vendor products and services over a competitor’s product.

Scope of DMA:

While DMA does not directly requlate mobile app testing, it can indirectly
impact the testing process depending on specific situations. Here's how:

1. Interoperability:

DMA aims to promote interoperability between large app stores and search
engines. The law will require gatekeepers to allow third-party app stores,
search engines and messaging platforms on their platforms. This will
empower consumers in choosing the best apps and services tailored to
their needs

e Development: Gatekeepers need to provide a way for other applications
that are in scope to have equal opportunity to be utilized on this platform.

“Apple has published its plan
to introduce APIs for
developers that support
contactless payments for g]
their wallet and banking apps.”

(i) Independent app Select a default
developers with payment
processing capabilities can br{:‘wse r
implement and design You'll use this app to displ
apps that utilize
platform-provided NFC, address, Apps are shown in random onder.
etc. capabilities.

« Platform testing: Test Maxthon browser

compatibility and
functionality with other Opera
platforms for functional

interoperability requirements.

Microsoft Edge

Example when dealing with

a Browser or search engine: :
Firefox

(i) Default search engine
is given as an opt-in
choice. l.e., Android
does not default to
Google Search. CPS to
provide an intent to
invoke any browser the
user would be interested
in using (that is freely
available in the market)

Chrome

(ii) Apple doesn't default to using Safari.
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¢ Platform testing: Test compatibility and functionality with other
platforms for functional interoperability requirements.

Messaging: Ensure messaging apps from a designated keeper can
message each other. l.e., iMessage can send messages to users on
WhatsApp. Facebook Messenger users can send messages to
Android phones. Similar to an email service model.
https:/engineering.fb.com/2024/03/06/s rity/
whatsapp-messenger-messaging-interoperability-eu/

¢ Alternative app installation sources: The DMA requires gatekeeper
operating systems to allow users to use third-party apps and app
stores.

Alternative app stores are available in addition to the Play Store
and Apple App Store. "Apple authorizes marketplace developers
through the Alternative App Marketplace Entitlement (EU) to
distribute a dedicated marketplace iOS apps after meeting
specific criteria and committing to ongoing requirements that
help protect users and developers”

(i) Users will be able to manage their default marketplace through
a new default setting.

Options to sideload applications outside the app stores are available.

Android should already be compliant. “Android users have always
been free to download third-party apps and app stores to their
devices and third-party apps and app stores can be preinstalled on
Android devices through agreements with Android manufacturers.
Apps can also be sideloaded by users via the internet onto an Android
device. Last year Google implemented features in Android 14 that
make third-party app stores work even better for users and let
third-party app stores update apps more easily”.

2. User data privacy and consent:

Under the DMA gatekeepers arfe required to obtain explicit consent
from end users before engaging in several types of personal data
processing activities. These include combining or cross-using personal
data from a CPS with personal data from other services offered by the
same gatekeeper; merging personal data from a core platform service
with third-party data (e.g., data collected from third-party websites via
cookies or a software development kit), processing third-party data for
advertising purposes or signing in end-users to multiple services offered
by the gatekeeper to combine personal data.

e Development:

» CPS should provide unbiased results as per user requirements
» CPS should provide the ability to give and take consent to sharing
data across the platform



https://blog.google/around-the-globe/google-europe/complying-with-the-digital-markets-act/
https://engineering.fb.com/2024/03/06/security/whatsapp-messenger-messaging-interoperability-eu/

e Testing:

» The DMA’s focus on user data privacy could require stricter data
handling practices during testing. Examples of this include
anonymizing or minimizing user data collected during testing,
which will impact how to design and run tests.

Shopping (Ranking Transparency): Ensure the CPS provided
information is not based on any preferences from CPS or their
preferred partners are provided as a priority or higher ranked
result. Ensure to get a uniform data set for a particular set of
queries.

() Google shopping doesn't show preferred vendors above
other search results based on previous searches
(unless consent is given).

(i) Amazon shopping results are not based on web browsing
history processed from a third-party site. Search results
should be identical on different devices.

e Prior to the DMA, Windows automatically signed users into other
Microsoft products and services that combined data, including
Edge, Bing and the Microsoft "Start” service (e.g., news, weather,
etc.) when users are first signed into Windows. Windows will no
longer automatically sign users into these services.

e Google collects end-user consent before building user profiles
from multiple Google services (e.g., search history, YouTube history).

» Toggle the consent option and Android Settings. »

* When linked, these services can share your data with each other
and all other Google services for certain purposes. All types of
data described in Google's Privacy Policy can be shared across
linked Google services. This includes your activity data when
you're signed in, such as things you search for and the videos you
watch and listen to. Linking Google services is not about sharing
your data with third-party services.

e Meta consent banners integrating Instagram and Facebook
accounts. In addition, it gives users the option to use personalized
data in the Facebook marketplace.

k- 2000 il = -

o0 Meta

<

‘Confirm our use of your info

Choose your Marketplace
experience

Personalized

messaging, Marketplace profiles and
personalized listings.

Non-personalized

If you don't allow s to use your Facebook
Q@ info for your Marketp! , you
o

Switch to non-personalized

Manage accounts
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3. Data portability:

The DMA's data portability requirement states that consumers have the
right to move their personal data from one service provider to another.
This lets consumers take their data with them when they switch services
without having to worry about losing access to their data or having to
re-enter it into a new service. The data portability requirement is
intended to give consumers more choice and control over their data so
as not be locked into a ecosystem. It is also intended to promote
competition in the digital market by making it easier for consumers to
switch between services. Article 6(9) and Article 6(10).

e Development

» Google has introduced a Data Portability API for developers in
accordance with DMA requirements to allow moving user data to a
third-party app or service. Chart. 3

-~
T

o

Share a copy of sorme

Signin
= of your data with

'] S——

+ All public cloud service providers, such as Google Cloud and AWS
operating in Europe might eventually be forced to stop charging for
egress by the European Union’s recently enacted Data Act. The Data
Act requires the gradual wind-down of switching charges, including
charges for data egress, within the next three years.” 4

» Google has removed transfer fees when porting out of Google Cloud.s

» Amazon believes, "in customer choice, including the choice to move
your data out of AWS. The waiver on data transfer out to the internet
charges also follows the direction set by the European Data Act and is
available to all AWS customers around the world and from any AWS
Region®. e

3 https:/developers.google.com/data-portability/user-quide/introduction

oogléfcloud/

5 https:/cloud.google.com/blog/products/networking/eliminating-data-transfer-fees-when-migrati
ng-ff-google-cloud

https://aws.amazon.com/blogs/aws/free-data-transfer-out-to-internet-when-moving-out-of-aws/



https://developers.google.com/data-portability/user-guide/introduction
https://techcrunch.com/2024/01/11/google-says-itll-stop-charging-fees-to-transfer-data-out-of-google-cloud/
https://aws.amazon.com/blogs/aws/free-data-transfer-out-to-internet-when-moving-out-of-aws/
https://cloud.google.com/blog/products/networking/eliminating-data-transfer-fees-when-migrating-off-google-cloud
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Testing

» Facebook Download Your Information which allows users to export user
information that Facebook has stored and it includes: Your Activity
Across Facebook, Personal Information, Friends and Followers, Logged
Information, Security and Login Information, Apps and Websites from
Facebook (available when you switch to your main profile), Preferences,
Ads Information, etc.

* Instagram Download your Information also exists, similar to Facebook. In
addition, Meta has made Transfer Your Information available, allowing
users to move data to other services, such as moving all photos available
on Facebook to Google Photos.

* Google has tools such as Google Takeout, which can be tested by
exporting data from a Google Account and viewed in plain text format for
recent search history, photos and documents that are linked to a Google
Account.

Case study: Google Search

DMA has the potential to impact Google Search in several ways, some more
significant than others:

Direct impacts:

Interoperability: Google would need to make search options
interoperable with other search engines, allowing users to switch between
them and transfer data easily. This could involve providing APIs or allowing
users to export their search history and preferences.

Ranking transparency: Google would need to be more transparent about
ranking search results, potentially providing more information about
factors used in the algorithm and opening it up to independent audits.

Choice screen: Google may need to present users with a choice screen
during setup, facilitating them to select their preferred search engine and
default browser. This is specific to DMA Article 6(3).
(i) For example, when setting up Android you will be given the choice to
choose a default browser (default opt-in: Chrome) instead of having
to manually select a different choice after setup.
(ii) Additionally, when launching Chrome for the first time, you will be given
the option to choose a default search engine (rather than defaulting
to Google).

» Data portability: Google may need to offer users a way to easily transfer
their search data (if they choose) to other search engines or platforms.


https://help.instagram.com/181231772500920
https://www.facebook.com/help/212802592074644
https://support.google.com/accounts/answer/14452558
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Case study: Amazon

* Use case: DMA will restrict Amazon and other companies from using
merchants’ data to develop their products and from "self-preferencing”
their products over those from outside sellers in search results.

* Amazon has developed many of these private labels by gathering data,
essentially spying on the companies relying on its website to reach
consumers”, Mitchell said. "They also know what search terms people are
using, what they’re clicking on and how long their mouse is hovering in a
certain place. And so, they can analyze all that data for insights that
simply are not available to your typical chain retailer”s

» Use case: Currently using its vast amounts of shopper data, Amazon can
target video ads at the people most likely to bite. However, with DMA,
Amazon will soon be required to ask customers for consent before it uses
their shopping data for its video ads, almost certainly limiting the amount
of ad targeting it can do.

Scenario-based use cases
affecting CPS

Case study: Browsers

How browsers will be affected: In addition to collecting user data, mobile
browsers default to certain settings. The DMA will direct gatekeepers to
give users the ability to select default settings over browsers instead of
the default options. Users will be able to select a default browser on
Android that is not Chrome and a browser alternative on Apple that is not
Safari. In addition, default search engine settings will also be a user
choice instead of defaulting to Google Search on mobile platforms. s

Case Study: Shopping

The DMA prevents gatekeepers from giving preferential treatment to
their own products or services in search results. This aims to ensure that
all businesses, regardless of size, have an equal opportunity to compete
on the platform. Amazon shopping results cannot prioritize their own
family brands over third-party market competitors. Similarly, Google
shopping and Amazon listing results will require transparency in
algorithms and ranking mechanisms used by their respective online
platforms. This could help businesses understand how their products are
ranked and enable them to optimize their strategies accordingly.

7 https://www.cnbec.com/2022/10/12/amazons-growing-private-label-business-is-challen
ge-for-small-brands.html

8 https:/www.android.com/choicescreen/dma/
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Case Study: Ads (Meta, Google or Amazon Ads)

Additional access to data: Gatekeepers must provide fair and
nondiscriminatory access to certain data, allowing businesses to
understand their market performance better and make informed
decisions. Amazon and other designated advertisers will have access to
new, expanded reports that will provide data on the fees paid by the
advertiser and received by the publisher for ads shown on third-party
websites and apps. Our advertiser and publisher customers can choose
whether they wish to disclose their fee data or simply be included in the
default aggregated metrics.

The new reports will be available on the Amazon Ads console for
advertisers and on the Amazon Publisher Services portal for
publishers.e Going forward DMA requires gatekeepers to provide fair
and non-discriminatory access to certain data. This data includes
information about the fees paid by advertisers and the revenue
received by publishers.

This data can be used by businesses to better understand their market
performance and make informed decisions.

From a development perspective, Google already has APl changes for
developers to verify that users have consented to ad personalization
across the Google Platform as show in the image below:

A

DMA from a developers’ point of view:

Key items a developer should consider.
Development checklist -

Independent third-party developers are not directly affected as they are
not designated gatekeepers. Instead, gatekeepers will make APIs available
depending on the sections of the DMA. For example, with the Browsers
case study above, developers will be able to submit their own browsers to
be available for use in the respective ecosystem app stores. Google Play
Store already allows independent developers to submit their own browsers
whereas Apple will be required to with the new DMA changes. Apple has
defined the following to be eligible to qualify for a default browser:

* Have the Default Browser Entitlement

* Have been downloaded by at least 5,000 users across all the EU App
Store storefronts on iPhone in the prior calendar year.

+ If a developer has multiple browser apps, only the most downloaded app

will be eligible.
» Be available on the App Store on iPhone in the EU.

il


https://advertising.amazon.com/blog/amazon-ads-and-the-digital-markets-act
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Up to 11 of the most downloaded browsers on iOS in that country in the prior
year that meet the above criteria will be selected for the browser choice
screen in addition to Safari. Apple will update the list of browsers eligible to
be shown on the choice screen once per calendar year. 10

Another example for third party app developers would be to implement the
Login with Amazon data portability APl changes to allow their apps and
website to utilize data that Amazon has associated with a user profile. This
new API allows developers to " programmatically import Amazon customers’
data to an app or website after the customers give authorization through
Login With Amazon (LWA). Amazon Data Portability ports customers’ data
from Amazon to your app or website based on customer-selected Data
Portability LWA Scopes. The LWA Scopes define the type of data the
customers are authorizing third parties to access.” n

H

a1 Overview

Amazon Data S N S T —————————
Portability Ry R 1T 8, A 0 e SPI T SRR et BRI Thatsgh
TSty BT ARG AL . AR 1 T B el B G e
oLy LA g, Tror LA Somgers s e g of ek e i e oo
e . et Lk for chrt i,
™ ekt iatn Loty seirics el g s vl Wevrs-Pigh v
e s B Poratsiy lrwss, () Suthorios pou S5 Bedir setbains, and (1
i P Ly P, il Furd 6 ot B g 5 i s et
B O SR 13 B CeTTE B
B PSR e S P ———
I S B A M ——
-
10 https:/devel L le.com/: rt/browser-choice-screen/

Conclusion

While the DMA doesn't directly mandate specific testing on services,
such as browsers like Edge, Chrome and Safari, it indirectly influences the
scope of their privacy and security testing through its focus on user data
protection and fair competition, which teams across HCLTech support for
designated gatekeepers.

12
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