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In today’s dynamic IT landscape, launching 
infrastructure on the cloud is a ma�er of a few clicks 
and commands. Infrastructure and platform teams 
have primarily prioritized the Infrastructure as Code 
(IAC) approach while creating the initial setup 
because of its reliance on the planned state of 
configurations, which showed nearly accurate results 
while provisioning. This setup mostly assumes 
consideration of the initial requirement rolled out 
after the systematic approvals from the architecture 
review meetings. In most instances, this setup is 

resilient because of its ideal behavior of delivering 
the expected outcomes. However, there are also 
cases where the planned state will not match the 
actual declaration and create a random outcome. 
Such random outcomes in most scenarios result in 
undesired changes to the existing state of 
infrastructure. This can accumulate over time and 
abruptly shift the operating state of the 
infrastructure from what was initially declared. This 
phenomenon is known as ‘Configuration drift’ or 
simply ‘drift’. 

Also, while dealing with unintentional bugs or major 
application breakdowns, developers find it frustrating 
to come up with a standard bug fix while managing 
their regular development activities. Most of the time, 
the development team expects to have the platform 
and infrastructure readily available to roll out their 
release as quickly as possible. The ideal behavior of 
the platform is always a priority, especially in agile 
teams. Most issues arise from broken services or 
components, sometimes due to deprecated 
dependencies in their application configuration, like 
log4j, deprecated connection URLs, or endpoints. 
Launching a new feature, testing the load, and 
integrating frameworks in resource-constrained 
environments with limited budgets can increase the 
developers' workload and shift their focus to handling 
miscellaneous tasks rather than delivering the highly 
needed features. This hidden problem stems from a 
gradual loss of knowledge about what was deployed 
on a cluster and when the last change was applied. 
After a deployment fails, operators and developers 
debug the root cause of the incident, and the first 
thing they question is, 'What was the last thing that 
changed in this cluster?' which is very hard to answer 
if changes occur in an uncontrolled fashion outside 
of the approved CI/CD process." 

Handling resource-specific configurations, 
maintaining environment-specific se�ings, managing 
untracked manual interventions, and securing 
resources to comply with organizational standards 
can significantly increase challenges and involve 

time-consuming operations. These tasks often 
require meticulous a�ention to detail and constant 
vigilance, making the process time-consuming and 
error-prone. As a result, engineers may find 
themselves overwhelmed by the complexity and 
demands of ensuring everything runs smoothly and 
securely within the organization's guidelines. 
Managing drift requires adopting and adhering to a 
unified solution that reconciles the disparities in 
practices followed by each user, maintains consistent 
configurations across all resources, meticulously 
tracks changes applied across each environment, 
and synchronizes the intended modifications to the 
resources. The procedure for detecting, monitoring, 
and mitigating the configurational modifications over 
time can be termed ‘Drift Management’. 

Strategies like GitOps and immutable infrastructure 
can remediate the occurrence of drift in both 
infrastructure and Kubernetes cluster resources. 
Using this approach, a system can be managed by 
having its desired state expressed declaratively, 
stored as an immutable a�ifact that can be 
versioned, and its complete history retained. A 
software agent pulls the desired state declaration 
from the source, continuously observes the actual 
system state, and remediates it towards the desired 
state. Maintaining the desired state can also avoid 
unnecessary resource usage and costs. Open-source 
tools like ArgoCD and Crossplane can be used as 
software agents.

Practices such as manual interventions, hotfixes, software patching and lack of automation in the system 
can introduce the deviation in the declared state and cause drift. Some levels of drift and possible causes 
are given below:

Infrastructure level
At times, specific projects might require unique 
configurations that automated systems can’t fully 
address, new configurations or resources might be 
manually launched for testing purposes before being 
integrated into the automated system and can lead 
to inconsistency in the planned or defined 
infrastructure configurations.

At Kubernetes level
Some actions from DevOps/development teams may 
cause deviation from the defined state of resources 
while working on quick fixes. This occurs often when 
self-recovery mechanisms fail to achieve expected 
outcomes and when the team operates in silos, 
leading to a breakdown in communication and 
oversight that causes configuration drift.



ArgoCD and Crossplane are 
open-source projects, and they 
have broad CNCF suppo�. For 
ArgoCD, the user inte�ace is very 
friendly. Even the beginners will 
get familiar quickly. Few 
operations can be automated, 
like pruning unused resources and 
relaunching the resources with 
initial configurations. This 
eliminates the need for manual 
actions.

Crossplane, on the other hand, is 
designed to work natively with 
Kubernetes. It easily integrates 
with GitOps workflows and 
doesn’t need any centralized state 
file. It suppo�s event-driven 
architecture to respond 
immediately to changes by 
reconciling to the desired state. It 
also allows platform teams to 
define custom resource 
definitions and policies. This 
enables development teams to 
self-service their infrastructure 

needs without deep knowledge of 
underlying systems. Additionally, 
it automates deployments and 
manages system state. 

From a business perspective, the 
above technical benefits can be 
translated to increase overall 
efficiency, save cost and improve 
collaboration among teams.

Fu�her perks include defining 
each environment in separate 
branches and promoting changes 
through pull requests. 
Organizations can use Crossplane 
to provision cloud infrastructure, 
and these resources can be 
managed using ArgoCD for 
application deployments. 
Developers can use ArgoCD to 
deploy updates to Kubernetes 
clusters using the git repository’s 
push-based triggers. In case of 
failure, the desired state can be 
quickly restored by redeploying 
the configurations from Git.

Why use GitOps with ArgoCD and Crossplane 
for drift management?

How to implement GitOps with 
ArgoCD and Crossplane 
Drift management workflow using GitOps tools : Crossplane and ArgoCD



For example, if a new cloud service needs to be 
created, simply commit a new YAML File with the 
required configuration into the repository and make 
an application in ArgoCD. ArgoCD will take care of 
drift and deployment for Kubernetes resources and, if 
integrated with tools like Crossplane, can also 
manage cloud services as pa� of the Kubernetes 
desired state.

Some suggested approaches, like planning 
branching strategies, are to maintain consistent 
configurations across different dedicated 
environments. Avoiding mixed environments by 
separating application code from infrastructure code 

prevents issues related to dependencies and 
conflicts. Encouraging merge request discussions 
using pull requests for code reviews fosters 
collaboration, improves code quality, promotes 
continuous learning and ensures idempotency by 
ensuring that operations can be applied multiple 
times without changing the result beyond the initial 
application. This is crucial for maintaining stability in 
distributed systems where various processes may try 
to use the same configuration simultaneously. These 
practices help achieve a successful GitOps 
implementation by promoting organization, 
collaboration, and automation.

While these challenges are primarily technical, they extend into broader infrastructure and operational concerns.

Steep learning curve
Initial configuration and 
setup can be complex for 
new users, especially when 
mastering GitOps principles 
and ArgoCD workflows.

Customization complexity
Implementing resource 
customizations demands deep 
Kubernetes expe�ise.

Notification limitations
Built-in notification configurations 
in ArgoCD have ce�ain constraints 
that limit flexibility.

Infrastructure scope limitations
ArgoCD is optimized for Kubernetes, making 
it challenging to manage non-Kubernetes 
infrastructure.

Security concerns
The pull-based model may delay urgent updates, 
and any compromise of the Git repository or GitOps 
operator can result in unauthorized changes.

Availability risks
Major GitOps-driven changes can impact 
infrastructure uptime, especially in 
resource-constrained environments.

Deployment vulnerabilities
Misconfigurations in Git repositories or CI/CD 
pipeline issues can lead to deployment failures 
and service disruptions.

Navigating GitOps complexities: Challenges in 
ArgoCD and infrastructure management
Some of the key challenges observed in real-world use cases include:



Given the complexities and 
challenges associated with drift 
management, it becomes 
essential to implement an 
efficient and scalable solution 
that ensures the integrity of the 
infrastructure and application 
lifecycle. The combination of 
GitOps and automation tools like 
ArgoCD and Crossplane offers 
significant benefits, but managing 
this at scale across various 
environments requires a robust 
platform solution. This is where 
ePACE comes into play, offering a 
comprehensive approach to 
bridge the gap between 
infrastructure management and 
drift prevention.

ePACE, which stands for 
"Extensible Platform Automation 
and Configuration Engine," 
represents a Modular and 
Plug-and-Play architecture 
designed to revolutionize the 
management of a 
Platform-as-a-Service (PaaS) 
environment within DevOps 
practices. The innovative platform 
is dedicated to streamlining and 

automating the entire lifecycle of 
PaaS services. This provides 
organizations with robust tools 
and features for efficient 
configuration, deployment, and 
continuous  evolution. When 
GitOps is delivered by ePACE, the 
overall platform and application 
lifecycle can be declared and 
modified in a highly supervised 
and governed manner.

Both application and infrastructure configuration files can be version-controlled and made auditable, ensuring 
consistency in the environments. By managing the permissions to git repositories, direct access to production 
environments can be restricted. 

GitOps practices can be scaled according to the demands received to manage complex, easily distributed 
systems across multiple environments and teams. ePACE will encourage having all your infrastructure on git as 
a single source of truth.

Canary
deployments

Automates rollbacks if deployment fails. 
Ensures minimal disruption.
Keeps the Canary environment consistent 
with the desired state. Integrates with 
monitoring systems for real-time feedback 
and quick issue resolution.

A complex setup requires a deep 
understanding of GitOps and 
Canary strategies. 

Delays in applying changes can be 
problematic for time-sensitive 
updates.

Rolling 
deployments

Suppo�s incremental updates, reducing 
the risk of widespread issues.
Automatically rollbacks affected instances 
if an issue is detected. 
Ensures consistency with the desired state.

CI/CD pipeline issues can disrupt 
deployment and affect service 
availability.

Blue green 
deployments

Facilitates seamless traffic switching 
between environments, ensuring zero 
downtime. Quickly switches traffic back if 
issues are detected, minimizing disruption.
Ensures consistency with the desired state.

Resource-intensive to maintain two 
identical environments.  

Continuous monitoring and 
synchronization add complexity, 
especially in large-scale deployments.

Addressing GitOps complexities and Drift management with HCLTech ePACE

Advantages and challenges seen when Drift Management is implemented 
under various rollout strategies

Deployment 
strategy Advantages Challenges



Configuration drifts are inevitable. They bring 
serious risks in any IT environment and can easily 
create complex problems when they get out of hand 
as the systems evolve and change over time. Drift 
management solutions help in mitigating the 
negative impacts that configuration drifts bring. 
It keeps systems consistent and reliable. It avoids 
unwanted changes, makes systems safer and works 
more efficiently. It's essential to regularly check and 
maintain systems to keep them working well over 
time. Teams can focus on identifying and correcting 
the drift just after it occurs, to terminate the 
recurrence in the later stages of the pipeline, 
economizing the time and resources involved in the 
process. It helps the platform engineering teams 
and developers provide quick feedback, reducing 
the length of the development lifecycle.

Conclusion
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