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Abbreviations
McPaaS Multicloud platform as a service

RAN Radio access network

CI/CD Continuous integration/continuous delivery 

CHF Charging function

ODA Open digital architecture 

MNO Mobile network operators

MVNO Mobile vi�ual network operators

EMBB Enhanced mobile broadband

URLLC Ultra-reliable low-latency communications

MMTC Massive machine-type communications 

MANO Management and orchestration
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As we advance into the era of 5G, Mobile Network Operators (MNOs) are 
faced with the challenge of providing high-speed, reliable and secure 
network services to meet the ever-evolving demands of users and an 
increasingly connected world. A 5G mobile core platform as a service 
(PaaS) offers a flexible, scalable and efficient platform for deploying and 
managing 5G Network Functions (NFs) to address these needs.

This whitepaper highlights the development of a comprehensive mobile 
core platform as a service for both MNOs and Mobile Vi�ual Network 
Operators (MVNOs).

While the foundational challenges of 5G infrastructure, such as the need 
for high-speed, reliable services, massive data management, stringent 
security, low-latency communication and maintaining service quality, are 
critical to Multicloud Platform as a Service (McPaaS), additional 
challenges are unique to the multi-tenant nature of  McPaaS. A key 
challenge is ensuring the platform can scale to suppo� the needs of 
multiple MNOs or MVNOs and their growing subscribers without 
compromising pe�ormance or security. This requires resource scalability, 
strict data isolation and adherence to various compliance standards 
across different jurisdictions. 

McPaaS solutions must, therefore, employ innovative strategies for 
efficient resource optimization and utilization while upholding the highest 
standards of security and regulatory compliance. These solutions aim for 
seamless delivery of services across various bandwidths and scales, 
enabled by:

As the telecommunications industry advances with the integration of 5G 
technology, the need for core network solutions that are efficient, 
scalable, flexible and service-oriented is becoming increasingly apparent. 
Introducing 5G brings new challenges and oppo�unities, where traditional 
network implementations may lack the agility and efficiency required for 
modern network operations.

Introduction

Business challenges 

Problem statement

Full automation from customer po�als to infrastructure layers

Automated 5G service management to maintain pe�ormance, avail-
ability and Service Level Agreements (SLAs)



A critical gap in the current market is the absence of a comprehensive 5G 
McPaaS that effectively combines the 'as a service' delivery model with 
robust multi-tenancy capabilities. This gap underscores the need for a 
solution that transcends the limitations of vendor-specific infrastructure, 
offering a scalable and flexible service capable of suppo�ing the diverse 
and growing demands of multiple network operators within a single, 
shared environment.

The main challenge lies in developing a McPaaS solution that 
incorporates 5G core NFs using a cloud-agnostic implementation 
approach. This solution should leverage open source or commercial 
orchestration platforms for the 5G core development, enabling seamless 
interoperability and flexibility in network operations.

Another significant aspect is the onboarding process for pa�ners and 
products within the McPaaS ecosystem. A streamlined and intuitive 
self-service po�al is essential to facilitate seamless integration and 
collaboration. This po�al should improve the user experience and 
create a dynamic service marketplace, fu�her boosting the platform's 
value proposition.

Finally, the burgeoning need for advanced automation in network deploy-
ment and management is paramount. McPaaS must integrate sophisticat-
ed automation tools that suppo� continuous integration and continuous 
deployment (CI/CD) practices and accommodate hybrid cloud environ-
ments. This level of automation is crucial for maintaining a resilient and 
responsive network that can adapt to market changes with minimal 
disruption.

Solution
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As-a-service control plan
-   Leverage TMF's ODA 

-Core network monetization 
platform architecture for 

implementation 

Core network  
-Develop /leverage open 

source NFs 
-Distributed/disaggregated  

architectur

Orchesta�ion and 
automation   



Implementing a 5G core  McPaaS solution involves the following three 
steps:

6HCLTech’ s McPaaS Solution 

Step 1: Develop 5G core NFs

Step 2:  Leverage open source for orchestration and incorporate 
zero-touch automation.

Step 3: implement 'as-a-service' control plane.

The first step involves developing the required 5G core NFs, either by 
developing the functions from scratch or by leveraging open-source 
code. 

The second step is to harness the power of open-source platforms for 
resource and service orchestration. A robust orchestration framework 
can be created to efficiently manage network services and resources 
by utilizing a collection of open-source tools. These tools should offer 
a comprehensive suite that enables full lifecycle management of NFs 
and services.

Incorporating zero-touch automation within this orchestration 
framework is key to enhancing network efficiency. This approach will 
minimize the requirement for manual operations by enabling 
intelligent and autonomous decision-making processes, facilitating 
not only a reduction in operational expenses but also an improvement 
in service agility and reliability. This would enable network operations 
to adapt dynamically to changing demands and conditions.

The primary objective of this approach would be to establish a highly 
responsive and self-optimizing network environment that aligns with 
the agile and scalable nature of 5G services.

The final step involves the implementation of an 'as-a-service' control 
plane which would utilize the Core Network Monetization Platform 
(CNMP) architecture and  Tele Management Forum’s (TMF) open digital 
architecture, providing a flexible and scalable platform for managing 
network services and resources, effectively monetizing the 5G core 
network.



Let's explore these aspects: 

This diagram depicts key 5G core network elements.

Following key NF design considerations should be made for  McPaaS 
implementation:

We can either develop necessary NFs for full control but at a higher cost 
and time or adopt open-source 5G NFs for quicker deployment and 
potential cost savings, keeping in mind commercial license costs and 
customization needs.
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Multi-tenancy of core functions allows multiple MNOs to share the 
same physical infrastructure, each with its own network requirements.

High availability achieved through a microservices-based, modular 
solution, leading to a resilient, flexible and scalable system.

Kubernetes resiliency: Kubernetes ensures system reliability by 
managing and orchestrating containerized applications.

Service mesh implementation enhances system resilience and 
adaptability by providing automated load distribution and 
resiliency features.

Network slicing provides MNOs with flexible, efficient network slices 
tailored to specific services or applications.

Common resource utilization allows efficient segmentation and 
sharing of resources within the core platform.

Core network:

Key design principles for  McPaaS NFs:

N2

AMF

gNB UPF
Data

Networks

UDM CHF PCF NRF

SMF

N10 N40 N7 Nn�

N1 1
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The multitenancy orchestration process in the 5G core layer follows a 
structured set of steps, sta�ing with an MVNO's initial login into a 
self-service po�al and ending with the continuous monitoring of a 
tenant's Quality of Service (QoS).  
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Commitment to suppo� five-nines availability ensures the system 
is available 99.999% of the time, minimizing downtime.

Implementation using Kubernetes features without dependency 
on any specific platform allows the 5G core platform to run on 
any infrastructure suppo�ing Kubernetes.

Dependency of User Plane Function (UPF)  on the underlying 
packet acceleration: UPF pe�ormance is enhanced by underlying 
packet acceleration technologies.

Distributed and disaggregated architecture principles allow NFs 
to be deployed flexibly and at scale across the network.

Automated scale-in and scale-out functions suppo� automated 
scaling to handle fluctuating traffic conditions.

Security: ensures the security of pods/containers, data and code 
by leveraging platform security features.

Service availability and assurance increases operational efficiency 
through features offering fault management, observability and 
analytics.

Multi-tenancy security and pe�ormance protects against shared 
infrastructure exploits and prevents pe�ormance degradation due 
to "noisy neighbors."

Orchestration and automation:  

This diagram depicts 5G McPaaS multi-tenancy architecture. 
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The multi-tenancy orchestration process in the 5G core layer comprises 
the following steps:

This process ensures efficient resource management and high service 
quality in the 5G core layer.

End-to-end orchestration and automation for operations in a 5G core as a 
service involve the following:
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Self-service po�al and order management: MVNOs log into a 
self-service po�al to input parameters and manage orders.

Vendor onboarding and billing: vendor onboarding decisions are 
made and if approved, billing procedures commence.

Tenant provisioning and service configuration: the orchestration 
layer handles tenant provisioning based on requests and outlines 
required services.

Interaction with orchestrators and Kubernetes: the cloud-native 
network function manager (CNFM) and Kubernetes operators 
manage resource allocation and automate routine tasks, enhancing 
orchestration and interaction with Kubernetes.

Pod setup and database creation: Kubernetes sets up necessary 
pods and resources and a tenant-specific database schema is 
created for 5G use case outputs.

Monitoring and QoS: Resource monitoring and lifecycle 
management are implemented for continuous service level 
monitoring, with a data collection pod used for data collection.

Orchestration and automation:  

Centralized Orchestration and Localized Management Approach

EZE Management and
Orchestration

Local Network
Management

Local Network
Management

Ba
ch

ha
ul

Management
Monitoring

VONFM
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Monitoring

5G UE 5G gNB Edge Core Netwerk Central Core Network
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Centralized and localized orchestrators: ONAP and Management 
and Orchestration (MANO) orchestrators will manage the overall 
network lifecycle and individual network functions, respectively, 
allowing for dynamic network configurations.

End-to-end service chaining is a process that links network 
services together in a specified order, enabling faster service 
delivery and high service availability.

CNF lifecycle and release management involves deploying, 
scaling, upgrading and terminating NFs as required, ensuring the 
integrity of live environments.

Automated integration and testing ensure new and upgraded NFs 
are properly incorporated without disrupting services and allow 
for continuous pe�ormance monitoring.

Automated deployment involves using automation tools for 
efficient deployment and rapid scaling of network functions.

Cognitive testing uses AI/ML for predictive testing and improved 
testing procedures.

Canary deployment is a strategy for reducing risk by gradually 
rolling new software versions, allowing for early issue detection.

Monitoring and troubleshooting involve tracking the pe�ormance 
of NFs and quickly addressing faults or issues.

Cognitive analytics: leverages AI and machine learning to analyze 
network data, predict pe�ormance and inform planning effo�s.

The CNMP architecture is a framework for managing and 
orchestrating 5G core network functions.

As-a-service control plane:

Product and Pa�ner Management + Dev Po�al

Service Orchestration (ONAP based)
Service Delinition

Resource Orchestration (ONAP based)
5G core resource definition (Charm based]

Cloud agnostic OSM
Public cloud region 1

Deploy CNFS (HELM cha�)

Region 1 CHARM cha� Private cloud CHARM cha� On Premises/Edge CHARM cha�

Deploy CNFS (HELM cha�) Deploy Cloud Infra & CNFS (HELM cha�)

Cloud agnostic OSM
Private Cloud

Cloud agnostic OSM
On Premises

Public / Private cloud platform
Orchestration (Azure, AWS etc)

Physical Infra definition 

Moritoring Dashboard Service Orchestration API Layer 

CNMP
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The as-a-service control plane concept fits accurately within this 
architecture, as CNMP provides the necessary tools and protocols for 
managing and orchestrating NFs delivered as a service.

In this architecture, the as-a-service control plane would interact with 
the UPF for data transmission, the Access and Mobility Management 
Function (AMF) for mobility management and the network repository 
function for service discovery, among others. The orchestration of these 
interactions would be managed by the CNMP, ensuring efficient and 
reliable network operation.

The above modern CI/CD pipeline, which incorporates DevOps 
practices and tools, is used to efficiently and reliably deploy and 
manage 5G core NFs as cloud-native applications.

Development: the process sta�s with the development phase, in 
which the software code for 5G core applications is wri�en.

Version control: the code is then commi�ed to a version control 
system, GitLab. 

App: after the code is version-controlled, it undergoes a cycle of 
running, testing and building. This ensures that the application is 
properly integrated and functional before it is moved to the next 
phase.

Diagram depicting operator/enterprise onboarding using CNMP 

CI/CD for software development:
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CD side:

Orchestration layer:

CNF builder: the application, now referred to as the CNF app 
(cloud-native network function application), is passed to the CNF 
builder, which prepares it for deployment in a cloud-native 
environment.

CNF repository: once built, the CNF app is stored in a CNF 
repository. This repository acts as a storage and management 
point for the built applications.

Feedback: there is a feedback loop from the CNF repository to the 
development phase. This loop represents the process of iterating 
on the application based on the deployment or test results.

CNF catalog, ns catalog, slice catalog: these catalogs represent 
the different network services and slices available for 
orchestration.

Ansible: Ansible is an automation tool used here for deploying 
CNFs.

CNFs Kubernetes operator: this component manages the lifecycle 
of CNFs within the Kubernetes environment.

Deployment updates and management: this step involves the 
actual deployment of updates and the management of the 
applications within the Kubernetes framework.

Monitoring: the deployed applications are monitored using tools 
like Prometheus for monitoring and Grafana for analytics and 
visualization.

 5G pods: these are the Kubernetes pods for  5G services, 
indicating the deployment targets within the Kubernetes 
infrastructure.

Kubernetes/NFVI: Kubernetes is used as pa� of the Network 
Functions Vi�ualization Infrastructure (NFVI)  to manage and 
orchestrate the containerized NFs.



The proposed solution approach leveraging ONAP to build the 
orchestration and network automation provides the following benefits:

Benefits

HCLTech's 5G McPaaS solution is a promising solution that handles the 
complex demands of 5G. By leveraging multi-tenancy principles, high 
availability, resiliency, automated load distribution and enhanced security, 
it offers a flexible, scalable, efficient and secure platform for deploying 
and managing 5G NFs.

Conclusion
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Efficiency and cost-effectiveness: shared infrastructure and 
resource utilization reduce costs.

Flexibility: creating network slices on demand allows for tailored 
network services.

Scalability: the platform can scale to meet the demands of an 
increasing number of devices.

Reliability: high availability and resiliency ensure uninterrupted 
service.

Security: enhanced security features protect against threats.
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HCLTech is a global technology company, home to 222,000+ people across
60 countries, delivering industry-leading capabilities centered around Digital,
Engineering and Cloud powered by a broad po�folio of technology services and
software. The company generated consolidated revenues of $12.3 billion over the
12 months ended December 2022. To learn how we can supercharge progress for
you, visit hcltech.com.
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