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bbreviations

Abbreviation Descriptions
Al /ML Artificial Intelligence / Machine Learning

ANSI American National Standards Institute

>

P

Application programming interface
Bluetooth Low Energy

Certificate Authority

Common Vulnerabilities and Exposures

Distributed Denial-of-Service

Electrocardiogram

ePHI Electronic-protected health information.

Health Delivery Organization

Hardware
Identity and Access Management
International Electrotechnical Commission

The Internet of Medical Things

m
IO

Internet of Things

Information technology

Izilbroken / The user may gain full access to the operating
system's root and all its features on a rooted or
jailbroken device.

Rooted Devices

Manufacturer Disclosure Statement for Medical
Device Security

MFA Multi-factor authentication
MITM Man-In-The-Middle attack
NIST CSF NIST Cybersecurity Framework
NVD National Vulnerability Database

Operation Technology
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Abbreviations

Q
P

Over-The-Air

Personal Identifiable Information

T
P

Public Key Infrastructure

O

Quality Management System
Software as a Medical Device

Software Bill Of Materials

Subject Matter Expert

Software
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Introduction

The rapid advancement of medical devices is driving manufacturers to
address technological inefficiencies through innovative solutions. A key
example is the use of Al in ECG analysis, which enables faster and more
accurate detection of conditions such as arrhythmias and silent cardiac
diseases. Al also enhances clinical decision-making by supporting the
interpretation, diagnosis, risk assessment and management of diseases.

In parallel, the Software as a Medical Device (SaMD) market is expanding,
improving healthcare delivery by increasing accessibility, convenience and
affordability. SaMD solutions—often powered by Al—are now integrated into
various technologies, including wearables and mobile applications.

However, increased connectivity in medical devices introduces greater
cybersecurity risks. These devices handle large volumes of sensitive data,
including electronic Protected Health Information (ePHI), personally
identifiable information (PII), performance metrics and data from other
networked healthcare systems, making them vulnerable to cyberattacks.

Researchers warn that by 2025, cyberspace could be weaponized to harm
patients. Attackers may target operational technology (OT) systems—
hardware and Software that monitor and control medical devices and
healthcare infrastructure. Such attacks can disrupt operations, disable
devices and compromise the integrity of clinical environments, with
motives ranging from physical harm and financial loss to damaging the
reputation of medical device manufacturers.

Here are the top new threats to medical devices and healthcare:

Ransomware attacks-

exfiltrating
unencrypted data,
DDoS

Supply chain
attacks: Target
weakest links

Covert attacks -
Redirect data to
malicious source

Data breaches
attacks: Disclosure
of sensitive
information

Cryptographic
attacks - Weak
cipher, Brute force

Outdated software
and insecure
protocols

Al misuse -
Algorithms and
models

Cloud system
compromise : Data in
shared environments

loT attacks -
Tampering
firmware

Zero-day attacks -
Exploit unknown
vulnerabilities

Mobile device
exploitation: Target
unsecure mobile app

Infrastructure
attacks: Disrupting
services

This whitepaper explores emerging cybersecurity threats and outlines
the critical solutions required to protect healthcare systems and medical
devices.
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Emerging threat landscape
and conseqguences

Use of Al by attackers

System manipulation: Inserting or altering malicious inputs to trick
devices into making decisions based on false or unverified data.

Data corruption and model poisoning: Contaminating Al training
datasets with harmful information to disrupt learning processes,
resulting in misclassifications and flawed outcomes.

Online system manipulation: Delivering deceptive inputs or gradually
retraining Al systems, especially those connected to the internet—to
generate inaccurate or compromised results.

Data tampering: Maliciously modifying training data, such as images,
using editing tools to sabotage the integrity of Al learning.

Insider threats: Employees or insiders abusing privileged access to
confidential data for personal gain or malicious intent.

Al-driven attacks: Leveraging Al algorithms to automate and intensify
cyberattacks—like phishing, evasion tactics or precision-targeted
exploits—while evading detection.

Cybersecurity skills gap

Talent shortage: The surge in connected devices has intensified
cybersecurity demands, yet the workforce remains constrained by limited
expertise and diversity—widening the skills gap.

Inadequate forecasting: Organizations often fail to anticipate future
cybersecurity skill needs, resulting in insufficient training and preparation.
Over 59% of professionals acknowledge that this gap is growing.
Underqualified workforce: More than 32% of cybersecurity staff lack the
core competencies required for their roles, jeopardizing organizational
security and resilience.

Internet of Things (IOT) threats

Weak authentication protocols: Many loT devices lack robust
authentication mechanisms, leaving them exposed to unauthorized
access and cyber threats.

Software security limitations: Due to resource constraints in embedded
systems, implementing comprehensive security features is often
impractical, making devices vulnerable to exploitation.

Unsecured network environments: [oT devices frequently operate on
poorly protected networks, heightening their risk of external attacks.
Compromised data integrity: Data collected and stored by loT systems is
often unencrypted and lacks integrity validation, undermining both
confidentiality and reliability.



Threats facing mobile devices

« Insufficient authentication measures: A large number of loT devices are
deployed with weak or nonexistent authentication protocols, making
them prime targets for unauthorized access and cyber intrusions.

+ Limited software security: Due to hardware constraints in embedded
systems, many devices cannot support robust security features, leaving
them vulnerable to exploitation.

» Exposed network interfaces: |oT devices often rely on unsecured or
poorly configured network connections, increasing their exposure to
external threats.

» Weak data protection: Data captured and stored by loT systems is
frequently left unencrypted and without integrity validation, putting both
privacy and reliability at risk.

Cloud security threats

 Supply Chain Risks: Third-party cloud providers may inadvertently
become entry points for cyber attackers, jeopardizing the security of
organizational data stored in the cloud.

» Cloud misconfigurations: Incorrectly configured cloud environments can
expose sensitive information to unauthorized access, increasing the risk
of data breaches.

* Vulnerable APIs: APIs lacking strong authentication controls can act as
open doors for attackers to access confidential systems and data.

» Weak access controls: Poor identity and access management—such as
excessive privileges, weak credentials, lax permission settings—can lead
to unauthorized access to critical infrastructure.

Cybersecurity threats in
modern medical technology

As medical devices evolve in complexity and intelligence to enhance
patient care, their exposure to cybersecurity threats grows significantly.
While connected technologies offer immense benefits, they are
increasingly targeted by sophisticated cybercriminals. Information
Technology (IT), Operational Technology (OT) and loT devices each face
distinct vulnerabilities. Below are key areas where cyberattacks are most
likely to occur.

Al based Cloud Robotic
X . Wearable .
diagnostic connected ; assisted
. . devices .
devices devices surgeries

Remote patient Digital
monitoring therapeutics

Telemedicine

Figure 1: Services impacted by emerging threats
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Why strong cybersecurity
IS essential for medical
devices?

Cybercriminals are increasingly targeting medical devices due to their
growing connectivity and complexity, which exposes critical systems and
patient data to significant security risks.

Top reasons medical devices are vulnerable to cyber threats:

High value
patient's private
information

Medical devices
integrated with
other vulnerable
devices or
network

Healthcare
facilities stores
immense
amount of
confidential
patient data

Medical devices
with outdated,
weaker
technology are
an easy entry
point for
attackers

Patient data
shared to
multiple
healthcare
organizations
without any
protection

Insecure remote
access to
medical devices
for firmware
update,
troubleshooting
or tracking

Healthcare
staff are not
trained to
handle security
events




Emerging cyber threats and
solutions for healthcare systems
and medical devices

Strategic insights, risk
factors and mitigation
tactics

Threat intelligence strategy for healthcare
cybersecurity

Threat intelligence is essential for identifying vulnerabilities and
understanding the tactics used by cyberattackers targeting healthcare
systems. By leveraging healthcare-specific intelligence sources,
organizations can detect emerging threats, uncover attacker motivations
and assess system risks—both proactively and in response to incidents.

Despite its importance, only 57% of medical device manufacturers currently
use dark web threat intelligence, compared to 85% of financial institutions.
This gap underscores a pressing need to enhance cybersecurity readiness
in the healthcare sector.

To enhance defenses, organizations should:

* Integrate threat intelligence into automated tools like SBOM
vulnerability detection within CI/CD pipelines

+ Use databases such as NVD and CVE to track known vulnerabilities and
exploit patterns

Dark web monitoring tools scan both open and closed sources to detect
leaked data, fraudulent activity and planned attacks. These solutions
provide early insights into exploit techniques and the behavior of attackers.

Popular platforms include:

+ CrowdStrike Falcon

* Intelligence Recon

* UnderDefense MAXI

+ CYRISMA

* Flashpoint Ignite

« Mandiant Advantage Digital Threat Monitoring

Real-time alerts and early detection: Access to timely dark web intelligence
enables organizations to strengthen their internal defenses and respond
promptly to threats. If sensitive data or credentials are exposed, immediate
alerts should be sent to relevant stakeholders to trigger rapid containment
and remediation.

Security risk management strategies for emerging
threats:

To safequard medical devices against evolving cybersecurity risks,
manufacturers should adopt a comprehensive, proactive approach that
includes the following key strategies:

Cybersecurity policy

Establish a clear cybersecurity policy that is reviewed annually and
updated reqularly to reflect emerging threats and requlatory changes.
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The policy should guide the selection of standards, tools and
technologies to identify critical assets and vulnerabilities throughout
the product lifecycle.

Quality Management System (QMS)

Integrate security risk management into the QMS for both legacy and
new devices. Align the system with industry standards such as NIST CSF,
IEC 81001-5-1, TIR57, TIR97, SW96 and ANSI/ISA 62443-4-1. Use a

risk-based approach to:
* |dentify assets, threats and vulnerabilities

» Assess theirimpact on device performance, patient safety and user
experience
» Document, rate and mitigate threats with verified security controls

Secure design

Adopt Secure by Design principles by establishing clear security
objectives tailored to the device's operational context and intended
functionality. Configure devices with default security settings that

include:

 Multi-factor authentication (MFA) for robust user verification
 Least privilege access to minimize unnecessary permissions
* Encryption for both data transmission and storage

» Logging of critical operations for traceability and auditing

« Single sign-on (SSO) to streamline secure access

» Security testing

Implement a robust testing program that includes threat mitigation,
vulnerability assessments and penetration testing. Follow standards such as
PTES, NIST SP 800-115, OWASP and IEC 81001-5-1to uncover and address
flaws across hardware, software, OS and communication interfaces.

User awareness and training

Provide hands-on training for healthcare professionals and technicians
to promote the safe and effective use of medical devices. Encourage
vigilance and timely reporting of suspicious activity through clear
communication channels with manufacturers.

Cybersecurity management plan

Maintain a post-market cybersecurity plan to monitor, detect and respond
to new threats and requlatory updates. Keep a machine-readable
Software Bill of Materials (SBOM) and scan it reqularly using automated
tools linked to CVE and NVD databases.

Device labeling
Clearly communicate security-related information through device
labeling, including MDS2 forms, user manuals, service guides and

sanitization procedures, to ensure the effective implementation of
security measures.
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Device decommissioning

Establish a formal process for securely decommissioning devices to
prevent data leakage and misuse at the end of their lifecycle.

Security solutions for emerging threats:

Intelligent threat detection and response mechanism

Deploy advanced threat detection systems to intercept cyberattacks
before they affect critical infrastructure.

Continuously monitor various threat vectors, including networks,
endpoints, user behavior, open-source tools and operating systems,
for potential risks.

Utilize automated tools to collect and analyze logs from all sources
for comprehensive visibility.

Detect indicators of compromise, suspicious behavior and known
attack patterns in real time.

Apply timely security patches informed by threat intelligence to
prevent exploitation of vulnerabilities.

Al-powered solutions for healthcare data protection

Use Al-driven security tools to monitor and manage risks tied to ePHI
Pinpoint where ePHl is stored, accessed, processed and transferred
across systems.

Deploy automated solutions to uncover hidden data and detect
abnormal access behavior.

Provide real-time alerts to help users prevent vulnerabilities from
being exploited.

Secure authentication and authorization

Limit access to medical devices strictly to authorized personnel.
Use Multi-Factor Authentication (MFA), including token-based or
biometric methods.

Enforce Role-Based (RBAC) or Claim-Based Access Control (CBAC)
to manage permissions by user roles.

Restrict user interactions to only those features aligned with their
access level.

Secure communication

Adopt a zero-trust security model to verify users, devices and
servers continuously.
Use mutual TLS (mTLS) to allow connections only between trusted

entities using public-private key pairs.
Ensure PKI keys are issued by a reliable Certificate Authority (CA).

Implement strong authentication and encryption protocols to
prevent unauthorized access and safequard sensitive data.

1
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Secure patch management

Create a tailored patch management plan to detect device
vulnerabilities proactively.

Collaborate with hospital teams, security experts and product groups
using similar OS or third-party components.

Evaluate the impact of vulnerabilities and apply appropriate security
fixes.

Deploy automated patches through a centralized server for efficient

patch management and remediation.
Keep an up-to-date inventory of patch versions for each device.
Alert users when new software patches are released.

Data de-identification

Remove all direct identifiers from shared data to maintain patient
confidentiality and meet HIPAA requirements.

Exclude personal details such as names, addresses, contact
information and medical record numbers; retain indirect identifiers
(e.g., race, age, gender) when necessary for research and trend
analysis.

Use standardized de-identification methods across all data formats
and sharing platforms to preserve data integrity.

Network segmentation or isolation

Place medical devices on dedicated network segments to isolate
them from the main hospital network.
Tailor segmentation to each device's security needs to reduce threat

exposure.
HDOs should perform IT risk assessments to uncover vulnerabilities.

Monitor network traffic in real time and apply security rules or
firmware updates to block intrusions.

Media sanitization

Adhere to recognized standards and protocols for securely disposing
of data.

Utilize reliable media sanitization tools to erase or disable access to
data permanently.

Confirm that erased data is irretrievable to safeguard privacy and
ensure requlatory compliance.
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Conclusion

As medical devices evolve and integrate with external services to enhance
patient care, they also introduce new risks to patient safety and privacy.
These risks include potential exposure of sensitive data and system
vulnerabilities.

To mitigate these threats, manufacturers should adopt secure design

principles such as:

» Defense in depth

* Least privilege access

* Fail-safe defaults

» Segregation of sensitive components

» Logging of critical operations

» Automated patch detection and updates

Additionally, a proactive vulnerability management strateqy is essential,

including:

* Monitoring and collecting threat data from diverse sources

* Analyzing system impact

» Reqularly updating Software to address vulnerabilities before they are
exploited.

HCLTech's expertise -
Medical devices

HCLTech brings extensive expertise in implementing and enhancing
cybersecurity for both new and legacy medical devices. The company
offers comprehensive solutions, expert consultation and ongoing support
to strengthen device security, including secure architecture design, risk
assessments, threat modeling, vulnerability analysis, penetration testing
and the implementation of security controls aligned with industry
standards.

Additionally, HCLTech assists in upgrading QMSs to meet requlatory
requirements, including FDA pre- and post-market cybersecurity
quidelines, IEC 81001-5-1, TIR 57, TIR 97, SW 96 and NIST frameworks.
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