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Executive summary

Money mules are the blind spot of modern
financial crime prevention. The United
Nations estimates that 2-5% of global GDP

is laundered each year, about $800 billion
to $2 trillion in 12 months, which averages
roughly $2 to $5.5 billion per day across the
global financial system. A significant share
of these flows is being moved through mule
accounts operated by students, job seekers,
professional workers and synthetic identities.

The scale is immense and increasing every
year. In the UK, Cifas recorded over 19,000
such cases in the first half of 2024, an 11%
increase from the previous year. In 2023,
European authorities uncovered 10,759 mules
and 474 recruiters across 26 countries,
making 1,013 arrests and accounting for €100
million in losses.

For financial institutions, the risk is two-fold:
= Direct exposure to requlatory penalties

= Erosion of customer trust as criminals
exploit everyday accounts

As these networks continue to adapt faster
than compliance systems, using instant
payments, digital wallets and crypto to move
funds across borders in seconds, the need
for enhanced monitoring mechanisms has
become imperative.

This white paper examines the hidden
economy of money mules, the recruitment
and operating methods behind it and the
strategies leading financial institutions are
using to detect, disrupt and dismantle such
activities.




Introduction

Money mules are individuals or entities who move
illicit funds on behalf of criminals. Their profiles are
diverse, ranging from naive students and jobseekers
lured by easy money to fully complicit actors
embedded within professional networks, to synthetic
identities created purely for laundering purposes.

In recent times, the scale of mule activity has surged.
Instant payments and real-time banking compress
transaction windows which has given unprecedented
speed to criminals. Social engineering scams, gig
economy fraud and digital onboarding loopholes
fuel this rise. In 2024, U.S. law enforcement action
under the money mule initiative involved over 3,000
prosecuted individuals. Yet, experts believe this is

just the surface. These crackdowns signal a global
shift toward tech-enabled disruption and aggressive
enforcement.

Silent enablers of financial crime

Cross-border laundering now exploits crypto
exchanges, gig platforms and gaming currencies to
quickly obscure illicit funds. Traditional controls are
still siloed between fraud and compliance, leading
to multi-faceted challenges to solve the problem. As
regulatory pressure mounts, institutions are being
held accountable not only for overlooking red flags
but also for failing to establish integrated defences.

Understanding how these threats are evolving and
why existing responses remain inadequate requires
a comprehensive enterprise-wide perspective. Each
layer, from data and technology to governance

and organisational structures, must operate in
coordination to detect and disrupt this fast-paced
menace.



The problem landscape: Why traditional
controls are failing

Despite rising awareness, mule accounts remain pervasive because existing defences are not designed
to stop them.

Weak identity assurance

Onboarding checks rely on static document
verification and basic database hits. They overlook
behavioural cues like inconsistent devices, fake jobs
or mismatched locations. In Singapore, a recent
scam ring used prepaid SIMs and synthetic identities
to open dozens of mule accounts across five banks
passing KYC but leaving digital breadcrumbs that
weren't captured or correlated.

Outdated rule-based detection

Traditional systems look for thresholds: large
amounts, velocity, location. Mules operate just

under those thresholds. Worse, some are instructed
to ‘'warm up’ accounts making small, legitimate
transactions to build trust before going active. Static
rules fail to catch this evolution.

Broken feedback loops

When fraud is detected, critical insights often fail
to reach onboarding teams or into risk scoring
models. A bank may flag a suspicious transaction
but miss the opportunity to blacklist the mule’s
device and phone number. Without disruption,
mule recruiters rapidly scale operations by opening
multiple new accounts across institutions. Is mule
detection a fraud issue? An AML issue? A cybercrime
risk? In reality, it's all of the above. But without a
clear operational owner, institutions struggle to
orchestrate resources. Many mid-sized institutions
still lack centralized financial crime risk functions
and instead rely on informal handoffs.

Mule networks exploit these gaps. Unless institutions
approach mules as a systemic issue, detection will
always remain fragmented and delayed.
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Building a resilient detection framework

Tackling these fraudulent activities is a technical and an organisational problem. While investments in
advanced models and typologies are growing, detection strategies could fall short unless foundational issues
pertaining to risk, data, process, people and technology are addressed. Institutions must focus on these key
areas first:

Risk profile

An effective response starts with clarity on
where the institution is most vulnerable. This
goes beyond high-level financial crime risk
assessments. Firms need to assess historical
mule incidents, flag at-risk customer
segments and map product lines and
counterparty profiles more prone to misuse.
These insights shape both risk appetite and
resource prioritisation.

Data

Achieving true success to combat such
cases is determined by how well data is
organised, standardised and mobilised.
Institutions should locate the key data
points in customer profiles, transactional
behaviour, device intelligence, external
alerts and the degree of data quality and
accessibility.

.......................

Process

Mule detection is often slowed not by lack of

tools but by fragmented or manual workflows.

Even strong analytics fail if the underlying
processes do not connect smoothly across
functions. Stronger onboarding controls
leveraging technologies such as behavioural
biometrics and integrated data orchestration
across different financial crime operations
lifecycles (AML/ KYC / screening and fraud
monitoring) are the need of the hour.

.......................

People

The detection relies heavily on ownership,
skills and awareness within the institution.
Teams must not only understand where the
institution is most vulnerable, from at-risk
segments to high-risk products, but also
know how to act on it. More institutions are
adopting fusion models that bring fraud
prevention, AML, cyber, onboarding and data
teams together to address the risks in a
combined and concerted manner.
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Data integration

The leading practice is to unify KYC, transaction, device
and external intelligence into a single data layer,
ensuring quality and completeness, so that models run

....................... _— on reliable inputs.
SD ....................................
@" Advanced analytics
Real-time behavioural models are increasingly being
deployed to identify patterns such as accounts that
TeChn°l°gy stay dormant before suddenly receiving credits and

executing rapid outflows. Network analytics are also
being applied to map connections across accounts,
devices, IPs and beneficiaries, exposing hidden mule
rings that rule-based systems cannot detect.

Even the best teams and
processes are limited without the
right technology. Mule networks
adapt quickly and the siloed
systems are slow to act on these.

External intelligence integration

Internal data is rarely enough. Banks are beginning
to integrate external sources such as mule registries,
bureau records and telco indicators into monitoring
systems.
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Embedding mule risk into enterprise
anti-financial crime operating models

Mule detection is not a one-off initiative but an operating model shift in the way the bank runs day to day.
The goal is not just to detect them faster but rather to prevent their entry, shorten their lifecycle and cut off
their networks. It needs to move away from isolated controls to an operating model that ensures governance,
intelligence flow across functions and strong feedback loops.

Governance and accountability Signal continuity across the
Institutions often split mule detection lifecycle

between fraud and AML, which creates gaps. Risk signals often break as accounts

A more effective approach is to anchor the move from onboarding to monitoring to

risk under a joint governance structure such investigation. For example, a flagged phone

as a financial crime fusion centre or a cross- number or device ID may be ignored once the
functional steering group. This does not customer is "approved. Embedding the mule
require merging fraud and AML functions risk requires connecting these signals so they
but ensures ownership is clearly defined and travel with the account throughout its lifecycle.

escalation paths are formalised.

Feedback loops Leveraging Al models that work
Every confirmed case or false positive should Advanced analytics determine whether

be fed back into the models, rulebooks and institutions can actually disrupt such networks.
blacklists. This builds institutional memory, Leading banks are beginning to embed Al via
reduces repeat misses and accelerates graph analytics, behavioural biometrics etc.
adaptation to evolving typologies. to enhance both prevention & detection of

vulnerabilities.
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How HCLTech and Karmine Consulting can help

HCLTech and Karmine Consulting apply a consulting-led approach to money mule detection and prevention
that commences with a current state maturity assessment, integrated with a target operating model design
and implementation. We bring rich experience in implementing financial crime prevention technologies
including RegTech solutions for leading banks globally.

HCLTech carries out fraud prevention operations and money mule detection for leading banks and credit
unions. Thus, we combine process, governance and technology to holistically address the money mule
problem.

Conclusion

Money mules are no longer an edge-case
anomaly. Detecting them is not merely a matter of
adding more controls, but of achieving stronger
coordination. No single function, whether fraud
prevention, AML, or compliance, can address

the challenge in isolation. It takes intentional “ -

orchestration across silos, powered by data fusion,
typology awareness and accountable ownership.

Al can help but only when aligned to real-world s ‘
behaviour and supported by humans. Graph models " 2 /)/
expose networks while behavioural Al tracks ‘

abnormal flows. But without clear ownership and -

feedback loops, these insights are not leveraged. S 3

Institutions that embed mule detection into
their enterprise fabric of governance, workflows,
rulebooks and technology stack will not only reduce

losses but also stay ahead of requlators. In today’s 4y v
world of faster payments and cross-border flows, the . t l ! |
window to detect is small. But with a fused approach, - .«

that window is wide enough. It is crucial to break the .

cycle, not just the mule account.

HCLTech and Karmine Consulting co-design and
implement effective strategies and solutions to keep
money mules in check. Reach out to our Financial
Crime Prevention (FCP) experts to know more.
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