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Abbreviations 
SoC System on a Chip 

ECG Electrocardiogram 

UI User Interface 

I/O Input/Output 

CPU Central Processing Unit 

VM Virtual Machine 

SMP Symmetric Multiprocessing 

AMP Asymmetric Multiprocessing 

RTOS Real-Time Operating System 

IEC International Electrotechnical Commission 

QNX Quantum Neutrino eXecutive 

KVM Kernel-based Virtual Machine 

ACRN A Completely Realtime Nucleus 

XCP-ng 

seL4 

Xen Cloud Platform – next generation 

Secure embedded L4 

ISO International Organization for Stanardization 

FDA 22 CFR 820 
U.S. Food and Drug Administration’s regulations for 
Quality System (QS) in medical devices 

HIPAA Health Insurance Portability and Accountability Act 

MMU / IOMMU Memory Management Unit / Input-Output Memory 
Management Unit 

DMA Direct Memory Access 

OTA Over-the-air 

ICU Intelligent Control Unit 

MDSw Medical device software 

SaMD Software as a Medical Device 

European Union Medical Device Regulation 2017/745EU MDR 
2017/745 
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Introduction 
Modern medical devices are evolving from single-purpose, 
hardware-centric systems into complex, interconnected embedded 
platforms. This transition increases the need for secure, flexible and 
maintainable software architectures that can support multiple functions 
running simultaneously, without compromising safety, performance or 
regulatory obligations. Hypervisor-based virtualization provides a strong 
foundation to address these requirements. By enabling multiple isolated 
environments to run on a single hardware platform, while maintaining 
regulatory compliance. This whitepaper explores the application of 
hypervisor virtualization in medical device software, outlining its benefits, 
key challenges and recommended practices for implementation in 
safety-critical settings. 

Target audience 
This whitepaper is intended for software development and testing 
professionals, as well as business leaders, decision-makers, influencers and 
sales executives working in the medical device domain, particularly those 
involved with Medical Device Software (MDSw) and Software as a Medical 
Device (SaMD). 

System architecture for virtualized medical devices. 

User Interface (UI) partition (Linux/Android) 
-> Doctor/nurse screen, touch panel, alarms 

Control partition (RTOS) 
-> Real-time control of patient-criticial actions 

Hardware layer 
-> CPU, memory, sensors, actuators, network ports 

Monitoring partition (RTOS/ Linux) 
-> Collects sensor data, logs performance 

Hypervisor (virtualization layer) 
-> Divides CPU, memory and devices safely 
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Problem statement 
Modern medical devices face a fundamental design challenge: combining 
real-time safety control, cloud connectivity and AI-driven analytics on a 
single, resource-constrained System on a Chip (SoC). This convergence 
introduces a tension between deterministic patient-safety behaviour and 
the variable, often unpredictable demands of operational software 
workloads. 

To resolve this, device platforms must meet four objectives simultaneously: 

1. Unwavering determinism: Maintain microsecond-level real-time 
responsiveness for critical functions such as ECG alarms and infusion 
control, even while running UI, networking and AI workloads on the same 
hardware. 

2. Complete fault isolation: Protect patient safety by ensuring non-critical 
components, cyber threats or AI model errors cannot propagate into 
safety functions, an essential requirement for regulatory compliance. 

3. Independent lifecycle management: Enable rapid Over-the-Air (OTA) 
updates for the user interface, analytics and AI models without requiring 
changes to core safety software governed by IEC 62304 Class C 
expectations. 

4. Hardware efficiency: Integrate all functionalities within strict constraints 
on cost, power, size and thermal management, eliminating the need for 
multiple SoCs or additional circuit boards. 

Hypervisor virtualization is a proven architectural approach to address 
this convergence challenge. It enables strong isolation, deterministic 
partitioning and auditable compliance controls, turning complexity into 
a scalable, future-ready foundation for next-generation medical device 
platforms. 

MDSw transformation 
through virtualization 
Virtualization is a technology that abstracts physical hardware resources, 
such as CPU, memory, storage and Input/Output (I/O), into multiple isolated 
Virtual Machines (VMs) that can be managed independently. This allows 
multiple operating systems with different safety and performance 
requirements to run simultaneously on the same platform. Key benefits 
include mixed-criticality integration, hardware consolidation, fault isolation, 
streamlined updates and enhanced support for AI/ML workloads. As a 
result, virtualization can reshape development lifecycles and accelerate 
innovation across connected healthcare ecosystems. 

Multicore vs. hypervisor: Key differences 

• Multicore without virtualization: Tasks are distributed across cores using 
bare-metal approaches or Symmetric/Asymmetric Multiprocessing 
(SMP/AMP) frameworks. However, without virtualization, it remains  
difficult to robustly isolate safety-critical workloads from non-safety 
workloads. 



6 
Hypervisor virtualization in medical  
device software 

• Hypervisor on multicore SoCs: A hypervisor introduces strict 
partitioning, supports safe reboot of individual domains, enables 
certified isolation and allows multiple operating systems (for example, 
an RTOS alongside a Linux-based UI) to run concurrently on the same 
hardware. 

• Compliance enablement: Hypervisors can support alignment with 
standards such as IEC 62304 by enabling separation of concerns and, 
where applicable, independent qualification or certification of distinct 
software domains. 

Why hypervisors are needed 

• Mixed workload demands: RTOS domains (for example, those used in 
patient monitoring) require low latency, while non-real-time operating 
systems supporting UI and connectivity can introduce variability and 
unpredictability. 

• Deterministic control with isolated innovation: Hosting multiple OSs on a 
hypervisor enables clear separation, preserving deterministic real-time 
performance for control functions while isolating analytics, connectivity 
and cloud-facing workloads. 

• Minimal overhead: Overhead must remain low; well-designed hypervisors 
minimize CPU and memory impact. 

• Security-by-isolation: Hardware- and memory-backed isolation is critical 
for limiting lateral movement and containing cyber risks between 
domains. 

• Performance outcomes: In many designs, the performance and safety 
advantages outweigh hypervisor overhead, particularly as modern 
hypervisors can achieve near-native throughput and low jitter—even 
under heavier workloads. 

Open-source vs paid hypervisors 

• Commercial options: Solutions such as Quantum Neutrino eXecutive 
(QNX), INTEGRITY, PikeOS and Wind River Helix typically offer stronger 
support for regulated environments, including safety certifications, 
compliance documentation and vendor support, reducing the effort and 
risk associated with certification activities. 

• Open-source options: Hypervisors such as KVM, Xen, ACRN, XCP-ng and 
Proxmox can be more cost-effective, but they often increase compliance 
workload, as organizations must produce and maintain safety and 
security documentation, evidence and audit readiness internally. 

• Tooling considerations: Open-source stacks may also require additional 
tooling or third-party integration to meet medical-grade requirements for 
assurance, monitoring and lifecycle governance. 

Hypervisros used in medical devices 

Hypervisors with an established track record in regulated medical device 
markets commonly include: 

• QNX hypervisor: Engineered for safety-critical systems, offering strong 
isolation, real-time performance and compliance-orientated support. 
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• PikeOS: Used across multiple safety contexts, with certification support 
and strong vendor backing. 

• Wind River Helix: A type–1 hypervisor widely adopted in embedded 
systems, including medical applications. 

• eSOL: Provides RTOS and hypervisor platforms designed for medical 
safety and security-focused embedded use cases. 

• Emerging open-source options: Platforms such as ACRN and seL4 are 
gaining traction in medical and edge applications, though suitability 
depends on assurance needs and certification expectations for the 
specific device and market. 

Medical hypervisor ecosystem 

A mature medical hypervisor ecosystem typically includes: 

• A safety-certified hypervisor 
• Support for partitioned operating systems (e.g., RTOS and Linux) 
• Hardware security and isolation features tailored for medical devices 

(e.g., I/O memory management Unit, secure boot) 
• Comprehensive compliance documentation and support services 
• Tools for performance, security and health monitoring 
• Certifications from regulatory partners 

Hypervisors in the medical regulatory context 

Hypervisors used in medical devices must comply with regulatory standards 
and security expectations, including IEC 62304, ISO 14971, FDA 22 CFR 820 
and relevant cybersecurity guidance (e.g., HIPAA and NIST frameworks, 
where applicable). Certification-oriented hypervisors like QNX and PikeOS 
can simplify documentation and audit preparation by providing 
pre-qualified components, security hardening guidance and supporting 
tooling that strengthens traceability and evidence generation. 

Cybersecurity in virtualized 
medical devices 
Enforcing isolation and trust through hypervisors 

Virtualization strengthens security when multiple operating systems share 
a single platform by using hardware-enforced isolation. This reduces the 
overall attack surface and helps prevent fault or compromise propagation 
between domains. 

• Type-1 hypervisors: Run directly on the hardware, minimizing the trusted 
computing base (TCB) and reducing exposure. 

• Memory and device isolation: MMU/IOMMU controls help isolate memory 
regions and devices, limiting unintended access across partitions 

• Temporal partitioning: Deterministic scheduling supports workload 
independence and reduces timing interference between VMs. 
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• Secure boot: Establishes a chain of trust for boot images, helping 
ensure only verified components are loaded. 

• Privilege separation and integrity controls: Hypervisors can enforce 
least privilege, support signed code execution policies and restrict 
privileged operations to trusted domains. 

Key mitigation practices 

Mitigations include containing compromised VMs, validating firmware 
integrity, enforcing Direct Memory Access (DMA) protections and using 
isolated security VMs for network traffic and inspections, and policy 
enforcement. Together with a reduced attack surface and 
defence-in-depth, these controls reduce system vulnerability without 
compromising safety and performance. 

Enabling AI/ML in virtualized 
medical platforms 
AI and ML technologies can enhance diagnostics, personalize therapy and 
improve operational efficiency. Howeverm, they also introduce challenges 
related to real-time performance and regulatory compliance. Hypervisors 
address these challenges by isolating AI workloads from safety-critical 
control domains, facilitating scalable and safety-certified implementations. 

• Dedicated AI domains: AI workloads run in isolated Linux VMs, with 
access to hardware accelerators where required. 

• Deterministic control preserved: Safety-critical functions remain in 
RTOS domains to maintain predictable real-time response. 

• Secure inter-domain communication: Controlled, authenticated 
channels protect data exchange between partitions. 

Key advantages include containment of AI faults, independent certification 
and update cycles, Over-the-Air (OTA) model updates and hardware 
consolidation that reduces the Bill of Materials (BoM). 

Use cases: 
• Medical imaging: AI-powered tumor detection operates in isolated 

partitions, enabling model updates without disrupting system operation 
as downtime. 

• Predictive analytics: ICU AI models deliver early warning scores with 
safety and self-healing mechanisms enforced by the hypervisor. 
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Safety, certification and 
compliance in virtualized 
environments 
MDSw and SaMD must comply with rigorous safety standards, such as IEC 
62304, which classifies software from Class A to Class C based on the 
potential harm (Class A: no injury; Class C: risk of serious injury or death). 
While virtualization adds architectural complexity, hypervisor-based 
isolation can support compliance by clearly separating safety-critical and 
non-critical software domains. 

Standard Focus Virtualized impact 

IEC 62304 Software lifecycle Requires hypervisor as part of 
traceable architecture. 

ISO 14971 Risk management Identifies VM escape, isolation 
failure hazards. 

FDA 21 CFR 820 Quality systems Configuration control for VM 
images. 

EU MDR 2017/745 Device regulation Pre-certified hypervisors 
(VxWorks, QNX) simplify 
approval. 

Compliance requires a fixed VM configuration, comprehensive verification 
of isolation, detailed risk analysis and where appropriate, the use of 
pre-certified platforms (such as QNX or VxWorks) to minimize the 
validation effort. 

Challenges and future 
outlook 
Key challenges 
• Hypervisor abstraction can impact real-time performance and increase 

latency. 
• Embedded hardware limits can constrain VM scalability. 
• Certification is harder when multi-level traceability is required. 
• Connected environments introduce risks such as VM escape. 
• Tooling for embedded virtualisation validation is still uneven. 
• Vendor lock-in and limited cross-hypervisor interoperability remain 

challenges. 

Future outlook 
Emerging trends include real-time hypervisors, digital twins, 
software-defined medical systems, and stronger AI integration. Future 
advances will focus on secure hypervisors, better interoperability, safer 
workload separation and smooth edge-cloud collaboration.
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Conclusion 
The ongoing convergence of real-time control, AI and pervasive 
connectivity is reshaping MDSw into highly intelligent, adaptive 
ecosystems. Hypervisor-based virtualization has become the essential 
technology driving this shift, providing a robust architectural foundation 
that ensures safety, security and scalability across a wide range of 
mixed-criticality workloads. 

By enforcing strict separation between safety-critical and non-critical 
functions, hypervisors help protect patient safety while enabling seamless 
integration of advanced analytics, rich user interfaces and connectivity 
features. Deterministic partitioning, hardware-enforced secure boot and 
memory protection strengthen assurance and support alignment with 
requirements such as IEC 62304 and FDA regulations. 

Beyond safety, virtualization enables remarkable operational flexibility. It 
consolidates multiple software domains on a single hardware platform 
and supports independent software and AI model updates via secure OTA 
mechanisms. This accelerated innovation, reduces costs and allows 
medical device manufacturers to respond faster to evolving clinical needs 
and regulatory change. 

As medical technology moves toward software-defined, connected 
systems, hypervisor virtualization will remain a foundational capability, 
enabling intelligent devices that are inherently safe, secure and scalable. 
This foundation supports healthcare’s digital transformation, improving 
clinical outcomes and fostering sustainable innovation worldwide. 
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