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Active Directory (AD) has quietly become the central nervous system of most enterprises. It manages 
who people are, what they can access and how policies are applied across the business. That makes it 
an irresistible target for a�ackers. When AD is compromised, the results can be devastating — from 
ransomware outbreaks to complete loss of control over business-critical systems.

This whitepaper explains the risks, highlights the methods a�ackers rely on and lays out a clear, practical 
roadmap for both executives and technical teams to strengthen resilience.

Abstract

The strategic impo�ance of Active Directory has 
not gone unnoticed by cyber adversaries. Several 
converging market trends and internal challenges 
have placed AD at the center of the modern 
security ba�leground, creating an urgent need
for a proactive defense strategy.

A primary driver is the alarming rise in ransomware 
a�acks, where threat actors consistently leverage 
AD as a central pivot point to escalate privileges, 
move laterally and deploy payloads across an 
entire enterprise. This threat is amplified by the 
widespread adoption of hybrid AD environments. 
While blending on-prem AD with Azure AD (now 
Microsoft Entra ID) enables digital transformation, 
it also introduces new, complex a�ack su�aces 
and identity synchronization challenges that 
a�ackers are quick to exploit. In response, 
forward-thinking organizations are moving 
beyond compliance-based security and 
increasing their demand for realistic Red Team 
simulations and adversary emulation exercises
to validate their true resilience.

However, rising to meet these threats is di�icult. 
Many organizations are hampered by complex AD 
environments burdened with years of legacy 
configurations, creating security gaps that are 
di�icult to find and fix. This situation is often 
compounded by a lack of continuous monitoring 
focused on the AD security posture, leaving critical 
blind spots. Security teams frequently have limited 
visibility into privileged accounts and "shadow 
admins," making it nearly impossible to answer the 
fundamental question of "who has access to 
what?" This creates persistent tension when trying 
to balance stringent security controls with the 
operational need for business continuity.

These dynamics create a clear set of business 
imperatives. Organizations must adopt a
proactive stance to identify and remediate AD 
misconfigurations before a�ackers can exploit 
them. To be e�ective, security validation must go 
beyond basic scanning and align with frameworks 
like MITRE ATT&CK® to simulate the actual tactics, 
techniques and procedures used by adversaries. 
This approach not only hardens defenses but
also dramatically enhances incident response 
readiness by testing against validated a�ack 
scenarios. Ultimately, the goal is to build 
sustainable resilience across all hybrid AD 
deployments to protect the foundational 
infrastructure of the business.

Why Active Directory is in crosshairs
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Despite its critical role in enterprise IT, Active 
Directory is often overlooked in traditional security 
assessments. Misconfigurations, weak privilege 
management and inadequate monitoring create 
a�ack paths that adversaries exploit for privilege 
escalation and persistence. Organizations face a 
significant gap between detecting vulnerabilities 
and simulating how a�ackers chain them to
achieve domain dominance.

The simplest way to think about Active Directory
is as a mix between a corporate phonebook and
a security guard. It knows every user, machine and 
service — and it controls what they’re allowed to
do. If an a�acker gains control of AD, they
e�ectively hold the keys to the entire digital 
enterprise. That’s why protecting AD is not just
an IT problem but a business-critical priority.

Why AD is
the ultimate target

An AD penetration test isn’t about breaking things
- it’s about showing how a�ackers might think, so 
weaknesses can be fixed before they’re abused.
Our approach combines careful discovery, safe 
exploitation to prove impact, validation of what 
could really happen in business terms and a 
remediation plan that’s clear and prioritized.

AD penetration
testing approach

Below, we’ve outlined some of the most common 
ways a�ackers target Active Directory. This isn’t a 
how-to guide for hackers — instead, it’s meant to 
help defenders understand the risks, spot the 
warning signs and apply the right protections.

1. Enumeration and reconnaissance 

A�ackers begin by quietly mapping your AD 
environment — finding which users exist, where 
admin accounts are located, which machines have 
sensitive roles and what trust relationships exist. 
This reconnaissance shapes all follow-on a�acks. 
How it typically plays out: 1. Passive discovery from
a foothold or an exposed service and active 
directory queries from compromised hosts. 2. 
Building a model of privilege relationships (who
can control what), often represented as a graph.

Prerequisites: Network access to directory services 
or a low-privileged domain account

Tools used: Nmap, enum4linux, smbclient, rpcclient, 
ldapsearch, CrackMapExec, PowerShell, Bloodhound

Business impact: Once a�ackers identify high-
value targets and privilege paths, they can
design e�icient escalation routes that reduce 
time-to-impact and the chance of detection

Indicators/logs to watch: Sudden spikes in LDAP 
queries from unexpected hosts or IP ranges; unusual 
enumeration pa�erns (many users/computers read in 
sho� windows); correlated Windows Event IDs such 
as 4624 and 4662 tied to heavy LDAP activity

Detection and monitoring: Ale� on elevated LDAP 
query volumes originating from endpoints that 
normally don’t query AD; baseline typical enumeration 
pa�erns per business unit and flag deviations

Mitigations: Limit who can query directory 
information; restrict LDAP exposure to necessary 
systems; segment management inte�aces and use 
admin jump hosts; adopt least privilege for service 
accounts and audit automated discovery scripts

Priority: High | Estimated remediation e�o�: 
Low–Medium

A�ack methods to
gain access
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3.   Kerberoasting

Kerberoasting targets service accounts that
have Service Principal Names (SPNs). With a valid
domain user account, an a�acker can request 
service tickets and then a�empt to recover the 
service account password o�line if it is weak.

Prerequisites: Any valid domain user account
and the existence of service accounts with SPNs

Tools used: Rubeus, Impacket’s GetUserSPNs.py
to dump Kerberos hash and use hashcat to crack 
hashes

Business impact: Compromised service accounts 
often have access to backend services and can
be used to escalate privileges or move laterally

Indicators/logs to watch: Elevated volumes of 
Kerberos service ticket requests (Event 4769); 
repeated ticket requests for the same service 
account by a single low-privileged account

Detection and monitoring: Ale� on bursts of 
TGS/Ticket requests targeting service accounts; 
correlate ticket requests with unusual client IPs
or hosts

Mitigations: Use managed service accounts
where possible; enforce long, complex and rotated 
passwords for service accounts; monitor and ale� 
on anomalous ticket-request pa�erns

Priority: High–Medium | Estimated remediation 
e�o�: Low–Medium

2.   Credential theft and Pass-the-Hash (PtH) 

Overview: Instead of stealing plaintext passwords, 
a�ackers harvest credential material (hashes or 
cached credentials) from endpoints and reuse
them to authenticate elsewhere. This technique 
enables lateral movement with minimal new 
authentication noise.

Prerequisites: Local administrative access or the 
ability to extract credential stores (e.g., protected 
memory like LSASS on Windows)

Tools used: Mimikatz

Business impact: Compromise of a single admin 
workstation can cascade, allowing access to jump 
boxes, servers and services across the environment

Indicators/logs to watch: Unexpected logons
(Event 4624) from source hosts the user never
uses; multiple authentications using the same 
account across many hosts in a sho� window; 
privileged token usage (Event 4672)

Detection and monitoring: Monitor for anomalous 
lateral logon pa�erns; detect access a�empts to 
protected credential stores via EDR; correlate unusual 
multi-host authentications to identify hash reuse

Mitigations: Remove unnecessary local admin 
rights; adopt just-in-time privileged access 
workflows; deploy LAPS for per-machine local 
admin password management; harden endpoints 
with EDR and Credential Guard and restrict tools 
that can read protected memory

Priority: High | Estimated remediation e�o�: 
Medium–High

4



4.   AS-REP roasting 

Some accounts are configured to skip Kerberos 
pre-authentication. A�ackers can request 
authentication data for these accounts and a�empt 
o�line a�acks. This is a low-e�o� a�ack when such 
accounts exist.

Prerequisites: Presence of accounts configured 
with ‘Do not require Kerberos pre-authentication’

Tools used: Impacket’s GetNPUsers.py

Business impact: Misconfigured accounts can be 
targeted for credential recovery, enabling broader 
access

Indicators/logs to watch: Unexpected AS-REP 
replies for accounts not typically used; spikes in 
initial ticket replies for specific accounts

Detection and monitoring: Identify accounts with 
pre-auth disabled and monitor ticket responses; 
ale� when such account tickets are requested from 
unusual sources

Mitigations: Remove pre-auth exemptions unless 
required; enforce strong passwords and MFA; treat 
pre-auth-exempt accounts as high-risk and limit 
their scope

Priority: Medium | Estimated remediation e�o�: Low

5.   SMB/NTLM relay 

In relay a�acks, an adversary captures NTLM 
authentication a�empts and forwards them to 
another service, impersonating the original user 
without cracking credentials.

Prerequisites: Network position to capture or 
induce authentication and target services that 
accept NTLM authentication

Tools used: Responder+ntlmrelayx.py

Business impact: A�ackers can gain access to 
services or servers via relayed authentications, 
enabling privilege elevation and persistence

Indicators/logs to watch: Authentication failures 
followed by successful authentications to unusual 
endpoints; authentications coming from hosts
that don’t typically proxy credentials

Detection and monitoring: Track mismatches 
between the authentication source IP and the 
origin host; ale� on authentication proxies or 
unusual NTLM usage pa�erns

Mitigations: Disable NTLM where feasible; enforce 
SMB signing and channel integrity; prefer Kerberos 
and restrict services that accept NTLM; segment 
networks to limit relay avenues

Priority: Medium–High | Estimated remediation 
e�o�: Medium
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7.   Golden and silver ticket forgery

Overview: Golden and Silver tickets are forged 
Kerberos tickets created using domain or service 
account secrets. Golden tickets (using KRBTGT 
material) can grant near-domain-wide 
impersonation; Silver tickets target specific services.

Prerequisites: Access to high-value domain secrets 
(e.g., KRBTGT) or service account keys

Tools used: Mimikatz

Business impact: Golden tickets can lead to full 
domain compromise; Silver tickets can compromise 
critical services. Both have a very high impact

Indicators/logs to watch: Tickets with unusual 
lifetimes or authentication events that lack 
corresponding user activity or account 
management logs

Detection and monitoring: Monitor for anomalous 
ticket lifetimes and authentication pa�erns lacking 
normal activity correlation; correlate unexpected 
administrative actions with ticket anomalies

Mitigations: Protect and rotate KRBTGT material
as pa� of incident response and hygiene; harden 
domain controllers and limit access to sensitive secrets; 
implement monitoring for forged-ticket indicators 
and follow established incident response playbooks

Priority: Critical | Estimated remediation e�o�: High

6.  Lateral movement and Pass-the-Ticket (PtT) 

Overview: A�ackers extract Kerberos tickets from
a compromised host and reuse them elsewhere, 
allowing lateral movement without requiring new 
credentials.

Prerequisites: Ability to access ticket caches or 
memory on a compromised host

Tools used: Mimikatz

Business impact: Ticket reuse enables quiet lateral 
movement, complicating containment and forensic 
analysis

Indicators/logs to watch: Kerberos tickets used 
from hosts inconsistent with a user's typical 
behavior; tickets used for services a user normally 
does not access

Detection and monitoring:Monitor for ticket reuse 
across multiple hosts; ale� on long-lived tickets or 
tickets originating from unusual hosts

Mitigations: Protect endpoints to prevent ticket 
harvesting; implement network segmentation to 
restrict lateral movement; reduce ticket lifetimes 
and enable detection for unusual ticket usage

Priority: High | Estimated remediation e�o�: Medium
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9. AD Ce�ificate Services (ADCS) abuse

Weak ce�ificate templates or permissive enrollment 
permissions allow a�ackers to obtain ce�ificates 
that can be used for authentication or impersonation.

Prerequisites: Exposed or misconfigured ADCS 
templates or permissive enrollment rules.

Tools used: Ce�ipy-ad

Business impact: Illicit ce�ificates can be used to 
authenticate services or issue trusted credentials, 
enabling stealthy persistence.

Indicators/logs to watch: Unexpected ce�ificate 
issuance events; ce�ificate requests for privileged 
templates from unusual accounts or hosts.

Detection and monitoring: Monitor ce�ificate 
issuance logs and ale� on anomalies for sensitive 
templates; track who requested ce�ificates and 
require approvals for high-value templates.

Mitigations: Harden ce�ificate templates; limit 
enrollment permissions; require approvals for 
privileged templates; monitor ce�ificate lifecycle 
and revoke suspicious ce�ificates.

Priority: High | Estimated remediation e�o�: Medium

8. ACL abuse and privilege escalation

Misconfigured Access Control Lists (ACLs) on AD 
objects can allow a�ackers to change account 
prope�ies, add group memberships, or reset 
passwords without being explicit administrators.

Prerequisites: Writable ACLs on sensitive objects or 
delegation misconfigurations

Tools used: Bloodhound, Powerview commands

Business impact: ACL abuse can enable stealthy 
privilege escalation and persistence without 
triggering typical admin ale�s

Indicators/logs to watch: Unexpected ACL or group 
membership changes (e.g., Event 5136); permission 
changes pe�ormed by non-admin accounts

Detection and monitoring: Continuously audit ACLs 
for risky permissions (such as Write DACL or reset 
password granted to non-trusted principals); ale� 
on changes to ACLs on critical objects

Mitigations: Run regular ACL audits; remediate 
overly permissive delegations; apply least-privilege 
delegation models; use permission-graphing tools 
to prioritize fixes

Priority: High | Estimated remediation e�o�: 
Medium–High
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10.   Defense-evasion techniques 

After gaining access, a�ackers try to avoid 
detection using techniques such as disabling 
logging, abusing trusted system binaries (LOLBins), 
executing code only in memory, or obfuscating scripts.

Prerequisites: Code execution capability on 
endpoints or abuse of administrative tools.

Tools used: Invoke-obfuscation, AMSI Bypass, 
Trusted Windows binaries, Donut, PEzor, Sliver c2 
Framework

Business impact: Defense evasion increases dwell 
time and complicates forensic response.

Indicators/logs to watch: Use of system utilities for 
atypical purposes (e.g., ce�util fetching unexpected 
payloads); in-memory process anomalies; strange 
parent/child process relationships.

Detection and monitoring: Enable PowerShell script 
block logging and AMSI when feasible; correlate 
script logs with EDR telemetry; detect anomalous 
usage of signed system binaries and suspicious 
command-line arguments.

Mitigations: : Apply application allowlisting; enforce 
script signing policies; harden endpoint telemetry; 
use EDR to detect memory-only payloads and 
process injection behavior.

Priority: High | Estimated remediation e�o�: 
Medium–High

A proactive defense strategy relies
on robust detection and monitoring. 
Catching sophisticated AD a�acks requires 
combining endpoint security data with 
AD-specific telemetry—such as Kerberos 
ticket logs, LDAP queries and directory 
replication changes. By feeding this rich 
data into a central SIEM or EDR platform, 
security teams can correlate unusual 
pa�erns and spot a�acks in progress, rather 
than after the damage is done.

Key monitoring focus areas:

Centralize AD logs: Ensure all relevant logs from Domain 
Controllers (Security, System, Directory Service) and related 
services are aggregated and monitored.

Audit Kerberos activity: Create specific ale�s for
high-volume or anomalous ticket requests, such as those
seen in Kerberoasting or AS-REP Roasting a�acks.

Track privileged changes: Immediately flag any changes to 
sensitive group memberships (e.g., Domain Admins),
permissions and Access Control Lists (ACLs).

Harden endpoints: Focus on preventing credential dumping
by protecting the LSASS process, implementing Microsoft
LAPS and restricting local administrator privileges.

Detection and
monitoring guidance
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Here’s a phased approach that balances quick wins with long-term resilience:

Remediation roadmap (90/180/365 days)

Active Directory penetration testing is not just a red 
team exercise - it is a business enabler for resilience. 
By simulating real-world adversaries, organizations 
gain visibility into hidden risks, validate defensive 
measures and strengthen identity-centric security.
As threats evolve and hybrid environments expand, 
continuous AD security validation is no longer optional 
-it is an essential pillar of modern enterprise resilience.

Conclusion

Phase 1

Phase 2

Phase 3

0-90 days

Phase Timeline Key actions

90-180 days

180-365 days

Quick wins and triage: Identify all privileged and service 
accounts. Enforce MFA for admins. Conduct an initial AD 
penetration test.

Foundation hardening: Harden Domain Controller 
configurations. Deploy Just-in-Time (JIT) access. Implement 
monitoring for AD anomalies.

Mature operations: Integrate identity data into SOAR 
playbooks. Run qua�erly red-team exercises. Establish a 
process for rotating the KRBTGT password.
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