
 

SPOTLIGHT 
Sponsored by: HCLTech in partnership with Google Cloud and Palo Alto Networks 

 

Agentic AI — A “Secure-by-Design” Approach  

December 2025 

Written by: Craig Robinson, Research Vice President; Cathy Huang, Senior Research Director, Worldwide Security 
Services, IDC   

 

Introduction  
Technological changes have been immense over the past decade. The late 
2010s saw a shift to the cloud move from a steady trickle to a torrent 
during the pandemic years. Initial lift and shift got us through the initial 
demand for apps and services that could reach the newly distributed global 
workforce. Security leaders did their best to atone for the ‘lift and shift’ 
philosophy, but too often, their efforts fell short — as evidenced by rising 
cyberinsurance claims; and cyberinsurance providers could tell you, their 
efforts were often insufficient. 

In the middle of the current AI revolution, the lift and shift has shifted to a 
need for modernization, bandwidth for large language models (LLMs) and 
the data that feeds them, and a need to secure the entire ecosystem. Chief 
information security officers (CISOs), and other technical and business 
leaders have a number of concerns with the use of agentic AI: 

» How do we track its behavior? 

» Where is it located? 

» What are the control points? 

» Is it secure? 

Organizations cannot afford to repeat the mistakes of recent years, where security was often treated as an afterthought 
during the rapid adoption of new technologies. As agentic AI rolls out at an unprecedented pace, overlooking security 
considerations can expose organizations to significant risks, including data breaches, compliance failures, and operational 

Agentic AI is reshaping the enterprise technology stack through autonomous, goal-driven 
agents. This paper explores secure-by-design strategies to mitigate emerging risks and 
ensure resilient, scalable deployments. 

KEY STATS 
Recent IDC research (Future Enterprise 
Resiliency and Spending Survey, Wave 1, 
February 2025) indicates two key statistics 
regarding agentic AI: 

» 27% of organizations globally are significantly 
investing in agentic AI solutions, with 40% in 
initial testing phases. 

»Agentic AI adoption is expected to grow 
significantly, with top integration areas 
including business operations (50%), R&D 
(48%), and customer service (44%). 

 

KEY TAKEAWAY 
IT, security, and line-of-business leaders can’t 
afford to repeat the prior mistakes of recent 
years in having security as an afterthought 
during the rapid agentic AI rollout that is 
occurring. 

AT A GLANCE 
 

https://www.idc.com/getdoc.jsp?containerId=US52792725
https://www.idc.com/getdoc.jsp?containerId=US52792725
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disruptions. By prioritizing a secure-by-design approach from the outset, leaders can ensure that agentic AI solutions are 
resilient, trustworthy, and aligned with organizational goals. 

Definitions 
Understanding key terms is essential to grasp the implications of agentic AI in enterprise security. 

» Agentic AI: A subset of machine learning and deep learning techniques enabling systems to exhibit agency — 
setting goals, making decisions, and taking actions through a perception-reasoning-action loop. Agentic AI is a 
system where multiple agents collaborate and operate autonomously within defined boundaries. 

» AI agents: Autonomous software entities powered by large language models that perceive their environment, 
make decisions, and act upon them. They are advancing toward multimodal foundation models. 

» Bounded autonomy: A constrained form of independence where agents initiate and complete specific tasks within 
strict operational boundaries defined by human-set policies and workflows. 

» Agent2Agent protocol: A standard for agent collaboration, enabling agent-to-agent (A2A) communication and 
dynamic workflow coordination across platforms. 

» Multiagent communication protocol (MCP): Facilitates structured messaging and context sharing among agents, 
reducing development overhead and promoting interoperability. 

Agentic AI: Security Implications and Emerging Trends 

The rapid evolution of agentic AI is reshaping enterprise automation, decision-making, and cybersecurity. Unlike 
traditional AI systems that respond passively to inputs, agentic AI systems exhibit agency — the ability to set goals, make 
decisions, and take actions through a perception-reasoning-action loop. These systems are increasingly composed of 
multiple AI agents that collaborate and operate autonomously within defined boundaries, introducing both 
transformative capabilities and novel risks. 

As organizations explore the potential of agentic AI, they must also confront its security implications. The autonomous 
nature of these systems, combined with their ability to interact with other agents and external environments, demands a 
new approach to cybersecurity — one that emphasizes secure-by-design principles, robust governance, and dynamic 
policy enforcement. 

A New Wave of Cybersecurity Risks 

Agentic AI introduces a new class of cybersecurity vulnerabilities that differ from those associated with traditional 
software or even earlier AI models. The OWASP Top 10 for LLMs and agentic AI highlights several critical threats: 

» Prompt injection: Malicious actors can manipulate agent behavior by crafting inputs that alter the agent’s decision-
making logic, potentially leading to unauthorized actions or data leakage. 

» Excessive agency: When agents operate beyond their intended scope, they may inadvertently access sensitive 
systems, make unauthorized decisions, or trigger unintended workflows. 
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» Supply chain compromise: Agentic systems often rely on third-party models, application programming interfaces 
(APIs), and plugins. A compromise in any part of this ecosystem can cascade across agents, leading to systemic 
vulnerabilities. 

» Model stealing: Attackers can extract proprietary models through repeated interactions, undermining intellectual 
property and enabling adversarial use. 

These risks are exacerbated by the dynamic and autonomous nature of AI agents. Unlike static systems, agents 
continuously adapt, learn, and interact — making traditional perimeter-based security models insufficient. Organizations 
must adopt context-aware, behavior-based security frameworks that monitor agent actions in real time and dynamically 
enforce policy constraints. 

AI Agents and Multimodal Intelligence 

At the heart of agentic AI are AI agents — autonomous software entities powered by large language models and 
increasingly by multimodal foundation models. These agents perceive their environment, reason about goals, and act 
upon them. They are capable of interacting with APIs, databases, users, and other agents, making them suitable for a 
wide range of tasks from customer support to threat detection. 

The shift toward multimodal capabilities — where agents can process text, images, audio, and structured data — further 
expands their utility but also their attack surface. For example, an agent that can interpret visual data may be vulnerable 
to adversarial image inputs, while one that interacts with voice commands may face spoofing risks. 

As agents become more capable, ensuring bounded autonomy becomes essential to maintaining operational trust. 

Bounded Autonomy: A Pragmatic Security Strategy 

Bounded autonomy refers to a constrained form of independence where AI agents initiate and complete specific tasks 
within strict operational boundaries defined by human-set policies and workflows. This approach is foundational to early-
stage agentic AI deployments. 

According to IDC, bounded autonomy remains the dominant implementation model. Enterprises are leveraging it to 
automate discrete tasks — such as summarizing documents, generating reports, or triaging support tickets — while 
maintaining tight control over agent behavior. This model allows organizations to: 

» Define clear task boundaries and permissions. 

» Monitor agent decisions and actions. 

» Intervene or override agent behavior when necessary. 

Bounded autonomy provides a balance between innovation and risk management. It enables organizations to harness 
the benefits of agentic AI without exposing themselves to the full spectrum of autonomy-related risks. 

Inter-Agent Coordination and Collaborative Intelligence 

While bounded autonomy is a necessary starting point, the future of agentic AI lies in inter-agent coordination. This 
involves multiple agents working together, sharing context, and collaborating across domains to achieve complex goals. 
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Emerging architectures support multi-agent systems, where agents can delegate tasks, synchronize workflows, and adapt 
to changing environments. This evolution reflects the shift from isolated automation to distributed, collaborative 
intelligence. 

Key to this transformation includes protocols like A2A and MCP. These protocols are critical for enabling scalable, cross-
platform agentic ecosystems. For example, in a cybersecurity operations center, one agent might monitor network 
traffic, another might analyze threat intelligence feeds, and a third might coordinate incident response — all 
communicating via MCP and A2A to ensure cohesive action. 

Enterprise Readiness and Ecosystem Partnerships 

Deploying agentic AI in production environments requires more than technology — it demands readiness frameworks 
that address operational, security, and compliance concerns. Global System Integrators (GSIs) play a pivotal role in this 
space by providing: 

» Integration services: Ensuring agentic AI solutions work seamlessly with existing enterprise workflows and IT 
infrastructure. 

» Operational governance: Implementing policies, monitoring tools, and escalation paths to maintain control over 
autonomous agents. 

» Security hardening: Applying best practices for identity management, encryption, and anomaly detection. 

In addition, GSIs often build on top of API-enabled AI platforms offered by hyperscale providers. These platforms offer 
foundational capabilities — scalable compute, model hosting, and orchestration — and expose APIs for seamless 
integration with third-party cybersecurity solutions. This API-driven approach enables partnerships with leading security 
vendors, who deliver advanced capabilities such as: 

» Agent behavior analytics: Detecting deviations from expected patterns. 

» Zero trust enforcement: Applying identity and access controls at every interaction point. 

» Threat intelligence integration: Feeding real-time threat data into agent decision-making loops. 

This layered ecosystem — platform providers, GSIs, and cybersecurity vendors — helps alleviate customer concerns by 
ensuring that agentic AI deployments are secure, compliant, and production-ready. 

HCLTech’s Agentic AI Capabilities: Pioneering Secure and Scalable AI Solutions 
HCLTech is a leader in delivering agentic AI solutions, empowering enterprises to harness autonomous AI agents that 
perceive, reason, plan, and execute actions. These advanced systems transcend traditional chatbots, driving 
transformative outcomes across industries through process automation, data interoperability, and scalability. In April 
2025, HCLTech released 50 agents on the Google Cloud Marketplace, catering to multiple business processes across 
industries. Some notable examples include Trade Surveillance and Manufacturing Defect Detection and Correction 
Agent. As of October 2025, the number of agents released by HCLTech in the Google Cloud Marketplace has increased to 
300+, demonstrating the capability and scale at which it can provide agentic AI services. 
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HCLTech has established itself as a trusted partner, offering full-stack AI services — consulting, design, integration, and 
managed operations — rooted in responsible AI principles such as governance, ethics, and security. Strategic alliances 
with Google Cloud and Palo Alto Networks amplify HCLTech’s ability to deliver and secure innovative use cases, ensuring 
measurable ROI through efficiency and innovation (see Figure 1). 

FIGURE 1: Illustrative Example of “Secure-by-Design” Travel Planner AI Agent 
 

 
 

Source: HCLTech and Palo Alto Networks, 2025 

Comprehensive Agentic AI Life-Cycle Management 

HCLTech’s approach to agentic AI emphasizes a rigorous, phased life-cycle management framework to ensure reliable 
and transparent deployments. Agents are developed in controlled environments using advanced tools, integrated via 
CI/CD pipelines into a “’training foundry” for testing against key performance indicators (KPIs). This phase focuses on 
evaluating agent performance in pre-production environments, particularly in boundary cases, as agents typically 
perform well in 80–85% of standard scenarios but require robust testing for edge cases to prevent errors like 
hallucinations. Data curation and synthetic data generation simulate real-world scenarios, enabling confidence-building 
before progression to staging and production environments. Rollback mechanisms are embedded to address issues 
swiftly, ensuring operational continuity. 
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Security-by-Design for Agentic AI 

The expanded attack surface of autonomous agents demands robust security measures, and HCLTech embeds security-
by-design across the agent life cycle. Utilizing OWASP/MITRE frameworks and runtime firewalls, risks like poisoned 
dependencies or over-permissioned actions (e.g., erroneous refunds by customer service bots) are recognized and 
reduced. Technology complemented by human-in-the-loop oversight and compliance protocols ensures fairness, 
accountability, and data anonymization, fostering trust in agentic AI deployments.  

Industry-Specific Agentic AI Solutions 

HCLTech’s agentic AI offerings deliver tailored solutions across diverse sectors, enhancing operational efficiency and 
innovation. In manufacturing, the HCLTech Insight platform leverages agentic AI for real-time defect detection, anomaly 
identification, and interactive dashboards, improving quality and reducing costs. Additional solutions optimize telco radio 
access network (RAN) operations and anomaly detection, trade surveillance in the financial industry, adverse event 
processing and clinical advisory agents in healthcare, supply chain management, and warranty return processes in the 
retail industry. These agents are intuitive, driven by natural language, and designed for human-AI collaboration, 
augmenting workflows without replacing human roles.  

Strategic Partnerships: Google Cloud and Palo Alto Networks 

HCLTech’s partnerships with Google Cloud and Palo Alto Networks significantly enhances its agentic AI capabilities, 
integrating relevant tools and robust security frameworks. 

Google Cloud Collaboration 

Since launching a business unit with Google Cloud in 2019, HCLTech has integrated Vertex AI, Gemini Enterprise, Gemini, 
and the agentic framework to build unified platforms for reasoning agents that interact seamlessly with data and 
applications. This collaboration has yielded 300+ agents on the Google Cloud Marketplace, spanning IT, HR, customer 
relationship management (CRM), finance, and sales. Notable solutions include NetSight for radio access network 
optimization and UMDR for AI-driven threat detection using Google Security Operations (SecOps). These offerings 
accelerate digital transformation by unlocking data value and enabling no operations (NoOps) through automated legacy 
system maintenance. HCLTech’s GenAI Center of Excellence (CoE) further leverages Google’s ecosystem to drive 
innovation, ensuring scalable and interoperable agentic AI deployments. 

Palo Alto Networks Alliance 

HCLTech’s partnership with Palo Alto Networks embeds cybersecurity throughout the agentic AI life cycle, from 
development to scaling. Prisma AIRS integrates into agent workflows to deliver features such as: 

• Model scanning and software bill of materials (SBOM) 

• Agent security posture management 

• AI red teaming and threat simulation 

• Runtime LLM and agent firewalls for prompt interception and tool call monitoring 

• Governance for A2A and MCP interactions 
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integrating Cortex Cloud™, Cortex XDR®, and zero trust architectures like secure access service edge (SASE) and cloud.;’-
native application protection platform (CNAPP), HCLTech delivers secure, compliant solutions for multicloud 
environments. Joint offerings include cloud security as a service, threat response, and browser-level protection, 
safeguarding enterprises against evolving risks. This security-by-design approach ensures that agentic AI deployments are 
resilient, compliant, and capable of addressing threats in hybrid setups, reinforcing HCLTech’s commitment to secure AI 
transformation. 

AI Force: A Transformative Platform 

At the core of HCLTech’s agentic AI ecosystem is the AI Force platform, an agentic and GenAI-powered tool that 
revolutionizes service transformation, covering the entire software engineering life cycle and IT operations. AI Force 
automates incident detection and resolution in real time, analyzes historical data for optimized resolutions, analyses 
change control requests for impact analysis on source code and test cases, migrates code for cloud-native modernization, 
and scans for vulnerabilities. It supports custom connectors for extensibility and integrates with leading AI models like 
Google Gemini or Meta Llama. Deployment options range from standalone to embedded within integrated development 
environments (IDEs) supported by products like Gemini Code Assist and ticketing systems, offering flexibility for diverse 
enterprise needs. Governance features ensure ethical AI use, with robust mechanisms for fairness, accountability, and 
multilayered security, positioning AI Force as a cornerstone of HCLTech’s offerings. 

Scalability and Global Expertise 

HCLTech’s global network of AI Labs and over 20,000 certified engineers support scalable, secure agentic AI deployments 
across industries. These labs drive innovation, enabling rapid prototyping and customization to meet client-specific 
requirements. By combining technical expertise with strategic partnerships, HCLTech delivers solutions that overcome 
challenges in data complexity, process automation, and regulatory compliance, ensuring seamless integration and 
measurable business outcomes. 

Challenges 

Global system integrators play a critical role in enabling enterprises to adopt agentic AI at scale, but this responsibility 
comes with unique challenges. Agentic AI represents a pivotal evolution in the enterprise tech stack, offering 
transformative capabilities that enhance efficiency, scalability, and decision-making. GSIs must embed agents into 
existing platforms and foster interoperability through protocols like model context protocol and Agent2Agent — all while 
ensuring seamless integration with legacy systems. This demands a large pool of practitioners with deep technical 
expertise and industry-specific knowledge. 

Governance and compliance pose another significant challenge. While bounded autonomy provides a framework for 
controlling agent behavior, GSIs like HCLTech must implement policy-driven execution and human oversight across 
diverse client environments. Achieving consistent governance in regulated industries demands tailored frameworks and 
continuous monitoring to maintain trust and accountability. 

Security is a top concern. HCLTech will need to assist its clients in mitigating risks such as agent sprawl, prompt injection, 
and inter-agent exploitation. Coordinating with API-enabled platforms and cybersecurity vendors adds complexity, 
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requiring them to design layered defenses that integrate identity management, anomaly detection, and zero trust 
principles. 

Finally, HCLTech will need to continuously align technology investments with client business objectives. This involves 
balancing innovation with risk management, leveraging evolving protocols, and ensuring operational readiness for 
production-scale deployments. Without strategic planning, enterprises risk fragmented implementations that fail to 
deliver value. 

Conclusion  
Agentic AI is redefining enterprise stack by introducing autonomous, goal-driven agents 
capable of perception, reasoning, and action. These systems promise transformative 
benefits — enhancing efficiency, scalability, and decision-making — while enabling 
incremental adoption through interoperability standards like model context protocol 
and Agent2Agent. However, this evolution brings significant challenges, including 
integration complexity, governance, compliance, and heightened security risks such as 
prompt injection and agent sprawl. GSIs like HCLTech play a critical role in orchestrating 
these agentic AI deployments, ensuring operational readiness, policy-driven execution, 
and layered security in collaboration with hyperscale platforms and cybersecurity 
vendors. Future innovations, such as virtual red teaming, will be essential for proactively 
testing and strengthening agent security. By aligning technology investments with 
business objectives and embedding secure-by-design principles, enterprises can unlock 
the full potential of agentic AI while maintaining trust, accountability, and resilience in an 
increasingly AI-driven era. 
 

  

 

 

 

 

 

 

GSIs like HCLTech 
play a critical role in 
orchestrating 
agentic AI 
deployments, 
ensuring 
operational 
readiness, policy-
driven execution, 
and layered security 
in collaboration 
with hyperscale 
platforms and 
cybersecurity 
vendors. 
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MESSAGE FROM THE SPONSOR 

HCLTech is leading the way in secure and scalable Agentic AI adoption, helping enterprises use autonomous goal-
driven agents to improve efficiency, decision-making and innovation. With a strong “secure-by-design” approach, 
HCLTech builds security, governance and human oversight into every stage of the AI lifecycle—from design and testing 
to deployment and operations. Its partnerships with Google Cloud and Palo Alto Networks add powerful tools for 
runtime protection, behavior monitoring and zero-trust security. Supported by the AI Force platform and global AI 
Labs, HCLTech delivers practical solutions that combine autonomy with control. By aligning technology with business 
goals, HCLTech enables organizations to scale Agentic AI confidently and securely, driving transformation while 
protecting data, systems and people in an AI-driven world. 
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