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Abbreviations

_
co  [Continuous Delivery / Deployment |

Commercial Off-The-Shelf
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Introduction

The OEM vendors in the telco industry executed the process of delivering the releases in phased
cycles, as per the SLA terms between the operator and vendor, for many years. Hence, lack of

configuration management and production rollouts delays were a few challenges the industry
has encountered so far.

We have seen DevOps adoption across many business verticals such as application, finance,
OS vendor, etc., for faster time to market and continuous releases to the customers/production
rollouts for their use. Similarly, the 4G to 5G technology transition and adoption of ‘software-
controlled (containers/ cloud) and micro-service based’ architecture facilitates operators to
get the latest features in short-span from OEM vendors. This includes operator-specific design
changes, quick migration time from one software vendor to another vendor, and more, which
means it brings advantages but with new challenges.

OEM challenges

« How does my software repository get connected to the operator’s network (customers)?

e Is my solution/design secured during the operator trials (PoC)?

« How can we perform functional test/performance/IoT at the operator environment from a
remote location?

Operator challenges

* How to manage the node configurations?

e How to automate deployments for production systems at a faster pace?

* How can | inherit OEM test scripts for functional and non-functional lab testing?
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Solution

One of the major challenges for CSPs in the migration to 5G networks is implementing a tool
or system that controls and monitors the continuous integration and deployment of software
loads in the lab environment. This is mainly due to many software network components and
applications of 5G network that push frequent releases into the ecosystem, thereby leading to
continuous testing load. It must be effectively handled for a defect-free and timely deployment
into the production environment.

HCL has developed an effective and productive solution that significantly eases migration to
5G networks. Its ‘'5G CICDCT’ solution adapts to the microservice-based architecture and can
be easily integrated with most of the COTS tools and test automation platforms. HCL’s solution
provides greater flexibility and scalability and addresses the continuous deployment needs of

CSP networks.
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Fig: 1: 5G-CI/CD/CT Solution (Refer to the embedded PPT, which contains the diagram source)

Use cases
Deployment use cases for VNF/cNF

* Instantiate the virtual Network Function (vNF), containerized Network Function (cNF)

« According to the testing need, the framework will instantiate VNFs/CNFs according to
the template configuration (Helm chart/TOSCA/HEAT, etc.). The framework will take the
appropriate version of the template and the software release/build for the test case for
execution.

« Provisioning of OpenStack/Cloud Platform for vNF/cNF
« The framework learns the resource requirements of VNFs/CNFs to be installed and will
do the provisioning of the same in the Infra manager like Open Stack/Kubernetes.
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Push the Day O configuration to NF

* Build the VNF package using templates such as Heat, TOSCA, or HELM with
infrastructure configuration, establish the internal and external service connections
between the VMs/network components, develop cloud-initialization scripts, and manage
the custom VM images will be handled in the framework.

Push the Day 1 configurations to NF

« Initialization of VMs, Configure the VMs, instantiate vNF/cNF, establish service
connection with peer components (wherever applicable) and execute the test scenario/
use cases based on automated recommendation engine or inputs from the design team
and the infrastructure validation for the use case is done as a part of the sanity/smoke
testing.

Integration and testing use cases

Manage version control for software image and test scripts
* All the software images, test scripts repository details, and their version are available to
the framework.

Test suites creation for distinct types (feature, system) of vNF/cNF releases
 From the list of master test cases, a different combination of test cases, test
configurations, and test components can be formed as dynamic test suites.

Maintain multiple lineups/multiple vendor components to orchestrate virtual Network
Function (vNF), containerized Network Function (cNF)

Publish test logs and reports to the key stakeholder of project/product/release

* The framework maintains access to test suites, test jobs, and the test outputs (results,
logs, and reports) according to the strict access control engine. They are notified
according to role and vendor levels using the reporting engine.

E2E use cases

NF software upgrade use cases
« Apart from the Green install, the framework also supports live upgrades of VNFs/CNFs
and validates the functionality and downtime and rollbacks.

Interop and performance use cases
e Test setups can be formed from multivendor components, and E2E use cases can be
validated to ensure the inter-operability of the different vendor VNFs / CNFs.
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Value proposition

OEM

Operator

e The OEM must deploy the “CI/CD/CT
Framework” at the customer network and
connect to the OEM’s build repository
via network to execute the automated
deployment/test the nodes @ operator
environment

« Test artifacts/test repositories are
managed and secured by OEM

e Faster time to integrate into the customer
network

Key Notes

e Test tools must be used from OEM’s
investment - No changes to scripts/libs
are required

e Test tools must be used from the operator
investment - the customization of script/
Libs must be taken care of by OEM

Integrate with OEM image repositories
to manage the pipelines and golden
configurations

Manage and re-use configuration/
deployment pipelines based on network
design

Integrate pipelines with operator
developed products/artifacts

Test artifacts/test repositories from OEM
must be managed and secured by the
operator (logically secured based on user
roles)

Faster time to operator rollouts (Lab—>
Staging 2 Pre-Prod = Production
network)
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HCL Technologies (HCL) empowers global enterprises with technology for the next decade today. HCL'’s
Mode 1-2-3 strategy, through its deep-domain industry expertise, customer-centricity and entrepreneurial
culture of ideapreneurship™ enables businesses to transform into next-gen enterprises.

HCL offers its services and products through three lines of business - IT and Business Services (ITBS),
Engineering and R&D Services (ERS), and Products & Platforms (P&P). ITBS enables global enterprises

to transform their businesses through offerings in areas of Applications, Infrastructure, Digital Process
Operations, and next generation digital transformation solutions. ERS offers engineering services and
solutions in all aspects of product development and platform engineering while under P&P. HCL provides
modernized software products to global clients for their technology and industry specific requirements.
Through its cutting-edge co-innovation labs, global delivery capabilities, and broad global network, HCL
delivers holistic services in various industry verticals, categorized under Financial Services, Manufacturing,
Technology & Services, Telecom & Media, Retail & CPG, Life Sciences, and Healthcare and Public Services.

As a leading global technology company, HCL takes pride in its diversity, social responsibility, sustainability,
and education initiatives. As of 12 months ending on June 30, 2021, HCL has a consolidated revenue of
US$ 10.5 billion and its 176,000 ideapreneurs operate out of 50 countries.

For more details contact: ers.info@hcl.com
Follow us on twitter: http://twitter.com/hclers and our blog http://ers.hclblogs.com/
Visit our website: http:/www.hcltech.com/engineering-services/
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