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Overview

From cloud adoption to cloud accountability

Executive Summary

Evolving data regulations and stricter global governance requirements are driving organizations to 
rethink how they design, operate and govern cloud/data center environments. Strategic priorities are 
shifting from scalability and cost efficiency toward control, compliance and transparency. Sovereign 
cloud addresses these needs by ensuring a defined jurisdiction retains effective control over data, 
access and operations without sacrificing the scale and innovation of cloud.

Cloud strategy has entered a new phase. For more than a decade, 
enterprise cloud adoption prioritized speed, scale and cost—how 
quickly organizations could migrate workloads, how elastically they 
could grow and how efficiently they could operate. Those priorities 
remain, but regulated organizations now face a new set of equally 
material questions.

Today, three questions define the cloud accountability agenda:

Data residency
Where is our data stored and where is it processed?

Access, control and jurisdiction
Who can access our data and under which jurisdiction do they 
operate?

Governance
How do we demonstrate compliance continuously, not merely assert 
it periodically?

Accountability connects these questions. Data is no longer treated 
solely as an asset, it is increasingly a regulated entity with defined 
ownership, traceability and jurisdictional obligations. Cloud providers 
and their customers share responsibility for meeting those obligations 
and the practical boundaries of that shared responsibility are being 
reshaped in contracts, operating models and technical controls.

A significant gap persists between what stakeholders 
expect from sovereign cloud and what many cloud 
deployments actually deliver. Achieving sovereignty 
introduces architectural, operational and governance 
complexities that organizations often underestimate. 
Moreover, traditional cloud security and compliance 
frameworks do not fully address the jurisdictional and 
control questions that regulators and boards now 
require answers to.

Drawing on our experience delivering regulated cloud 
transformations across government, financial services 
and critical infrastructure, we offer a structured 
perspective on sovereign cloud. This paper outlines 
what sovereignty must achieve, the regulatory 
landscape that shapes it, the disconnect between 
expectations, operational reality and a practical, 
governance-first approach to establishing verifiable, 
audit-ready sovereignty that can be sustained over 
time.



Sovereign cloud is often described purely in terms of data residency. That framing is incomplete. Residency is 
about keeping the data within defined geographic or jurisdictional boundaries, which is necessary, but not 
sufficient. A sovereign cloud is best understood as a multilayer control model in which residency is the 
foundation, not the end state. This model comprises four interdependent layers. Each layer addresses a distinct 
dimension of sovereign control, and each relies on the layer beneath it to remain effective:

The four-layer framework consists of jurisdictional, operational, technical, and continuous 
assurance controls, each of which builds on the layer below.

Sovereign cloud as a control model

Jurisdictional control: Defines the legal and 
regulatory boundaries for where data and 
operations may occur and under which laws 
and authorities they are governed.

Operational control: Enforces those 
boundaries through governed operating 
processes, especially access 
management, personnel vetting and 
clear jurisdictional constraints on who 
can administer systems and handle 
data.

Technical control: Implements enforceable 
protections at the platform and 
infrastructure level, including encryption, 
customer-controlled key management, 
workload isolation, segmentation and 
policy-based controls that prevent 
boundary violations by design.

Sovereignty designed across all four layers from the outset is sovereignty that can be proved. 
Sovereignty retrofitted onto an existing deployment is, in most cases, sovereignty that can only 
be asserted.

Continuous assurance: Continuously 
validates that jurisdictional, operational 
and technical controls remain intact - 
detecting drift, evidencing compliance 
and remediating deviations before they 
create regulatory exposure.



The regulatory environment governing sovereign cloud in Europe is not defined by 
any single instrument. It is an accumulation of overlapping frameworks, each 
addressing a different dimension of sovereignty and together creating a compliance 
landscape of considerable complexity. The General Data Protection Regulation 
(GDPR) provides the foundation. Its rules on lawful cross-border data transfers, the 
restrictions in Article 48 on recognizing and enforcing foreign court orders and the 
principles of data minimization and purpose limitation establish the baseline from 
which most sovereign cloud requirements are derived.

Later frameworks translate these obligations into more specific technical and 
organizational expectations. Germany’s BSI C5 catalog sets out cloud security 
requirements across 17 control domains, with particular emphasis on availability, 
incident management and personnel and physical security. France’s SecNumCloud 
qualification goes further by imposing stringent conditions around provider 
nationality and operational independence, effectively requiring qualifying providers 
to be structurally resistant to extraterritorial legal compulsion. The NIS2 Directive 
expands mandatory cybersecurity and incident reporting obligations across a much 
broader range of critical sectors, introduces explicit supply-chain security 
expectations and heightens accountability through potential personal liability for 
senior management. Alongside emerging instruments such as the EU Data Act and 
the Cyber Resilience Act, these measures form a regulatory architecture that extends 
well beyond conventional information security management.

In practice, this means sovereign cloud operators must demonstrate jurisdictional 
control over data, people, and operations, and they must be able to evidence that 
control in a way that stands up to regulatory scrutiny and not simply internal audit.

Organizations approach sovereign cloud with clear expectations. In practice, those expectations are often limited 
by operational and architectural realities that need to be addressed upfront, not encountered mid-implementation. 
Understanding this gap is the first step toward designing a model that can meet sovereignty requirements in a 
predictable, defensible way.

Customer expectations of sovereign cloud meet a more nuanced operational reality. Closing the 
gap requires intentional architectural design.

The regulatory architecture shaping sovereign cloud

Bridging expectations and operational reality



Sovereign cloud reshapes the shared responsibility model in material ways. In conventional cloud deployments, the 
provider secures the underlying infrastructure while the customer is responsible for what they deploy and operate 
on top of it. Sovereign cloud adds a third dimension, which is jurisdictional accountability and with it, a greater share 
of responsibility shifts to the enterprise customer.

Four obligations, in particular, sit squarely with the customer organization:

In this model, sovereignty is no longer a technical procurement choice that can be delegated to IT. It becomes a 
strategic risk and governance priority spanning compliance, security, risk and operations and it demands an 
operating model that aligns those functions behind enforceable controls.

Data classification and placement:  
Defining what data is sensitive, where it is 
permitted to reside and be processed and the 
handling rules that apply throughout its lifecycle.

Identity and access governance:  
Ensuring every access pathway is controlled against 
jurisdictional constraints, role-based entitlements 
and contextual conditions, not authentication 
alone.

Encryption and key ownership:  
Maintaining exclusive custody of the 
cryptographic material protecting sovereign 
data, typically through BYOK or HYOK models 
backed by HSMs.

Continuous compliance monitoring:  
Verifying on an ongoing basis that the 
environment’s sovereign controls remain 
effective and that any drift is detected and 
remediated quickly.

Three categories of gap recur across security audits of regulated cloud environments:

Processing outside residency boundaries: Data deemed “EU-resident” is frequently processed, sometimes 
only momentarily, on compute resources outside the EU during routine platform operations such as 
autoscaling, backup, support workflows and disaster recovery. Guarantees about where data sits at rest 
rarely extend automatically to the full processing lifecycle.

Provider-controlled encryption keys: In many enterprise deployments, encryption keys remain under the 
cloud provider’s control. This simplifies operations but creates a jurisdictional vulnerability where a provider 
subject to a foreign legal order may be compelled to disclose keys, regardless of contractual protections 
agreed with the customer.

Non-EU operational access: Administrative and support access to “sovereign” workloads is often exercised 
by personnel employed by entities headquartered outside the EU, introducing jurisdictional exposure that 
technical controls alone cannot fully eliminate.

These are not edge cases, but they are architectural defaults that emerge when cloud platforms are 
implemented with security as an objective but without sovereignty as a governing design principle. The 
pragmatic response is typically a segmented architecture that isolates high-sensitivity workloads in 
sovereign zones while keeping standard cloud environments for less regulated functions, reinforced by 
governance-by-design and continuous control enforcement. This is not a concession but a reflection on 
reality that sovereignty and cloud agility must be engineered together, not traded off.

The evolving responsibility model



Our approach to sovereign cloud is grounded in a simple recognition: sovereignty cannot be achieved through security 
controls alone. It requires governance, which requires structure. To manage the complexity of regulated environments, 
we have developed a structured framework that unifies compliance, security and operations. The framework organizes 
sovereign cloud controls across five governance domains, with each control mapped to its regulatory source, defined 
implementation specification and the audit evidence required to demonstrate and sustain compliance.

HCLTech’s approach to sovereign cloud

An integrated governance framework spanning five domains, each addressing a distinct layer of 
sovereign cloud operation.

Governance, risk and privacy
This foundational domain establishes regulatory 
alignment early in the lifecycle by mapping each platform 
control to its originating obligation under frameworks 
such as GDPR, BSI C5, SecNumCloud and NIS2. At the 
governance layer, we implement data classification 
schemes, residency and processing policies that cover 
the full data lifecycle and data protection impact 
assessment (DPIA) processes, ensuring that technical 
controls operate within a clearly defined jurisdictional 
context.

Data and identity control
This domain determines whether sovereignty is enforced 
in practice rather than assumed contractually. We 
implement encryption architectures that keep key 
custody with the customer through Bring Your Own Key 
(BYOK) and Hold Your Own Key (HYOK) models, supported 
by hardware security modules and robust certificate 
management. Identity and access management is built 
on federation standards and strengthened with privileged 
access management, just-in-time provisioning and 
conditional access controls that enforce geographic and 
jurisdictional constraints directly at the identity layer.

Platform security and isolation
This domain protects sovereign workloads across 
compute, storage and network surfaces. Zero-trust 
segmentation and micro-segmentation ensure network 
boundaries reinforce jurisdictional boundaries, while 
confidential computing and Trusted Execution 
Environments can be introduced where sensitivity 
requires hardware-level isolation. Cloud security posture 
management (CSPM) and integrated threat protection 
run continuously, with detection and response designed 
to remain within the same jurisdictional perimeter that 
the controls are intended to protect.

Operational oversight
This domain provides the operational capability to 
detect, respond to and report security events within 
regulatory timelines. Logging and monitoring are 
centralized within EU boundaries and incident 
response is aligned to NIS2 reporting requirements, 
including the 24-hour initial notification and the 
72-hour follow-up reporting expectations. These 
processes are supported by automated playbooks, 
SOC orchestration and defined coordination 
mechanisms with national competent authorities and 
relevant CERTs.

Continuous assurance
This domain closes the loop by treating compliance as 
an operational state rather than a periodic assessment 
outcome. Real-time control monitoring continuously 
validates effectiveness, while drift detection identifies 
deviations from approved baselines before they 
become audit findings. An audit evidence repository 
ensures controls can be demonstrated to regulators on 
demand, without the preparation overhead typical of 
conventional compliance programs.

Taken together, these five domains translate European 
sovereign cloud requirements into actionable 
architectural and operational controls and provide the 
evidence base needed for audit-ready sovereignty.



Sovereign cloud is not a one-time implementation. Regulations evolve, threat landscapes shift, and organizations 
running sovereign platforms must continuously maintain compliance in that changing context. We therefore treat 
sovereign cloud adoption as a lifecycle discipline: a structured, repeatable sequence that ensures sovereignty is 
designed and implemented correctly, operated consistently and adapted deliberately over time.

This lifecycle approach is what turns sovereign cloud from a project into a program, and from a compliance 
exercise into a trusted operating model.

A structured adoption lifecycle

A continuous lifecycle ensures sovereign cloud is implemented, operated, and evolved as a 
sustained capability.

The lifecycle begins with

Assess: Map regulatory exposure to the 
organization’s data estate. Identify and classify 
critical data, catalog applicable jurisdictional 
obligations and define sovereignty targets in 
measurable, testable terms. The output is a 
risk-informed design brief, not a policy document.

Design: Define a compliant architecture aligned to 
business requirements, with controls built in by 
design rather than added later. Zone and segment 
sensitive workloads by sovereignty need and make 
the trade-offs between sovereign isolation and 
cloud agility explicit, including their operational 
implications.

Implement: Deploy the controlled environment with 
embedded governance. Use policy-as-code to turn 
design decisions into enforceable configurations 
and embed evidence capture into the delivery 
pipeline so audit trails exist from day one rather 
than being reconstructed later.

Operate: Sustain sovereignty as an ongoing 
posture. Continuously validate compliance, detect 
and remediate drift before it becomes an audit 
finding and adapt operations to regulatory and 
threat changes through a feedback loop back into 
Assess, keeping the lifecycle active and repeatable.



Conclusion
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Sovereign cloud marks a material shift in cloud strategy. It introduces additional architectural, operational 
and governance requirements, but in return it strengthens the control, transparency and accountability that 
regulated organizations have always demanded from their infrastructure. Europe’s sovereign cloud 
frameworks are specific, rigorous and enforceable in a critical way. Contractual assurances alone are no 
longer sufficient; demonstrable evidence is. By adopting a structured governance model and a phased, 
lifecycle-based approach, organizations can move beyond compliance as a periodic exercise and build 
cloud environments that are trusted, resilient and adaptable to regulatory change. HCLTech supports this 
transition by combining deep knowledge of the European regulatory landscape with practical, 
implementation-ready operating models suited to complex, multi-jurisdictional environments. The question 
is no longer whether to adopt sovereign cloud, but how to adopt it in a way that withstands scrutiny. That is 
the challenge we are equipped to solve.

Sovereignty is not a milestone to be reached and declared. It is a sustained operational 
commitment  and the evidence of that commitment is what distinguishes a genuine 
sovereign cloud from a compliant-on-paper one.”
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